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[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc153818176][bookmark: _Toc157447943][bookmark: _Toc157692378][bookmark: _Toc160456024][bookmark: _Toc160804254][bookmark: _Toc165095916][bookmark: _Toc168546892]
1	Scope
The present document studies how to enhance the 5G System to allow for the creation and utilization of user-specific identities in order to provide enhanced user experience, optimized performance, and offer services to non-3GPP devices and human users. For example, network settings can be adapted, and services can be offered to users according to users' needs, which may be different from the subscription identifier that is used by the user to establish the connection.
In this study, the user to be identified could be an individual human user using a UE with a certain subscription or a device behind a gateway UE or 5G-RG.
Use cases are discussed in clause 26a of TS 22.101 [2] and include:
-	an individual human user, using a UE with a certain subscription; and
-	a device ("thing") behind a gateway UE.
Requirements related to the collection of charging information for users are specified in clause 5.2.17 of TS 22.115 [3].
NOTE:	Charging is in the remit of SA WG5.
[bookmark: references][bookmark: _Toc153818177][bookmark: _Toc157447944][bookmark: _Toc157692379][bookmark: _Toc160456025][bookmark: _Toc160804255][bookmark: _Toc165095917][bookmark: _Toc168546893]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.101: "Service aspects; Service principles".
[3]	3GPP TS 22.115: "Service aspects; Charging and billing".
[4]	3GPP TS 23.501: "System Architecture for the 5G System (5GS); Stage 2".
[5]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[6]	3GPP TS 23.503: "Policy and charging control framework for the 5G System (5GS); Stage 2".
[bookmark: definitions][bookmark: _Toc153818178][bookmark: _Toc157447945][7]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".
[8]	3GPP TR 22.904: "Study on user centric identifiers and authentication (Release 16)".
[9]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
[10]	IETF RFC 7542: "The Network Access Identifier".
[bookmark: _PERM_MCCTEMPBM_CRPT23140000___5][11]	Liaison Statement from IEEE 802.11: "Working Group to Wireless Broadband Alliance", https://www.ieee802.org/11/Liaisons/2024-01-04-Liaison%20statement%20from%20IEEE%20802-11%20Working%20Group%20to%20WBA%20re%20P802.11bh.pdf.
[12]	3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on 3GPP credentials in the 5G System (5GS) ".
[13]	3GPP TS 23.204: "Support of Short Message Service (SMS) over generic 3GPP Internet Protocol (IP) access; Stage 2".
[14]	Broadband Forum TR-069: "CPE WAN Management Protocol".
[15]	Broadband Forum TR-369: "The User Services Platform".
[16]	Broadband Forum TR-181: "Device Data Model for CWMP Endpoints and USP Agents".
[17]	3GPP TS 24.526: "User Equipment (UE) policies for 5G System (5GS); Stage 3".
[18]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework".
[bookmark: _Toc157692380][bookmark: _Toc160456026][bookmark: _Toc160804256][bookmark: _Toc165095918][bookmark: _Toc168546894]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc153818179][bookmark: _Toc157447946][bookmark: _Toc157692381][bookmark: _Toc160456027][bookmark: _Toc160804257][bookmark: _Toc165095919][bookmark: _Toc168546895]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
The terms Gateway UE, User, User Identity, User Identifier, and User Identity Profile are defined in clause 3.1 of TS 22.101 [2].
NOTE 1: 	Final definition of term(s) for identifiers and identities are to be determined at conclusion of the study or at normative work.
Identifier Link: An association between a User Identifier (or User Identity Profile) and a 3GPP Subscription.
NOTE 2:	The definitions can be updated in future if further extensions/enhancements are identified.
[bookmark: _Toc153818180][bookmark: _Toc157447947][bookmark: _Toc157692382][bookmark: _Toc160456028][bookmark: _Toc160804258][bookmark: _Toc165095920][bookmark: _Toc168546896]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc153818181][bookmark: _Toc157447948][bookmark: _Toc157692383][bookmark: _Toc160456029][bookmark: _Toc160804259][bookmark: _Toc165095921][bookmark: _Toc168546897]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
UIP	User Identity Profile


[bookmark: clause4][bookmark: _Toc153818182][bookmark: _Toc157447949][bookmark: _Toc157692384][bookmark: _Toc160456030][bookmark: _Toc160804260][bookmark: _Toc165095922][bookmark: _Toc168546898]4	Architectural Assumptions and Requirements
[bookmark: _Toc93073656][bookmark: _Toc153818183][bookmark: _Toc157447950][bookmark: _Toc157692385][bookmark: _Toc160456031][bookmark: _Toc160804261][bookmark: _Toc165095923][bookmark: _Toc168546899]4.1	Architectural Assumptions
The architecture in this study should be based on the following assumptions:
-	The architecture, framework and the QoS model as specified in TS 23.501 [4], TS 23.502 [5], and TS 23.503 [6] are regarded as the baseline for this study.
-	Subscriber/subscription information will not be moved into a user profile and information from the user profile should not be used to override information in a subscription. For example, the slices and DNNs that are available to the UE do not change based on the user of the UE.
-	The subscription is a 5GS subscription.
-	When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription.
NOTE 1:	The identifier of the non-3GPP devices in this study might not be called a "user identifier". A different name may be selected during the study.
NOTE 2: 	A user is considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS.
NOTE 3:	It is assumed that the non-3GPP devices do not support 5G-AKA authentication procedures nor separate NAS connections with the 5GC for each non-3GPP device (e.g. like for AUN3 devices).
-	The User Identifier and any subscription that it links to are assumed to be associated with the same PLMN (e.g. the operator that manages the User Identifier and the operator that manages the subscription is assumed to be the same).
-	For the case of non-3GPP device(s) behind a UE or 5G-RG, how a user identifier and any associated credentials are provisioned in a non-3GPP device, UE, or application is assumed not in scope of this study (e.g. the credentials need to be provisioned in the non-3GPP device by an operator, human user, or a 3rd party).
-	Application layer interaction between an application client of the UE and application server is assumed not in scope of this study.
[bookmark: _Toc93073657][bookmark: _Toc153818184][bookmark: _Toc157447951][bookmark: _Toc157692386][bookmark: _Toc160456032][bookmark: _Toc160804262][bookmark: _Toc165095924][bookmark: _Toc168546900]4.2	Architectural Requirements
Service Requirements for User Identifiers are specified in clause 26a of TS 22.101 [2].
The following architectural requirements are applicable to this study:
-	The Architecture should enable a subscriber to be able to link and unlink one or more User Identifiers with the subscriber's 3GPP subscription.
-	The Architecture should be able to take User Identifier specific service settings and parameters (e.g. user specific QoS settings) into account when delivering a service.
-	The Architecture should be able to store and allow for an update of User Identifier related data.
-	The Architecture should allow for the creation of a User Identity Profile that is associated with a User Identifier which needs to be linked to subscriber/subscription information before it can be used to access the network.
- 	When the user identifier applies to human, the 5GS should be able to support user authentication for a User Identifier (e.g. when requested by a 3rd party or to identify the current active user for an UE).
-	The user identifier is at least unique within a PLMN.
[bookmark: _Toc22192646][bookmark: _Toc23402384][bookmark: _Toc23402414][bookmark: _Toc26386411][bookmark: _Toc26431217][bookmark: _Toc30694613][bookmark: _Toc43906635][bookmark: _Toc43906751][bookmark: _Toc44311877][bookmark: _Toc50536519][bookmark: _Toc54930291][bookmark: _Toc54968096][bookmark: _Toc57236418][bookmark: _Toc57236581][bookmark: _Toc57530222][bookmark: _Toc57532423][bookmark: _Toc93073658][bookmark: _Toc153818185][bookmark: _Toc157447952][bookmark: _Toc157692387][bookmark: _Toc160456033][bookmark: _Toc160804263][bookmark: _Toc165095925][bookmark: _Toc168546901]5	Key Issues
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This key issue focuses on how to support identifying the human user of a UE's 3GPP subscription when the human user access services via the 5GS using a user identifier. Solutions to this key issue will address:
-	whether and how the 5GC supports identifying the User Identifier that is associated with a UE's traffic,
-	requirements related to the User Identifiers e.g. scope of uniqueness and how they are assigned,
-	what information is stored as part of the User Identity Profile (e.g. a User Identifier, associated security credentials, associated devices, user specific QoS settings). Including how User Identity Profiles are created/acquired, stored, and updated,
-	whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner, and
-	whether and how user specific policies, e.g. QoS settings, are taken into account by the 5GS in order to provide service differentiation.
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[bookmark: _Toc157447956][bookmark: _Toc157692391][bookmark: _Toc160456037][bookmark: _Toc160804267][bookmark: _Toc165095929][bookmark: _Toc168546905]5.2.1	Description
This key issue builds on the identifying human user case of key issue #1 and focuses on how users are authenticated and authorized and how the network restricts User Identifiers. Solutions to this key issue will address:
-	how are users authenticated and how and for what are users authorized;
-	how the network restricts the usage of User Identifiers, including in roaming scenarios.
NOTE:	Aspects of this key issue will depend on interaction with SA WG3. For example, authentication and Authorization methods are in the remit of SA WG3.
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[bookmark: _Toc157447958][bookmark: _Toc157692393][bookmark: _Toc160456039][bookmark: _Toc160804269][bookmark: _Toc165095931][bookmark: _Toc168546907]5.3.1	Description
This key issue builds on the identifying human user case of key issue #1 and focuses on how User Identifier related functionality and information is exposed. Solutions to this key issue will address:
-	what and how User Identity Profile information and functionality are exposed (e.g. exposure of the content of the User Identity Profile, exposure of authorization/authentication results, authenticating users, and linking a User Identifier with a 3GPP subscription).
NOTE 1: 	Aspects of this key issue will depend on interaction with SA WG3. For example, privacy protections related to exposure of User Identity Profile information and authorization/authentication results need to be coordinated with SA WG3.
NOTE 2:	Some exposure aspects (e.g. what functionality needs to be exposed) may depend on interaction with SA WG6. For example, exposure functionality that may be required by the SA WG6 FS_Metaverse_App study.
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This key issue will study whether and how 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG and whether and how to provide policy control for the traffic associated with individual non-3GPP devices.
The use case that is associated with this key issue is the case where non-3GPP devices behind a UE or 5G-RG need to be identified.
The objective of this key issue is how an identifier is used by the network to control the traffic to/from UE or 5G-RG when the traffic is associated with the non-3GPP devices. This objective differs from existing support for AUN3 devices in TS 23.316 [7] because the objective is to enable the non-3GPP devices to be identified and to use only the subscription of the UE or 5G-RG to access the 5GC (i.e. the UE or 5G-RG should have to maintain only a NAS Context itself and not for each non-3GPP device).
Solutions to this key issue will address:
-	whether and how the 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG. (e.g. in order to charge the individual non-3GPP devices),
-	whether and how to provide policy control for the traffic of individual non-3GPP devices connecting behind a UE or 5G-RG. Including whether and how to trigger policy control for the traffic of individual non-3GPP devices via PCF and NEF APIs, including whether and how to support concurrent services with differing QoS requirements launched by the different non-3GPP devices, and
-	whether and how the operator can optionally restrict the number of simultaneously active User Identifiers per UE or 5G-RG.
NOTE 0: 	The User Identifiers in the above bullet means the identifiers of the devices behind gateway UE or 5G-RG.
NOTE 1:	Changes to the layer 1 or layer 2 protocols of non-3GPP devices are not in scope of this study. It is assumed that the non-3GPP devices do not support 5G-AKA authentication procedures nor separate NAS connections with the 5GC for each non-3GPP device (e.g. like for AUN3 devices).
NOTE 2:	Conclusions related to an 5G-RG should be shared with the Broadband Forum (BBF) and CableLabs.
NOTE 3:	Solutions for Ethernet PDU Session should work in the presence of randomized MAC addresses.
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[bookmark: _Toc160456044][bookmark: _Toc160804274][bookmark: _Toc165095936][bookmark: _Toc168546912]6.1	Solution #1: Identifying traffic corresponding to a human user during PDU session establishment
[bookmark: _Toc160456045][bookmark: _Toc160804275][bookmark: _Toc165095937][bookmark: _Toc168546913]6.1.1	Key Issue mapping
The solution addresses Key Issue 1 aspects of Key Issue 2 and 3.
[bookmark: _Toc160456046][bookmark: _Toc160804276][bookmark: _Toc165095938][bookmark: _Toc168546914]6.1.2	Description
The solution assumes that there is User Profile information stored in the UDR
User Profile information is available in AM subscription, SM subscription data and Policy control subscription data and includes one or more of the following:
-	A User Profile Reference ID that uniquely identifies the User Profile among all User Profiles in the same mobile subscription;
[bookmark: _PERM_MCCTEMPBM_CRPT23140001___5]-	One of more User Identifiers (e.g. user@example.com);
-	In AM subscription data:
-	One or more devices (i.e. PEIs) that can use this User Profile;-
-	In SM subscription data:
-	Authentication information, such as credentials (e.g. a password, digital certificated, etc.) and authentication types;
-	In PDU session related control data:
-	One or more applications associated with this User Profile;
-	The QoS settings that should be applied to the traffic associated with this User Profile; and
-	The list of services available for this User Profile.
There may be more than one User Profiles each associated with a User Profile Reference ID that are linked to the 3GPP subscription (SUPI).
It is also assumed that User Profile information is also configured in the UE containing user id and credential information.
A network connection [PDU session] associated with a user identifier may be requested by a UE when a human user logs in to the UE and the UE determines that a User Profile is associated with this user (the determination may be based on UE implementation or based on User Profile configuration in the UE). In such a case the UE requests a PDU session establishment including the User Identifier that requested the network connection. The UE includes the User Identifier within the NAS message and also includes the User Identifier within the SM PDU DN Request container in the form of an EAP-Response/Identity NAI message.
Editor's note: 	The UE includes the user identifier in the first PDU session establishment. The procedure is FFS if the UE has already a PDU session established (without any user ID) and a user logs in the device.
The AMF determines the applicable User Profile by retrieving the associated User Profile (identified by a User Profile ID) from the UDM corresponding to the User Identifier provided by the UE (the AMF can retrieve the user profile(s) from the UDM during registration and store in the UE context). The AMF determines if the User Profile is allowed to be used by the device (by retrieving the device's PEI and determining if the PEI or Device ID of the UE is included in the allowed PEI list of the User Profile).
Editor's note: 	It is FFS whether and how the AMF is aware which user profile is active.
The AMF then creates an SM Context Request to the SMF including the User Profile Identifier of the retrieved User Profile and also includes the SM Container.
The SMF retrieves the SM Subscription Data corresponding to the User Profile identifier from the UDR and retrieves the user specific SM related subscription data. From the data the SMF determines the AAA server identity (if user authentication is required) and the type of authentication required. The SMF invokes a AAA authentication request including the NAI provided by the UE in the SM PDU DN Request Container. The AAA server initiates an EAP authentication with the UE.
Editor's note: 	It is FFS how user identification is supported when the UE has included a user ID in a first PDU session establishment and establishes a second PDU session.
After authentication is completed the SMF selects a PCF and establishes an SM Policy Control Request with the PCF. The SMF includes the User Profile Identifier in the request. The PCF retrieves the user specific PDU session policy control data according to User Profile ID and derives policy rules which are sent to the SMF.
The SMF then sends a PDU session establishment accept message to the UE.
[bookmark: _Toc160456047][bookmark: _Toc160804277][bookmark: _Toc165095939][bookmark: _Toc168546915]6.1.3	Procedures
The procedure is shown below:


Figure 6.1.3-1: User specific PDU establishment request
0a.	The UE registers to the network based on the Registration procedure described in clause 4.2.2.2 of TS 23.502 [5].
0b.	During registration the AMF retrieves from the UDM the subscription data which includes a list of User Profiles (identified by a User Profile Identifier) which contain a list of user identifiers, list of allowed devices.
1.	A user logs in the device using a user identifier:
1b.	The UE may determine from the User Profile Data that a User Profile is associated with the User Identifier.
2.	The UE sends a PDU session establishment request including the User Identifier in the UL NAS transport message. In addition, the UE includes the User Identifier in the form of an EAP-Response/Identity NAI message within the SM PDU DN Request container included within the SM PDU session establishment request container.
3a.	The AMF determines, from the list of User Profiles associated to the 3GPP subscription, the user profile associated to the user identifier provided by the UE in the NAS message of the PDU session establishment request. The AMF can retrieve the user profile(s) from the UDM during registration and store in the UE context.
3b.	The AMF also determines if the user identifier is allowed for this UE (from the list of allowed PEI).
4a.	The AMF selects an SMF and sends a Create SM Context request. The AMF includes in the Create SM Context Request the User Profile Identifier of the retrieved user profile.
4b.	The SMF retrieves from the UDM/UDR the user specific Session Management Subscription Data associated to the User Profile identifier provided by the AMF. The SMF uses the User Profile to determine the address of the AAA server (if user authentication is required).
5a.	The SMF sends a AAA request message to the operator or 3rd party AAA server including the EAP message provided by the UE in the SM PDU DN Request Container.
5b.	An authentication method is derived from the AAA server based on the user identifier provided.
6.	The AAA server starts an EAP authentication method with the SMF and the UE.
7a.	The SMF selects a PCF and sends an SM Policy Control Create Request message including in the request the User Profile identifier of the User Profile associated to the user identifier.
7b.	The PCF retrieves from the UDM/UDR PDU Session policy control subscription information according to User Profile Identifier and derives policy rules.
7c.	The PCF provides the Policy rules to the SMF in the SM Policy Control Create response message.
8.	The SMF selects UPF(s) and establish an N4 session.
9, 10, 11.	The SMF sends a PDU session establishment accept message to the UE.
[bookmark: _Toc160456048][bookmark: _Toc160804278][bookmark: _Toc165095940][bookmark: _Toc168546916]6.1.4	Impacts on services, entities and interfaces
-	UE includes during PDU session establishment request user identifier information
-	During PDU session establishment request:
-	AMF retrieves from UDM during PDU session est., user profile associated with user identifier and determines if user/device is allowed.
-	SMF retrieve from UDM/UDR authentication data to authenticate user.
-	PCF retrieves from UDM/UDR user profile related information (e.g. QoS policies).
[bookmark: _Toc160456049][bookmark: _Toc160804279][bookmark: _Toc165095941][bookmark: _Toc168546917][bookmark: _Toc157448170]6.2	Solution #2: Support of User Identification in 5GS
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This is a solution for KI#1.
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This solution meets the following architecture assumptions outlined in clause 4.1:
-	The subscription is a 5GS subscription.
-	When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all the UE's traffic during the time that specific user identifier is active with the UE's subscription.
-	A user is considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS.
-	The User Identifier and any subscription that it links to are assumed to be associated with the same PLMN (e.g. the operator that manages the User Identifier and the operator that manages the subscription is assumed to be the same).
-	Application layer interaction between an application client of the UE and application server is assumed not in scope of this study.
The solution includes the following architecture principles:
-	A User Identity Profile, associated with the UE's 5GS subscription, is proposed to be stored in UDR.
-	The logics handling the User Identity Profile could be done in UDM.
-	The User Identity Profile should include User Identifier (UID). The uniqueness of the user identifier is maintained within a specific PLMN and may be linked to any subscription.
-	PDU session procedures may associate User Identifier (UID) to PDU sessions, PCC rules, policies, etc.
As specified in this study's architectural assumption, subscriber/subscription information will not be moved into a User Identity Profile and information from the User Identity Profile should not be used to override information in a subscription.
It is proposed to introduce a new Data Subset "User Identity Profile" in UDR. There may be one or multiple User Identities for each User Identity Profile. Each User Identity maybe associated with the following attributes:
-	User Identifier (UID) and linked 5GS subscription identified by a SUPI
-	User Identity specific service settings and parameters
-	Subscriber categories
-	UID specific network resources (e.g., network slice) in accordance with the subscription(s) the UID belongs to
-	QoS information
Each User Identity contains one UID which is used for authentication and authorization to receive 5GS services.
Editor's note:	In this context, how the User Identity Profile, User Identity, and User Identifiers relate to each other is FFS.
The User Identity Profile Data may be pre-provisioned by operator and stored in UDR.
The UID may be provisioned for a specific subscriber category (e.g., gold, silver, premium, etc.), with each subscriber category enabling the association of operator-defined polices to the UIDs within that category.
The UDM that is capable of handling User Identity Profile is in the HPLMN of the human users it serves and access the information of the UDR located in the same PLMN.
The UDM should include the support of the following new functionality:
-	Handling of User Identity Profile, including storage and management for each User Identity Profile in 5G system
-	The User Identity Profiles associated with a subscription are provisioned by the operator.
-	Operator when updating a User Identity Profile can link or unlink UID with the specific subscription, i.e., SUPI, in an operator-controlled manner, as described in clause 6.2.3.3.
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[bookmark: _Toc160456053][bookmark: _Toc160804283][bookmark: _Toc165095945][bookmark: _Toc168546921]6.2.3.1	PDU Session Establishment procedure for specific user identifier
Figure 6.2.3.1-1 provides a high-level procedure of PDU session establishment for specific UID to support identifying the human user of a UE's 3GPP subscription when the human user access services via the 5GS using a User Identifier (UID).


Figure 6.2.3.1-1: High-level procedures to support identifying the human user of a UE's 3GPP subscription when the human user access services via the 5GS using a user identifier (UID)
0.	The UE registers with the network with its subscription and establishes a NAS security context with the AMF. The UID associated with the subscription has been authenticated and authorized.
1.	If UID is supported on this UE, when the user is active, during PDU Session Establishment procedure, the UE shall indicate the current UID in N1 SM container.
2.	The AMF selects a SMF.
3.	In steps 3a-3c, if the AMF does not have an association with a SMF for the PDU session ID associated with the UID sent by UE (e.g., when request type is "initial request"), the AMF invokes the Nsmf_PDUSession_CreateSMContextRequest with PDU session ID, UID, and other relevant parameters to create the SM context.
	If the AMF already has an association with an SMF for the PDU Session ID associated with the UID provided by the UE (e.g. when Request Type indicates "existing PDU Session"), the AMF invokes the Nsmf_PDUSession_UpdateSMContextRequest with PDU Session ID, UID and other relevant parameters to update the SM context.
	The SMF is responsible of checking whether the UE requests are compliant with the User Identity Profile.
	If User Identity Profile for corresponding subscription is not available, the SMF retrieves the User Identity Profile and UE SM subscription data from UDM/UDR, and may subscribe to be notified when the User Identity Profile is modified.
4.	The SMF may perform a User Identifier policy association establishment procedure to establish a User Identifier policy association with the PCF and get the default PCC rules for the PDU sessions associated with the UID.
	If the Request type is existing PDU session, the SMF may provide information on the Policy Control Request Trigger condition that have been met by an SMF initiated User Identifier policy association/modification procedure.
	If a service category identifier has been associated with the UID, the operator-defined policies for this service category can be used for this UID in this step.
Editor's note:	How the PCF receives User identifier related policies is FFS.
5.	The SMF continues with PDU Session Establishment Request procedure in clause 4.3.2.2.2 of TS 23.502 [5].
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A user may be considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS. To better use 5G network resources, it is beneficial to have some procedures to determine user states.
The UDR may include a new Data Subset "User State Data". Associated with a specific subscription and UID, the user state information is stored by the UDR with Data Key SUPI and/or UID for one or multiple UIDs in the specific SUPI. The "User State Data" may be updated by NEF. The "User State Data" may contain the following information:
-	User state information, e.g. active, inactive, suspend, etc.
The User Identifier (UID) associated with a specific subscription can be in states, e.g., activated, deactivated, or suspended. If a user is inactive on a device or UE for a specific period, the device may automatically suspend the UID. This inactivity period is determined by the home operator's policy.
During Session Management procedures, the SMF may store and update user's state information in local configurations according to the home operator's policy. Changes in the user states are communicated to subscribed NFs via the Nsmf_EventExposure_Subscribe function. Additionally, the AMF may maintain and update the user state information in local configurations as reported by the UE.
In Figure 6.2.3.2-1, a high-level procedure to describe user state update is provided.


Figure 6.2.3.2-1: User State Change
1.	UE detects user activity with UID and identifies state change.
NOTE:	How UE detects user activity and state change are implementation specific, not in the scope of 3GPP.
2.	UE requests to update user state in User Identity Profile, by sending a NAS message containing the UID.
3.	In steps 3a-3c, AMF uses UE's report and its local UE context data to determine UID state change. If user state change occurs, AMF sends the event report, by means of Namf_EventExposure_Notify message, to the associated notification endpoint of the NEF, along with the time stamp. NEF may store the information in the UDR along with the time stamp using either Nudr_DM_Create or Nudr_DM_Update service operation as appropriate.
4.	In steps 4a-4c, during Session Management procedures, the SMF may monitor user activities, and determine UID state change occurs. For example, when the PDU Session associated with a specific UID has no data transfer for a period specified by the User Inactivity Timer value in the User Identity Control Data.
	SMF sends the user state change event report, by means of Nsmf_EventExposure_Notify message, to the associated notification endpoint of the NEF, along with the time stamp. NEF may store the information in the UDR along with the timestamp using either Nudr_DM_Create or Nudr_DM_Update service operations as appropriate.
Editor's note:	The procedure for suspended user is FFS.
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Figure 6.2.3.3-1: Registration to begin Association of a User to a Subscription
1.	The AF sends a Link Request to the NEF. The request includes a User Identifier, a subscription identifier (e.g. a SUPI or External ID), and an indication of whether the request is to "link" or "unlink".
2.	The NEF invokes the Nudm_UIP_Modify service operation to send the "link" or "unlink" request to the UDM. If the UDM authorizes the request to "link", then the UDM forms the user identifier link by updating the User Profile to include the SUPI. If the NEF authorizes the AF request to "unlink", based on NEF request, the UDM makes decision to delete the user identifier link by updating the User Identity Profile to remove the SUPI. The UDM responds to the service invocation by indicating if the "link" or "unlink" request was successful.
3.	The NEF responds to the AF with an indication of whether the "link" or "unlink" request was successful.
[bookmark: _Toc160456056][bookmark: _Toc160804286][bookmark: _Toc165095948][bookmark: _Toc168546924]6.2.4	Impacts on services, entities and interfaces
UE:
-	Detect UID state change.
-	Handle UID during PDU session procedures.
SMF:
-	Handle UID during PDU session procedures.
-	Determine UID state.
AMF:
-	Determine UID state based on UE report and UE context.
PCF:
-	Handle UID specific rules and policies.
UDM/UDR:
-	Handling of User Identity Profile, including storage and management for each subscriber's User Identity Profile in 5G system.
-	Linking/Unlinking and updating User Identity Profile within the specific subscription.
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This solution addresses Key Issue #1 and Key Issue #2.
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In this solution, it is assumed that a User Identifier is unique at least within the operator's network.
The User Identity Profile contains following information:
-	A User Identifier.
-	credentials for authentication of the User Identifier.
-	Specific service settings and parameters.
-	Linked 3GPP subscription (SUPI).
Editor's note:	It is FFS whether credentials are stored in the User Identity Profile. It depends on authentication procedure which will be determined by SA3.
Editor's note:	Details of Specific service settings and parameters are FFS.
The User Identity Profile is provided to the 5GC by using External Parameter Provisioning procedure described in clause 4.15.6.2 of TS 23.502 [5]. When the AF provides the U between ser Identity Profile, GPSI of subscription linked with the User Identifier is provided so that 5GC aware of Link 3GPP subscription and User Identifier.
When a user intends to use a UE using the User Identifier, the UE triggers Registration procedure by including User Identifier of the user. The AMF triggers authentication of the User Identifier and, if authentication is successful, the AMF stores the User Identifier and registers to the UDM of the User Identifier. The AMF provides Registration Accept to the UE with indication that service for the User Identifier is allowed. The User Identifier is transferred to the SMF/PCF of existing PDU Session or new PDU Session. If the SMF/PCF receives the User Identifier, the SMF/PCF gets the User Identity Profile information from the UDM/UDR and can apply the User Identifier specific policies.
[bookmark: _Toc160456060][bookmark: _Toc160804290][bookmark: _Toc165095952][bookmark: _Toc168546928]6.3.3	Procedures
[bookmark: _Toc160456061][bookmark: _Toc160804291][bookmark: _Toc165095953][bookmark: _Toc168546929]6.3.3.1	Procedures for provisioning of User Identity Profile


Figure 6.3.3.1-1: Provisioning of User Identity Profile
1.	If the AF wants to create/update/delete User Identity Profile, the AF provides User Identity Profile together with GPSI of linked 3GPP subscription by triggering Nnef_PrameterProvision_Create/Update/Delete service operation.
2.	If the AF is authorized by the NEF, the NEF selects UDM by using the GPSI of linked 3GPP subscription. The NEF triggers Nudm_PrameterProvision_Create/Update/Delete service operation.
3.	If the AF is authorized by the UDM to provision the parameters for the subscriber (represented by GPSI of linked 3GPP subscription), the UDM requests the UDR to create, update or delete the "specific service settings and parameters" in the User Identity Profile via Nudr_DM_Create/Update/Delete Request. The stored information can be used by the PCF to apply User Identifier specific policies.
4.	UDR responds the request with Nudr_DM_Create/Update/Delete Response.
5.	UDM responds the request with Nudm_ParameterProvision_Create/Update/Delete Response.
6.	NEF responds the request with Nnef_ParameterProvision_Create/Update/Delete Response.
[bookmark: _Toc160456062][bookmark: _Toc160804292][bookmark: _Toc165095954][bookmark: _Toc168546930]6.3.3.2	Procedures for Activation of User Identifier


Figure 6.3.3.2-1: Activation of User Identifier
1.	The UE is registered and established PDU Sessions without User Identifier. The procedure follows existing procedures.
2.	The UE sends NAS message e.g. Registration Request by including User Identifier of the user.
NOTE 1:	If Registration Request message is used and there is no NAS security (e.g. if step 1 is not performed), the User Identifier can be transmitted after NAS security is established e.g. by using non-clear text IEs.
3.	Based on the User Identifier provided by the UE, AMF triggers authentication of the User Identifier.
NOTE 2:	If the UE is not registered to the network (e.g. if step 1 is not performed), the AMF first triggers primary authentication of the UE using existing procedure. After the primary authentication of the UE is completed, the AMF triggers authentication of the User Identifier.
4.	The AMF triggers Nudm_UECM_Update service to notify the UDM that the User Identifier is activated and the User Identifier is served by the UE.
NOTE 3:	If the AMF does not performed registration to the UDM, (e.g. if step 1 is not performed), the AMF can trigger Nudm_UECM_Registration service to register the AMF and notify that the User Identifier is activated.
	The UDM may check whether the User Identifier is used by other UE (i.e. check whether the User Identifier is already activated by other UE). If the User Identifier is used by other UE, based on local policy, the UDM either rejects the registration or sends Nudm_UECM_DeregistrationNotification to the other UE which is using the User Identifier to deactivate User Identifier over the UE.
5.	The AMF retrieves User Identity Profile from the UDM by triggering Nudm_SDM_Get by providing User Identifier. Based on the received information, the AMF may check whether the UE is allowed to be used by the User Identifier.
6	If the User Identifier is allowed to get a service with the UE, the AMF sends NAS message e.g. Registration Accept to the UE with indication that the User Identifier is allowed. The AMF stores the User Identifier in the UE Context. Otherwise, the AMF notify the UDM that the User Identifier is deactivated and sends NAS message e.g. Registration Accept to the UE with indication that the User Identifier is not allowed and procedure stops.
7.	The AMF triggers Nsmf_PDUSession_UpdateSMContext to release existing PDU Session(s).
8.	The UE sends PDU Session Establishment Request message.
9.	The AMF triggers Nsmf_PDUSession_CreateSMContext and includes the User Identifier.
10.	The SMF retrieves User Identity Profile from the UDM by triggering Nudm_SDM_Get by providing User Identifier. Based on the received information, the SMF may update QoS based on operator policy.
11.	The SMF may create SM Policy Association with the PCF and includes User Identifier. Based on the received User Identifier, the PCF can retrieve the User Identity Profile from the UDR to apply User Identifier specific policy.
12.	The SMF registers the PDU Session to notify the UDM that the User Identifier is using the PDU Session.
13. The SMF provides PDU Session Establishment Accept message to the UE.
[bookmark: _Toc160456063][bookmark: _Toc160804293][bookmark: _Toc165095955][bookmark: _Toc168546931]6.3.4	Impacts on services, entities and interfaces
UE:
-	support handling of User Identifier during the Registration procedure.
AMF:
-	support receiving User Identifier from the UE and triggers authentication.
-	support registering the activated User Identifier.
SMF:
-	support receiving User Identifier from the AMF and registering the PDU Session.
PCF:
-	support receiving User Identifier from the SMF and retrieves User Identity Profile from UDR.
UDM:
-	support storing of User Identity Profile.
-	enforce that User Identifier does not activated simultaneously over different UEs.
NEF, UDM, UDR:
-	support provisioning of User Identity Profile.
[bookmark: _Toc146539438][bookmark: _Toc160456064][bookmark: _Toc160804294][bookmark: _Toc165095956][bookmark: _Toc168546932][bookmark: _Toc117509218]6.4	Solution #4: Registration for a UE and a user
[bookmark: _Toc146539439][bookmark: _Toc160456065][bookmark: _Toc160804295][bookmark: _Toc165095957][bookmark: _Toc168546933]6.4.1	Key Issue mapping
The solution applies to Key Issue #1: Identifying the Human User of a Subscription.
[bookmark: _Toc146539440][bookmark: _Toc160456066][bookmark: _Toc160804296][bookmark: _Toc165095958][bookmark: _Toc168546934]6.4.2	Functional Description
[bookmark: _Toc146539441]Assumptions:
-	It is assumed that a UE and the UE's subscription may be used by multiple users. Such an UE is provided with an User Profile in the UDM linked to the UE's subscription profile. The User Profile can be provided in the UDM by the Operator or alternatively by a 3rd party Service Provider via the NEF. The User Profile may contain list of User Identifiers to identify the users within the 3GPP system and optionally the number of the users can be restricted by the operator in the User Profile. Each User Identifier may have attributes such as: List- of S-NSSAI(s) - one or more S-NSSAI(s); QoS - allowed QoS level for the user; user specific authentication - whether the user requires user specific authentication.
-	It is assumed that in a new registration status parameter to the UE the network will define which user has registered successfully or which user has been rejected. If a user is rejected, a rejection cause and optionally back-off timer is provided.
-	It is assumed that the Allowed NSSAI is per UE (i.e. no change), not per user.
-	It is assumed that only one human user can be active at the time.
[bookmark: _Toc160456067][bookmark: _Toc160804297][bookmark: _Toc165095959][bookmark: _Toc168546935]6.4.3	Procedures


Figure 6.4.3-1: Registration for a UE and a user
1.	The User Profile is provided to the UDM by the operator or by the Service Provider via the NEF and linked to the UE's subscription information.
2.	A user (e.g. user identifier-x) initiates registration procedure. In the Registration Request message the UE includes the user identity for registration, e.g. user identifier-x.
3.	Optional UE Authentication and Security procedures according to TS 23.502 [5].
4.	The AMF requests the UE subscription information retrieval from the UDM, if not received from the source AMF. In the Nudm_SDM_Get message to the UDM the AMF includes the identity of the user to be registered.
5.	The UDM returns the UE subscription information according to TS 23.502 [5] and if in step 4 the AMF indicated a user identity, the UDM also provides the User Profile to the AMF.
6.	The AMF analyses the User Profile and stores it in the UE's context within the AMF.
7.	If based on the User Profile a user specific authentication is required, the AMF triggers the user specific authentication procedure for the user.
Editor's note:	It is FFS whether the user specific authentication is triggered before or after Registration Accept.
8.	The AMF sends Registration Accept to the UE and includes in it the user registration status parameter in which the AMF indicates which user successfully registered (e.g. user identifier-x) or which user was rejected, if any. If there is a rejected user, the AMF provides in the user registration status a reject cause and potentially a back-off timer.
[bookmark: _Toc146539442][bookmark: _Toc160456068][bookmark: _Toc160804298][bookmark: _Toc165095960][bookmark: _Toc168546936]6.4.4	Impacts on existing services, entities and interfaces
[bookmark: _Toc532993704][bookmark: _Toc160456069]UE, AMF:
-	New parameters in the Registration Request and Registration Accept message.
AMF, UDM:
-	User Profile handling.
[bookmark: _Toc160804299][bookmark: _Toc165095961][bookmark: _Toc168546937]6.5	Solution #5: Authenticating a Human User and User Profile Storage in the UDM
[bookmark: _Toc160456070][bookmark: _Toc160804300][bookmark: _Toc165095962][bookmark: _Toc168546938]6.5.1	Key Issue mapping
This solution addresses key issue #1, " Identifying the Human User of a Subscription" and key issue #2, " Authentication and Authorization of Users and Restrictions on Users ".
[bookmark: _Toc160456071][bookmark: _Toc160804301][bookmark: _Toc165095963][bookmark: _Toc168546939]6.5.2	Description
According to the KI#1, the User Identity has its own profile, which may include a User Identifier, associated security credentials, associated devices, user specific QoS settings and so on. These parameters defined in the user profile will impact the PDU session control, e.g. the QoS control. When the human user accesses to the network, differentiated service may be provided to the User Identity. Therefore, in addition to the definition of the User Identity Profile, the User ID needs to be correlated with the UE subscription data. It is straight forward to add the User ID to the UE subscription data for the correlation.
The User Identity Profile includes the User Identity and optionally include the security information, QoS parameters, and so on.
The UE Subscription data is updated to contain the subscribed User ID list, considering that there can be multiple User IDs for link with the SUPI, with the assumption that only a single User ID is active with a UE subscription at a given time, and the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription.
Editor's note:	Other parameters to be defined in the user profile are FFS, e.g. associated device, charging policy, and so on.
-	User ID: It is mandatory for the user profile and it is at least unique within a PLMN. It is used to identify the human who uses the UE at a given time. The User ID is configured in UDM based on input from the operator, the third party or human user.
-	Security information: It is optional in the user profile. If it is present, it indicates the User Identity shall be authenticated based on the security credential defined in the user profile. The security information includes the authentication method which may be set to the secondary authentication or AUSF/UDM authentication. The secondary authentication indicates the User Identity needs to be authenticated and authorized by using the existing secondary authentication procedure with enhancement for User Identity, and it may also include DN-AAA Server addressing information. These parameters are the same as defined in the current specification, see clause 5.2.3.3.1 of TS 23.502 [5]. The AUSF/UDM authentication method indicates the User Identity needs to be authenticated by AUSF/UDM based on the credential defined in this security information. Additionally, this security information may also include the User Identity authentication indication which indicates whether the User Identity is already successfully authenticated or not.
-	QoS parameters: It is optional in the user profile. It includes the 5GS Subscribed QoS profile and/or Subscribed Session-AMBR, as defined in the current specification, but with different values from those for the UE subscription, e.g. with different QoS Flow level QoS parameter values (5QI and ARP).
[bookmark: _Toc160456072][bookmark: _Toc160804302][bookmark: _Toc165095964][bookmark: _Toc168546940]6.5.3	Procedures
[bookmark: _Toc160456073][bookmark: _Toc160804303][bookmark: _Toc165095965][bookmark: _Toc168546941]6.5.3.1	User Identity authenticated by Secondary authentication procedure
This procedure describes the User Identity being authenticated by the Secondary authentication mechanism with enhancement for User Identity. When the authentication method indicates Secondary authentication, the User Identity is authenticated by DN-AAA.


Figure 6.5.3.1-1: User Identity authentication by secondary authentication procedure
1.	The UE registers to the 5GC based on the existing procedure.
2.	The UE triggers the PDU session establishment procedure, i.e. the UE sends the UL NAS transport message which includes the PDU session establishment request message. If this PDU session is related with a User Identity, the UE includes the User ID in the UL NAS transport message.
Editor's note:	How the UE determines the User ID for this PDU session is FFS.
3-4.	The AMF receives the UL NAS transport message and obtains the User ID from this message. The AMF selects the SMF based on the existing principle and additionally considers the SMF which supports the User ID. Then the AMF forwards the PDU session establishment request message and the User ID to the SMF.
Editor's note:	Whether the AMF checks the User ID allowed or not is FFS.
5.	The SMF obtains the SM subscription data for the SUPI and User Identity Profile information for the requested DNN and S-NSSAI from the UDM based on the existing procedure, and the user profile for the user ID and the requested DNN and S-NSSAI is also sent to the SMF from the UDM. The SMF will then trigger the Secondary authentication procedure in the case that the Secondary authentication indication exists in the User Identity Profile for the User ID.
NOTE:	The UDM needs to link the subscription data for the requested DNN and S-NSSAI for the SUPI and the User Identity Profile information.
Editor's note:	It is FFS how to link the parameters in the User Identity Profile and the subscription data of the UE the user is using to access the network, e.g. what's the impact on the Allowed NSSAI provided to the UE during the registration procedure.
6.	If the SMF decides to perform the Secondary Authentication, it follows the existing Secondary authentication procedure with the difference as defined in step 6c, in which the DN-AAA sends EAP-success and the User ID to the SMF. The SMF stores this authenticated User ID in the related PDU session context. If the Secondary Authentication fails, the SMF rejects the PDU session establishment procedure based on the current specification.
	If the SMF receives the specific QoS parameters from the User profile for this User ID, the SMF performs the QoS control for this PDU session based on the received QoS parameters.
7.	If dynamic PCC is to be used for the PDU Session, the SMF obtains the PCC rule from the PCF as defined in the current specification, taking into account the User ID for which the policy is requested for this PDU session.
Editor's note:	How the PCF supports the User ID is FFS.
8-11.	The SMF sends the PDU session establishment Accept message to the UE.
[bookmark: _Toc160456074][bookmark: _Toc160804304][bookmark: _Toc165095966][bookmark: _Toc168546942]6.5.3.2	User Identity authenticated by AUSF/UDM
This procedure describes the User Identity being authenticated by AUSF/UDM. When the authentication method indicates AUSF/UDM authentication, the User ID is authenticated by AUSF/UDM based on the credential defined in the user profile.


Figure 6.5.3.2-1: User Identity authentication by AUSF/UDM
1-4.	The UE registers to the 5GC and triggers the PDU session establishment procedure, the same as described in clause 6.5.3.1 from step 1 to step 4.
5.	The SMF obtains the SM subscription data and the user profile(s) as described in clause 6.5.3.1, and the user context from the UDM. If the User ID is for a human user, the SMF checks if the User ID is stored as successfully authenticated the user context, and if yes, skips the steps 6-11.
Editor's note:	Details of the user context, including how to store the user context, is FFS.
6-12.	If the authentication method indicates AUSF/UDM authentication, the SMF constructs an EAP Response/Identity message that contains the User ID and forwards the EAP Response/Identity message and UE SUPI within Nausf_SMauthentication_Authenticate Request message to the AUSF. The AUSF selects a UDM as described in clause 6.3.8 of TS 23.501 [4] and gets the authentication data from UDM for this User ID.
	The AUSF performs the User ID authentication procedures based on the EAP message exchange with UE. To be more specific, the AUSF sends the EAP-Request/AKA'-Challenge message to the SMF in a Nausf_SMAuthentication_Authenticate Response message. The SMF shall transparently forward the EAP-Request/AKA'-Challenge message to the UE in a NAS message Authentication Request message. The AUSF and the UE may exchange EAP-Request/Response messages via the SMF. The SMF shall transparently forward these messages.
	If the User ID is successfully authenticated, the AUSF shall send an EAP Success message and the User ID to the SMF inside Nausf_SMAuthentication_Authenticate Response, which shall forward EAP Success message transparently to the UE in the N1 message. Also, the SMF will mark the User ID as authenticated when receiving the EAP Success message from AUSF. If the User ID Authentication fails, the SMF rejects the PDU session establishment procedure based on the current specification.
Editor's note:	The User Identity authentication procedure based on the credential defined in the user profile will be further studied in SA WG3.
13-14.	After the User ID is successfully authenticated by the AUSF, the SMF registers with the UDM by including the User ID and authentication result in Nudm_UECM_Registration service operation. The UDM stores the User ID with successfully authenticated indication in the User profile.
	For the successfully authenticated User ID, the SMF applies the specific QoS parameters if received from the User profile, the SMF performs the QoS control for this PDU session based on this QoS parameters. If dynamic PCC is to be used for the PDU Session, the SMF obtains the PCC rule from PCF. The same as steps 7 to 11 as defined in solution 6.5.3.1, the SMF finishes the PDU session establishment procedure for the UE.
[bookmark: _Toc160456075][bookmark: _Toc160804305][bookmark: _Toc165095967][bookmark: _Toc168546943]6.5.3.3	User Identity authorized without authentication procedure
This procedure describes the User Identity being authorized by UDM without authentication procedure when there is no security information in the user profile.


Figure 6.5.3.3-1: User Identity authorization without authentication procedure
1-4.	The UE registers to the 5GC and triggers the PDU session establishment procedure, the same as described in clause 6.5.3.1 from step 1 to step 4.
5-6.	The SMF obtains the SM subscription data from UDM which includes the user profile(s) as described in clause 6.5.3.1.
	If the SMF receives the specific QoS parameters from the user profile for this User ID, the SMF performs the QoS control for this PDU session based on the received QoS parameters.
7-11.	The same as described in the procedure 6.5.3.1, the SMF sends the PDU session establishment Accept message to the UE.
[bookmark: _Toc160456076][bookmark: _Toc160804306][bookmark: _Toc165095968][bookmark: _Toc168546944][bookmark: _Toc532993705]6.5.4	Impacts on services, entities and interfaces
The solution has impact on the UE and some NFs, as follows.
UDM/UDR:
-	Supports the User Identity Profile and enhancement of UE Subscription data for User Identity.
AUSF:
-	Supports the authentication for User ID.
AMF:
-	Supports SMF selection for User ID, and optionally checks if the User ID is allowed or not.
SMF:
-	Supports the authentication and authorization of the User ID during PDU Session Establishment procedure, using either secondary authentication procedure with DN-AAA or based on interaction with AUSF/UDM.
PCF:
-	Supports policy control for User ID, including QoS control per User ID.
[bookmark: _Toc148441676][bookmark: _Toc160456077][bookmark: _Toc160804307][bookmark: _Toc165095969][bookmark: _Toc168546945]6.6	Solution #6: Support of SMS over NAS for the active User Identifier
[bookmark: _Toc160456078][bookmark: _Toc160804308][bookmark: _Toc165095970][bookmark: _Toc168546946]6.6.1	Key Issue mapping
This is a solution for key issue #1 "Identifying the Human User of a Subscription".
[bookmark: _Toc160456079][bookmark: _Toc160804309][bookmark: _Toc165095971][bookmark: _Toc168546947]6.6.2	Description
In this solution, it is assumed that the User Identifier intending to use any allowed UE is authenticated and authorized by using other solutions for KI#2.
Editor's note:	The required security mechanisms, e.g., user consent, verification and authorization of GPSI that subjects to SMS redirection require coordination with SA3.
Editor's note:	It is FFS whether there is any impact to the UE with IMSI associated with the GPSI that subjects to SMS redirection.
This solution proposes the following to support SMS over NAS for the active User Identifier:
-	The User Identity Profile includes GPSI and SMS Management Subscription data (e.g. SMS teleservice, SMS barring list) for specific User Identifier.
NOTE:	The GPSI used for SMS service is in form of MSISDN.
-	The User Identity Profile is stored in the UDM storing Subscription data for the linked 3GPP subscription.
-	SMS Subscription data indicating subscription to any SMS delivery service over NAS is irrespective of the active User Identifier which means that the SMS Subscription data stored in UE's subscription is checked by the AMF to determine whether the SMS service is allowed to the UE.
-	If there is the active User Identifier for a UE, SMS service bound to the active User identifier is supported for the UE.
[bookmark: _Toc160456080][bookmark: _Toc160804310][bookmark: _Toc165095972][bookmark: _Toc168546948]6.6.3	Procedures


[bookmark: _CRFigure4_16_1_21]Figure 6.6.3-1: Support of SMS over NAS for the active User Identifier
1.	The UE performs registration procedure as specified in clause 4.13.3.1 of TS 23.502 [5]. Therefore, during the registration procedure, the UE includes an "SMS supported" indication in Registration Request to enable SMS over NAS transport and the AMF activates SMS for the subscriber (SUPI) on the selected SMSF.
2.	MT SMS is transferred to the SMS-GMSC. This MT SMS is for the subscriber registered with the UE in step 1.
3.	The SMS-GMSC discovers and selects the UDM by interacting with NRF, then get the routing information of the nodes available for MT SMS delivery from the UDM by invoking Nudm_UECM_SendRoutingInfoForSM (GPSI of the subscriber).
4.	The SMS-GMSC forwards the SMS message to the SMSF provided by the UDM.
5.	The SMS message is transferred to the UE as specified in clause 4.13.3.6 or clause 4.13.3.7 of TS 23.502 [5].
6.	A user with a User Identifier = User_ID#1 intends to use this UE. Therefore, the UE sends a Registration Request including User_ID#1 to the AMF.
	It is assumed that authentication and authorization for User_ID#1 are progressed based on other solutions for KI#2.
7.	The AMF informs the SMSF that SMS activation needs to be updated from the subscriber to the user of User_ID#1. The AMF provides User_ID#1 and GPSI of User_ID#1 to the SMSF.
	Instead of using Nsmsf_SMService_Update service operation that needs to be newly defined, Nsmsf_SMService_Deactivate service operation and Nsmsf_SMService_Activate service operation can be used to trigger step 8 and step 9, respectively.
8.	The SMSF requests to the UDM to delete SMSF address for the subscriber.
9.	The SMSF requests to the UDM to add SMSF address for GPSI of User_ID#1.
10.	The UDM triggers Nnrf_NFManagement_NFUpdate to notify that the UDM is supporting GPSI of the User Identifier = User_ID#1.
11.	The SMSF retrieves SMS Management Subscription data (e.g. SMS teleservice, SMS barring list) for User_ID#1 stored in the User Identity Profile.
12.	The SMSF responses to the AMF.
13.	The AMF sends a Registration Accept to the UE.
14.	MT SMS is transferred to the SMS-GMSC. This MT SMS is for the user registered with the UE in steps 6 to 13.
15.	The SMS-GMSC invokes the Nnrf_NFDiscovery to discover and select the UDM for the GPSI of User Identifier.
16.	The SMS-GMSC gets the routing information of the nodes available for MT SMS delivery from the UDM by invoking Nudm_UECM_SendRoutingInfoForSM (GPSI of the user using User_ID#1).
17.	The SMS-GMSC forwards the SMS message to the SMSF provided by the UDM.
18.	The SMS message is transferred to the UE as specified in clause 4.13.3.6 or clause 4.13.3.7 of TS 23.502 [5].
After step 18, if the activated User Identifier of the UE is changed, steps 6 to 13 are performed with following differences.
-	In step 6, the UE includes new User Identifier = User_ID#2.
-	In step 7, the AMF includes new User Identifier = User_ID#2.
-	In step 8, the SMSF requests to the UDM to delete SMSF address for the User Identifier = User_ID#1.
-	In step 9, the SMSF requests to the UDM to add SMSF address for GPSI of User_ID#2.
-	In step 10, the UDM triggers Nnrf_NFManagement_NFUpdate to notify that the UDM is supporting GPSI of the User Identifier = User_ID#2 and does not support GPSI of the User Identifier = User_ID#1.
-	In step 11, the SMSF retrieves SMS Management Subscription data (e.g. SMS teleservice, SMS barring list) for User_ID#2 stored in the User Identity Profile.
[bookmark: _Toc160456081][bookmark: _Toc160804311][bookmark: _Toc165095973][bookmark: _Toc168546949]6.6.4	Impacts on services, entities and interfaces
AMF:
-	Support to activate SMS activation for a user of a User Identifier using a UE.
SMSF:
-	Support to register to UDM for a User Identifier using a UE.
-	Support to retrieve SMS Management Subscription data for a User Identifier using a UE.
UDM:
-	Support to store User Identity Profile.
-	Support to provide SMS Management Subscription data for a User Identifier using a UE to SMSF.
-	Support to update to NRF about GPSI of user.
[bookmark: _Toc160456082][bookmark: _Toc160804312][bookmark: _Toc165095974][bookmark: _Toc168546950]6.7	Solution #7: Solution for linking User identifier with a UE subscription via the authenticated UE channel
[bookmark: _Toc157448171][bookmark: _Toc160456083][bookmark: _Toc160804313][bookmark: _Toc165095975][bookmark: _Toc168546951]6.7.1	Key Issue mapping
This solution addresses KI#1 (linking of User ID).
[bookmark: _Toc157448172][bookmark: _Toc160456084][bookmark: _Toc160804314][bookmark: _Toc165095976][bookmark: _Toc168546952]6.7.2	Description
[bookmark: _Toc160456085][bookmark: _Toc160804315][bookmark: _Toc165095977][bookmark: _Toc168546953]6.7.2.1	Overall scenario


Figure 6.7.2.1-1: Overall scenario
The figure illustrates a high level architecture for this solution. In this architecture, the service provider is assumed to support the existing OAUTH2 framework for User ID provider. The service provider pre-configures to the MNO with the OAUTH2's endpoint address for checking the User ID Verification Information (e.g. OAUTH ID token). Using the existing framework, it can authenticates the User ID and issues the User ID Verification Information after successful user authentication and delivers it to the user application. The user application triggers the UE to start User ID linking procedure by providing the User ID Verification Information received from the ID Provider through the authenticated UE's channel (e.g. NAS channel) to the 5GC. The 5GC verifies the User ID verification Information received through the authenticated channel from the UE by invoking the pre-configured endpoint address of OAUTH2 framework for verifying the User ID Verification Information. If the 5GC have checked User ID Verification Information successfully, the 5GC stores the association between the UE's subscription information and the UE. The association between UE and User ID can be stored in the UDM as well as UIDF, for example, the NF (e.g. NEF) in the 5GC can dynamically update the associated User ID information into the UDM for the UE. After this linking procedure is successful, the application service can use the User ID to invoke the subsequent NEF service. The NEF can query the UDM to identify the User ID to map the associated UE.
User Information Database Function (UIDF) is a new entity that can store the specific aspects related to a User ID, e.g. specific QoS/ or user plane relates settings for a particular User. The user profile for a particular User ID also store a reference to the UE subscription(s) that are linked to the particular User ID.
After the linking has been performed, UIDF may be updated (by 3rd party AFs or other Network functions) in order to store User specific QoS settings for the User ID.
[bookmark: _Toc160456086][bookmark: _Toc160804316][bookmark: _Toc165095978][bookmark: _Toc168546954]6.7.3	Procedure


Figure 6.7.3-1: Procedure for UE linking with a User ID
0.	A user using a particular application (on a UE already subscribed with the operator), The signalling between application and UE is out of scope.
1.	Application server want to link its own User ID with the UE currently used by the particular User. It provides the User ID along with an authentication token to the UE application. This is application layer interaction and is outside SA2 scope.
Editor's note:	It is FFS what kind of User ID Verification Info and any other parameters that need to be used is to be decided.
2.	User application provides that token to the NAS layer, and UE invokes a NAS message in order to bind the particular user ID with it. It provides the User ID and the authentication token received from the application.
3.	AMF asks the NEF to request the corresponding AF for verification of authentication token received from UE
4.	NEF requests the corresponding AF regarding the authenticity of the token for the requested user identity.
5.	AF is assumed to support the existing OAUTH2 framework for verification the OAUTH2 ID token. The AF verifies that the User ID Verification Info for the particular User ID requested by the NEF
6.	After successful verification of the User ID Verification Info, the AF acknowledges NEF request.
7.	After NEF receives the successful verification from AF, the NEF updates the UDM to add User ID information to the UE subscription.
8.	After NEF receives the successful verification from AF, the NEF updates the UIDF to associate (i.e. link) the SUPI and User ID.
After this linking procedure is successful, the AF can use the User ID to invoke the subsequent NEF service for requesting specific policies for the User. The NEF can query the UDM/UIDR to identify the User ID to map the linked UE.
Editor's note:	It is FFS how the network restricts one active user identifier on a UE.
[bookmark: _Toc157448174][bookmark: _Toc160804317][bookmark: _Toc165095979][bookmark: _Toc168546955]6.7.4	Impacts on services, entities and interfaces
UE impacts:
-	Sending NAS message along with User ID and authentication token received from the application.
AMF/AUSF impacts:
-	Receiving linking request from UE and invoking AMF to verify the linking request
UDM impacts:
-	Storage of linked user id with a SUPI
UIDF:
-	new core network function.
[bookmark: _Toc160456087][bookmark: _Toc160804318][bookmark: _Toc165095980][bookmark: _Toc168546956]6.8	Solution #8: User specific authentication
[bookmark: _Toc160456088][bookmark: _Toc160804319][bookmark: _Toc165095981][bookmark: _Toc168546957]6.8.1	Key Issue mapping
The solution applies to Key Issue #2: Authentication and Authorization of Users and Restrictions on Users.
[bookmark: _Toc160456089][bookmark: _Toc160804320][bookmark: _Toc165095982][bookmark: _Toc168546958]6.8.2	Functional Description
Assumptions:
-	It is assumed that a UE and the UE's subscription may be used by multiple users. Each User Profile may have attributes such as: List of S-NSSAI(s) - one or more S-NSSAI(s) which can be used by the user; QoS - allowed QoS level for the user; Secondary authentication - whether the user requires secondary user specific authentication.
-	It is assumed that a user may require user specific authentication with an AAA Server (AAA-S) which may be hosted by the HPLMN operator or a third party which has a business relationship with the HPLMN. The AMF may determine the need for user specific authentication based on the User Profile retrieved from the UDM.
-	It is assumed that when the authentication procedure is complete, the AMF stores the result in the User Profile. The result can then be exposed from the User Profile.
-	During a Registration Procedure, the UE provides a user identifier to indicate to request that the user identifier be associated with the UE's subscription.
[bookmark: _Toc160456090][bookmark: _Toc160804321][bookmark: _Toc165095983][bookmark: _Toc168546959]6.8.3	Procedures


Figure 6.8.3-1: User specific authentication
1.	After the standard UE authentication during the registration procedure, the AMF may trigger an user specific authentication when one or more users require user specific authentication with an AAA Server (AAA-S) which may be hosted by the HPLMN operator or a third party which has a business relationship with the HPLMN. AMF may determine the need for user specific authentication based on the User Profile. For example, the AMF triggers user specific authentication for user identifier-x.
2.	The AMF may request from the UE the EAP Id (Enhanced Authentication Protocol Id) for the user identifier x in a NAS MM Transport message (EAP Id request, user identifier-x).
3.	The UE provides the EAP Id for the user identifier-x in NAS MM Transport message (EAP Id, user Identifier-x). The EAP Id provides the EAP authentication method and parameters.
4.	The AMF sends the EAP Id to the NSSAAF in the Nnssaaf_NSSAA_Authentication Req (EAP Id, AAA-S address, GPSI, user identifier-x). The AAA-S address is retrieved from the User Profile.
5.	The NSSAAF sends AAA Protocol message (EAP Id, GPSI, user identifier-x) to the AAA-S. If the AAA-P is present (e.g. because the AAA-S belongs to a third party and the operator deploys a proxy towards third parties), the NSSAAF contacts AAA-P first.
6.	EAP messages are exchanged with the UE to authenticate the user identifier-x.
7.	EAP authentication completes. An EAP-Success/Failure is returned to the NSSAAF within the AAA protocol message (EAP Success/Failure, GPSI, user identifier-x).
8.	The NSSAAF sends the Nnssaaf_NSSAA_Authentication Resp (EAP-Success/Failure, user identifier-x, GPSI) to the AMF.
NOTE:	The details of the procedure may be updated based on coordination with SA WG3.
[bookmark: _Toc160456091][bookmark: _Toc160804322][bookmark: _Toc165095984][bookmark: _Toc168546960]6.8.4	Impacts on existing services, entities and interfaces
UE:
-	Supports an EAP Authentication procedure between the user and AAA-S. The procedure is similar to the Network Slice-Specific Authentication and Authorization procedure of TS 23.502 [5] clause 4.2.9.2.
AMF:
-	Supports an EAP Authentication procedure between the user and AAA-S. The procedure is similar to the Network Slice-Specific Authentication and Authorization procedure of TS 23.502 [5] clause 4.2.9.2.
NSSAAF:
-	Support for user authentication in addition to the slice authentication.
[bookmark: _Toc153818406][bookmark: _Toc160456092][bookmark: _Toc160804323][bookmark: _Toc165095985][bookmark: _Toc168546961]6.9	Solution #9: Solution for AMF based User ID authentication
[bookmark: _Toc153818407][bookmark: _Toc160456093][bookmark: _Toc160804324][bookmark: _Toc165095986][bookmark: _Toc168546962]6.9.1	Key Issue mapping
[bookmark: _Toc153818408][bookmark: _Toc160456094][bookmark: _Toc160804325][bookmark: _Toc165095987][bookmark: _Toc168546963]6.9.2	Description
The solution has the following assumptions:
-	One SUPI is corresponding to one or more User IDs. The value of User IDs has been negotiated and preconfigured in UE, Core network, and AAA-Server.
-	It is assumed each node performs the following functions for User-ID based authentication:
 -	UE: Peer.
 -	AMF: Authenticator.
 -	AAA-Server: EAP server.
-	Reusing EAP based authentication (e.g. MD5 challenge, Cogent Systems Biometrics Authentication EAP) to authenticate User-Id by 3rd party's AAA-Server. The User-id and the authentication result can be aware by 5GC.
[bookmark: _Toc153818409][bookmark: _Toc160456095][bookmark: _Toc160804326][bookmark: _Toc165095988][bookmark: _Toc168546964]6.9.3	Procedures


	(Steps/Parameters for potential impact is in Italic)

Figure-6.9.3-1: User ID based authentication after initial registration
0.	User-A switch on a UE and the UE performs initial registration
1.	UE send initial registration including SUPI (Concealed as SUCI) and capability of User-Id based authentication
2.	AUSF triggers the Primary authentication to authenticate the SUPI reported by UE is correct. Specific procedure has been defined in TS 33.501 [9].
3-4.	During the registration, AMF retrieves the SUPI's subscription which indicates whether an User-ID based authentication is required.
NOTE 1:	The other omitted messages for 5G registration follows the existing procedure.
5.	Registration accept is sent to UE with AMF allocated 5G-GUTI.
6.	AMF determines to perform User-ID based authentication by sending DL NAS message including EAP-Request (e.g. type=1, identity)
7.	UE sends UL NAS message including EAP-Response (e.g. type=1, identity=user id)
NOTE 2:	The step 6 and 7 can be combined into one message.
8.	AMF sends AAA Protocol message including GPSI and EAP-Response: identity=user id
9.	More interactions between EAP server and UE may be needed for authentication. E.g., triggers MD5-Challenge to authenticate the user id
10.	EAP Server responds authentication result of the user id (success/failure)
11.	AMF record the authentication result and send the result to UE
12.	AMF sends the authenticated User ID to UDM for storing
Editor's note:	It needs be further clarified regarding the roaming scenario.
Editor's note:	It needs be further clarified regarding the case when User Id is changed.
[bookmark: _Toc153818410][bookmark: _Toc160456096][bookmark: _Toc160804327][bookmark: _Toc165095989][bookmark: _Toc168546965]6.9.4	Impacts on services, entities and interfaces
UE:
-	Send capability of User-Id authentication in registration request
-	Support EAP peer and send EAP message via NAS
AMF:
-	Support EAP authenticator
-	Support determination of performing User-id authentication, sending EAP message via NAS
UDM:
-	SUPI's Subscription indicates whether User-Id authentication is required
-	Store the authenticated User ID
[bookmark: _Toc160456097][bookmark: _Toc160804328][bookmark: _Toc165095990][bookmark: _Toc168546966]6.10	Solution #10: Unique User Identifier for a Human User and how it is used in 3GPP procedures to associate the Human User with a UE
[bookmark: _Toc16839383][bookmark: _Toc23236015][bookmark: _Toc93305722][bookmark: _Toc152046442][bookmark: _Toc160456098][bookmark: _Toc160804329][bookmark: _Toc165095991][bookmark: _Toc168546967]6.10.1	Introduction
[bookmark: _Toc16839384][bookmark: _Toc23236016][bookmark: _Toc93305723]This solution addresses and KI#2 "Authentication and Authorization of Users and Restrictions on Users".
The solution introduces a new unique User Identifier and specifies how the unique User Identifier is used in 3GPP procedures to associate a Human User with a UE dynamically.
[bookmark: _Toc152046443][bookmark: _Toc160456099][bookmark: _Toc160804330][bookmark: _Toc165095992][bookmark: _Toc168546968]6.10.2	Functional Description
[bookmark: _Toc16839385][bookmark: _Toc23236017][bookmark: _Toc93305724]This solution is based on dedicated User profiles for the human Users and a UE Subscription profile for the UE (containing a USIM card). It is assumed that the potential human Users and the User owning the UE have individual contracts with a single MNO to ensure that the User profiles and the UE Subscription belongs to the same MNO domain. Figure 6.10.2-1 shows how the solution is embedded in the 3GPP architecture and provides an overview how multiple human Users can use a single UE.


Figure 6.10.2-1: Solution Overview
When a human User login to a UE, the UE initiates the registration of the human User to the 5GS via the UE. During the registration the User profile of the human User is associated with the UE subscription as follows:
-	Only one human User profile is associated with the UE subscription at a given time. The UE subscription is dedicated to the USIM owner, who provided the USIM in the UE.
Editor's note:	Detailed behaviour when a User initiates a registration at the UE but another User with a different User Identifier is already registered is ffs. This includes for example, the consideration of Security aspects and the decision if UE or CN initiated deregistration is preferred.
-	When the MNO allows the association of multiple human User(s) with a UE subscription, a human User, preferable the one that owns the USIM card in the UE should be enabled to provide the information, which human User is allowed to use the UE. For this purpose, the MNO may limit the number of potential User profiles that can be associated to the UE with the UE Subscription.
	It is up the MNO to offer methods to manage potential human User associations with a UE subscription. For example, the respective information may be part of the contract processes and the result is deployed UE subscription data and User profile data via OAM services. Alternatively, the MNO may offer an Application Server that allows a human User to provide the potential human User to UE subscription information dynamically via a Web Interface. Details of such solutions are out of scope in SA2 but may require following respective guidelines on security and privacy from SA3 group. From SA2 perspective it is important that following new information for the authorization check is available in the UE subscription:
-	MaxNumber of potential human User profiles that can be assigned with the UE subscription.
-	List of potential UE profiles that are allowed for the UE subscription. The List cannot exceed the MaxNumber of potential human User profiles.
Editor's note:	Additional parameters and the handling of the parameters involving link/unlink via AF/NEF are FFS.
-	When the UE subscription allows that the human User (identified by the User Identifier) is allowed for the UE, the UDM initiates the dynamic association of the human User with the UE and generates the temporary merged (generated or intersection) Subscription data containing UE Subscription data and User Profile data according to a defined MNO policy.
	Subscriber/subscription information of the UE will not be moved into the User profile of a human User and information from the User profile of a human User should not override information of the UE subscription. This can be achieved by merging the UE subscription data with the User profile data in the UDM. How this merging is processed may be subject of a Mobile Network Operator MNO policy, which defines which information has precedence, however the MNO policy shall not consider using the User profile data to override the UE subscription data. For example, if UE subscription doesn't contain voice services and the User profile allows them, the human User shall not be able to use voice services if the human User is associated with the UE.
Editor's note:	How merged User profile data and UE Subscription data, the MNO policy, and the association of the UE subscription with the UE profile are memorized is FFS.
The User Identifier is provided by the MNO to the human User and may be based on following parameters and considerations:
-	The human User Identifier should be based on the Network Access Identifier (NAI) specifications in RFC 7542 [10]. As the human Users need to be on the same MNO domain as the UE subscription, it needs to be unique per MNO only. An MNO may use any of the following examples for the User Identifier:
-	Name.MCCMNC.RoutingID@domain.com, or alternatively
-	string.routingID@domain.com; or
-	Name@domain.com, where domain is built out of the MCC/MNC of the MNO and the RoutingID i.e. domain may be RIDxx.MNCyy.MCCzz.
	In the examples Name can be any string or number and RoutingID is used to determine the right UDM/UDR group storing the User profile.
[bookmark: _Toc152046444][bookmark: _Toc160456100][bookmark: _Toc160804331][bookmark: _Toc165095993][bookmark: _Toc168546969]6.10.3	Procedures
The dynamic association of a human User profile with a UE Subscription requires to extend the existing procedures defined in TS 23.502 [5] by adding the new user identification User Identifier (UserID) to the procedures.
[bookmark: _Toc160456101][bookmark: _Toc160804332][bookmark: _Toc165095994][bookmark: _Toc168546970]6.10.3.1	Registration procedure
In a first step, it is proposed to adapt the Registration procedure as specified in TS 23.502 [5], Figure 4.2.2.2.2-1 to perform the association of the UE subscription with the User profile. The adapted Registration procedure builds then the basis to generate the temporary merged Subscription data containing UE Subscription data and User Profile data according to a defined MNO policy.
It is to be noted that there could be operator deployments that may consists of multiple UDMs in the network; in such a case there could be scenarios that the UE and the User Identifier linked to a specific UE be part of different UDMs.


Figure 6.10.3.1-1: User Registration of Human Users using a UE
Figure 6.10.3.1-1 shows how the Registration procedure as defined in clause 4.2.2.2.2 of TS 23.502 [5] is modified when a UE is enabled to serve multiple Human Users.
 As prerequisite it is assumed that the UE contains a USIM which is associated with the UE Subscription in 5GS while the User has a dedicated User profile. Both, UE Subscription and User profile belong to the same Operator domain and doesn't require roaming functionality.
0.	The human User initiates the User Registration procedure at the UE i.e., human User can login at the UE. For this purpose, an App can be defined (that may use a UE provided API). Once the user logs in, the UE provides his/her user credentials that are dedicated to the User Identifier. How this is done is out of scope in SA WG2.
1-3.	UE sends NAS registration request that include SUCI/GUTI of the UE and the UserIndication, which provides the information that a human User requests to register via the UE to 5GS.
6-9.	AMF ensures per existing procedures that the UE and User are authenticated (if needed involving an AUSF and steps 8, 9 in Figure 4.2.2.2.2-1 of TS 23.502 [5]). When the AMF recognizes the UserIndication for a human User it derives the User Identifier in steps 6-9 in Figure 4.2.2.2.2-1 of TS 23.502 [5] considering the NAS Authentication and Security principles for User Identifier in the same way as for the UE. At the end of this step the AMF has the SUPI of the UE used by the human User and the User Identifier of the human User. EIR check (steps 11, 12 in Figure 4.2.2.2.2-1 of TS 23.502 [5]) may also be carried out.
	As the AMF has received from the UE the User Identifier of User, the AMF enforces a user authentication for the UE and the User. The Authentication may be required to cover security aspects in situations where the UE is already registered with a different User Identifier. Important is to consider that a previous registration of the UE and a User is cancelled and all corresponding resources (at SMSF, PCF, SMF, CHF etc…) are released to meet the architectural assumption and requirement that only a single User Identifier is active with a UE subscription at a given time.
14a.1.	When the AMF issues Nudm_UECM_Registration request, the AMF provides both the SUPI and the User Identifier to UDM that is responsible to handle the UE Subscription. The UDM checks in the UE's Subscription if the User Identifier is allowed for the UE; if this is not the case it rejects the UECM_Registration.
	This assumes a new UDR table indexed by the SUPI that contains all User Identifier (s) allowed for this SUPI.
14a.2.	Based on the User Identifier (e.g. routing identifier part), the UDM of the UE identifies the UDM of the User and asks the UDM of the User for readiness to associate the human User (User Identifier) with the UE (SUPI).
14a.3.	The UDM of the User sends a positive response when the association of the human User and the UE is possible and a negative response when not. This may be the case when the human User is already associated with another UE.
14a.4.	Nudm_UECM_Registration response. If the User Identifier is not allowed for the UE the UDM rejects the AMF request with a cause that allows the AMF to reject the UE registration with a proper cause telling the user that this specific User Identifier is not allowed to use this UE.
14b..1	In step 14b in Figure 4.2.2.2.2-1 of TS 23.502 [5] when the AMF issues the Nudm_SDM_Get request, the AMF provides both the SUPI and the User Identifier to UDM that is responsible to handle the UE subscription.
14b.2-3.	Based on the User Identifier (e.g. routing identifier part), the UDM of the UE identifies the UDM of the User and gets User profile data.
14b.4.	the UDM merges the UE subscription data and the User profile data (possibly retrieved from different UDRs) according to a MNO policy to create the merged subscription data result. If the User profile is not compatible with the UE subscription, it rejects the AMF request with a cause that allows the AMF to reject the registration with a proper cause (telling the User that User profile is not compatible with the UE subscription).
	The merged Subscription data may induce to use the user's User Identifier (s) additionally, while the merged Subscription data result also contains codes and further 3GPP parameters including the new User Identifier.
14b.5.	Nudm_SDM_Get response with the merged Subscription data result.
21.	Further steps 14c-19c in Figure 4.2.2.2.2-1 of TS 23.502 [5] are carried out leading to the AMF sending a NAS registration accept/reject based on the merged Subscription information result.
[bookmark: _Toc160456102][bookmark: _Toc160804333][bookmark: _Toc165095995][bookmark: _Toc168546971]6.10.3.2	Registration procedure supporting SMS over NAS
The AMF may run the procedure in Figure 4.13.3.1-1 of TS 23.502 [5]: Registration procedure supporting SMS over NAS. To support multiple Human Users of a UE this procedure is modified as shown in Figure 6.10.3.2-1.


Figure 6.10.3.2-1: Registration procedure supporting SMS over NAS for Human Users using a UE
1-2.	Follows steps 0 - 14 of Registration procedure in Figure 6.10.3.1-1.
3.	The AMF discovers and selects an SMSF to serve the human User (User Identifier) via the UE as described in Figure 4.13.3.1-1 of TS 23.502 [5].
4.	Follows steps 15 - 20 of Registration procedure in Figure 6.10.3.1-1
5.	When the AMF invokes Nsmsf_SMService_Activate service operation from the SMSF User Identifier shall be included along with the SUPI (and possibly the Group Id of the UDM/UDR of the UE/User).
6.	The SMSF discovers an UDM based on the SUPI and User Identifier (and possibly the Group Id of the UDM/UDR of the UE/User). The UDM merges (based on operator policy) the SMS related User Profile data and the SMS related UE subscription data (possibly retrieved from different UDR) to create merged SMS subscription data.
7.a.	It is assumed that it is not required to re-check the readiness for the association of the human User and the UE.
7b.5.	The merged SMS subscription data result is sent to the SMSF.
	Once SMSF has received the subscription data result, the SMSF behaviour to handle SMS is as defined in existing specifications.
[bookmark: _Toc160456103][bookmark: _Toc160804334][bookmark: _Toc165095996][bookmark: _Toc168546972]6.10.3.3	Further procedures
Editor's note:	The new User Identifier parameter identifying a Human User of a UE may be needed in other procedures e.g., PDU Session Establishment/Modification as well. The identification of these procedures is FFS.

[bookmark: _Toc160456104][bookmark: _Toc160804335][bookmark: _Toc165095997][bookmark: _Toc168546973]6.10.4	Impacts on services, entities, and interfaces
UE:
-	Distinguish human Users and provide User Identifier of active human User in procedures.
-	Receive merged Subscription data results (result code information) and inform human User.
AMF:
-	Receive and forward User Identifier of active human User in procedures.
-	Initiate Authentication/Security for UE and User Identifier and provide results to UE via (R)AN.
-	Receive merged Subscription data results from SMSF and UDM of User and forward to (R)AN.
SMSF:
-	Receive and forward User Identifier of active human User in procedures.
-	Receive merged Subscription data results and forward to AMF.
UDM of UE (UE Subscription):
-	Discover UDM of User based on User Identifier of active human User and get User profile data of User Identifier.
-	Authorize User Identifier of active human User for UE.
-	Check compatibility of User profile data and UE subscription data and build merged Subscription data result.
-	Initiate storage and forwarding of merged Subscription data result.
UDM of User (User Profile):
-	Provide User profile for User Identifier of active human User in procedures to UDM of UE.
-	Notify UDM/UDR of UE when User profile changes.
-	Multiple UDM deployments may result in UE and the User Identifier linked to the UE being part of different UDMs.
[bookmark: _Toc160456105][bookmark: _Toc160804336][bookmark: _Toc165095998][bookmark: _Toc168546974]6.11	Solution #11: Exposing user authentication result to 3rd parties
[bookmark: _Toc160456106][bookmark: _Toc160804337][bookmark: _Toc165095999][bookmark: _Toc168546975]6.11.1	Key Issue mapping
This solution maps to KI#2 (Authentication of users) and KI#3 (Exposure of user identity functionality).
[bookmark: _Toc160456107][bookmark: _Toc160804338][bookmark: _Toc165096000][bookmark: _Toc168546976]6.11.2	Description
[bookmark: _Toc160456108][bookmark: _Toc160804339][bookmark: _Toc165096001][bookmark: _Toc168546977]6.11.2.1	Scenario and use cases
The following solution discusses the scenario as per the use case 5.2 as mentioned in TR 22.904 [8].
Use case involves a 3rd party entity (e.g. a bank) requesting for an authentication service (or second-factor authentication) via operator.
Using traditional SMS-OTP for second factor authentication provided security risk. SMS-OTP solutions are prone to phishing attacks. Whereas using a UE's already established connection to perform user authentication further provides trust that the user is using its own UE (to which it's user ID was linked securely be the operator) and using it's own HPLMN.
The procedure described below can also be used a primary login (and signing up) for 3rd party services using operator's user identifier. This provides operator to leverage their infrastructure and offer secure authentication solutions to third party applications.

[bookmark: _Toc160456109][bookmark: _Toc160804340][bookmark: _Toc165096002][bookmark: _Toc168546978]6.11.2.2	Entities
User Information Database Function (UIDF): This NF can store the specific aspects related to a User ID. The user profile for a particular User ID also store a reference to the UE subscription(s) (i.e. SUPI(s)) that are linked to the particular User ID. It is essential that the User profile is stored separately from the UDM (that is separately from the subscription data of the SUPI), since User ID(s) and SUPI(s) can be dynamically linked and unlinked, and at a particular point of time possible no SUPI may be linked to a user profile.
[bookmark: _Toc160456110][bookmark: _Toc160804341][bookmark: _Toc165096003][bookmark: _Toc168546979]6.11.2.3	Solution summary
Consider the case when a user is (using a UE) is using 3rd party application (e.g. Bank) which requires 2nd factor authentication.
In order to get verification, for the corresponding user identified by the User ID; 3rd party request the Operator (via NEF) to start user authentication and verify whether an actual human user is using the particular User ID or not.
It is assumed that linking between the particular User ID (say UID-1) and the SUPI (say IMSI-A) has already been performed by the operator (i.e. IMSI-A subscription stores the association of the UID-1 and/or the User profile for UID-1 stores the association for IMSI-A).
[bookmark: _Toc157448173][bookmark: _Toc160804342][bookmark: _Toc165096004][bookmark: _Toc168546980]6.11.3	Procedures


Figure 6.11.3-1: 3rd party application requesting User authentication
1.	A User which has credentials for UID-1 and has access to the particular UE (which is identified by IMSI-A to the operator). The user logs-in to the application using bank id and password. The bank application requests for secondary authentication, so the user provides UID-1 and optionally the operator's name to the Bank application. The interaction between user and the application is out of 3GPP scope.
NOTE 1:	The device from which the user accesses the application (e.g. bank application) may not be the same as the UE (which is associated to IMSI-A). 3rd party server asks the operator to check whether the particular User has the possession of the particular UE which is linked to that User ID (i.e. possession factor) and operator verifies it by invoking the User to perform authentication for the particular User ID at that particular UE.
2.	AF to NEF: Nnef_UserVerify Request (User ID):
	An AF (operated by the application server of step 1) sends the request to NEF to verify authentication for the particular User ID.
3.	NEF to User Profile: Request to get User Profile for User ID:
	User profile checks the profile for the provided User ID (UID-1 in our example) and returns the associated SUPI (IMSI-A in our example) to the NEF.
NOTE 2:	It is assumed that linking between the particular User ID and the SUPI has already been performed by the operator.
	If an AAA-server is used for authentication, User profile may additionally provide the AAA server address of the entity which is responsible for authenticating the corresponding User ID
4.	User Profile to NEF (SUPI/GPSI linked with User ID, AAA server address)
5.	NEF to UDM: Nudm_UserAuthenticate request (SUPI/GPSI, User ID, AAA server address):
	Now in order to trigger the particular UE (via it's AMF), UDM has to check the UE registration and find the particular AMF which is serving the UE.
	UDM checks the subscription data for the provided SUPI and checks if the provided User ID is linked with User ID or not.
	If the User ID is linked with the SUPI, UDM decides to trigger the authentication for the User ID at the particular UE identified by SUPI).
NOTE 3:	If the UE (corresponding to the SUPI linked to the User Identifier) is not registered to the network, UDM may end the procedure and send failure notification to the NEF.
Editor's note:	Steps 6 to step 11 describes the Authentication procedure after a 3rd party has invoked the network to perform user authentication for the particular User ID. What exact method, is used, will be decided by SA WG3.
6.	UDM to AMF (SUPI, User ID, AAA-server Address):
	UDM request the particular AMF which is serving the UE to trigger UE to perform user authentication.
7.	AMF to UE NAS message (Authentication trigger for User ID).
8.	UE operation:
	Upon receiving the received NAS message, based on UE implementation User may have to perform some invocation (e.g. an app is invoked, or provide the password corresponding to the User ID).
9.	UE to AMF: NAS message (User ID, Authentication related message (e.g. EAP message)):
	As per any User invocation (e.g. passwords received from the User, or per configured credentials), UE sends NAS message to the AMF corresponding to the User ID (as received in step 7).
10.	Authentication for the particular User ID between the UE and the Auth server:
	NSSAAF based secondary authentication may be reused.
11.	AMF to UDM (SUPI, User ID, Authentication success/failure).
12.	UDM to NEF: Nudm_UserID auth Response(User ID, Authentication success/failure).
13.	NEF to AF: Nnef_UserVerify response(User ID, Authentication success/failure).
14.	Upon receiving success of the user authentication, Bank application (server) now allow UE the access to it's services.
[bookmark: _Toc160804343][bookmark: _Toc165096005][bookmark: _Toc168546981]6.11.4	Impacts on services, entities and interfaces
NEF:
-	impacts on new service for verification for user authentication
UDM:
-	impacts handling NEF request for User authentication at a particular UE and triggering the authentication for a User ID at the particular UE.
UE:
-	impacts for providing the credentials related to a particular User ID to the network and performing authentication
UIDF:
-	new NF for User profile storage.
[bookmark: _Toc160456111][bookmark: _Toc160804344][bookmark: _Toc165096006][bookmark: _Toc168546982]6.12	Solution #12: User Identity Profile Server based control
[bookmark: _Toc160456112][bookmark: _Toc160804345][bookmark: _Toc165096007][bookmark: _Toc168546983]6.12.1	Key Issue mapping
This solution addresses KI#2 and KI#3.
[bookmark: _Toc160456113][bookmark: _Toc160804346][bookmark: _Toc165096008][bookmark: _Toc168546984]6.12.2	Description
[bookmark: _Toc160456114][bookmark: _Toc160804347][bookmark: _Toc165096009][bookmark: _Toc168546985]6.12.2.1	User Identity Profile
The User Identity Profiles (UIPs) are stored in a UIP Server. The principles for the UIP Server are as follows:
1.	The UIPs can be managed, e.g. created, updated, and removed, by the PLMN operator.
2.	The UIPs can be managed, e.g. created, updated, and removed by trusted server (Portal) or by the UE/user, and in such case the PLMN operator authorizes the management operations.
3.	All UIP management procedures are performed from an authorized and authenticated entity.
4.	The UIP information is pushed by the UIP Server to the 5GC, optionally via the NEF.
Editor's note:	Further principles and the information included in the UIP is FFS and dependent on the use cases to be addressed.
[bookmark: _Toc160456115][bookmark: _Toc160804348][bookmark: _Toc165096010][bookmark: _Toc168546986]6.12.2.2	Architecture
The architecture below shows an architecture for roaming (Figure 6.12.2.2-1) and one for non-roaming (Figure 6.12.2.2-2).
The interface between the UE and the Portal is assumed to be an application layer interface out of scope of 3GPP.
The Xuips interface between the UIP Client and the UIP Server is assumed to be on application layer and not standardized by SA WG2.
Editor's note:	Whether and how to ensure that the UIP Client is in the UE and/or actual human user is using the UE is FFS.
Editor's note:	Whether the Xuips is standardized in 3GPP e.g. in SA6 is FFS.
The Portal is a trusted entity from the HPLMN perspective, and can e.g. be managed by the HPLMN operator or a trusted partner.


Figure 6.12.2.2-1: High-level roaming architecture


Figure 6.12.2.2-2: High-level non-roaming architecture
[bookmark: _Toc160456116][bookmark: _Toc160804349][bookmark: _Toc165096011][bookmark: _Toc168546987]6.12.2.3	Authentication and Authorization
The UIP management procedures are performed from an authorized and authenticated entity.
The User Identifier associated with the UIP is authenticated at the UIP management procedures e.g. for creating, removing an Identifier Link (link and unlink), and activating an Identifier Link.
NOTE:	Security requirements are to be addressed by SA WG3.
[bookmark: _Toc160456117][bookmark: _Toc160804350][bookmark: _Toc165096012][bookmark: _Toc168546988]6.12.3	Procedures
Editor's note:	The high-level procedures and information flows for the solution is FFS.

[bookmark: _Toc160456118][bookmark: _Toc160804351][bookmark: _Toc165096013][bookmark: _Toc168546989]6.12.4	Impacts on services, entities and interfaces
Editor's note:	Further impacts is FFS including which NFs are to receive UIP information.
UIP Server:
-	A new server containing the User Identity Profiles, outside the 5GC.
5GC NF/NEF:
-	Impacts to (new or existing) service operations to transfer User Identity Profile information from the UIP server to the 5GC.
UE:
-	Support of client to update the User Identity Profiles in the UIP Server.
[bookmark: _Toc160456119][bookmark: _Toc160804352][bookmark: _Toc165096014][bookmark: _Toc168546990]6.13	Solution #13: Authentication & Authorization of Users in 5GC in Control or User Plane
[bookmark: _Toc160456120][bookmark: _Toc160804353][bookmark: _Toc165096015][bookmark: _Toc168546991]6.13.1	Description
This solution proposes to introduce two network functions into 3GPP Packet Core architecture:
-	User Information Database Function (UIDF): This NF holds user's profile information, authentication information etc. and is responsible for authenticating the user. This entity is independent from the UDR/UDM, which hold UE Subscription database.
-	User Authentication Function (UAF): This NF is responsible for selecting and interfacing with UIDF for triggering User Authentication and interfacing with 5GC (e.g. UDM) for UE level subscription validation etc. This NF is owned by network service provider.
In addition, UE subscription data, which is stored in UDM/UDR, is enhanced to include the Allowed User Identities and/or User Domain Names.
The solution proposes to alternatives for supporting User Authentication and Authorization with support from 5GC - one using control plane messaging and one using user plane messaging. The solutions work on following principles:
A)	Control Plane
-	User Authentication and Authorization is triggered when
-	A new user access the device and UE initiates authentication request towards SMF; or
-	UE registers or establishes a PDU Session and network determines User authentication is needed for this DNN.
-	SMF then initiate User authentication/authorization procedure through UAF/UIDF
-	UAF and UIDF authenticate the user.
-	SMF perform UE subscription validation against User Identity.
B)	User Plane
-	User Authentication and Authorization is triggered by an AF when UE contacts an AF, which requires User Authentication.
-	AF contacts UAF to authenticate the user.
-	UAF works with UIDF to authenticate and authorize the user.
-	UAF perform UE subscription validation against User Identity.
Editor's note:	Further details on how to handle already established PDU sessions and the case where new PDU Sessions are established after the user is authenticated is FFS.
Editor's note:	Justification of User authentication/authorization through dedicated UAF/UIDF is FFS.
[bookmark: _Toc160456121][bookmark: _Toc160804354][bookmark: _Toc165096016][bookmark: _Toc168546992]6.13.2	Procedures
A)	Control-Plane:
Following is the high-level sequence of events with this method.


Figure 6.13.2-1
1.	UE is already Registered with the network.
2.	A User (e.g. a human user) triggers the device access using implementation specific methods (e.g., by tapping on an option in an App).
3.	UE sends a User Authentication and Authorization request to the SMF. The request may be sent inside a PDU Session Establishment Request. The UE may include the User ID provided by user.
4.	SMF may perform User-ID validation against UE's subscription data to ensure the user is allowed to access the UE, by retrieving the UE's subscription data from UDM.
5.	SMF performs the UAF selection based on User ID and sends User Authentication and Authorization request to the selected UAF.
6.	UAF identifies the UIDF based on the received User-ID and requests UIDF to initiate User Authentication.
7.	The UE and the UIDF communicate to perform User Authentication. All the NFs will transparently forward the request between UIDF and UE.
NOTE:	The security between UIDF and UE will be handled by SA WG3.
8.	UIDF provides result of authentication procedure to UAF. If the authentication was unsuccessful, the procedure stops here and UIDF sends an error message to UAF, which then forwards it to SMF/UE. If the authentication was successful, UIDF may provide the User's profile data to the UAF.
9.	(Optional as SMF would have already done) UAF performs User's profile validation. It may validate if the User is allowed to use the specific UE from which it is accessing the application function.
10.	UAF proceeds with sending a response to SMF along with user profile. SMF can then proceed with requesting specific QoS via PCF.
11.	SMF sends authentication result to the UE.
If the procedure is triggered by the network when UE establishes PDU session to a specific DNN, step #1, 2 and 3 may be skipped and may involve retrieval of User-ID from UE by the SMF before step #4.
B)	User-Plane:
Following is the high-level sequence of events with this method:


Figure 6.13.2-2
1.	UE Registers to the network and establishes a PDU Session.
2.	A User (e.g. a human user) accesses the UE by implementation specific means (e.g. by tapping on an App), and starts communicating with an application function. The communication between UE and the application function is over data-path (e.g. from UE to UPF to the application function). The communication could be start of a (application-level) session establishment procedure between the UE/User and the application function. The UE provides the User-ID).
3.	The AF determines that it needs to ensure that the user is indeed the one he is claiming to be (i.e. User-ID), before granting access to application. It selects a UAF, which will handle User's authentication procedure, and proceeds with sending a User Authentication request to UAF containing at-least the User-ID. The request may additionally include the GPSI of the UE. If AF resides outside the trust-domain of network service provider, the request may be routed via an NEF, in which case the NEF will be responsible for UAF selection and then sending the request accordingly.
4.	The UAF retrieves the UE's subscription data from UDM. If the User is indeed allowed to use the UE then UAF shall proceed with authentication for the user.
5.	The UAF identifies the UIDF based on the received User-ID and requests UIDF to initiate User Authentication.
6.	The UE and the UIDF communicate to perform User Authentication. All the NFs will transparently forward the request between UIDF and UE.
NOTE:	The security between UIDF and UE will be handled by SA WG3.
7.	The UIDF provides result of authentication procedure to UAF. If the authentication was unsuccessful, the procedure stops here and UIDF sends an error message to UAF, which then forwards it to AF/NEF. If the authentication was successful, UIDF may provide the User's profile data to the UAF.
8.	The UAF sending a successful response to the AF. AF can then proceed with requesting specific QoS via PCF.
[bookmark: _Toc160456122][bookmark: _Toc160804355][bookmark: _Toc165096017][bookmark: _Toc168546993]6.13.3	Impacts on Existing Nodes and Functionality
This solution may have the following impacts to existing entities and interfaces:
SMF:
For control plane procedure:
-	Support new NAS message and/or changes to PDU Session Establishment/Modification Messages.
-	Selection of UAF.
-	UE subscription validation against User Identities (optional).
-	Providing User Identity to PCF.
UE:
-	Support new NAS message and/or changes to PDU Session Establishment/Modification Messages.
UDM:
-	Storing allowed user-Identities in UE subscription (optional).
UAF/UIDF:
-	Introduction of new network functions.
AF:
-	Invoking UAF for user authentication (For user plane procedure).
[bookmark: _Toc160456123][bookmark: _Toc160804356][bookmark: _Toc165096018][bookmark: _Toc168546994]6.14	Solution #14: Restriction on the usage of user identifier
[bookmark: _Toc160456124][bookmark: _Toc160804357][bookmark: _Toc165096019][bookmark: _Toc168546995]6.14.1	Description
In the scenario when human user access the 5G services by using identifier there is a need for 5GC to ensure that at any point of time, only one human user is availing the service through a single subscription. Also, there will be some use cases like in some location, roaming where the user identifiers all not allowed to get services from the network. The following are the main principles of the solution:
-	Multiple user identifiers are already configured or available on the device (e.g. One App is installed in the device and some user identifiers are configured in the App).
-	During Registration, UE shall provide the indication for the support of User Identifier feature. AMF gets the subscriber data information along with associated user identifiers from UDM. In the Registration Accept, AMF will provide the user identifier information to the UE.
NOTE 1:	User Identifier information like whether a particular user identifier is allowed to avail service during roaming or location. The details of User Profile containing user identifier will be handled in different papers.
Enforcement for one active user identifier in the network:
-	When a particular user invokes a particular application then UE triggers PDU Session establishment by providing the corresponding user identifier (e.g. User1) to the network. After successful authentication and authorization of the user identifier, SMF queries with UDM to check whether any PDU session is established with user identifiers. Upon getting response from UDM with no PDU Session, SMF process the ongoing PDU Session and then PDU Session is successfully established. SMF stores this user identifier in the UDM along with PDU Session ID (PDU1).
NOTE 2:	Authentication and Authorization of the user identifier will be handled in different papers.
-	When a different user invokes another application (e.g. device is idle and User1 is not using the device) then UE triggers a new PDU Session establishment by providing corresponding user identifier (e.g. User2) to the network. If the same SMF is received the PDU Session which has handled the earlier PDU Session then SMF can identify that already one user identifier has established PDU Session(User1). Then SMF rejects the PDU Session for User2 by providing a suitable cause code.
-	If a different SMF receives the PDU Session then SMF first queries with UDM to check whether any PDU session is established with user identifiers. Upon getting response from UDM about already established PDU Session (e.g. PDU1) with user identifier User1, SMF rejects the PDU Session for User2 by providing a suitable cause code.
-	There can be some AF provided policy for user identifiers made available at SMF (e.g. received from UDM while getting SM Subscriber data, associated user identifiers details can be provided) which indicates the priorities among user identifiers while accessing service through the same subscription. If the policy indicates that User2 is having higher priority than User1, then SMF accepts the PDU Session for User2 and provides indication to release the Session for User1 to UDM. UDM shall trigger release of PDU Session of User1.
Enforcement of location for user identifier in the network:
-	When a particular user invokes a particular application then UE verifies whether it is inside the service area where this particular user identifier is allowed to get service. If it is inside the service area then UE triggers the PDU Session by providing corresponding user identifier to the network. If the UE is outside of the service area then UE does not trigger the PDU Session and display to the user that in this location service is not available.
-	For an already established PDU Session If UE moves to the location outside of the service area where user identifier is not allowed to get service then UE shall deactivate the PDU Session and does not send any user plane packet.
-	If SMF receives any PDU Session in an area where user identifier is restricted to get service then SMF shall reject the PDU with suitable cause code.
-	For an already established PDU Session SMF shall not send any user plane packets when UE is outside of the service area where user identifier is not allowed get service.
Enforcement of roaming for user identifier in the network:
-	When a particular user invokes a particular application then UE verifies whether this user identifier is allowed to get service while roaming. If it is not allowed then UE does not trigger the PDU Session and display to the user that in this location service is not available. If it is allowed the UE triggers PDU session.
-	When vSMF receives PDU Session establishment request from UE with one user identifier for Home Routed case, vSMF forwards the request to hSMF. hSMF download the subscriber data information along with associated user identifiers. If hSMF finds that the received user identifier from vSMF is not allowed to get service, hSMF rejects the PDU Session with suitable which vSMF forwards to the UE.
-	Services during roaming for LBO PDU Session is not applicable.
[bookmark: _Toc160456125][bookmark: _Toc160804358][bookmark: _Toc165096020][bookmark: _Toc168546996]6.14.2	Procedures
The procedure for restriction on the usage of user identifiers.


Figure 6.14.2-1
0.	UDM already has been provisioned with user identifier information associated with the subscription.
1.	UE send Registration Request with capability indication of supporting User Identifier.
2.	AMF gets the subscriber data from UDM along with the associated user identifier details.
3.	AMF provides the user identifier details in the Registration Accept to UE.
4.	User1 invokes one Application on the device.
5.	UE triggers PDU Session Establishment Request by providing User1 identifier.
6.	AMF selects SMF1 and send User1 identifier.
7.	SMF1 gets SM subscriber data along with user identifier details from UDM.
8.	SMF1 queries UDM to get any established PDU Session and get response of no PDU Session.
9.	SMF1 sends PDU Session Establishment Accept to UE.
10.	SMF1 register its address in UDM and provides User1 identifier along with PDU Session ID.
11.	User2 invokes one Application on the device.
12.	UE triggers PDU Session Establishment Request by providing User2 identifier.
13.	AMF selects SMF2 and send User2 identifier.
14.	SMF2 queries UDM to get any established PDU Session and get response of PDU Session associated with User1
15.	SMF2 sends PDU Session Establishment Reject to UE2 with a suitable cause code.
Editor's note:	The trigger for new PDU session because of change in user identifier and impact on URSP is FFS.
[bookmark: _Toc160456126][bookmark: _Toc160804359][bookmark: _Toc165096021][bookmark: _Toc168546997]6.14.3	Impacts on Existing Nodes and Functionality
This solution may have the following impacts to existing entities and interfaces:
UE:
-	will send its capability indication of supporting User Identifier.
-	will enforce by deactivating user plane packets and not triggering any new SM request when outside of the service area where a particular user identifier is not allowed to get service.
-	will enforce roaming restriction for corresponding user identifier.
AMF:
-	will send User Identifier Details to UE in Registration Accept.
-	will send User Identifier to SMF while create PDU Session Context.
SMF:
-	will store User Identifier along with PDU Session ID in the UDM.
-	will fetch to know any established PDU Session associated with any user identifier from UDM while processing any PDU Session.
-	will enforce roaming restriction for corresponding user identifier.
[bookmark: _Toc151453242][bookmark: _Toc160456127][bookmark: _Toc160804360][bookmark: _Toc165096022][bookmark: _Toc168546998]6.15	Solution #15: User Identity profile information verification and authentication results exposure
[bookmark: _Toc151453243][bookmark: _Toc160456128][bookmark: _Toc160804361][bookmark: _Toc165096023][bookmark: _Toc168546999]6.15.1	Key Issue mapping
This solution addresses KI#3 "Exposure of User Identity Profile Information".
[bookmark: _Toc151453244][bookmark: _Toc160456129][bookmark: _Toc160804362][bookmark: _Toc165096024][bookmark: _Toc168547000]6.15.2	Description
This solution assumes the following:
-	The procedures for configuring and provisioning User Identifiers to UE are out of SA2 scope (for example, obtaining Blinded tokens through application layer, provisioning though USIM Application).
-	How the user instructs UE to use a particular User Identifier is up to UE implementation (for example, biometrics based identification).
The solution is based on the following principles:
The UE subscription data in the UDM is enhanced with the following:
-	One or more User Identifiers, optionally associated with one or more GPSI (if not explicitly associated, User Identifiers are applicable for all GPSIs in the UE subscription data).
-	Each User Identifier can be associated with:
-	one or more External User Identifiers, optionally associated with one or more AF Identifiers.
The same User Identifier could be configured as part of multiple UE subscription data.
A User Identifier could be for one-time use or can be reused multiple times.
PCC Rules may additionally contain:
-	one or more user identifiers.
UE policy may additionally contain:
-	information specific to user identifiers.
[bookmark: _Toc151453245][bookmark: _Toc160456130][bookmark: _Toc160804363][bookmark: _Toc165096025][bookmark: _Toc168547001]6.15.3	Procedures
[bookmark: _Toc160456131][bookmark: _Toc160804364][bookmark: _Toc165096026][bookmark: _Toc168547002]6.15.3.1	Verification of User Identifier associated with a subscription
An AF requests NEF to verify contents of User Identity Profile and NEF would respond with a 'Verified Successfully' or 'Not Verified' answer.
Pre-conditions: A user has registered a User Identifier with a UE subscription in 5GC. The UDM has marked the User Identifier as the active User Identifier for the UE subscription. The user, through the application client in the UE, has provided the User Identifier to the Application Function (this could be either a User Identifier linked to their 3GPP subscription during registration in 5GC or an AF specific External User Identifier associated with the User Identifier).
The intention of AF is to use 5GC as an identity provider. User Identifier (or an associated External User Identifier specific to the AF) acts as the unique identifier provided by the identity provider after the UE has successfully registered with the 5GC and linked the User Identifier to the UE's 3GPP subscription.


Figure 6.15.3.1‑1 User Identifier verification by 5GC
0.	User Identifier is marked as active for the UE subscription in the UDM (through one of the solutions for Key Issue#1).
1.	AF invokes NEF Nnef_VerifyIdentifier service with the identifier (i.e. an AF specific External User Identifier or User Identifier) and UE address information (e.g., GPSI or SUPI).
2.	NEF performs the necessary authorization and translation of internal-external information (e.g. the mapping between GPSI and SUPI if AF is in the untrusted domain).
3.	NEF invokes the UDM Nudm_VerifyIdentifer service with AF provided identifier and SUPI.
4.	UDM checks whether the AF provided identifier is currently linked to the UE's 3GPP subscription. If the AF has provided an External User Identifier, UDM checks whether this is one of the configured External User Identifiers associated with User Identifier currently active for the UE's 3GPP subscription.
5.	UDM responds to the NEF with the result of the verification.
6.	NEF responds with a success or failure indication indicating whether 5GC was able to successfully confirm if the AF provided identifier is indeed active for UE's 3GPP subscription.
[bookmark: _Toc160456132][bookmark: _Toc160804365][bookmark: _Toc165096027][bookmark: _Toc168547003]6.15.3.2	Exposure of Authentication Results
In addition to the procedure described in clause 6.15.3.1, the authentication results may be exposed by using existing Nnef_EventExposure service operations as described in this clause.


Figure 6.15.3.2-1
1.	AF subscribes to the following event notifications, and provides the associated notification endpoint of the AF by sending Nnef_EventExposure_Subscribe Request to NEF:
a)	Authorization/authentication results along with User Identifier.
	The AF includes the impacted UE information (e.g. GPSI, or SUPI) in the subscribe request.
2.	NEF performs the necessary authorization control and translation of internal-external information (e.g. the mapping between GPSI and SUPI if AF is in the untrusted domain).
3.	The NEF subscribes to notifications about User Identifier authorization/authentication results, and provides the associated notification endpoint of the NEF to UDM by sending Nudm_EventExposure Subscribe request to UDM. The impacted UE information (e.g. SUPI) is included in the subscribe request.
4.	UDM detects the event occurs and sends the event report, by means of Nudm_VerifyIdentifier Notify message to the associated notification endpoint of the NEF. The UDM includes User Identifier and corresponding authentication results in the event report.
5.	NEF forwards the received the event report to AF.
Editor's note:	Whether the service can have "any UE" as an input parameter is FFS.
Editor's note:	Exposure of other information related to User Identity profile is FFS.
[bookmark: _Toc151453246][bookmark: _Toc160456133][bookmark: _Toc160804366][bookmark: _Toc165096028][bookmark: _Toc168547004]6.15.4	Impacts on services, entities and interfaces
NEF:
Provides a service to:
-	Verify whether a User Identifier or components of User Identity Profile is linked to 3GPP subscription of the UE (identified by a UE IP address or GPSI).
-	monitor authentication results of a User Identifier with the given UE.
-	Subscribes to notifications about the authentication, authorization of one or more User IDs.
-	Forwards notifications about authentication, authorization of one or more User IDs to AF.
UDM:
Provides a service to:
-	verify an identifier or components of user identity profile is linked to the UE's (identified by SUPI) subscription.
-	monitor and send authentication results of a User Identifier with the given UE.
AF:
-	Subscribes to notifications about authentication, authorization of one or more User IDs.
[bookmark: _Toc93305721][bookmark: _Toc152046441][bookmark: _Toc160456134][bookmark: _Toc160804367][bookmark: _Toc165096029][bookmark: _Toc168547005]6.16	Solution #16: Exposure services for User Identifiers
[bookmark: _Toc160456135][bookmark: _Toc160804368][bookmark: _Toc165096030][bookmark: _Toc168547006]6.16.1	Key Issue mapping
This solution addresses exposure of User Identifier related functionality and information, and the problem statement is further described as part of KI#3.
[bookmark: _Toc160456136][bookmark: _Toc160804369][bookmark: _Toc165096031][bookmark: _Toc168547007]6.16.2	Description
When the User Identifiers use the 5GS through the UE, they access various services. These users use the services after they are authenticated and authorized.
As defined in KI#3, User Identifier information is required to be exposed. 5GS should support exposure of content of the User Identity Profile, authorization/authentication results.
This solution describes on exposure APIs that can be used by the AF, which enable the AF to retrieve the needed information, and this may correspond to:
Profiling Aspects:
These aspects enable the authorized exposure consumers to use the information provided regarding the User Identities for their application aspects. It is for the 5GC to be able to provide the information for the authorized AF consumers.
-	user identity profile.
-	association of User Identifiers with UEs.
-	association of UEs with the User Identifiers.
Authentication and Authorization Results:
These aspects enable the authorized exposure consumers to use the information provided regarding the Authentication and Authorization of User Identities for their application aspects. It is for the 5GC to be able to provide the information for the authorized AF consumers. It is considered to use NWDAF/ADRF and not rely on the online transactional NF like UDM to provide such information. Such exposure enables various business cases at the AF to the tune of analyse spoofing aspects amongst various others.
-	authentication and authorization results for a specific user Identifier.
-	authentication and authorization results for a group of user Identifiers.
As part of the query parameters additional optional filters (specific parameters are described in subsequent sections) can be provided by the AF:
-	time parameters.
-	corresponding UE parameters.
-	corresponding location details if any for authentication results.
-	authentication data and/or authorization data.
A prior to the usage of exposure, for the privacy point of view the UE / User Identifier Profile may have stored the consent to expose. Based on the privacy profile, the AF requests shall be accordingly responded, i.e. if AF request for the User Identifier / UE has a consent to expose, then the request shall be processed for further actions, else the request shall be rejected with an appropriate error code.
Editor's note:	It is FFS, if and what needs to be further included with respect to functional exposure.
[bookmark: _Toc160456137][bookmark: _Toc160804370][bookmark: _Toc165096032][bookmark: _Toc168547008]6.16.3	Procedures
[bookmark: _Toc160456138][bookmark: _Toc160804371][bookmark: _Toc165096033][bookmark: _Toc168547009][bookmark: _Toc16839386][bookmark: _Toc23236018]6.16.3.1	Exposure of User Identifier profile details
As per the above parameters detailed in clause 6.16.2, this clause describes further on how an AF requests and receives information related to User Identifier details.
Assumption here is that UDM stores the User Profile details along with UE Subscription data. It could be possible that UE Subscription and User Profile are stored in the different UDM.
The AF uses the Nnef UIA Service Get; it may also use Nudm_SDM Get Service if it is a trusted AF. In case of untrusted, the NEF in turn invokes Nudm_SDM Get Service.
The query parameter may consist of
-	Query Type = USER_PROFILE | User-UE Association.
-	User Identifier or UE identifier.
-	Optional parameter as defined in clause 6.16.2.
Accordingly, the UDM shall query the details based on the query parameters and constructs a response container, that may also include the current state of User Profile.
-	User Profile Details.
-	UE ID associated with User Identifier.
-	User Identifier associated with UE.
The framed container takes the route of Nudm_SDM Get Service Response and/or Nnef UIA Service Get Response, accordingly, based on the request.


Figure 6.16.3.1-1
[bookmark: _Toc160456139][bookmark: _Toc160804372][bookmark: _Toc165096034][bookmark: _Toc168547010]6.16.3.2	Exposure of Authentication and Authorization historical Results
As per the above parameters detailed in clause 6.16.2, this clause describes further on how an AF requests and receives information related to Authentication and Authorization details.
The AF uses the Nnef UIA Service Get of the NEF, and the NEF in turn invokes Nnwdaf_DataManagementService Fetch towards NWDAF.
The query parameter may consist of:
-	Query Type = Authorization_Res/Authentication_Res/Auth_Authentication_Both.
-	User Identifier or UE identifier.
-	Optional parameter as defined in clause 6.16.2.
The query parameter then relates towards NWDAF with a corresponding data specification pointing to UIA Service.
The data in this case, is based on the historical Authentication and Authorization data.
Accordingly, the NWDAF shall construct a response container, based on the results available and based on the operator policies on the number of reports.
The framed container takes the route of Nudm Service Response and then further by Nnef UIA Service Get Response, accordingly, based on the request.
A prior, the Authentication / Authorization (registration) results are stored in the DM of the NWDAF/ADRF. Corresponding results could be organized and stored by the NWDAF/ADRF in its DM, and the same is fetched from UDM through offline pull mechanisms.
Editor's note:	It is FFS, if and what needs to be further studied with respect to transferring of data to NWDAF/ADRF.


[bookmark: _Toc93305725][bookmark: _Toc152046445]Figure 6.16.3.2-1
[bookmark: _Toc160456140][bookmark: _Toc160804373][bookmark: _Toc165096035][bookmark: _Toc168547011]6.16.4	Impacts on services, entities, and interfaces
UDM:
-	Signalling changes.
-	Support of User Identifier exposure aspects.
NEF:
-	Signalling changes.
-	User Identifier exposure services corresponding to Profile and Authentication / Authorization results.
NWDAF/ADRF:
-	Signalling changes.
-	Storage of Authentication and Authorization results.
-	Exposure of UIA results.
[bookmark: _Toc165096036][bookmark: _Toc168547012]6.17	Solution #17: Identifying the User of UE based on User Identity Profile stored in the UDM
[bookmark: _Toc165096037][bookmark: _Toc168547013]6.17.1	Key Issue mapping
This solution addresses Key Issue #1, #2 and #3. Especially to focus the following bulletins in the above Key issues.
For the Key issue #1:
-	requirements related to the User Identifiers e.g. scope of uniqueness and how they are assigned,
-	what information is stored as part of the User Identity Profile (e.g. a User Identifier, associated security credentials, associated devices, user specific QoS settings). Including how User Identity Profiles are created/acquired, stored, and updated,
-	whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner, and
-	whether and how user specific policies, e.g. QoS settings, are taken into account by the 5GS in order to provide service differentiation.
For the Key issue #2:
-	how are users authenticated and how and for what are users authorized;
-	how the network restricts the usage of User Identifiers, including in roaming scenarios.
For the Key issue #3:
-	what and how User Identity Profile information and functionality are exposed (e.g. exposure of the content of the User Identity Profile, exposure of authorization/authentication results, authenticating users, and linking a User Identifier with a 3GPP subscription).
[bookmark: _Toc148441678][bookmark: _Toc165096038][bookmark: _Toc168547014]6.17.2	Functional Description
In this solution, it is assumed that:
-	a User Identifier is unique at least within the operator's network.
-	When the user identifier applies to a User, only a single user identifier is active with a UE subscription at a given time.
-	A user is considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS.
There is User Identity Profile (or called User Profile) stored in the UDM/UDR. The User profile is identified by a UserProfileID (User Profile Identifier). The AF and 5GC can use the UserProfileID to identify a User Identity Profile.
Editor's note:	Whether the User Identity Profile is stored in the UDM or UDR is FFS.
For each User Identity Profile, it may contain one or more User identity information. For each User identity information, it may contain the following information:
Table 6.17.2-1
	
	Category

	A User Identifier
	

	Qos setting
	Optional

	Service information
	Optional

	3GPP subscription Link list (SUPIs)
	

	credential of the User Identifier
	Optional



The relation among User Identity Profiles, User identity information and UE Subscription data are shown in the figure 6.17.2-1.


Figure 6.17.2-1: The User Profiles, User identity info and User Subscription data relation
Editor's note:	The structure of User Identity Profiles is FFS, e.g. whether there is one or more User ID in one profile, whether credential is needed, QoS parameters is needed or not.
For the UE subscription data, it adds some new IEs:
-	User Profile Links. It indicates which user identifiers are linked with the subscription.
-	Active UserID. It indicates the user identifier in the User Identity Profile is active for the subscription.
-	UserID indication. SMF can use this indicate to subscribe the User Identifier event from UDM.
NOTE 1:	"UserProfile Links" and "Active UserID" can be in separate data blocks in the UDM instead of in the UE subscription data. Example, a separate (SUPI, UserProfile Links, Active UserID) list in UDM.
The high level principle/assumption of this solution can be summarized as follows:
-	The User Identifier should be based on the Network Access Identifier (NAI) format, e.g.:
-	Username@domain_name, Username.string@domain_name, etc.
-	The AF can request 5GC to create/update/delete the User Identity Profile via enhanced Parameter Provisioning procedure.
NOTE 2:	This also can be configured by OAM.
-	The AF provides the GPSI/SUPI, User Identifier and other information (e.g. QoS setting, service information etc.) to create the User Identity Profile and Link with UE subscription.
Editor's note:	The credential of the User Identifier is FFS. It may be determined by SA3.
-	The UE can initiate the User identifier activation procedure. The User identifier activation request can be in the Registration message or a new NAS message. After the user identifier is authenticated and authorized to use a linked subscription (SUPI) to access the 5GS, the user identifier is considered as active user for this subscription. The "Active UserID" in the UE subscription data is set to the authenticated User identifier.
-	The UDM perform the active user restriction check, i.e. only a single user identifier is active with a UE subscription at a given time.
-	There is a UserID indication in the SM subscription data. During PDU session establishment, the SMF can subscribe the User Identifier event from UDM according to the UserID indication.
-	When a user identifier event occurs (e.g. active, deactivated), UDM notifies subscribers of the event, including the user identifier. 
-	When the SMF receives the user identifier event, it can retrieves the User identity information from UDM/UDR. The SMF can provides the QoS setting/service information to PCC to get the authorized PCC rule.
Editor's note:	How this solution works if active User shifts, i.e. changing the active user from user-1 to user-2.
[bookmark: _Toc165096039][bookmark: _Toc168547015]6.17.3	Procedures
[bookmark: _Toc160456305][bookmark: _Toc165096040][bookmark: _Toc168547016]6.17.3.1	AF provisioning
Figure 6.17.3.1-1 provides a high-level procedure of User Identifier information Provisioning. 


Figure 6.17.3-1: Provisioning of User Identity Profile
In this procedure, the AF provisioning create the linkage between the User ID with SUPI.
Editor's note:	Whether AF provisioning and Link/unlink need to be separated is FFS.
1.	The User interact with AF to create the User identifier.
2.	The AF request NEF to create/update/delete User Identity Profile. The AF may invoke Nnef_PrameterProvision_Create/Update/Delete service operation with GPSI (i.e. Link to this subscription), User identifier, Action code (e.g. create/modify/delete) and other information (e.g. Qos setting, service information etc).
	If the request is to the existing User identity Profile, e.g. adding a new User identifier to the existing User identity Profile, the User Profiler ID is also included in the request.
	If the request is to create a new User identity Profile, the User Profiler ID is absent in the request.
3.	If this request is authorized by the NEF, the NEF request UDM to create/update/delete User Identity Profile. The NEF may invoke Nudm_PrameterProvision_Create/Update/Delete service operation with the parameters received in the step 2.
4.	The UDM requests the UDR to create/update/delete the User Identity Profile and UE subscription. The structure of User identity Profile are shown in the figure 6.17.2-1. If a new User identity Profile need to be created, the UDM allocates a User Profiler ID.
	The UDM needs to check the uniqueness of User Identifier within the operator's network.
5.	UDM send the Nudm_ParameterProvision_Create/Update/Delete Response to NEF. If a new User identity Profile is created in the step 4, the User Profile ID is returned.
6.	NEF send the Nnef_ParameterProvision_Create/Update/Delete Response to AF.
[bookmark: _Toc165096041][bookmark: _Toc168547017]6.17.3.2	User identifier activation.
Figure 6.17.3.2-1 provides a high-level procedure of User Identifier activation. 


Figure 6.17.3-2: User ID activation
1.	The UE is registered with 5GS.
2.	The User determine to use a User ID.
	This step is up to implementation.
3.	The UE sends User ID Activation request with User Identifier. This request may be carried in the Registration message, in the new NAS message.
4.	The AMF triggers authentication of the User Identifier. The User 
NOTE:	This also can be configured by OAM.
5.	The AMF invokes Nudm_UECM_Update service operation to UDM. The UDM perform the active user restriction check, i.e. only a single user identifier is active with a UE subscription at a given time. If the User Identifier is active for other UE, the AMF reject the User ID activation.
Editor's note:	Whether step 5 is needed is FFS, i.e. after step 4, the UDM can consider the User identifier is active.
6.	The UDM mark the User identifier is active for the UE in the UE subscription data.
7.	The AMF send the User ID activation accept to UE. This request may be carried in the Registration accept message.
[bookmark: _Toc165096042][bookmark: _Toc168547018]6.17.3.3	Notifying the PDU session
Figure 6.17.3.3-1 provides a high-level procedure on how to notify the SMF of existing PDU session and future PDU session.


Figure 6.17.3-3: Notify the User ID to SMF
1.	The UE initiates a PDU session establishment according to clause 4.3.2.2.1 of TS 23.502 [5].
2.	The SMF find that there is UserID indication in the SM subscription data. The SMF subscribes the User identification event from UDM.
NOTE:	This step can occur before or after step 3.
3.	A User identifier event occurs, e.g. a User Identifier is active.
4.	The UDM notifies the event to SMF. The event type and User identifier are contained in the notification.
5.	The SMF retrieves the User identity information from UDM/UDR with the User identifier received in the step 4.
6.	The SMF initiates the SM policy Association modification to PCF with the QoS setting/service information received in the step 5.
	Alternative, the SMF send the User identifier to PCF. PCF retrieve User identity information from UDM/UDR.
7.	PCF creates the User Identifier specific PCC rule and send to SMF.
[bookmark: _Toc148441680][bookmark: _Toc165096043][bookmark: _Toc168547019]6.17.4	Impacts on existing services, entities and interfaces
[bookmark: _PERM_MCCTEMPBM_CRPT69380004___4]UE:
-	support User Identifier activation during the Registration (or other NAS procedure).
[bookmark: _PERM_MCCTEMPBM_CRPT69380005___4]AMF:
-	support authentication procedure of the User identifier.
[bookmark: _PERM_MCCTEMPBM_CRPT69380006___4]UDM/UDR:
-	create/update the User Identity Profile, Link with UE subscription.
-	enforce only one active UE for one SUPI.
-	store of User Identity Profile to UDR.
[bookmark: _PERM_MCCTEMPBM_CRPT69380007___4]SMF:
-	supports subscribing User Identifier event from the UDM.
-	provides User Identifier to PCF.
[bookmark: _PERM_MCCTEMPBM_CRPT69380008___4]PCF:
-	support receiving User Identifier from the SMF and creating the User Identifier specific PCC rule.
[bookmark: _PERM_MCCTEMPBM_CRPT69380009___4]NEF:
-	support provisioning of User Identity Profile.
[bookmark: _Toc165096044][bookmark: _Toc168547020]6.18	Solution #18: Supporting user identifier of human in 5G system with User Profile Server
[bookmark: _Toc165096045][bookmark: _Toc168547021]6.18.1	Key Issue mapping
This is a Key Issue #1 solution.
[bookmark: _Toc165096046][bookmark: _Toc168547022]6.18.2	Description
This solution resolves Key Issue #1 Identifying the Human User of a Subscription. In this solution it is assumed that human user obtains the unique User Identifier via application registration to a dedicated User Profile AF/AS owned by operation or third party. During the application registration, the necessary parameters of User Identity Profile can be generated in User Profile AS/AF and provisioned to 5GC NF (e.g., UDM/UDR) by reusing External Parameter Provisioning in clause 4.15.6 of TS 23.502 [5]. UE can use the unique User Identifier to link/unlink the User Identity Profile with UE subscription by using NAS procedure, e.g., Registration.   
In this solution, User Profile AF/AS shown in figure 6.18.2-1 is defined for human user to provide the user specific QoS/policy settings, and during the application registration, User Identity Profile is created for the user with necessary parameters (e.g., a User Identifier, associated security credentials, associated devices, user specific QoS settings). Unique user identifier is guaranteed. 
It is assumed that User Identity Profile is created and stored in User Profile AS and 5GC NF (e.g., UDM/UDR) respectively, which includes following parameters:
-	Unique User Identifier.
-	Associated security credentials.
-	Associated device(s) information includes e.g., IMEI, or MAC address.
-	User specific policy/QoS settings.
Editor's note:	It is FFS how to handle the random MAC address.
Editor's note:	The scope of uniqueness of User Identifier is FFS. Whether the User Identity Profile is stored in UDM or UDR is FFS.
After successfully registration at application level, the User Profile AF/AS provisions the parameters of User Identity Profile to UDM/UDR directly or via NEF for creating/updating the User Identity Profile for the user in 5GC. During NAS signalling (e.g., network registration) UE can provide the unique User Identifier to link or unlink the User Identity Profile with UE subscription.


Figure 6.18.2-1: Architecture assumption for supporting user identifier of human
[bookmark: _Toc165096047][bookmark: _Toc168547023]6.18.3	Procedures
Depicted in Figure 6.18.3-1 is the high-level procedures for User Identity Profile creation and link with UE subscription.


Figure 6.18.3-1: High-level procedures for User Identity Profile creation and link with UE subscription
1.	User performs application registration to dedicated User Profile Server to provide necessary information (e.g., associated security credentials, associated devices, user specific QoS settings, etc.) and during the application registration, User Identity Profile is created and stored in User Profile Server. The unique User Identifier is allocated at same time. After successful registration User/UE obtains the unique User Identifier, e.g., NAI format (name@domain.com)
2.	After application registration, User Profile Server provisions the parameters of User Identity Profile to UDM/UDR directly or via NEF by reusing/enhancing the External Parameter Provisioning to request for User Identity Profile creation. In this step, User Profile AF/AS doesn't have the UE ID (e.g., SUPI, or GPSI).
3.	UDM/UDR creates the User Identity Profile for the User based on the parameters received from User Profile Server.
4.	When UE performs NAS signalling e.g., registration procedure, the User Identifier is included if available or User intends to link the User Identifier with the UE subscription.
5.	Necessary authentication/authorization for the User Identifier may be performed, e.g., during the registration procedure.
NOTE:	The authentication/authorization for the User Identifier depends on the concluded solution(s) defined in KI#2.
Editor's note:	Whether and how to perform authentication and authorization for User identifier is up to SA WG3.
6.	When the authentication/authorization for the User Identifier is successful if required, UDM/UDR links the User Identifier with UE subscription. During this step, UDM/UDR may use this User Identifier to check whether the User Identity Profile for the User Identifier is created. if not, will return the link failure result to UE.
7.	UDM/UDR will return the link result to UE during NAS signalling (e.g., carried in registration accept message)
[bookmark: _Toc165096048][bookmark: _Toc168547024]6.18.4	Impacts on services, entities and interfaces
UDM/UDR:
-	Support creating the User Identity Profile. Support link/unlink the User Identifier with UE subscription.
User Profile AF/AS:
-	Support application registration for User to create User Identity Profile
-	Support provisioning the parameters of User Identity Profile to 5GC to create User Identity Profile in UDM/UDR.
-	Support allocation of unique User Identifier
UE:
-	Support NAS signalling with User Identifier
[bookmark: _Toc165096049][bookmark: _Toc168547025][bookmark: _Toc157534626]6.19	Solution #19: User Profile creation within an operator's realm
[bookmark: _Toc165096050][bookmark: _Toc168547026]6.19.1	Key Issue mapping
The solution addresses Key Issue #1 and aspects of Key Issue #2 and #3.
[bookmark: _Toc165096051][bookmark: _Toc168547027]6.19.2	Description
The procedure to create a User Profile associated with a 3GPP (mobile) subscription is as follows. It is based by introducing a new function in a 5G Core (5GC) network, called User Identity Management Function (UIMF). The UIMF is accessible by a device either via the 5GC network or via the Internet, i.e. by using any access network other than 5G such as a public WiFi network, wireline residential access, etc. All communication between a device and UIMF takes place in the application layer, e.g. by using an MNO Application that can be downloaded in the device. After downloading the MNO Application, the user creates an account with the UIMF (and confirms his mobile number. At this point, the created account is associated with his/her mobile subscription. 
The user can utilize any device to access UIMF, as long as the device has the MNO Application and the user can login to UIMF using the credentials of his/her UIMF account. A device is not required to have a USIM for accessing the UIMF.
The figure below shows how the user can utilize the MNO Application and interact with UIMF for creating a new User Profile that is linked with his/her mobile subscription. The device shown in the figure could be a typical smartphone equipped with a USIM module, or any USIM-less device, such as tablet, laptop, PC, etc.


Figure 6.19.2-1: User profile configuration
The UIMF configures user profile data (called Device User Profile Data, DUPD) to the UE. The DUPD contain may contain one (or more user identifiers) associated with the user. The configuration may be carried out via app layer procedure or via CP procedures.
The UIMF ensures that the user identity used is unique for the PLMN that the user profile is created.
The UIMF provides via NEF services user profile information to the 5G core network. The user profile information can be stored in the UDR. 
The User Profile includes one or more of the following:
-	A User Profile Reference ID that uniquely identifies the User Profile among all User Profiles in the same mobile subscription;
[bookmark: _PERM_MCCTEMPBM_CRPT23140002___5]-	One of more User Identifiers (e.g. user@example.com);
-	Authentication information, such as credentials (e.g. a password, digital certificated, etc.) and authentication types;
-	A Generic Public Subscription Identifier (GPSI) that identifies the mobile subscription linked with the User Profile;
-	One or more devices that can use this User Profile;
-	One or more applications associated with this User Profile;
-	The QoS settings that should be applied to the traffic associated with this User Profile and;
-	The list of services available for this User Profile; 
[bookmark: _Toc165096052][bookmark: _Toc168547028]6.19.3	Procedures
The figure below shows how the user can utilize the MNO Application and interact with UIMF for creating a new User Profile that is linked with his/her mobile subscription. The device shown in the figure could be a typical smartphone equipped with a USIM module, or any USIM-less device, such as tablet, laptop, PC, etc.


Figure 6.19.3-1: Procedure to create a User Profile
1a.	After the MNO Application is launched, a secure connection is established with the UIMF. The IP address of UIMF can be pre-configured in the MNO Application, or could be discovered with DNS. 
1b.	The user logs in to UIMF using the credentials of his/her UIMF account. 
1c.	Using the UI of the MNO Application, the user requests to create a new User Profile. The type of the User Profile could be selected from a list of pre-defined profiles (e.g. "safe browsing", "social media", "video streaming", etc.), or could be specified by selecting the individually services of the User Profile. The user may provide a new set of credentials for this User Profile, e.g. a User Identity and a Password. Alternatively, the user may select to link this User Profile with an existing third-party account. In this case, the user does not need to provide a set of credentials for the User Profile, since the existing credentials of the third-party account are reused. 
1d. In case the user decides to link the User Profile with a third-party account, the UIMF triggers the known OAuth 2.0 procedure (as defined in RFC 6749 [18]) towards a third-party Application Service Provider (ASP) to obtain access to the user’s third-party account. Authentication messages may be sent to UE via app layer. 
1e.	During the OAuth 2.0 procedure, the UIMF receives an access token from the third-party application server (AS) and then employs the access token to retrieve user information from the third-party ASP, including a User Identity, preferences, possibly a subscription status (i.e. if the user maintains a gold or silver subscription with the third-party service provider), etc.
1f.	The UIMF creates the new User Profile. In case the User Profile was linked with a third-party account (with steps 1d and 1e), the UIMF may create the new User Profile by considering the user information received from the third-party ASP in step 1e and also the SLA that has been setup between the mobile operator and the third-party service provider. 
	The User Profile created by the UIMF is automatically linked with the user’s mobile subscription. The User Profile includes one or more of the following:
-	A User Profile Reference ID that uniquely identifies the User Profile among all User Profiles in the same mobile subscription;
[bookmark: _PERM_MCCTEMPBM_CRPT23140003___5]-	One of more User Identifiers (e.g. user@example.com);
-	Authentication information, such as credentials (e.g. a password, digital certificated, etc.) and authentication types;
-	A Generic Public Subscription Identifier (GPSI) that identifies the mobile subscription linked with the User Profile;
-	One or more devices that can use this User Profile;
NOTE:	It is assumed that UIMF can obtain device information (UE ID) from the client 
-	One or more applications associated with this User Profile;
-	The QoS settings that should be applied to the traffic associated with this User Profile;
-	The list of services available for this User Profile;
1g.	The UIMF sends to the MNO Application the data (called Device User Profile Data; DUPD) that should be stored in the UE about this User Profile. 
1h.	The UIMF sends the DUPD not only to the device that initiated the User Profile creation but also to all other devices connected to UIMF using the same UIMF account, which are allowed to use the User Profile. For example, if a user has a smartphone, a tablet and a PC, all running the MNO Application and being logged in to UIMF with the same UIMF account, then all three devices will receive the DUPD for the new User Profile, assuming all of them are allowed to use this User Profile. This is an important step as it synchronizes all the User Profiles of a mobile subscriber across all devices of the mobile subscriber.
2.	After the User Profile is created, the UIMF sends a Create User Profile request to a network function in the 5GC, e.g. to the Network Exposure Function (NEF) in order to store the created User Profile in the associated mobile subscription data. The Create User Profile request contains the GPSI of the linked mobile subscription and information about the User Profile itself (User Profile Info).
3.	The NEF determines the SUPI of the associated mobile subscription, which is needed before storing the User Profile in UDR. 
4.	The NEF derives, from the received User Profile, updated data for the user profile info in the UDR.
5.	Finally, the NEF responds to UIMF and completes the creation of the new User Profile.
As described in Solution 1, based on the user profile information separate User Profiles may be created in AM, SM and referenced in PDU Session related control data:
-	A User Profile Reference ID that uniquely identifies the User Profile among all User Profiles in the same mobile subscription;
[bookmark: _PERM_MCCTEMPBM_CRPT23140004___5]-	One of more User Identifiers (e.g. user@example.com);
-	In AM subscription data:
-	One or more devices (i.e. PEIs) that can use this User Profile;-
NOTE:	This is required in case a device accesses 3GPP network via 5G-RG as per Key Issue 4
-	In SM subscription data:
-	Authentication information, such as credentials (e.g. a password, digital certificated, etc.) and authentication types;
-	In PDU session related control data:
-	One or more applications associated with this User Profile;
-	The QoS settings that should be applied to the traffic associated with this User Profile; and
-	The list of services available for this User Profile.
-	A User Profile reference ID can be added as a Data Sub-Key within PDU session for PDU session policy control related data.
[bookmark: _Toc165096053][bookmark: _Toc168547029]6.19.4	Impacts on services, entities and interfaces
New function to create user profiles and associate profile to a 3GPP subscription
Potentially new NEF service to receive information about user profiles
UDR:
[bookmark: _PERM_MCCTEMPBM_CRPT69380014___1]-	Storing user profile information
[bookmark: _Toc148498832][bookmark: _Toc165096054][bookmark: _Toc168547030]6.20	Solution #20: Policy Enhancement for user ID
[bookmark: _Toc148498833][bookmark: _Toc165096055][bookmark: _Toc168547031]6.20.1	Key Issue mapping
This solution is related to KI#1:
[bookmark: _Toc148498834]-	What information is stored as part of the User Identity Profile (e.g. a User Identifier, associated security credentials, associated devices, user specific QoS settings). Including how User Identity Profiles are created/acquired, stored, and updated.
-	Whether and how user specific policies, e.g. QoS settings, are taken into account by the 5GS in order to provide service differentiation.
[bookmark: _Toc165096056][bookmark: _Toc168547032]6.20.2	Description
The user ID is used to identify the user and the user ID may be taken into account by the 5GS in order to provide service differentiation. 
In this solution, two policy enhancement are introduced: 
-	When the user ID in UE is activated, the UE updates the user ID to PCF via either control plane (by UL NAS message to AMF and AMF delivers to PCF) or via user plane (UE reports the user ID to AF and the AF consumes service parameter procedure to notify PCF). And the PCF generates or updates the URSP rule which is taken into account the user ID to UE.
-	The PCF may generate the PCC rule by taking into account of the user ID. Different user ID may be mapped to different QoS level. The operator may have gold or silver level for different user ID. Based on the operator’s configuration, that different user ID may mapped to different 5QI which enjoys the different bandwidth or packet delay. 
For PCC rules, the PCF may generate the PCC rule by taking into account of the user ID. Different user ID may be mapped to different QoS level. For example, for some of the users that have the subscription will experience the high priority QoS or higher UL/DL bitrate when playing games or watching video. So when SM policy is established or updated, the PCF may generate the PCC rule according to the user ID that currently used or boarding in UE. 
Editor’s note: 	Whether and how to operator to decide the different user ID associated with different policy is FFS.
Editor’s note: 	Whether and how to PCF generate the several URSP rules according to the subscription data which links to several user ID is FFS. And if several URSP rules associated with multiple user IDs are sent to UE, whether and how to the UE to determine the proper URSP rule to user ID is FFS.
[bookmark: _Toc165096057][bookmark: _Toc168547033]6.20.3	Procedure of Policy enhance for user ID
[bookmark: _Toc165096058][bookmark: _Toc168547034]6.20.3.1	Procedure 1: URSP rule enhancement procedure
The procedure is the same as in section 4.16.11.1 of TS 23.502 [5] with the following changes: 
1.	The AMF receives the updated user ID reported by UE and establishes UE Policy Association with the PCF including the user ID. The user ID is the ID that currently used or log in UE.
2-5.	The same procedure as in step 2-5 in 4.16.11.1 of TS 23.502 [5]. 
6.	The (H-)PCF gets policy subscription related information and the latest list of PSIs from the UDR using Nudr_DM_Query service operation (SUPI, Policy Data, UE context policy control data, Policy Set Entry and user ID). The PCF may generate and provide the user ID specific URSP rules to UE.
7-10.	The same procedure as in step 7-10 in 4.16.11.1 of TS 23.502 [5]. 
The procedure is the same as in section 4.15.6.7.2 of TS 23.502 [5] with the following changes: 
0c (new step).	The UE reports the newly activated user ID to AF via application layer. 
1.	To create a new request, the AF invokes an Nnef_ServiceParameter_Create service operation. The request may include the user ID.
2-5.	The same procedure as in step 2-5 in section 4.15.6.7.2 of TS 23.502 [5]. 
6.	The PCF generates the user ID specific URSP rule.
[bookmark: _Toc165096059][bookmark: _Toc168547035]6.20.3.2	Procedure 2: SM policy generation based on user ID
The procedure is the same as in section 4.16.4 of TS 23.502 [5] with the following changes: 
1.	The SMF requests to establish an SM Policy Association with the PCF by invoking Npcf_SMPolicyControl_Create operation, including information about the PDU Session as specified in clause 5.2.5.4.2 and the user ID that UE currently uses.
2.	If the PCF does not have the subscriber's subscription related information, it sends a request to the UDR by invoking Nudr_DM_Query (SUPI, DNN, S-NSSAI, Policy Data, PDU Session policy control data, remaining allowed Usage data and user ID) service in order to receive the information related to the PDU Session.
3.	The same procedure as in step 3 in 4.16.4 of TS 23.502 [5]. 
4.	The PCF makes the authorization and the policy decision according to the user ID. The different user IDs may result in the different policy decision in PCF. Different user ID may be associated with different Standardized 5QI for service differentiation.
5.	The same procedure as in step 5 in 4.16.4 of TS 23.502 [5]. 
[bookmark: _Toc165096060][bookmark: _Toc168547036]6.20.4	Impacts on services, entities and interfaces
UE:
-	Report the activated user ID to 5GC.
PCF:
-	Generate and provide the user ID specific URSP rules or PCC rules according to the user ID reported from UE.
UDR:
-	Stores the policy data related to user ID.
AMF, SMF:
-	Reports the active user ID in UE to PCF and request the policy related to this user ID.
No RAN impacts.
[bookmark: _Toc165096061][bookmark: _Toc168547037]6.21	Solution #21: Transition of states when different User(s) or UE Subscription uses the UE for Network Access.
[bookmark: _Toc165096062][bookmark: _Toc168547038]6.21.1	Key Issue mapping
This solution addresses KI #1 related to WT #1.
[bookmark: _Toc165096063][bookmark: _Toc168547039]6.21.2	Description
The principles related to secure fetch of User Identities from the UE, Authentication and Authorization remains same as detailed in Solution 10. Hence below sections do not repeat these aspects, for better readability and clarity and thus confines to the problem statement that the solution is addressing.
Brief of the sequence of events in the solution:
This solution allows easy transition from one User Identity Access (or UE Subscription) to other registering User Identity (or UE Subscription) as Active, while also maintaining the context of transitioned User Identity for certain period.
[bookmark: _Toc165096064][bookmark: _Toc168547040]6.21.3	Procedures
[bookmark: _Toc165096065][bookmark: _Toc168547041]6.21.3.1	Access by different User Identities (or UE Subscription)


Figure 6.21.3-1: Procedure for transitioning from one User Identity or UE Subscription to Other User Identity or UE Subscription
1-2.	UE Subscription registers to the network with or without the User Identity. AMF maintains the corresponding UE Subscription or User Identity as ACTIVE.
3.	The AMF and UE may maintain the last registered contexts and states of User Identity Profiles for a specified period.
4.	When the UE initiates a new registration request or optionally with a mobility and registration update request with a different User Identity (or without User Identity), the AMF shall authenticate the subscription validity of the corresponding User Identity.
5.	AMF at UDM/UDR maintains the state of the UE Subscription or User Identity of the previous registration. This action changes the state of the User Identity Profile of the previous registration to INACTIVE state, while registering the User Identity Profile (or UE Subscription) to ACTIVE state. This INACTIVE state of the previous User Identity Profile may be time bound and if not re-activated within the time frame, the corresponding context is purged.
	When the UE Subscription tries to register (as in step 4), the context which is available shall be used.
6.	AMF shall indicate DEREGISTER LITE cause in NAS to the UE as part of the Registration Accept.
7-7a.	Clearing of Sessions and context at other NF, such as SMF and UPF.
[bookmark: _Toc165096066][bookmark: _Toc168547042]6.21.4	Impacts on services, entities, and interfaces
UE:
-	UE implements receiving of DEREGISTER LITE indication when the registration of a new User Identity Profile is done.
AMF:
-	Maintaining of ACTIVE or INACTIVE state of the UE and User Identity Profiles.
-	Switching from one User Identity Profile to another. (or to from a UE Subscription alone).
-	When UE re-logs in, fetches the context of the UE and use it instead of creating the context again.
[bookmark: _Toc165096067][bookmark: _Toc168547043]6.22	Solution #22: Solution for Unlinking User Identifier with UE
[bookmark: _Toc165096068][bookmark: _Toc168547044]6.22.1	Key Issue mapping
The solution addresses Key Issuse #1.
[bookmark: _Toc165096069][bookmark: _Toc168547045]6.22.2	Description
The solution to KI#1 will address:
-	whether and how the 5GC supports identifying the User Identifier that is associated with a UE's traffic, and
-	whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner.
In this study is assumed that only one user can be connected at given time to the UE. Therefore, the PDU session(s) established by the previous user should be released when a new user logs in the UE or when the current user is logged out. This solution addresses how the 5GC deals with the traffic associated with the current User Identifier when the User Identifier is unlinked with the UE.
This solution considers the following scenarios:
-	New user logs in (i.e. when new user identifier is authenticated and authorized) and activation of user id with UE is performed.
-	Current user identifier logs out and deactivation of user ID with UE is performed.
Scenario 1: activation of new user in with a UE:
When a new user logs in and it is linked to the UE, the authentication and authorization procedure will be performed for the new user identifier. If the new user identifier is successfully authenticated and authorized, the 5GC will link the new user identifier and the UE. In addition, if there is a user identifier linked with the UE before, the 5GC will also unlink the previous user identifier and the UE with the procedure to remove the context of the previous user identifier. If the PDU session(s) associated to previous users are not applicable to the new user the existing PDU session(s) associated with the previous user identifier are released and new PDU sessions are established.
Scenario 2: Current user identifier deactivation 
When a user determines to log out the user identifier on the UE, it can send the unlink request to the UE, which will trigger the UE to initiate a procedure of unlinking the user identifier with the UE. During this procedure, the 5GC will remove the context of the current user identifier and release all PDU session(s) associated with the user identifier.  Differently form the scenario 1) it is not possible to predict whether and which user may log in later on, therefore all PDU session are released.
Editor’s note:	The support of roaming scenario is FFS.
[bookmark: _Toc165096070][bookmark: _Toc168547046]6.22.3	Procedures
[bookmark: _Toc165096071][bookmark: _Toc168547047]6.22.3.1	General
In this solution, separate procedures are provided for the two different scenarios. Clause 6.22.3.2 describes the procedure for new user logs in, while clause 6.22.3.3 describes the procedure for current user identifier's de-registration.
[bookmark: _Toc165096072][bookmark: _Toc168547048]6.22.3.2	Procedure for Activation of new user ID with UE
This procedure takes place when a new User identifier is linked to the UE.


Figure 6.22.3.2-1: Procedure for activation of new user ID with a UE
0.	The User with User ID#1 requests to be linked to the UE. The authentication and authorization procedure is performed. When the User ID#1 is authenticated and authorized successfully, AMF stores the User ID#1 in the context. The UE may establish one or more PDU sessions associated with the User ID#1.
1.	The User with User ID#2 requests to be linked to the UE. The UE initiate the authentication and authorization procedure for User ID#2.
NOTE:	The authentication and authorization procedure is not described in the solution, since it may be any authentication and authorization mechanism define by other solutions.
2.	When the User ID#2 is authenticated and authorized successfully, the AMF stores the User ID#2 in the context of the UE. When the AMF determines that the User ID#2 is different from the User ID#1 which is previously stored in the UE context, the AMF replace the User ID#1 with the User ID#2 and verify whether the User ID#2 is associated to the same existing PDU session used by User ID#1. If not the AMF trigger to release all PDU session(s) associated to the User ID#1, if any. If there is PDU session which is not linked to the User Identifier, such as PDU session linked to the services running on UE in parallel, the PDU session shall be kept.
3a.	If the new User ID#2 is linked to a PDU session different from those currently present, the AMF triggers the PDU Session release procedure by sending the Nsmf_PDUSession_ReleaseSMContext Request message to SMF including the SM Context ID of the PDU Session associated with the User ID#2, which should be released.
3b.	The 5GC continues the existing PDU session release procedure as specified in figure 4.3.4.2 in TS 23.502 [5] to release the PDU Session(s).
3c.	The UE establishes the new PDU session to be used for the User ID as specified in TS 23.502 [5].
[bookmark: _Toc165096073][bookmark: _Toc168547049]6.22.3.3	Procedure for current user ID deactivation of User ID from a UE
This procedure takes place when a user request to unlink a User Identifier with the UE (e.g. log out the user identifier).


Figure 6.22.3.2-1:  Procedure for current user ID deactivation of User ID from a UE
1.	The User may perform unlinking with the UE (e.g. User performs log out). This step is outside the 3GPP scope.
2.	If the UE receives the unlinking request by User or detects the User is no more "connected", the UE sends NAS message (e.g. Deregistration Request or PDU Session Release Request) including the 5G-GUTI, User ID and the indication of User unlink indicating that the User ID is unlinked with the UE.
3.	The AMF verifies if the User ID is linked to the UE before by checking if the User ID is included in the UE context. If yes, the AMF triggers Nsmf_PDUSession_ReleaseSMContext to SMF to release all existing PDU Session(s) associated to the User ID and removed the User ID from the UE context.
4.	The 5GC continues the PDU Session Release procedure to release the PDU Session(s) as specified in figure 4.3.4.2 in TS 23.502 [5] from step 2a to step 15.
5.	The AMF sends NAS message (e.g. Deregistration Accept or PDU Session Release Command) to UE to indicate that the User ID has been unlinked.
[bookmark: _Toc165096074][bookmark: _Toc168547050]6.22.4	Impacts on services, entities and interfaces
UE:
-	Trigger the user ID deactivation from a UE procedure by sending the NAS message including indication of User Unlink and User ID.
AMF:
-	Trigger the PDU Session release procedure after identifying an activation of a new User ID with a UE or a current User ID is deactivated with a UE.
[bookmark: _Toc165096075][bookmark: _Toc168547051]6.23	Solution #23: AF based human User Identity management
[bookmark: _Toc165096076][bookmark: _Toc168547052][bookmark: _Toc26386413][bookmark: _Toc26431219][bookmark: _Toc30694615][bookmark: _Toc43906637][bookmark: _Toc43906753][bookmark: _Toc44311879][bookmark: _Toc50536521][bookmark: _Toc54930293][bookmark: _Toc54968098][bookmark: _Toc57236420][bookmark: _Toc57236583][bookmark: _Toc57530224][bookmark: _Toc57532425][bookmark: _Toc93073660][bookmark: _Toc153818187]6.23.1	Key Issue mapping
This solution addresses KI #1 and KI #2.
[bookmark: _Toc165096077][bookmark: _Toc168547053]6.23.2	Description
This solution assumes one or more User Identity Application Server (UIAS) is deployed by mobile operator or third party service provider for the management of human User Identity. If the UIAS is deployed by the third party service provider, a NEF may be applied for the interworking with 5GC.
The creation/modification/deletion of User Identity and authentication/authorization of human user is proceeded between human user and the UIAS via application layer, e.g., web, UE applications. When a User Identity is successful created by the human user, the related credential is shared between the human user and the UIAS.
The management of User Identity in UIAS, including the User Identity information and security mechanism is out of SA2 scope.
Once a User Identity is created by the human user, the UIAS may request 5GC to generate a 5G subscription for the User Identity.
Following information is considered as part of the human user profile in the subscription data:
Table 6.23-1
	User Identifier
	Identifier of human user identity allocated and provided by UIAS.

	Anchored subscription ID (optional)
	The subscription ID (i.e., GPSI) registered by the human user in UIAS for the creation of User Identity, which can be used for additional authentication or charging.

	Subscribed QoS profile
	The QoS Flow level QoS parameter values (5QI and ARP). 

	List of linked subscription ID
	It contains a list of subscription ID (i.e., GPSI) that can be linked with the user identifier.



Human user interact with UIAS via application layer to configure the activation/deactivation of User Identifier in a specific UE. When UIAS requests UDM to active the User Identity in specific UE, the UDM updates the UE subscription data to associate the human user subscription data with the specific UE subscription data.
[bookmark: _Toc165096078][bookmark: _Toc168547054]6.23.3	Procedures
[bookmark: _Toc153791398][bookmark: _Toc165096079][bookmark: _Toc168547055]6.23.3.1	Creation/Modification/Deletion of human user identity


Figure 6.23.3.1-1: Human user identity creation/updating/deletion procedures
0.	The human user interacts with UIAS via application layer (e.g., Web page, UE applications) for the creation/updating/deletion of User Identity. How the human user interacts with UIAS for the User Identity configuration and corresponding user authentication and authorization is out of SA WG2 scope.
1.	If the User Identity operation request is accepted by the UIAS, the UIAS may trigger the request of User Profile creation/updating/deletion for the configuration of user specific service differentiation (e.g., user specific QoS).
-	The UIAS provides one or more parameter(s) as part of the user profile described in clause 6.23.2 to be created or updated, or deleted in a Nnef_ParameterProvision_Create or Nnef_ParameterProvision_Update or Nnef_ParameterProvision_Delete Request to the NEF.
-	NEF checks whether the requestor is allowed to perform the requested service operation by checking requestor's identifier (i.e. UIAS Identifier).
2.	If the UIAS is authorized by the NEF to provision the parameters, the NEF requests to create, update and store, or delete the user profile parameters as part of the user subscriber data via Nudm_ParameterProvision_Create, Nudm_ParameterProvision_Update or Nudm_ParameterProvision_Delete Request message.
-	If the UIAS is deployed in the trusted domain of mobile operator's network, AF may provision the parameters directly to the UDM.
3.	UDM may verify whether the update of user profile is authorized based on query UDR the user subscription data.
4.	UDM requests to create, update or delete the provisioned user profile parameters as part of the subscriber data.
5-6.	UDM responds the request to UIAS.
[bookmark: _Toc165096080][bookmark: _Toc168547056]6.23.3.2	Activation/Deactivation of User Identity with UE


Figure 6.23.3.2-1: Procedures of User Identity activation/deactivation in a UE
0a.	NF (e.g., AMF, SMF, PCF) subscribes to UDM notifications of UE Subscription data updates.
0b.	A secure application session is established between the UE application and UIAS.
	During the establishment of application session, UE derives an AKMA Key IDentifier (A-KID), and sends it to the UIAS. More details of the security features and mechanisms to support authentication and key management aspects for applications based on subscription credential(s) in 5G system is specified in TS 33.535 [12].
1.	The human user requests the UIAS to activate/deactivate the User Identity in the UE via the secure application session. If the User Identity operation request is accepted by the UIAS, the UIAS may trigger the request of User Identity activation/deactivation with the UE. The UIAS may use the received A-KID to identify the UE, without retrieving of UE subscription ID e.g., GPSI.
-	The UIAS provides the activation/deactivation parameters (e.g., User Identifier, A-KID) in the request to the AAnF.
2.	The AAnF provides the activation/deactivation parameters (e.g. User Identifier, A-KID) via the request to the UDM. NEF is applied between UIAS and AAnF when the UIAS is deployed in the untrusted domain of 5GS.
-	As specified in TS 33.535 [12], the UDM derives the SUPI and GPSI of the UE based on the received A-KID.
Editor's note:	UIAS applies a mechanism similar like AKMA to authenticate the UE subscription associated with the User Identity. The detailed security mechanism for the authentication of User Identity and the association with subscription ID needs to be coordinated with SA3.
3.	UDM may verify whether the activation/deactivation of the User Identity is authorized based on query UDR the UE subscription data and the User Profile.
4.	UDM activates/deactivates the User Profile in the UE. UDM updates the UE subscription to add or remove the User Identifier in the subscription data.
5-6.	UDM responds the request to UIAS.
7.	UDM notifies the NF (e.g., AMF, SMF, PCF) of the update of UE subscription data. The combined UE subscription data and User profile parameters may be sent to the NF in the notification. The NF (e.g. AMF, SMF, PCF) may update the existing PDU Session and apply in future new PDU sessions to provide proper QoS control and/or policy and charging control according to the activated/deactivated User Profile.
[bookmark: _Toc165096081][bookmark: _Toc168547057]6.23.4	Impacts on services, entities and interfaces
UDM impact:
-	Receive the request of Create/Update/Delete User profile from UIAS or NEF;
-	Create/Update/Delete User profile in the user subscription data;
-	Receive the request of User Identifier activation/deactivation in a UE;
-	Update the UE subscription for activation/deactivation of User Identifier;
-	Subscribe/notify of UE subscription data change due to User Identifier activation/deactivation from consumer NFs.
UDR impact:
-	Store the user profile related data.
-	Retrieve the user profile related data.
UIAS impact:
-	Send the request of Create/Update/Delete User profile.
-	Send the request of activation/deactivation of User Identifier with UE.
-	Trigger the application layer authentication based on 5G credentials.
AAnF impact:
-	Receive the request of activation/deactivation of User Identifier from UIAS.
-	Send the request of activation/deactivation of User Identifier to UDM.
[bookmark: _Toc165096082][bookmark: _Toc168547058]6.24	Solution #24: UID <-> SUPI association
[bookmark: _Toc165096083][bookmark: _Toc168547059]6.24.1	Key Issue mapping
KI#1-3.
[bookmark: _Toc165096084][bookmark: _Toc168547060]6.24.2	Description
[bookmark: _Toc165096085][bookmark: _Toc168547061]6.24.2.1	general
In 5GC, everything related to a UE/User is identified using a SUPI. If SUPI is not used to identify the current user, but some other identity, there are incalculable consequences to all existing features. By re-using SUPI all existing features of 5GC will work.  For example, event exposure related to a UE, charging, subscription information, IMS registrations (USIM method), Lawful intercept, etc.
It is there for advantageous to still use SUPI within the 3GPP system, i.e. to map the UID to SUPI. By this all procedures defined can be used also when the user uses UID for accessing the 3GPP network.
[bookmark: _Toc165096086][bookmark: _Toc168547062]6.24.2.2	Sort of virtual SUPI
The main principle of this method is that the UID is linked to a SUPI (sort of a virtual SUPI). Thus, more or less existing data structures for subscriptions in UDM can be re-used. 


Figure 6.24.2.2-1: subscription association
To start with, the user needs to get a UID. This can be e.g. via an operator portal where the user administrates his/her account. When the UID is created, it is linked to a SUPI (SUPI4 in figure 6.24.2.2-1). If the user already has an account, this now will be treated as the user has multiple SUPIs for his/her subscription in 5GC. 
When the user (A) wants to use another user's (B) UE, the user B needs to allow the use of his/her UE, which is a local UE matter how this is done. When allowed, the UE connects to the UID server via IP or NAS. The proposal is to use secondary authentication. When UE is connected to the UID server the user A provides his/her credentials for the UID. If authentication is successful, UID server influences 5GC so that user A's UID associated SUPI (SUPI4) is associated with the SUPI of user B, and it also provides the UE with user A's SUPI (SUPI4), Then the UE de-registers SUPI of user B (SUPI1) and starts initial registration of User A using the SUPI of user A (SUPI4) but with credential of the SIM related to SUPI of user B (SUPI1).
From now on, the user A is registered in 5GC, and all peculiars of user A can be handled as of existing 5GC procedures, e.g. slice selection, establishing of PDU session for browsing, PDU session for IMS and IMS registration, etc.
When user A logs out from user B's UE, the UE deregisters user A's SUPI and flushes it. The UE then registers with the user B's SUPI. 
Exposure of the UID, can be done via existing procedures if user A's SUPI associated to the UID is mapped to a GPSI in 5GC.
NOTE:	Any security concerns needs to be handled by SA WG3.
[bookmark: _Toc165096087][bookmark: _Toc168547063]6.24.3	Procedures
[bookmark: _Toc165096088][bookmark: _Toc168547064]6.24.3.1	Association of SUPIs
In the procedure below, user B is the owner of the UE, and user A is the user which will use a UID to login to 5GC. SUPI-B belongs to user B and SUPI-A belongs to user A. Before the user B can use his/her UID, the 5GC (UDR), and UID server needs to be populated with the data of user A (SUPI, subscription data) as described in clause 6.24.2. 


Figure 6.24.3.1-1: Association of SUPIs
1.	The user B allows user A to use his/her UE.
Editor's note:	If this is a pure human-UE interaction or if the UE also interacts with the 5GC here is FFS.
2.	The user logs in. UDM is informed that new User is active.
Editor's note:	How the UDM is informed is FFS.
Editor's note:	The authentication and other security needs to be considered by SA WG3.
3.	At successful login, the UDM associates SUPI-A with SUPI-B.
4.	At successful login, the UDM pushes the SUPI-A via SMF to the UE. The SUPI-A could be provided in ePCO by SMF to the UE.
5.	UE deregisters from 5GC with SUPI-B.
6.	UE registers to 5GC with SUPI-A using the credentials of SUPI-A.
Editor's note:	The authentication and other security needs to be considered by SA3, including whether and how to use SUPI-B (or SUPI-A) credentials for the security procedures.
[bookmark: _Toc165096089][bookmark: _Toc168547065]6.24.4	Impacts on services, entities and interfaces
UE:
-	support of allowing another user (than the owner) to access the ME
-	support connection to the authentication server
-	separation of data associated to different users
-	support download of SUPI of another user
SMF:
-	authenticate the UID based on secondary authentication, if NAS signalling is used
UDM for method:
-	support of associate a UID related SUPI with the SUPI of the UE
-	provide the credentials of the UID
UID server for method:
-	login of user (if IP is used)
-	influence 5GC for SUPI associations
[bookmark: _Toc165096090][bookmark: _Toc168547066]6.25	Solution #25: Format of Operator Assigned and 3rd Party Assigned User Identifiers
[bookmark: _Toc165096091][bookmark: _Toc168547067]6.25.1	Key Issue mapping
This solution addresses Key Issue #1 "Identifying the Human User of a Subscription".
[bookmark: _Toc165096092][bookmark: _Toc168547068]6.25.2	Description
This solution describes how the user identifier can be formatted such that an NF can determine the identity of the user profile that is associated with the user identifier or determine the identity of the NF that stores the user profile.
Per the assumption in clause 4.1: "The User Identifier and any subscription that it links to are assumed to be associated with the same PLMN (e.g. the operator that manages the User Identifier and the operator that manages the subscription is assumed to be the same)". Therefore, regardless of whether the user identifier is assigned by an operator or a third party, it is managed by an operator.
This solution assumes that the user identifier can be operator assigned or assigned by a third party.
The format of the user identifier is a Network Access Identifier (NAI) as specified in RFC 7542 [10].
When the user identifier is operator assigned, the NAI includes a field (e.g. the realm of the NAI) that can be used to resolve a User Identity Profile (i.e. used to find and retrieve information from the User Identity profile). The network resolves the field and the MNO identifier to a User Identity Profile. The network knows the MNO identifier based on the MCC and MNC of the subscription. 
When the user identifier is not operator assigned, the network resolves the entire user identifier and the MNO identifier to a User Identity Profile. 
NOTE:	When the user identifier is not operator assigned, it is recommended that the user identifier be globally unique (e.g. an email address).
The exact format of the user identifier and how the network detects if the user identifier is operator assigned or 3rd party assigned will be decided by stage 3 working groups.
[bookmark: _Toc165096093][bookmark: _Toc168547069]6.25.3	Procedures
Network Functions can be locally configured with information that can be used to resolve a User Identity Profile or can use the NRF to determine the User Identity Profile.
For example, when the user identifier is operator assigned, the Nnrf_NFDiscovery_Request service operation inputs can include the field from the NAI and the MNO identifier.
For example, when the user identifier is not operator assigned, the Nnrf_NFDiscovery_Request service operation inputs can include the entire user identifier and the MNO identifier.
[bookmark: _Toc165096094][bookmark: _Toc168547070]6.25.4	Impacts on services, entities and interfaces
An NF that needs to resolve a User Identity Profile:
-	are locally configured with information that is used to resolve the User Identity Profile; or
-	can use the NRF to determine the User Identity Profile.
[bookmark: _Toc165096095][bookmark: _Toc168547071]6.26	Solution #26: User identity profile influence on AM, SM and UE policy
[bookmark: _Toc165096096][bookmark: _Toc168547072]6.26.1	Key Issue mapping
The solution addresses the following requirements from the Key Issue #1:
-	what information is stored as part of the User Identity Profile (e.g. a User Identifier, associated security credentials, associated devices, user specific QoS settings). Including how User Identity Profiles are created/acquired, stored, and updated,
-	whether and how user specific policies, e.g. QoS settings, are taken into account by the 5GS in order to provide service differentiation.
The solution also addresses the following requirements from the Key Issue #3:
-	what and how User Identity Profile information and functionality are exposed (e.g. exposure of the content of the User Identity Profile, exposure of authorization/authentication results, authenticating users, and linking a User Identifier with a 3GPP subscription).
[bookmark: _Toc165096097][bookmark: _Toc168547073]6.26.2	Description
The Architectural Assumptions in clause 4.1 include the assumption that a single active human user (identified by a user ID) and corresponding user profile is applied to determine restrictions and policies which apply to the UE and a specific PDU Session. 
This solution proposes that the user profile data includes information which influences, i.e. restricts, the UE subscription data associated with the SUPI. In addition to the SM and PDU Session parameters and policies, e.g. as described in solution #1 for influencing the QoS parameters, the user profile data may also contain information restricting the access and mobility (AM) policy control information, the UE policy control information and parameters which may influence the AM UE subscription data. 
Based on this principle, the user profile information may include the following data:
-	Information to be used by the UDM to influence the AM subscription data and SM subscription data:
-	information which influence the UE AM subscription data sent to the AMF. Such parameters may include e.g. UE-AMBR, user consent, service-specific parameters like LCS, V2X, A2X, ProSe or MBS services. 
NOTE 1:	For example, the UE subscription data associated with the SUPI may include subscription data sub-sets for LCS service and MBS service. In one use case, the user profile data may restrict the use of such services for the specific user ID, which would cause the UDM to remove the LCS and MBS service parameters from the AM subscription data sent to the AMF. In another use case, the user profile data may have Location Privacy Indication (LPI) in the user profile with different priority than the LPI stored in the UE subscription data. In such case, the UDM can prefer to use the LPI from the user profile. 
NOTE 2:	If the user profile data includes restriction to V2X service, it is only applicable if the UE subscription data or network policy controls the V2X configuration for the UE. If the UE stores local configuration for V2X, the user profile data does not influence such configuration. 
-	information which influence the UE SM subscription data sent to the SMF. This data is used by the UDM to merge with the SM subscription data and sent the result to the SMF.
-	access and mobility (AM) policy data (to be used by the PCF) to determine AM policy control information sent to the AMF. The policy related data in the user profile may also include charging function information which is used to control per user specific charging policy in the PCF.
-	user policy control data (to be used by the PCF) to determine UE policy information (based on the user profile) sent to the UE.
-	session management (SM) policy data (to be used by the PCF) to determine SM policy control information sent to the SMF. This information may include similar information as the PDU Session policy control subscription information. 
The user profile information may be stored in the UDR and may be structured in such a way which allows the UDM to retrieve the AM-related data and SM-related data of the user profile and the PCF to retrieve the policy-related data of the user profile. 
This solution is similar to the principle from Solution #10, i.e., the UDM is able to create AM subscription data sent to the AMF by merging the UE subscription data and the corresponding user profile data. Similarly, the UDM is also able to create SM subscription data sent to the SMF by merging the UE subscription data and the corresponding user profile data. 
NOTE 3:	The user profile data does not change the UE subscription data stored in the UDR. It is assumed that the user profile data limits/restricts some parameters of the UE subscription data, e.g. subscribed services or subscribed S-NSSAIs. When the UE is registered without association with user ID, the UE subscription data applies without restrictions by the user profile data.
With relation to KI#3, the user profile (e.g. stored in the UDR) may also store data type for information to be exposed. The data for exposure stored in the user profile would be exposed to AF only for exposure requests or subscription which are dedicated for a user ID.
[bookmark: _Toc165096098][bookmark: _Toc168547074]6.26.3	Procedures
[bookmark: _Toc165096099][bookmark: _Toc168547075]6.26.3.1	Procedure for influencing the AM and UE policy by the user profile information
This procedure shows how the AM and UE policy is influenced by the user profile information. 


Figure 6.26.3.1-1: AM and UE policy influence by the user profile information
0a.	The upper layers in the UE indicate the user ID to the UE. 
0b.	The UDR stores one or more user profiles associated with User IDs (e.g. for User A, User B).
1.	The UE registers with the network. The user ID sis provided by the UE and authenticated and/or authorised by the network, i.e. the user ID can be declared as active user ID.
NOTE:	The registration procedure shown in step 1 includes some parts of the registration procedure as per TS 23.502 [5]. The steps different from the registration procedure from TS 23.502 [5] are shown below in steps 2 to 11.
2.	The UDM retrieves the UE subscription data (by using the SUPI) and the user profile data (by using the active user ID). 
3.	The UDM determines the UE AM subscription data to be sent to the AMF, whereby the UDM considers the user profile information. The UDM merges the overlapping parameters between the UE subscription data and the user profile. The parameters from the user profile may be handled with higher priority.  In one example, the UDM can determine to not send to the AMF an S-NSSAI in the list of Subscribed S-NSSAIs, i.e. the Subscribed S-NSSAIs stored in the UE subscription data may include the S-NSSAI but the UDM decides based on the user profile information to not include the S-NSSAI in the list of Subscribed S-NSSAIs.
4.	The UDM sends the UE AM subscription data to the AMF. The message can also include the user ID or the user profile ID.
5.	The AMF determines the Allowed NSSAI, registration area and other information applicable for the UE registration. 
6.	The AMF sends a request for AM Policy association establishment and includes the SUPI and the user profile ID (or the user ID).
7.	The PCF retrieves from the UDR the Access and Mobility policy control subscription information (by using the SUPI as reference key) and the AM policy part user policy data from the user profile (by using the user ID as reference key). 
8a.	The PCF (e.g. AM-PCF) creates the AM policy control information to be sent to the AMF based on the received AM policy control subscription information and the AM policy part of the user profile information.
8b.	The PCF sends AM Policy association establishment response (or update) message to the AMF including the created AM policy control information.
9.	The AMF sends a Registration Accept message to the UE.
10.	The AMF sends a request for UE Policy association establishment and includes the SUPI and the user profile ID (or the user ID). 
11a.	The PCF retrieves from the UDR the UE context policy control subscription information (by using the SUPI as reference key) and the user policy part of the user profile information (by using the user ID as reference key). The PCF creates UE policy information based on the UE context policy control subscription information and the user policy part of the user profile information. 
	The UE policy information may include V2X Policy, ProSe Policy, Ranging/Sidelink Positioning Policy, A2X Policy. 
11b.	The PCF may trigger UE Configuration Update Procedure via the AMF in order to send the UE policy to the UE.
[bookmark: _Toc165096100][bookmark: _Toc168547076]6.26.3.2	Procedure for influencing the SM policy by the user profile information
The procedure of SM policy influenced by the user profile information is shown in Solution #1, clause 6.1.3, steps 7a -7c. Especially the step 7b can be re-used and enhanced so that the PCF retrieves from the UDR the PDU Session policy control subscription information (by using the SUPI as reference key) and, in addition, the PCF retrieves the AM policy part user policy data from the user profile (by using the user ID as reference key).
[bookmark: _Toc165096101][bookmark: _Toc168547077]6.26.3.3	Procedure for exposure of user identity profile information
The user profile is stored in the UDR and there is a data structure containing the data to be exposed to an AF.
Editor's note:	It is FFS which the data to be exposed and how this data is sent to the UDR.
[bookmark: _Toc165096102][bookmark: _Toc168547078]6.26.4	Impacts on services, entities and interfaces
Impacts to UDM:
-	retrieve AM and/or SM related data sets from the user profile information by using authorised (or active) user ID. 
-	create AM subscription data to be sent to the AMF and SM subscription data to be sent to the SMF by using the UE subscription data and the corresponding AM and/or SM related data sets from the user profile information.
Impacts to PCF:
-	handle user ID received from the AMF;
-	create AM policy control information for the AMF based on the based on the received AM policy control subscription information and the AM policy part of the user profile information;
-	create UE policy information to be sent to the UE based on the UE context policy control subscription information and the user policy part of the user profile information;
-	create SM policy control information for the SMF based on the based on the received PDU Session policy control subscription information and the SM policy part of the user profile information.
[bookmark: _Toc23326075][bookmark: _Toc23326573][bookmark: _Toc165096103][bookmark: _Toc168547079]6.27	Solution #27:  Configuration and Usage of User Identifiers
[bookmark: _Toc165096104][bookmark: _Toc168547080]6.27.1	Key Issue mapping
The solution addresses Key Issue 2.
[bookmark: _Toc165096105][bookmark: _Toc168547081]6.27.2	Description
This solution addresses key issue #2 “Authentication and Authorization of Users and Restrictions on Users”. In the architectural assumptions, there is a restriction about the usage of user identify that when the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time, which implies that a user (e.g., user#2) could login only after another user (e.g., user#1) has logged out. 
About how to handle the PDU session, one option is to release the user#1 related PDU session after user#1 logged out, and establish new PDU session for user#2 when user#2 logins. But in enterprise scenarios, the DNN and slice for the service of different user may be same. To release old PDU session and establish new PDU session may be not essential. 
Therefore, an alternative option is to reuse the exist PDU session. It’s proposed to change association between user#1 and PDU session to association between user#2 and PDU session using PDU session modification procedure. 
[bookmark: _Toc23326078][bookmark: _Toc23326576][bookmark: _Toc165096106][bookmark: _Toc168547082]6.27.3	Procedures
The figure 6.27.3-1 below shows a high-level flow of the actions needed for enhancement about PDU session modification procedure. 


Figure 6.27.3-1: High-level flow of enhancement about PDU session modification procedure
The procedure includes the following steps:
0.	The UE and user#1 have registered for network, and the network has established PDU session for the user#1.
1.	The UE determines that the user#1 would logout with application interaction.
2.	The UE requests the network to release the association between the existing PDU session and user#1 or deactivate the PDU session for user#1, with PDU session modification request including SUPI/SUCI, user ID#1, deactivated indicator.
3.	The SMF invokes the Nudm_SDM_Notification to update the user#1 profile info in UDM, e.g., changing the status of SUPI/user ID#1.
4.	The UE determines that the user#2 would login with application interaction.
	In addition, there may be a scenario that after the user#1 logged out, no other user logins in a long time. To avoid wasting resources, the network can set a timer, if no other user logins until the timer expires, the network triggers the PDU session release procedure.
Editor's note:	Whether the associated user with UE need to be deactivated based on inactivity is needed and if so, at UE or existing inactivity detection at network is to be used is FFS.
5.	The UE requests the network to activate the PDU session or associate the existing PDU session and user#2, with PDU session modification request including SUPI/SUCI, user ID#2, deactivated indicator optionally.
Editor's note:	Details on which PDU sessions need to be released and which need to be kept with user#2 are FFS.
6.	The SMF invokes the Nudm_SDM_Notification to update the user#2 profile info in UDM, e.g., changing the status of SUPI/user ID#2.
7.	The SMF may initial SMF initiated SM Policy Association Modification procedure to update/generate PCC rules for user ID#2.
[bookmark: _Toc165096107][bookmark: _Toc168547083]6.27.4	Impacts on services, entities and interfaces
UE impacts:
-	When determining that the user#1 would logout with application interaction, the UE triggers the PDU session modification procedure.
-	When determining that the user#2 would login with application interaction, the UE may trigger the PDU session modification procedure.
SMF impacts:
-	When SMF receives PDU session modification request including SUPI/SUCI, user ID, deactivated indicator, the network should release the association between existing PDU session and user ID or deactivate the PDU session for user ID.
-	When SMF receives PDU session modification request including SUPI/SUCI, user ID, activated indicator, the network may activate the PDU session or associate the existing PDU session and user ID.
Editor’s note:	The impact on charging is FFS.
[bookmark: _Toc165096108][bookmark: _Toc168547084]6.28	Solution #28: Handling and notifying the UE when the UE is associated with a User Identifier.
[bookmark: _Toc165096109][bookmark: _Toc168547085]6.28.1	Introduction
This solution addresses KI#2 related to WT. Below details more on notification building on top of Solution 6 and Solution 10 which mentions of UECM de-registration of the UE (father) for the SMS service when the User identity (child) is registered to the network.
NOTE:	If the UECM de-registration should be done for the UE (father) when the User Identity (child) is registered to the network can be based on operator policy or subscription data, which is FFS.
[bookmark: _Toc165096110][bookmark: _Toc168547086]6.28.2	Description
If the User Identity is using the UE, the terminating services like SMS attempting to deliver a message to the UE Subscription will fail because UE is not available at that moment for the SMS, as UECM is deregistered for the SMS. However, UE is still used by user identity. So, it is required that.
-	The terminating SMS as in above are not delivered to the UE, as the UE is being used by the User identity (For e.g. a daughter (User Identity) is using the UE (of the father)).
-	It is also required to indicate to the UE Subscription (of the father as in the above example) with an indication that SMS service were attempted to be delivered.
Brief of the solution:
A prior, the UE could indicate support of receiving indication from the network when the UE is being used by User Identifier and there is an attempt from the network for terminating SMS to the UE.
A NAS based indication can be added in the existing NAS message (configuration update procedure) or a new NAS message. The NAS indication is delivered to the UE over NAS layer.
When the UE that is being used by the User Identifier receives this indication, based on the value, it delivers the indication to the right application layer (SMS app).
Example: Application layer can display an indication to the user or add blink on the screen there is some delivery attempted by the network. The user may take some action (e.g., initiate log out so that UE can get logged in again to receive the message). However, this aspect is out of the scope of the 3GPP. Please note, this indication does not reveal any real message.
[bookmark: _Toc165096111][bookmark: _Toc168547087]6.28.3	Procedures
[bookmark: _Toc165096112][bookmark: _Toc168547088]6.28.3.1	Illustration for SMS


Figure 6.28.3-1: Procedure for send indication to UE when the terminating service is SMS
1.	User Identifier 1 is registered with the UE and the UE may have indicated that is supports receiving an indication.
2.	UE gets UECM deregistered for the SMS Service.
3.	When SendRoutingInfoForSM reaches to the UDM for terminating SMSF address determination for the UE, and UECM is deactivated state for the SMS, the UDM returns error to the GMSC.
4.	UDM understands that there is a terminating SMS initiated for the UE. As UDM knows that UE is de-registered now and User Identity Profile 1 is registered/logged in, UDM sends an optional indication towards UE via AMF (steps 5, 6).
7.	Application layer may display an indication to user or add blink on the screen indicating that an action is attempted by the network.
NOTE 1:	Any privacy considerations if any will be studied at SA WG3.
NOTE 2:	This indication is for the terminating SMS service over NAS.
[bookmark: _Toc165096113][bookmark: _Toc168547089]6.28.4	Impacts on services, entities, and interfaces
UE:
-	UE supports indicating UE capability of supporting receiving indications from the network for the UE.
-	UE implements receiving of the indication.
UDM:
-	Implements identification of terminating SMS to a UE and the state of the UE being in de-registered state.
-	Carries out indication to the UE based on the local policies and the UE Subscription to receive such indication.
AMF:
-	Receipt of indication from the UDM.
-	Transferring of the indication to the UE over NAS.
[bookmark: _Toc165096114][bookmark: _Toc168547090]6.29	Solution #29: User profile exposure check
[bookmark: _Toc165096115][bookmark: _Toc168547091]6.29.1	Key Issue mapping
This solution addresses Key Issue #3, Exposure of User Identity Profile Information.
-	What and how User Identity Profile information and functionality are exposed (e.g. exposure of the content of the User Identity Profile, exposure of authorization/authentication results, authenticating users, and linking a User Identifier with a 3GPP subscription).
[bookmark: _Toc165096116][bookmark: _Toc168547092]6.29.2	Description
The following information and functionality of User Identity Profile Information may be exposed by NEF:
-	Provisioning of User Identity Profile (UIP) Information by AF.
-	Verification of Link between User Identifier and associated subscription.
-	Exposure of Authentication Results (e.g. in the sol#15).
-	User Identifier profile information details retrieval (e.g. in the sol#16).
-	Authentication and Authorization historical Results (e.g. in the sol#16).
The information and functionality of User Identity Profile are private to the User. There is a high privacy protection requirements, therefor the subscriber consent to the User Profile exposure is needed.
For example, the Provisioning and Verification of Link can only be exposed to particular AF, e.g. UIP server (owned by operator) in the sol#12. And only after AF receives the request from the subscriber (identified by SUPI), it can perform subscriber-related User Profile operations.
The principles of this solution are:
-	There is a UIP Exposure Profile in the UDM for the subscriber (identified by SUPI).
-	For each exposed functionality, it indicates which AF is allowed to invoke this service operation.
-	For the User Identity Profile, it indicated which information in the User Identity Profile can be exposed.
Editor's note:	The granularity of Exposure check is FFS, e.g. only subset of User IDs and/or functionality linked to one SUPI can be exposed to particular AF.
Editor's note:	Whether the Exposure check is per SUPI or per User Identifier is FFS.
Editor's note:	The privacy check needs coordination with SA WG3.
[bookmark: _Toc165096117][bookmark: _Toc168547093]6.29.3	Procedures
The procedure in clause 4.15.6.2 of TS 23.502 [5] (i.e. Parameter Provisioning information flow) is re-used with following additional handling.
-	After step 1, the NEF retrieve the UIP Exposure Profile from UDM and perform the exposure check. Only this operation is allowed, the NEF perform the subsequent step.
[bookmark: _Toc165096118][bookmark: _Toc168547094]6.29.4	Impacts on existing services, entities and interfaces
UDM:
-	There is a UIP Exposure Profile in the UDM for the subscriber.
NEF:
-	Perform the UIP Exposure Profile check against the AF request.
[bookmark: _Toc165096119][bookmark: _Toc168547095]6.30	Solution #30: Identifying non-3GPP devices behind a UE or 5G-RG via Server control
[bookmark: _Toc165096120][bookmark: _Toc168547096]6.30.1	Key Issue mapping
This solution addresses KI#4.
[bookmark: _Toc165096121][bookmark: _Toc168547097]6.30.2	Description
[bookmark: _Toc165096122][bookmark: _Toc168547098]6.30.2.0	General
This solution is based on storing the device information in a server via a client program that runs in the UE/5G-RG. Then, the subscriber/admin of UE/5G-RG can log into the server and select the desired QoS profiles for each device. The device information is provided to the PCF via NEF and PCF provides relevant policies to enable differentiated policy and charging for each device. For devices that do not need any service differentiation, existing treatment can be enabled by providing these devices with a common shared address, traffic descriptor.
[bookmark: _Toc165096123][bookmark: _Toc168547099]6.30.2.1	Device Information Profile
The Device Information Profile (DIP) for each UE/5G-RG contain the following elements:
1.	Device traffic descriptors: For each device behind UE/5G-RG this is used to detect its traffic for differentiated QoS provisioning and charging and may include:
a.	Source IPv6 address allocated by UE/5G-RG: For IPv6 traffic.
b.	Source IPv4 address+port number range allocated by UE/5G-RG: For IPv4 traffic.
c.	MAC address: For Ethernet.
2.	Device descriptors: For each device behind UE/5G-RG, the device descriptor is used to uniquely identify a device behind UE/5G-RG. The device descriptor should be accessible to DIP client upon device connection and is used by the subscriber to identify the device. For example, device host name or device credentials from an AAA server can be used for this purpose.
3.	QoS descriptors: For each device behind UE/5G-RG this field identifies the requested QoS for the device.
4.	UE/5G-RG's GPSI.
NOTE:	For IPv4 connectivity, when NAT is used, the UE/5G-RG should assign a port number range to each device i.e. the NAT is managed.
[bookmark: _Toc165096124][bookmark: _Toc168547100]6.30.2.3	Architecture
Figure 6.30.2.3.1 and figure 6.30.2.3.2 describe the solution architecture for roaming and non-roaming cases. 


Figure 6.30.2.3.1: High-level roaming architecture


Figure 6.30.2.3.2: High-level non-roaming architecture
NOTE:	In the case of 5G-RG, the DIP client may reside in Auto-Configuration Server (ACS).
[bookmark: _Toc165096125][bookmark: _Toc168547101]6.30.2.4	Solution Description
The following, describes a high-level procedure for the solution:
NOTE 1:	Whether to standardize the DIP client-server protocol in 3GPP e.g. in SA6 is to be determined during study conclusions.
1.	The UE/5G-RG's subscriber connects to the DIP server to determine QoS descriptors for the devices behind UE/5G-RG. The list of connected devices (traffic descriptors and device descriptors) is provided by the DIP client and the subscriber can choose the desired QoS e.g., from a drop-down menu.
NOTE 2:	The DIP client can find the traffic descriptors and host name for each device via the host table from DHCP server.
2.	After the PDU session establishment/modification, the DIP server requests for differentiated QoS for the connected device.
3.	PCF makes use of DIP information in the policy decisions and creating PCC rules to provide differentiated QoS and charging.
[bookmark: _Toc165096126][bookmark: _Toc168547102]6.30.2.5	Authentication and Authorization
Regarding Authentication and authorization, the following apply: 
-	The DIP server is responsible to authenticate the UE/5G-RG subscriber.
-	It is the responsibility of the subscriber to ensure that the device descriptor corresponds to the correct device behind UE/5G-RG. There is a risk of using device hostname as device descriptor since it can be changed. The Subscriber can use history of MAC--hostname pairs in 5G-RG/UE to ensure that the host name is not changed (not applicable for randomized MAC), or prevent change of hostnames through setting device policies or management. 
-	The authentication of the device may happen via the application layer interworking, e.g., between the device and UE/RG locally or between the device and the DIP/AAA server.
NOTE:	How to authenticate the device is in the scope of SA WG3.
-	It is the responsibility of UE/5G-RG subscriber to ensure that the device descriptor is unique.
[bookmark: _Toc165096127][bookmark: _Toc168547103]6.30.3	Procedures
Figure 6.30.3.1 describes the procedure for provisioning the device information profile to the DIP server, and that DIP server can provide guidance for URSP rules, and figure 6.30.3.2 describes how this information is used by the 5GC to enable differentiated QoS for each device behind 5G-RG/UE.


Figure 6.30.3.1: Provisioning of device information profile
1.	The user logs into DIP server.
2.	The DIP server contacts the DIP client within the 5G-RG/UE and requests the device information.
3.	The DIP client obtains the device descriptors for each device behind the 5G-RG/UE.
4.	The DIP client updates the device descriptors in the DIP server.
5.	The user selects a QoS descriptor for all/some of the devices (e.g., from a drop down menu).
6.	The DIP server may use the procedure specified in clause 4.15.6.10 of TS 23.502 [5] to provide guidance for URSP determination using GPSI for identifying the UE. As an example, the DIP server can use PIN ID as the URSP traffic descriptor and then configures the association between the PIN-IDs and the device descriptors in the DIP client.


Figure 6.30.3.2: Provisioning QoS and Charging differentiation.
1.	The non-3GPP device is connected to 5G-RG/UE. The authentication of the device can be done locally or via an external AAA server.
2.	The 5G-RG/UE uses the URSP rules to establish a new PDU session or modifies an existing PDU session to transfer device data.
3.	DIP client is notified that a new device is connected and provides the DIP server with the device traffic descriptor and device descriptors.
4.	The DIP server sets up an AF session with required QoS as specified in clause 4.15.6.6 of TS 23.502 [5] using QoS descriptor to generate QoS Reference or individual QoS parameters and using traffic descriptor (source IPv4 and port range, IPv6, or MAC address) for Flow description information. Furthermore, the device descriptor can be added as an optional input to enable differentiated charging per device or the QoS parameters can be used to determine the charging key.
NOTE 1:	Details for enabling per device charging needs to be coordinated with SA WG5.
5.	Differentiated QoS is provisioned for the device in UP.
NOTE 2:	In case the traffic descriptor in DIP is changed during the lifetime of PDU session, e.g., due to randomized MAC address for ethernet PDU session, steps 3 to 5 are executed to update the device information in 5GC.
NOTE 3:	The number of devices using differentiation services can be enforced to be kept below a maximum number by configuring the DIP server i.e. DIP server can reject additional connections notified by the DIP client.
[bookmark: _Toc165096128][bookmark: _Toc168547104]6.30.4	Impacts
DIP Server:
-	A new server outside 5GC, which is deployed and operated by the operator.
NEF:
-	Enhancement to Nnef_AFsessionWithQoS service to accept device port ranges and device descriptor as an input.
UE/5G-RG:
-	Supporting a client program to update the device information profile in DIP server.
UE/PCF:
-	Optionally extend URSP rules similar as for PIN (unless PIN ID can be re-used).
[bookmark: _Toc165096129][bookmark: _Toc168547105]6.31	Solution #31: UE/5G-RG-initiated PDU Modification to support differentiated QoS for device behind UE/5G-RG
[bookmark: _Toc165096130][bookmark: _Toc168547106]6.31.1	Key Issue mapping
This solution addresses Key Issue #4 on how to provide policy control of individual non-3GPP device behind a UE or 5G-RG.
5GC may have information on a QoS policy applied to a non-3GPP device behind a 5G-RG or UE where a User Identifier is used between 5GC and the 5G-RG/UE to identify the QoS policy, and maps that policy to non-3GPP access between the non-3GPP device and the 5G-RG/UE. 5GC may store the QoS policy based on network exposure with an external operator portal or AF. 
[bookmark: _Toc165096131][bookmark: _Toc168547107]6.31.2	Description
Pre-Requisites:
-	UE/5G-RG has an inbuilt authentication capability or is configured to access an external AAA server, which the UE/5G-RG could use to authenticate the device user identity. An EAP based device authentication can be carried out. This aspect is not discussed under this solution and not in the scope of the study.
-	Non-3GPP device user identities are configured for the devices behind UE/5G-RG.
-	Accordingly, the devices can connect to the UE/5G-RG, through a WLAN SSID kind of connection (Other kinds of connectivity such as Bluetooth may also be applicable), which is not in scope of this study.
Editor's note:	Whether the non-3GPP device's User Identifier is unique per UE/5G-RG, per PLMN, or globally unique is FFS.
Rel-18 WWC study/work item identified and specified a solution to handle non-3GPP devices behind 5G-RG based on Connectivity Group IDs, where a Connectivity Group ID is applied based on a SSID or Ethernet port. Typically, there are only a few SSIDs available (e.g., SSID#1 for home devices and SSID#2 for guest devices), thereby leading to certain limitations in Rel-18 features to allow providing different QoS over devices sharing a same SSID.
To provide differentiated QoS provisioning for non-3GPP devices behind a 5G-RG/UE, 5G-RG/UE should be able to identify individual non-3GPP devices as well as 5GC should be able to provision separately for individual non-3GPP device. To allow separate provision by 5GC for each non-3GPP device, a User Identifier (for non-3GPP devices) is necessary, where the User Identifier may be different from a MAC address of the non-3GPP device. Various known implementation techniques such those based on OpenWrt or CableLabs Micronets could be considered for a User Identifier/identification. In recent progress in IEEE 802.11bh working group (D1.0 draft) [11] to support various use cases with randomized MAC addresses, IEEE identified two solutions, namely, device ID and identifiable random MAC address (IRM). Using device ID mechanism, a 5G-RG or UE may provide an identifier to a non-3GPP device that may be used by the non-3GPP device where the device ID is constant in ESS regardless of the MAC address used by the non-3GPP device. Using IRM, a non-3GPP device may provide a random MAC address to a 5G-RG or a UE where the IRM MAC address will be used as transmitted address. For example, when the device ID mechanism is used, the device ID may be used as a User Identifier of the non-3GPP device. When IRM is used, the operator may assign a User Identifier of the non-3GPP device that is associated with a current IRM address and is updated by the 5G-RG or the UE when changes occur. Another example of a User Identifier is based on EAP credentials if a non-3GPP device supports EAP authentication, where EAP authentication may be performed outside of 5GC.
Such a User Identifier known to a 5G-RG or UE will be mapped to the local non-3GPP device information (e.g., device ID or current MAC address by 802.11bh, or credentials used in WLAN) by the 5G-RG or UE, though the exact mechanisms of how the 5G-RG maps the User Identifier to local non-3GPP device information would be implementation-specific or operator-choice, which are outside of 3GPP scope.
To support this, however, the 5G-RG or UE is pre-configured with or receives policy from the 5GC on QoS policy for non-3GPP devices, where the QoS policy for each non-3GPP device has the following information:
-	QoS parameters for the device (e.g., bit rate requirements)
-	User Identifier
The UE/5G-RG may indicate the capability to support User Identities for non-3GPP devices to the 5GC. Based on non-3GPP device identification by the 5G-RG or UE, a separate QoS flow can be configured for each non-3GPP device. Based on Rel-18 feature of Connectivity Group IDs, a group of non-3GPP devices may share a same connectivity group e.g., based on SSID. The 5G-RG may establish a separate PDU session for each connectivity group. Each device in each connectivity group may be further differentiated based on separate QoS flow as shown in Figure 6.31.2-1.


Figure 6.31.2-1: Differentiated QoS for each non-3GPP device
[bookmark: _Toc165096132][bookmark: _Toc168547108]6.31.3	Procedures
[bookmark: _Toc165096133][bookmark: _Toc168547109]6.31.3.1	Procedures for provisioning of non-3GPP device information


Figure 6.31.3.1-1: Provisioning of non-3GPP device information
Steps 1-4 follow Rel-18 WWC procedures for NAUN3 devices as specified in TS 23.316 [7] -
1.	5G-RG registers to 5GC as specified in clause 7.2.1.1 of TS 23.316 [7].
2.	The non-3GPP device establishes an L2 connection (e.g., WLAN connection) with the 5G-RG.
3.	The non-3GPP device is authenticated via local authentication (e.g., PSK). The non-3GPP device may be authenticated using EAP authentication via external EAP-server depending on the device capability.
	During steps 2-3, 5G-RG maps the non-3GPP local information (e.g., a current MAC address) to the User Identifier.
4.	A PDU Session with a default QoS flow is established based on the URSP rule matching a Connectivity Group as specified in clause 4.10b of TS 23.316 [7]. During the PDU Session Establishment procedure, the UE/5G-RG may indicate in the PCO to the network if it supports the feature of non-3GPP Device user identities.
	IP range allocation may be provided by the network to the UE/5G-RG based on the UE/5G-RG capability. As per the current steps the IP allocation based on the DHCP mechanisms, etc hosted on the User Plane, or the IP address allocation information provided by SMF or directly hosted by the UE/5G-RG, the non-3GPP Devices behind the UE/5G-RG shall receive the IP.
5.	The admin of the 5G-RG subscription registers a policy for the non-3GPP device to an operator portal (e.g., via AF, register parental control for kids iPad). During the policy registration, a User Identifier of the non-3GPP device is determined (e.g., either by assigning by operator portal or 5G-RG provides the User Identifier) and stored in a 5G-RG associated with the non-3GPP device. For example, based on a device ID technique, the non-3GPP device and the 5G-RG use the device ID which maps to the User Identifier in the operator portal for future communications. In case IRM is used, the 5G-RG maintains a mapping of random MAC address to User Identifier, so that when the non-3GPP device uses a random MAC address, the 5G-RG identifies the non-3GPP device and maps it to the User Identifier. The 5G-RG information would be known to the operator portal (e.g., 5G-RG GPSI is known to the operator portal).
6.	Upon creating a policy for the non-3GPP device, the AF (operator portal) updates the policy associated with the 5G-RG based on the policy configuration via NEF procedure (e.g., extending Service specific parameter procedure in clause 4.15.6.7 of TS 23.502 [5] for non-3GPP policy information). The NEF uses Nudr_DM_Create/Update/Delete service operation to update parameters.
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Figure 6.31.3.2-1: Policy control for non-3GPP device
1-2.	During Steps 1-2, 5G-RG detects the non-3GPP device with the User Identifier is connected. For example, 5G-RG can detect the User Identifier during the Wi-Fi association or authentication procedure. The 5G-RG/UE allocates the device with the IP address/port number.
3-7.	PDU session modification procedure based on clause 4.3.2.2 of TS 23.502 [5] with addition of indication of User Identifier and device info (such as assigned IP address and port number (range) of the device) to apply appropriate QoS flow to the non-3GPP device. 5G-RG uses the User Identifier and device info of the non-3GPP device to map traffic to corresponding QoS Flow. The PCF may identify the device behind the UE by the assigned IP address/port number and User Identifier, and then changes the policy (QoS) for the device behind the UE/5G-RG.
NOTE:	PCF for the PDU session may query the Policy parameters for the key identified by the SUPI and sub keys DNN/S-NSSAI and additional sub key non-3GPP Device User identifier to implement corresponding policies.
	Optionally, the AF may want to learn the association of non-3GPP Device User identities with a UE accessing with a dedicated IP, in which case the AF shall register for a specific event to learn the association of the User with the UE. Optionally event notification to the AF and AF provisioning the PDU Session Policy data parameters.
Editor's note:	Whether and how the User Identifier of the non-3GPP device is authenticated by the 5GC is FFS.
[bookmark: _Toc165096135][bookmark: _Toc168547111]6.31.4	Impacts on services, entities and interfaces
NEF:
-	Extensions to the NEF Service Parameter Service to allow an AF to provision non-3GPP device information.
-	NEF receives non-3GPP Device User identifier as part of Policy Data from the AF and communicate the same to the UDR.
-	NEF may support receiving of even notification subscription from the AF for UE User mapping updates and registers the same with the SMF.
UDR:
-	Extensions to the Application Data in UDR to store non-3GPP device information (e.g., User Identifier, policy for non-3GPP).
SMF:
-	SMF may receive UE capability supporting non-3GPP Device User identifier.
-	SMF shall support receiving of PDU Session Modification that includes the non-3GPP Device User identifier along with the IP Address/port number.
-	SMF based on the input from the PCF, shall implement policies.
-	May send the arranged IP range/port number to UE for devices.
PCF:
-	Ability to retrieve non-3GPP device information from UDR and take it into account for policy decisions.
UE/5G-RG:
-	Ability to include User Identifier and device info (IP address/port number) in the PDU Session Modification Request.
-	Ability to receive and configure QoS rules for different non-3GPP devices.
-	UE/5G-RG may support indicating UE capability in the PCO of supporting Device User Identifiers.
NOTE:	It is assumed that the 5G-RG can identify a device behind it based on an implementation-specific solution or a solution outside of 3GPP scope. Details are left up to BBF and CableLabs.
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[bookmark: _Toc165096137][bookmark: _Toc168547113]6.32.1	Key Issue mapping
This is a solution for KI#4.
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The proposed solution addresses how 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG (as depicted in Figure 6.32.2-1) and how to provide policy control for the traffic associated with individual non-3GPP devices. The mention of UE in subsequent clauses needs to be considered as applicable for UE and 5G-RG.
The proposed solution meets the architecture assumptions specified in clause 4.1. In this solution, the following architecture principles apply.
Non-3GPP Device Behind UE/5G-RG (N3DBU) is a subscribed service, and a subscriber needs to coordinate with the operator to subscribe for N3DBU service. When a user subscribes for the N3DBU service, the N3DBU ID and associated subscription data may be allocated by the operator. N3DBU ID can be a unique identifier within the home PLMN. An N3DBU ID is only allowed to be actively used by one non-3GPP device at any time. During provisioning, the information related to the subscribed N3DBU IDs, such as the slice info, PDU session info, QoS settings, and/or a list of subscribed N3DBU ID, etc. is stored within the subscriber's subscription data in UDR. Each N3DBU ID may be associated with pre-defined QoS, policy rules, and/or subscriber category identifiers (e.g., gold, silver, premium etc.).
Upon N3DBU-capable UE or 5G-RG registration with the 5GC, the list of subscribed N3DBU IDs is populated from the AMF to the UE or 5G-RG. Additionally, N3DBU IDs can be stored/updated/removed based on UDM decisions.
Upon connecting a non-3GPP device that is intended to be associated with an N3DBU ID to the UE or 5G-RG, the UE or 5G-RG should provide means to bind the connected non-3GPP devices with N3DBU ID. This binding process can be performed either manually by a user or automatically by the UE or 5G-RG with subscription to the N3DBU service.
NOTE 1:	The binding process is implementation specific, not in scope of this study. For instance, subscribers could specify the binding by themselves through a GUI provided by the UE, which allow them to select the desired non-3GPP device to be bound with the N3DBU ID.
	Alternatively, if the N3DBU ID is already associated with specific non-3GPP devices, identified by certain physical parameters or identifiers, the UE may automatically bind the non-3GPP device with the N3DBU ID upon its connection to the UE or 5G-RG.
NOTE 2:	The N3DBU ID differs from Connectivity Group ID defined in TS 23.316 [7] in several aspects.
	According to clause 4.10b of TS 23.316 [7], "Connectivity Group ID" may be assigned on the 5G-RG where each Connectivity Group ID corresponds to a separate physical or virtual port on the 5G-RG. All devices that connect to that port are considered part of the same Connectivity Group ID.
	In contrast, N3DBU ID in this solution is used to identify individual non-3GPP device connected behind UE or 5G-RG. It is provisioned and managed by 5GC and can be a unique identifier within the home PLMN. Upon Registration Accept, a list of subscribed N3DBU IDs may be distributed to the UE/5G-RG. Additionally, the number of allowed N3DBU IDs could be used to control the maximum number of simultaneously active non-3GPP devices connected behind UE/5G-RG. Detailed procedures on non-3GPP device identification by using N3DBU ID, as well as policy aspects are further described in clause 6.32.3.
The N3DBU-capable UEs/5G-RG may be provisioned with appropriate URSP rules to enable the non-3GPP devices to route the non-3GPP device traffic based on URSP rules.
N3DBU ID is introduced as one component of Traffic Descriptors (TDs). And N3DBU-capable 5G-RG or UE can recognize URSP rules including N3DBU ID.


Figure 6.32.2-1: Representation of non-3GPP Device access
URSP rules should be provided to the 5G-RG or UE to indicate how to map N3DBU IDs to the parameters of the PDU Session, DNN, and S-NSSAI, used to carry the traffic of corresponding non-3GPP devices. It is possible that different N3DBU IDs in the TD may be provided with the same DNN/S-NSSAI parameters.
Differentiation of charging and QoS may be provided via PCC rules (for different service flows) related with dedicated PDU Sessions for non-3GPP devices.
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Figure 6.32.3.1-1 depicts high level procedures to show how 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG.


Figure 6.32.3.1-1: Identification of non-3GPP devices connecting behind a UE or 5G-RG
0.	The 5GS operators provision a list of N3DBU IDs. In Steps 1a-1c, the UE or 5G-RG follows general registration procedures specified in clause 4.2.2.2.2 of TS 23.502, except for UEs/5G-RGs that indicate N3DBU ID support and are subscribed to N3DBU services, in which case the AMF may provide the UE with a list of subscribed N3DBU IDs.
1.	UE may provide the UE Policy Container including UE capability of supporting Device User Identifiers.
	AMF may retrieve the N3DBU IDs and their related subscription data using Nudm_SDM_Get service operation.
	AMF provide to UE with a list of subscribed N3DBU IDs and the allowed maximum number of simultaneously active N3DBU.
2.	AMF selects a PCF that supports N3DBU ID related policies. During the UE Policy Association Establishment/Modification procedure, the PCF includes the provisioned URSP rules that may consist of "N3DBU ID" TD described in Table 6.32.3.3-1.
3.	When a subscriber connects a non-3GPP device intended for association with a configured N3DBU ID to the UE or 5G-RG, the UE or 5G-RG is responsible for binding the connected non-3GPP device with the configured N3DBU ID.
	The UE/5G-RG should maintain the associations between the configured N3DBU ID and the connected non-3GPP devices.
Editor's note:	How the non-3GPP part of the UE or 5G-RG identifies the N3DBU ID in a secure way is FFS.
4.	UDM may decide to store/update/remove one or more N3DBU IDs associated with the UE/5G-RG's subscription. It may update information related to N3DBU IDs stored in UDR using Nudr_DM service operations.
	Based on updates received from the UDM, the UE will store, update, or remove N3DBU IDs and their related configurations locally. Additionally, the PCF, AMF, and SMF will be informed to update their records with the latest N3DBU ID-related information.
[bookmark: _Toc165096141][bookmark: _Toc168547117]6.32.3.2	Maximum Number of Simultaneously Active N3DBU ID
An operator may provision a maximum number of simultaneously active N3DBU IDs in the UE/5G-RG subscription data. As described in clause 6.32.2 and clause 6.32.3.1, the UE/5G-RG receives a list of subscribed N3DBU IDs and the allowed maximum number of simultaneously active N3DBU in the Registration Accept. UE/5G-RG should enforce an N3DBU ID is only allowed to be actively used by one non-3GPP device at any time. If the limit of maximum simultaneously active N3DBU IDs is reached, the UE/5G-RG either denies further non-3GPP device connections requesting N3DBU ID or routes the traffic through the PDU Session that matches the default URSP rule based on the policy (to support backward compatibility).
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To send PDU of a non-3GPP device associated with an N3DBU ID, the 5G-RG/UE determines the association of a Non-3GPP device to a PDU session based on URSP evaluation, by means of matching a N3DBU ID to a TD of a URSP rule. One PDU session can be used by one or multiple non-3GPP devices. The mapping of local network resources and 5GC QoS is configured in the 5G-RG or UE. If N3QAI (described in clause 5.44.3.3 of TS 23.501 [4]) together with QoS rule information is provided, the 5G-RG or UE may reserve resources in the non-3GPP network behind the 5G-RG or UE.
N3DBU ID in the Traffic Descriptor of the URSP rule is matched against the N3DBU ID that the non-3GPP device is associated with. Table 6.32.3.3-1 provides a possible implementation of a new TD component "N3DBU ID" representing the non-3GPP device assigned.
[bookmark: _CRTable6_6_2_12]Table 6.32.3.3-1: Enhanced UE Route Selection Policy Rule on top of Table 6.6.2.1-2 of TS 23.503 [6]
	Information name
	Description
	Category
	PCF permitted to modify in a UE context
	Scope

	Rule Precedence
	Determines the order the URSP rule is enforced in the UE.
	Mandatory
(NOTE 1)
	Yes
	UE context

	Indication for reporting URSP rule enforcement
	Determines the need for reporting the URSP rule enforcement in the UE.
(NOTE 10)
	Optional
	Yes
	UE context

	Traffic descriptor
	This part defines the Traffic descriptor components for the URSP rule.
	Mandatory
(NOTE 3)
	
	

	Application descriptors
	It consists of OSId and OSAppId(s) (NOTE 2, NOTE 8).
	Optional
	Yes
	UE context

	IP descriptors
(NOTE 6)
	Destination IP 3 tuple(s) (IP address or IPv6 network prefix, port number, protocol ID of the protocol above IP) (NOTE 8, NOTE 12).
	Optional
	Yes
	UE context

	Domain descriptors
	FQDN(s) or a regular expression which are used as a domain name matching criteria (NOTE 7, NOTE 8).
	Optional
	Yes
	UE context

	Non-IP descriptors
(NOTE 6)
	Descriptor(s) for destination information of non-IP traffic (NOTE 8, NOTE 12).
	Optional
	Yes
	UE context

	DNN
	This is matched against the DNN information provided by the application (NOTE 8).
	Optional
	Yes
	UE context

	Connection Capabilities
	This is matched against the information provided by a UE application when it requests a network connection with certain capabilities (NOTE 4, NOTE 8) or traffic categories (NOTE 5).
	Optional
	Yes
	UE context

	PIN ID
	Matched against a PIN ID for a specific PIN configured in the PEGC (NOTE 9).
	Optional
	Yes
	UE context

	Connectivity Group ID
	Matched against a Connectivity Group ID for a specific Connectivity Group configured in the 5G-RG (NOTE 11).
	Optional
	Yes
	UE context

	N3DBU ID (s)
	This is matched against the non-3GPP Device user identifier representing the non-3gpp device assigned. (NOTE 13).
	Optional
	Yes
	UE context

	List of Route Selection Descriptors
	A list of Route Selection Descriptors. The components of a Route Selection Descriptor are described in table 6.6.2.1-3.
	Mandatory
	
	

	NOTE 1:	Rules in a URSP shall have different precedence values.
NOTE 2:	The information is used to identify the Application(s) that is(are) running on the UE's OS. The OSId does not include an OS version number. The OSAppId does not include a version number for the application.
NOTE 3:	At least one of the Traffic descriptor components shall be present.
NOTE 4:	The format and some values of Connection Capabilities, e.g. "ims", "mms", "internet", etc. are defined in TS 24.526 [17]. More than one Connection Capabilities value can be provided.
NOTE 5:	The format and values of Connection Capabilities Traffic Descriptor to match against standardized traffic categories are defined in TS 24.526 [17] according to the requirements in GSMA PRD NG.135 [39]. The reserved values of Connection Capabilities to match operator-specific traffic categories are specified in TS 24.526 [17]. Traffic categories requested by the UE application are independent from the UE's Operating System. Operator-specific traffic categories values are out of scope of 3GPP specifications. Details on how UE applications indicate traffic categories to the UE's Operating System are out of scope of 3GPP specifications.
NOTE 6:	A URSP rule cannot contain the combination of the Traffic descriptor components IP descriptors and Non-IP descriptors.
NOTE 7:	The match of this traffic descriptor does not require successful DNS resolution of the FQDN provided by the UE Application.
NOTE 8:	Not applicable for PINE traffic.
NOTE 9:	The PCF delivers traffic descriptor with PIN ID based on S-NSSAI/DNN as specified in clause 6.2.1.3. PIN ID only applies to traffic to/from PINEs. PIN ID and other traffic descriptor components are mutually exclusive, i.e. if PIN ID is included in a URSP rule, then no other traffic descriptor components are supported in the same URSP rule.
NOTE 10:	A URSP rule can contain this indication only if the URSP rule includes a Connection Capabilities Traffic descriptor.
NOTE 11:	Only applies to traffic to/from NAUN3 devices behind the 5G-RG (as defined in TS 23.316 [7]) and may only be combined with IP descriptors and/or non-IP descriptors in the same URSP rule.
NOTE 12:	May also be applied for traffic from NAUN3 devices behind the 5G-RG (as defined in TS 23.316 [7]).
NOTE 13:	N3DBU ID are expected to be unique to the UE to achieve specific policy to the matched non-3gpp device.



Differentiation of charging and QoS may be provided via PCC rules (for different service flows) related with dedicated PDU Sessions for non-3GPP devices.
Figure 6.32.3.3-1 describes high-level procedures for N3DBU service operation.


Figure 6.32.3.3-1: N3DBU Policy Aspects Procedures
0.	UE or 5G-RG with subscription to N3DBU service has completed registration and got a list of configured N3DBU IDs.
1.	For every newly detected non-3GPP device by N3DBU-capable UE or 5G-RG, the association between the target non-3GPP device and N3DBU ID is established.
2.	UE or 5G-RG evaluates the URSP rules associated with this N3DBU ID in the order of Rule Precedence and determines if the N3DBU ID is matching the Traffic Descriptor of any URSP rules.
3.	The UE or 5G-RG determines whether to establish a new PDU session or use one of the existing PDU session(s) based on the URSP rules, if any, or based on UE local configuration, as described in clause 4.2.2.3 of TS 24.526 [17].
	If UE/5G-RG determines to establish a new PDU session, it may include N3DBU ID in N1 SM container for Nsmf_PDUSession_CreateSMContext Request.
4.	In Steps 4a-4d, based on the N3DBU ID, SMF might retrieval/subscription for updates from N3DBU ID policy control subscription data from UDR.
	If frame route is used, SMF get frame route info data from Framed Route information.
	SMF may perform an SM policy Association Establishment procedure to establish an SM policy association with the PCF and get the default PCC rules for the PDU Session.
	If each individual non-3GPP Device has an individual PDU Session with a corresponding DNN/S-NSSAI, PCF for the PDU Session based on these received parameters implements polices for the PDU Session as done currently by invoking the Nudr_DM_QueryRequest.
	When one or several of the QoS parameters exchanged between the UE and the network associated with the N3DBU ID are modified, PDU Session Modification procedures will be applied.
	Optionally, SMF may trigger Secondary authentication as specified in clause 4.3.2.3 of TS 23.502 [5].
	UE or 5G-RG then continue PDU Session procedures as described in clause 4.3 of TS 23.502 [5].
5.	If a specific resource is required to be provisioned to support N3DBU service by using AF, e.g., to meet the non-3GPP device's requested subscriber category, the procedure for clause 4.15.6.6 or clause 4.15.6.7a of TS 23.502 [5] may be used.
	The AF provides guidance for URSP generation to the 5GC. The AF uses a UE/5G-RG identifier (i.e., GPSI) as the target UE. The AF request contains DNN, S-NSSAI allocated to the N3DBU ID to meet the non-3GPP devices' requested subscriber category. The NEF authorizes the request received from the AF and stores the information in the UDR as "Application Data" service specific subscription info sub date type.
	The procedures specified in clause 4.15.6.7a of TS 23.502 [5] may be used to authorize the AF request by the UDM.
[bookmark: _Toc165096143][bookmark: _Toc168547119]6.32.4	Impacts on services, entities and interfaces
UE or 5G-RG:
-	Support Registration Request with indication of N3DBU support.
-	Handle N3DBU ID related URSP rules.
AMF:
-	UE Policy Association Establishment with UE context subscription information related to N3DBU IDs, optionally.
SMF:
-	SM Policy Association Establishment or SMF initiated SM Policy Association Modification for N3DBU ID relate polices, optionally.
UDM:
-	Make decision to store/update/remove N3DBU IDs in the subscription.
UDR:
-	Store/update/remove N3DBU IDs in the subscription data.
PCF:
-	Support of N3DBU ID related URSP rules.
NEF:
-	NEF receives Device User Identifier as part of Traffic Descriptor Components from the AF and communicate the same to the UDR.
[bookmark: _Toc165096144][bookmark: _Toc168547120]6.33	Solution #33: Number of the active non-3gpp devices restriction
[bookmark: _Toc165096145][bookmark: _Toc168547121]6.33.1	Key Issue mapping
The solution applies to Key Issue #4: Identifying non-3GPP Devices Connecting behind a UE or 5G-RG.
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Assumptions:
-	It is assumed that a UE and the UE's subscription may be used by multiple users. Such an UE is provided with an User Profile in the UDM linked to the UE's subscription profile. One of the attributes of the User Profile is the max number of the active non-3gpp devices.
-	The number of the simultaneously identifiable non-3gpp devices control is optional and does not apply to the legacy non-3gpp devices.
-	It is assumed that multiple non-3gpp devices can connect via the UE however, the number of the simultaneously active non-3gpp devices identified with their non-3gpp device identity shall not exceed the max number of non-3gpp devices allowed in the User profile. The restriction shall be controlled by the AMF via a counter for the simultaneously active non-3gpp devices.
[bookmark: _Toc165096147][bookmark: _Toc168547123]6.33.3	Procedures


Figure 6.33.3: Number of the active non-3gpp devices restriction
1.	The User Profile is provided to the UDM and linked to the UE subscription information. One of the attributes of the User Profile is the max number of the active non-3gpp devices which is optional and configurable by the operator.
2.	The UE registers with the network. During the subscription information retrieval from the UDM, the AMF also retrieves the User Profile which may contain the max number of the non-3gpp devices that can connect simultaneously with the network. The AMF stores the max number of the non-3gpp devices in the UE's context in the AMF and maintains a counter for the current number of the active non-3gpp devices.
3.	At some point a non-3gpp device with non-3gpp device identity connected to the UE triggers a request for a service.
Editor's note:	It is FFS how the non-3gpp device identity authentication is performed.
4.	When the UE triggers the PDU Session Establishment/Release procedure if a new PDU Session is required/released or the PDU Session Modification procedure if an existing PDU Session is to be modified, the UE includes the 'non-3gpp device-x identity' and 'non-3gpp device connection status' parameters in the NAS message to the AMF to indicate for a new non-3gpp device connection or disconnection.
5.	The AMF controls the number of the simultaneously active non-3gpp devices indicated with their non-3gpp device identities by the UE, i.e. the legacy non-3gpp devices are not controlled for backword compatibility. The AMF increases the number of the simultaneously active non-3gpp devices when a new non-3gpp device is connecting for service and the AMF decreases the number of the simultaneously active non-3gpp devices when a non-3gpp device is disconnecting. When increasing the number of the simultaneously active non-3gpp devices the AMF checks whether it exceeds the max number of the non-3gpp devices defined in the User Profile. If exceeds, the AMF, based on operator policy, may reject the request for service from the UE.
6.	The AMF returns NAS Message reject in which the AMF may include a reject cause (e.g. max number of the active non-3gpp devices reached).
NOTE:	It is for CT WG1 to decide how the uplink NAS message carrying SM message can be rejected.
Editor's note:	How the UE determines the fallback mechanism for non-3GPP device to use existing default QoS flow is FFS.
[bookmark: _Toc165096148][bookmark: _Toc168547124]6.33.4	Impacts on existing services, entities and interfaces
UDM:
-	User Profile handling.
AMF:
-	User Profile handling;
-	Number of the active non-3gpp devices with non-3gpp device identity counting and control.
-	New 'max number of active non-3gpp devices reached' reject cause.
UE:
-	New parameter to indicate a service request from a new non-3gpp device with non-3gpp device identity.
-	New 'max number of active non-3gpp devices reached' reject cause.
[bookmark: _Toc165096149][bookmark: _Toc168547125]6.34	Solution #34: Identifying non-3GPP Devices based on non-3GPP Device Report from the UE/5G-RG
[bookmark: _Toc165096150][bookmark: _Toc168547126]6.34.1	Key Issue mapping
This solution addresses Key Issue #4.
[bookmark: _Toc165096151][bookmark: _Toc168547127]6.34.2	Description
In this solution, it is assumed that a Device Identifier of a non-3GPP device is unique at least within the operator's network.
The Device Identity Profile contains following information:
-	Linked 3GPP subscription (SUPI).
-	List of Device Identifiers.
-	Information that can identify the non-3GPP device (e.g. host name, MAC address, port, SSID, etc.)
-	Specific service settings and parameters.
NOTE 1:	It is assumed that Device Identifier is unique in the PLMN. This can be done e.g. by rejecting AF request when there is duplicated Device Identifier or by including AF specific Id in the Device Identifier.
NOTE 2:	If MAC address is only used to identify the non-3GPP device, randomized MAC addresses is not supported.
The Device Identity Profile is provided to the 5GC by using External Parameter Provisioning procedure described in clause 4.15.6.2 of TS 23.502 [5]. When the AF provides the Device Identity Profile information, the AF includes GPSI of linked 3GPP subscription together with the Device Identifier so that 5GC is aware of Link between 3GPP subscription and Device Identifier. The AF also includes information that can identify the non-3GPP device and Specific service settings and parameters which contain default QoS parameters (e.g. 5QI and ARP, MBR) and application specific QoS requirements for the Device Identifier.
A UE/5G-RG receives Policy/Parameter to support non-3GPP devices behind the UE/5G-RG (called N3D Policy) from the PCF, which contains following information:
1)	Authorization policy to support non-3GPP devices
-	Whether the UE is allowed to support non-3GPP devices
2)	Parameters to support non-3GPP devices
-	For each Device Identifier of a non-3GPP device
-	Information that can identify the non-3GPP device (e.g. host name, MAC address, port, SSID, etc.)
-	PDU Session parameters (e.g. DNN, S-NSSAI, PDU Session type, etc.) for the non-3GPP device
The PCF generates N3D Policy based on Device Identity Profile in the UDR and subscription data of the UE/5G-RG. Based on the received N3D Policy from the PCF, when a non-3GPP device connects to a UE/5G-RG, the UE/5G-RG determines whether to establish a new PDU Session or use existing PDU Session based on information in "2) Parameters to support non-3GPP devices ". The UE/5G-RG reports connected non-3GPP device information to the SMF of the selected PDU Session (either new PDU Session or existing PDU Session) by sending NAS SM message (e.g. PDU Session Modification). It contains identified Device Identifier and allocated address information of the non-3GPP device. When the non-3GPP device is disconnected from the UE/5G-RG, the UE/5G-RG also reports disconnected non-3GPP device information to the SMF.
NOTE:	The NAS SM message sent by the UE/5G-RG is similar to the Remote UE Report (Remote User ID, Remote UE info) message sent by a 5G ProSe Layer-3 UE-to-Network Relay to the SMF for the PDU Session associated with the relay as specified in clause 6.5.1.1 of TS 23.204 [13]. 
The SMF reports non-3GPP device information to the PCF whenever non-3GPP device is connected or disconnected. The PCF uses the SUPI of the UE and the Device Identifier to retrieve Specific service settings and parameters of the Device Identifier in the Device Identity Profile from the UDR. Based on the retrieved Specific service settings and parameters, the PCF may update PCC rule to provide specific QoS for the non-3GPP device.
The difference with NAUN3 device is as follows:
-	in the case of NAUN3 device, information to differentiate non-3GPP device is configured in the 5G-RG based on TR-069 [14], TR-369 [15] and TR-181 [16] while this solution uses PCF generated N3D Policy.
-	in the case of NAUN3 device, the 5G-RG uses Connectivity Group ID in the URSP rule to find PDU Session parameters for non-3GPP device while this solution uses N3D Policy to determine PDU Session parameters.
[bookmark: _Toc165096152][bookmark: _Toc168547128]6.34.3	Procedures
[bookmark: _Toc165096153][bookmark: _Toc168547129]6.34.3.1	Procedures for provisioning of Device Identity Profile


Figure 6.34.3.1-1: Provisioning of Device Identity Profile
1.	If the AF wants to create/update/delete Device Identity Profile, the AF provides Device Identity Profile information including GPSI of linked 3GPP subscription, Device Identifiers, information that can identify non-3GPP devices and Specific service settings and parameters by triggering Nnef_PrameterProvision_Create/Update/Delete service operation.
2.	If the AF is authorized by the NEF, the NEF selects UDM by using the GPSI of linked 3GPP subscription. The NEF triggers Nudm_PrameterProvision_Create/Update/Delete service operation.
3.	If the AF is authorized by the UDM to provision the parameters for the subscriber (represented by GPSI of linked 3GPP subscription), the UDM requests the UDR to create, update or delete the Device Identity Profile via Nudr_DM_Create/Update/Delete Request. The stored information can be used by the PCF to apply Device Identifier specific policies.
NOTE:	UDM does not stores Device Identity Profile and only UDR stores it.
4.	UDR responds the request with Nudr_DM_Create/Update/Delete Response.
5.	UDM responds the request with Nudm_ParameterProvision_Create/Update/Delete Response.
6.	NEF responds the request with Nnef_ParameterProvision_Create/Update/Delete Response.
[bookmark: _Toc165096154][bookmark: _Toc168547130]6.34.3.2	Procedures for authorization of UE/5G-RG supporting non-3GPP devices and non-3GPP device policy provisioning


Figure 6.34.3.2-1: Authorization of UE/5G-RG supporting non-3GPP devices and non-3GPP device policy provisioning
1.	If the UE supports non-3GPP devices connecting behind a UE/5G-RG, the UE indicates its capability in the 5GMM capability of Registration Request message.
2.	The AMF retrieves subscription data of the UE/5G-RG. The subscription data of the UE/5G-RG contains whether the UE/5G-RG is authorized to support non-3GPP devices connecting behind the UE/5G-RG.
3.	The AMF provides Registration Accept to the UE.
4.	If the UE is authorized to support non-3GPP devices, the AMF selects the PCF which supports N3D Policy provisioning and establishes a UE policy association. During the UE policy association establishment, the AMF reports the authorized non-3GPP device support capability to the PCF, which triggers the N3D Policy provisioning.
5.	The PCF provides N3D Policy described in clause 6.34.2 to the UE using the existing procedure as described in clause 4.2.4.3 of TS 23.502 [5].
[bookmark: _Toc165096155][bookmark: _Toc168547131]6.34.3.3	Procedures for providing service to non-3GPP device


Figure 6.34.3.3-1: Providing service to non-3GPP device
1.	A non-3GPP device connects to the UE/5G-RG.
2.	Based on information that can identify the non-3GPP device (e.g. host name, MAC address, port, SSID, etc.) in the N3D Policy, the UE/5G-RG identifies non-3GPP device. Then the UE establishes PDU Session or selects existing PDU Session based on PDU Session parameters in the N3D policy.
NOTE 1:	A PDU Session can be shared by multiple non-3GPP devices.
NOTE 2:	The UE does not use URSP rule to establish or select existing PDU Session for the non-3GPP device.
Editor’s note:	It is FFS how to support authentication of non-3GPP device by the 5GC.
3.	The UE/5G-RG assigns IP address to the non-3GPP device e.g. by using IP prefix delegation or NAT based on IP address of the established PDU Session or the selected PDU Session.
4.	The UE/5G-RG sends NAS SM message (e.g. PDU Session Modification) to the SMF including Device Identifier and non-3GPP device address information (e.g. IP address/port range or MAC address). 
NOTE 3:	If NAT is used by the UE/5G-RG, the UE sends IP address and port ranges used for non-3GPP devices when the UE/5G-RG sends non-3GPP device address information.
5.	The SMF sends NAS SM message (e.g. PDU Session Modification) to the UE/5G-RG, which contains whether the non-3GPP device is allowed to get a service.
6.	The SMF provides Device Identifier and associated address information to the PCF.
7.	The PCF retrieves Specific service settings and parameters of the Device Identifier in the Device Identity Profile by using the SUPI of the UE and the Device Identifier of the non-3GPP device from the UDR.
8.	Based on the Device Identity Profile, the PCF may update PCC rule and triggers PDU Session Modification procedure to provide QoS for the non-3GPP device by the UE/5G-RG.
9.	The non-3GPP device disconnects from the UE/5G-RG.
10.	The same steps 4-8 are performed to notify disconnection of the non-3GPP device.
[bookmark: _Toc165096156][bookmark: _Toc168547132]6.34.4	Impacts on services, entities and interfaces
[bookmark: _PERM_MCCTEMPBM_CRPT69380022___4]UE/5G-RG:
-	provisioned with N3D Policy.
-	identifies non-3GPP device connecting behind it and sends NAS SM message.
[bookmark: _PERM_MCCTEMPBM_CRPT69380023___4]AMF:
-	selects the PCF which supports N3D Policy provisioning and establishes a UE policy association with the PCF.
[bookmark: _PERM_MCCTEMPBM_CRPT69380024___4]SMF:
-	supports receiving NAS SM message containing Non-3GPP Device information.
-	registers Device Identifier of the non-3GPP device connecting behind a UE/5G-RG to the UDM.
[bookmark: _PERM_MCCTEMPBM_CRPT69380025___4]PCF:
-	supports receiving Device Identifier of the non-3GPP device connecting behind a UE/5G-RG from the SMF and retrieves Specific service settings and parameters in the Device Identity Profile from UDR.
[bookmark: _PERM_MCCTEMPBM_CRPT69380026___4]UDM:
-	supports storing Device Identifier and limits maximum number of non-3GPP Device Identifiers.
-	support provisioning of Device Identity Profile.
[bookmark: _PERM_MCCTEMPBM_CRPT69380027___4]UDR:
-	 support provisioning of Device Identity Profile.
[bookmark: _PERM_MCCTEMPBM_CRPT69380028___4]AF:
-	support provisioning of Device Identity Profile.
[bookmark: _PERM_MCCTEMPBM_CRPT69380029___2]Non-3GPP device:
-	none.
[bookmark: startOfAnnexes][bookmark: _Toc250980595][bookmark: _Toc326037266][bookmark: _Toc510604411][bookmark: _Toc92875665][bookmark: _Toc93070689][bookmark: _Toc157447968][bookmark: _Toc157692403][bookmark: _Toc160456146][bookmark: _Toc160804379][bookmark: _Toc165096162][bookmark: _Toc168547133][bookmark: _Toc310438366][bookmark: _Toc324232216][bookmark: _Toc326248735][bookmark: _Toc510604412]7	Overall Evaluation
Editor's note:	This clause provides evaluations of different solutions.
[bookmark: _Toc92875666][bookmark: _Toc93070690][bookmark: _Toc157447969]
[bookmark: _Toc157692404][bookmark: _Toc160456147][bookmark: _Toc160804380][bookmark: _Toc165096163][bookmark: _Toc168547134]8	Conclusions
[bookmark: _Toc165096164][bookmark: _Toc168547135]8.1	Key Issue #1: Identifying the Human User of a Subscription
The following bullets are the interim conclusion principles for KI#1:
Editor’s note: 	The above conclusion principles are only tentatively agreed.
-	The User Identifier format is NAI.
-	The User Identity Profile may contain:
-	one or more User Identifiers;
-	a list of linked subscriptions.
Editor's note:	Where the User Identity Profile is stored is FFS.
Editor's note:	Whether there can be more than one User identifier in the User identity Profile is FFS. The IE in the User Identity Profile is FFS.
-	The User Identifier is unique within PLMN and can be linked/unlinked with a 5GS subscription identified by a SUPI.
[bookmark: _Toc165096165][bookmark: _Toc168547136]8.3	Key Issue #3: Exposure of User Identity Profile Information
The following conclusion principles are agreed for key issue #3:
-	User consent aspects about any potential exposure of user identity information (including verification result) should be checked by SA WG3.
-	User identifier verification result can be exposed by a NEF API to an authorized AF.
-	This is to enable a service, where a 3rd party AF can trust a user accessing its services using the User Identifier based on the verification result (i.e. success or failure) obtained from MNO.
NOTE:	How an AF is authorized to receive information about user identity will be addressed by SA WG3.
Editor's note:	The above conclusion principles are only tentatively agreed.
Editor's note:	Exposure of other content of user identity profile will be justified with relevant use cases or service requirements once the contents of user identity profile is finalised.
[bookmark: _Toc168547137]8.4	Key Issue #4: Identifying non-3GPP Devices Connecting behind a UE or 5G-RG
The following bullets are the conclusion principles for KI#4:
-	Authentication for non-3GPP device is performed by UE or 5G-RG, which is not in the scope of 3GPP.
-	Device Identifier is a permanent identifier and will be a generic string, and the allocation of the Device Identifier is out of scope of 3GPP.
-	5GC is able to associate the traffic from each individual non-3GPP device with a Device Identifier and use the Device Identifier to obtain QoS Settings for the traffic.
-	The connection between non-3GPP devices and UE/5G-RG is not impacted.
-	The UE/5G-RG shall support the traffic from non-3GPP devices that are not linked with a Device Identifier. Non-3GPP devices that do not need to be identified by 5GC can use the QoS Flow(s) established using Rel-18 Connectivity Group ID mechanisms.
-	For non-3GPP devices requiring QoS differentiation, Device Identifiers and their corresponding QoS/Policies associated with a UE/5G-RG subscription are provisioned into the UDR by the AF.
-	UE/5G-RG will bind the Device Identifier to a non-3GPP device.
NOTE 1:	How UE/RG binds Device Identifier to non-3GPP device is out of scope of 3GPP. When a non-3GPP device connects to the UE/5G-RG, the UE/5G-RG can, based on locally configured policies, bind the traffic from the non-3GPP device to a Device Identifier. For non-3GPP devices with Device Identifiers whose traffic need to be differentiated, in case of NAT, UE/5G-RG will ensure that it does not NAT the traffic from different non-3GPP devices to the same IP address and port number range combination.
-	QoS differentiation can be performed within a PDU Session (using different QoS Flows) or between PDU Sessions. In the case of non-3GPP devices sharing a PDU Session, QoS Flows are provisioned in the UE/5G-RG using PDU Session Modification procedures. Based on the application-layer mechanisms out of 3GPP scope between UE and AF, an AF session with required QoS may be implemented as per clause 4.15.6.6 of TS 23.502 [5] for the corresponding non-3GPP device.
NOTE 2:	Who (the UE/5G-RG and/or the AF) decides to request for change of QoS Flows will be discussed and documented during the normative stage.
-	For non-3GPP devices requiring QoS differentiation, UE/5G-RG may send the Device Identifier and user plane address of the non-3GPP device to the SMF in a NAS-SM message, and the SMF will forward the Device Identifier and user plane address to the PCF. The PCF will take it into account for policy decisions based on the Device Identifier information retrieved from the UDR. Device Identifier is used as a data key to retrieve the information from the UDR.
-	When using an IP PDU Session Type, the user plane address is the UE IP Address(es) / Port Number(s) that carry the non-3GPP device's traffic. When using an Ethernet PDU Session Type, the user plane address is the MAC address and/or the VLAN tag ID that is associated with the non-3GPP device's traffic.
-	For non-3GPP devices requiring QoS differentiation, UE/5G-RG may also send the Device Identifier of the non-3GPP device to the SMF in DHCPv6 message to associate the Device Identifier with the user plane address.
NOTE 3:	The details of this solution will be discussed and clarified as part of the normative stage.
-	The optional restriction within the 5GS on max number of simultaneously active Device Identifiers per UE/5G-RG for device whose traffic need to be differentiated will be handled at the normative stage.
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