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[bookmark: foreword][bookmark: _Toc153818175][bookmark: _Toc157447942][bookmark: _Toc157692377]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall	indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should	indicates a recommendation to do something
should not	indicates a recommendation not to do something
may	indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can	indicates that something is possible
cannot	indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will	indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not	indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc153818176][bookmark: _Toc157447943][bookmark: _Toc157692378]
1	Scope
The present document studies how to enhance the 5G System to allow for the creation and utilization of user-specific identities in order to provide enhanced user experience, optimized performance, and offer services to non-3GPP devices and human users. For example, network settings can be adapted, and services can be offered to users according to users' needs, which may be different from the subscription identifier that is used by the user to establish the connection.
In this study, the user to be identified could be an individual human user using a UE with a certain subscription or a device behind a gateway UE or 5G-RG.
Use cases are discussed in clause 26a of TS 22.101 [2] and include:
-	an individual human user, using a UE with a certain subscription; and
-	a device ("thing") behind a gateway UE.
Requirements related to the collection of charging information for users are specified in clause 5.2.17 of TS 22.115 [3].
NOTE:	Charging is in the remit of SA WG5.
[bookmark: references][bookmark: _Toc153818177][bookmark: _Toc157447944][bookmark: _Toc157692379]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.101: "Service aspects; Service principles".
[3]	3GPP TS 22.115: "Service aspects; Charging and billing".
[4]	3GPP TS 23.501: "System Architecture for the 5G System (5GS); Stage 2".
[5]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[6]	3GPP TS 23.503: "Policy and charging control framework for the 5G System (5GS); Stage 2".
[bookmark: definitions][bookmark: _Toc153818178][bookmark: _Toc157447945][7]	3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".
[bookmark: _Toc157692380]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc153818179][bookmark: _Toc157447946][bookmark: _Toc157692381]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
The terms Gateway UE, User, User Identity, User Identifier, and User Identity Profile are defined in clause 3.1 of TS 22.101 [2].
NOTE 1: 	Final definition of term(s) for identifiers and identities are to be determined at conclusion of the study or at normative work.
Identifier Link: An association between a User Identifier (or User Identity Profile) and a 3GPP Subscription. 
NOTE 2:	The definitions can be updated in future if further extensions/enhancements are identified.
[bookmark: _Toc153818180][bookmark: _Toc157447947][bookmark: _Toc157692382]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc153818181][bookmark: _Toc157447948][bookmark: _Toc157692383]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc153818182][bookmark: _Toc157447949][bookmark: _Toc157692384]4	Architectural Assumptions and Requirements
[bookmark: _Toc93073656][bookmark: _Toc153818183][bookmark: _Toc157447950][bookmark: _Toc157692385]4.1	Architectural Assumptions
The architecture in this study should be based on the following assumptions:
-	The architecture, framework and the QoS model as specified in TS 23.501 [4], TS 23.502 [5], and TS 23.503 [6] are regarded as the baseline for this study.
-	Subscriber/subscription information will not be moved into a user profile and information from the user profile should not be used to override information in a subscription. For example, the slices and DNNs that are available to the UE do not change based on the user of the UE.
-	The subscription is a 5GS subscription.
-	When the user identifier applies to a human, only a single user identifier is active with a UE subscription at a given time and it is assumed that the specific user identifier is associated with all of the UE's traffic during the time that specific user identifier is active with the UE's subscription.
NOTE 1:	The identifier of the non-3GPP devices in this study might not be called a “user identifier”. A different name may be selected during the study.
NOTE 2: 	A user is considered active if the associated user identifier has been authenticated and authorized to use a linked subscription to access the 5GS. 
NOTE 3:	It is assumed that the non-3GPP devices do not support 5G authentication (e.g. 5G-AKA) nor NAS behaviour.
-	The User Identifier and any subscription that it links to are assumed to be associated with the same PLMN (e.g. the operator that manages the User Identifier and the operator that manages the subscription is assumed to be the same).
-	For the case of non-3GPP device(s) behind a UE or 5G-RG, how a user identifier and any associated credentials are provisioned in a non-3GPP device, UE, or application is assumed not in scope of this study (e.g. the credentials need to be provisioned in the non-3GPP device by an operator, human user, or a 3rd party).
-	Application layer interaction between an application client of the UE and application server is assumed not in scope of this study.
[bookmark: _Toc93073657][bookmark: _Toc153818184][bookmark: _Toc157447951][bookmark: _Toc157692386]4.2	Architectural Requirements
Service Requirements for User Identifiers are specified in clause 26a of TS 22.101 [2].
The following architectural requirements are applicable to this study:
-	The Architecture should enable a subscriber to be able to link and unlink one or more User Identifiers with the subscriber's 3GPP subscription.
-	The Architecture should be able to take User Identifier specific service settings and parameters (e.g. user specific QoS settings) into account when delivering a service.
-	The Architecture should be able to store and allow for an update of User Identifier related data.
-	The Architecture should allow for the creation of a User Identity Profile that is associated with a User Identifier which needs to be linked to subscriber/subscription information before it can be used to access the network.
- When the user identifier applies to human, the 5GS should be able to support user authentication for a User Identifier (e.g. when requested by a 3rd party or to identify the current active user for an UE).
-	The user identifier is at least unique within a PLMN.
[bookmark: _Toc22192646][bookmark: _Toc23402384][bookmark: _Toc23402414][bookmark: _Toc26386411][bookmark: _Toc26431217][bookmark: _Toc30694613][bookmark: _Toc43906635][bookmark: _Toc43906751][bookmark: _Toc44311877][bookmark: _Toc50536519][bookmark: _Toc54930291][bookmark: _Toc54968096][bookmark: _Toc57236418][bookmark: _Toc57236581][bookmark: _Toc57530222][bookmark: _Toc57532423][bookmark: _Toc93073658][bookmark: _Toc153818185][bookmark: _Toc157447952][bookmark: _Toc157692387]5	Key Issues
[bookmark: _Toc157447953][bookmark: _Toc26386412][bookmark: _Toc26431218][bookmark: _Toc30694614][bookmark: _Toc43906636][bookmark: _Toc43906752][bookmark: _Toc44311878][bookmark: _Toc50536520][bookmark: _Toc54930292][bookmark: _Toc54968097][bookmark: _Toc57236419][bookmark: _Toc57236582][bookmark: _Toc57530223][bookmark: _Toc57532424][bookmark: _Toc93073659][bookmark: _Toc153818186][bookmark: _Toc157692388]5.1	Key Issue #1: Identifying the Human User of a Subscription
[bookmark: _Toc157447954][bookmark: _Toc157692389]5.1.1	Description
This key issue focuses on how to support identifying the human user of a UE's 3GPP subscription when the human user access services via the 5GS using a user identifier. Solutions to this key issue will address:
-	whether and how the 5GC supports identifying the User Identifier that is associated with a UE's traffic,
-	requirements related to the User Identifiers e.g. scope of uniqueness and how they are assigned,
-	what information is stored as part of the User Identity Profile (e.g. a User Identifier, associated security credentials, associated devices, user specific QoS settings). Including how User Identity Profiles are created/acquired, stored, and updated,
-	whether and how User Identifiers are linked and unlinked (i.e. associated) with 3GPP subscriptions in an operator-controlled manner, and
-	whether and how user specific policies, e.g. QoS settings, are taken into account by the 5GS in order to provide service differentiation.
[bookmark: _Toc157447955][bookmark: _Toc157692390]5.2	Key Issue #2: Authentication and Authorization of Users and Restrictions on Users
[bookmark: _Toc157447956][bookmark: _Toc157692391]5.2.1	Description
This key issue builds on the identifying human user case of key issue #1 and focuses on how users are authenticated and authorized and how the network restricts User Identifiers. Solutions to this key issue will address:
-	how are users authenticated and how and for what are users authorized;
-	how the network restricts the usage of User Identifiers, including in roaming scenarios.
NOTE: 	Aspects of this key issue will depend on interaction with SA WG3. For example, authentication and Authorization methods are in the remit of SA WG3.
[bookmark: _Toc157447957][bookmark: _Toc157692392]5.3	Key Issue #3: Exposure of User Identity Profile Information
[bookmark: _Toc157447958][bookmark: _Toc157692393]5.3.1	Description
This key issue builds on the identifying human user case of key issue #1 and focuses on how User Identifier related functionality and information is exposed. Solutions to this key issue will address:
-	what and how User Identity Profile information and functionality are exposed (e.g. exposure of the content of the User Identity Profile, exposure of authorization/authentication results, authenticating users, and linking a User Identifier with a 3GPP subscription).
NOTE 1: 	Aspects of this key issue will depend on interaction with SA WG3. For example, privacy protections related to exposure of User Identity Profile information and authorization/authentication results need to be coordinated with SA WG3.
NOTE 2: 	Some exposure aspects (e.g. what functionality needs to be exposed) may depend on interaction with SA WG6. For example, exposure functionality that may be required by the SA WG6 FS_Metaverse_App study.
[bookmark: _Toc153818402][bookmark: _Toc153818395][bookmark: _Toc157692394]5.4	Key Issue #4: Identifying non-3GPP Devices Connecting behind a UE or 5G-RG
[bookmark: _Toc153818403][bookmark: _Toc157692395]5.4.1	Description
This key issue will study whether and how 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG and whether and how to provide policy control for the traffic associated with individual non-3GPP devices.
The use case that is associated with this key issue is the case where non-3GPP devices behind a UE or 5G-RG need to be identified.
The objective of this key issue is how an identifier is used by the network to control the traffic to/from UE or 5G-RG when the traffic is associated with the non-3GPP devices. This objective differs from existing support for AUN3 devices in TS 23.316 [7] because the objective is to enable the non-3GPP devices to be identified and to use only the subscription of the UE or 5G-RG to access the 5GC (i.e. the UE or 5G-RG should have to maintain only a NAS Context itself and not for each non-3GPP device).
Solutions to this key issue will address:
-	whether and how the 5GC identifies individual non-3GPP devices connecting behind a UE or 5G-RG. (e.g. in order to charge the individual non-3GPP devices),
-	whether and how to provide policy control for the traffic of individual non-3GPP devices connecting behind a UE or 5G-RG. Including whether and how to trigger policy control for the traffic of individual non-3GPP devices via PCF and NEF APIs, including whether and how to support concurrent services with differing QoS requirements launched by the different non-3GPP devices.
Editor's note:	It is FFS whether to include "whether and how the operator restricts the number of simultaneously active non-3GPP devices per SUPI (i.e. per subscription) " in this key issue.
NOTE 1:	Changes to the layer 1 or layer 2 protocols of non-3GPP devices are not in scope of this study. 5G authentication for non-3GPP devices behind 5G-RG is not assumed in this study.
NOTE 2:	Conclusions related to an 5G-RG should be shared with the Broadband Forum (BBF) and CableLabs. 
NOTE 3:	Solutions for Ethernet PDU Session should work in the presence of randomized MAC addresses.
[bookmark: _Toc26431228][bookmark: _Toc30694626][bookmark: _Toc43906648][bookmark: _Toc43906764][bookmark: _Toc44311890][bookmark: _Toc50536532][bookmark: _Toc54930304][bookmark: _Toc54968109][bookmark: _Toc57236431][bookmark: _Toc57236594][bookmark: _Toc57530235][bookmark: _Toc57532436][bookmark: _Toc93073661][bookmark: _Toc153818188][bookmark: _Toc157447961][bookmark: _Toc157692396]6	Solutions
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc93073662][bookmark: _Toc153818189][bookmark: _Toc157447962][bookmark: _Toc16839382][bookmark: _Toc157692397]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	Solutions
	
	

	
	<Key Issue #1>
	<Key Issue #2>
	<Key Issue #3>
	<Key Issue #4>

	#1
	
	
	
	

	#2
	
	
	
	



[bookmark: startOfAnnexes][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684][bookmark: _Toc157447963][bookmark: _Toc157692398]6.X	Solution #X: <Solution Title>
[bookmark: _Toc500949098][bookmark: _Toc92875661][bookmark: _Toc93070685][bookmark: _Toc157447964][bookmark: _Toc157692399]6.X.1	Key Issue mapping
Editor's note:	This clause lists the key issue(s) addressed by this solution.
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686][bookmark: _Toc157447965]
[bookmark: _Toc157692400]6.X.2	Description
[bookmark: _Toc500949101]Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 
[bookmark: _Toc92875663][bookmark: _Toc93070687][bookmark: _Toc157447966]
[bookmark: _Toc157692401]6.X.3	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688][bookmark: _Toc157447967]
[bookmark: _Toc157692402]6.X.4	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
[bookmark: _Toc250980595][bookmark: _Toc326037266][bookmark: _Toc510604411][bookmark: _Toc92875665][bookmark: _Toc93070689][bookmark: _Toc157447968][bookmark: _Toc310438366][bookmark: _Toc324232216][bookmark: _Toc326248735][bookmark: _Toc510604412]
[bookmark: _Toc157692403]7	Overall Evaluation
Editor's note:	This clause provides evaluations of different solutions.
[bookmark: _Toc92875666][bookmark: _Toc93070690][bookmark: _Toc157447969]
[bookmark: _Toc157692404]8	Conclusions
Editor's note:	This clause will list conclusions that have been agreed during the course of the study item activities.

[bookmark: _Toc157447970][bookmark: _Toc157692405]
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