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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

In past releases, as SA 3 LI’s work on LI services is dependent on stable stage 1, 2 and 3 specifications of new and enhanced features developed in the other 3GPP groups which require LI service capabilities.  This lag has often resulted in LI service inefficiencies or shortcomings when these new and enhanced features are frozen ahead of SA 3 LI consideration of optimum enhancements for LI service support of these features. In some cases, in hindsight, the optimum enhancement to meet LI requirements was to modify these features.  For 5G, it becomes more critical to provide some initial LI feedback on key issues under consideration in some other 3GPP groups working on 5G concurrently with discussions of solutions to key issues for these other features.  This feedback needs to provide LI technical discussions on LI requirements, architecture and stage 3 elements that can be considered by these other 3GPP groups as part of their solution selection process.

This will include at least work on the following Release 15 features:

· 5G Phase 1

· Enhancements to LI S8HR
1
Scope

The present document is a study based on the output (both studies and normative specifications) from other 3GPP groups such as those for 5G Phase 1 as well as issues which arise out of regulatory LI requirements as well LI service specific issues such as those arising from national regulations. Potential solutions will be examined along with considerations of the trade-offs between the solutions will be described.  These solutions can include changes to the LI service, architecture and/or stage 3 along.  

It is expected that this TR will address stage 1, 2 & 3 aspects, and the completion of each stage’s section will correspond at least to the overall Release 15 schedule with the corresponding start of SA 3 LI stage normative work.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.

3
Definitions, symbols and abbreviations
Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

Symbol format (EW)

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

Abbreviation format (EW)

<ACRONYM>
<Explanation>

4
Assumptions and requirements
4.1
Overview

The inclusion of assumptions and requirements in these clauses are intended to highlight new assumptions requirements which are not currently contained in TS 33.126 [X], TS 33.127 [Y], and 33.128 [Z]. These are assumptions which relate to the issues contained elsewhere in this document.
4.2
LI Service (Stage 1) Assumptions
4.3
LI Architecture (Stage 2) Assumptions
4.4
LI Protocol (Stage 3) Assumptions
5
Key Issues

5.1
LI Service Key Issues

5.1.1
Key Service Issue #1.1
5.1.1.1
Description

5.1.1.2
Use Case

5.1.1.3
Derived requirements

5.2
LI Architecture Key Issues

5.2.1
Key Architecture Issue #2.1 – Roaming System Architecture
5.2.1.1
Description
Roaming 5G System Architecture – local break out scenario with AF in the HPLMN in reference point presentation.
If the AF is in foreign HPLMN  and control the policy control, we may have the risk that a rogue HPLMN will force some local breakout  (for example through WiFi and the old concept of TWLAN based on ANDSF) that no interception are made in the core network of the VPLMN.
Editor’s Note: This was taken from line 3 in S3i170122
5.2.1.2
Architecture Requirements

5.2.1.3
Protocol Requirements

5.2.2
Key Architecture Issue #2.2 – Roaming Architecture for  Non-3GPP Access

5.2.2.1
Description

Roaming architecture for LBO for non-3GPP Access; N3IWF in same PLMN as 3GPP access & Roaming architecture for LBO for non-3GPP Access; N3IWF in different PLMN from 3GPP access
The case of WLAN usage in case of international roaming, is not  described. Risk that some CSPs implement the feature letting their users to do access (specially VoWifi) without letting respecting national regulation on LI or DR in their jurisdiction.
Editor’s Note: This was taken from line 4 in S3i170122
5.2.2.2
Architecture Requirements

5.2.2.3
Protocol Requirements

5.2.3
Key Architecture Issue #2.3 – Home routing interworking between 5GS and EPS
5.2.3.1
Description

Home routed roaming architecture for interworking between 5GS and EPC/E UTRAN 
The UPF+PGW U and SMF+PGWC  are in the foreign HPLMN . There is no explanation on the security of interface S5C and S5-U. If the security apply (and encryption) we may have an issue as the LI on the VPLMN is only based on the SGW. 
Editor’s Note: This was taken from line 5 in S3i170122
5.2.3.2
Architecture Requirements

5.2.3.3
Protocol Requirements
5.2.4
Key Architecture Issue #2.4 – SMS over NAS
5.2.4.1
Description

SMS over NAS.
It seems that SMS will be modified and managed inside the 5GS architecture between the UDL and the SMSF (SMS function) We may have to develop some features, especially in “serving system roaming LI case”  figure 4.4.2 2-2 roaming architecture for SMS over NAS, as the HSS is no more valid but the UDM..
Editor’s Note: This was taken from line 6 in S3i170122
5.2.4.2
Architecture Requirements

5.2.4.3
Protocol Requirements

5.2.5
Key Architecture Issue #2.5 – Mobility Pattern
5.2.5.1
Description

Mobility Pattern
Pattern mobility may improve location information available to the LEA. As it may be based on prediction, it may induce some risks and depends from national regulations for such usage.  It may help LEA to determinate where the target is going on or may probably going on.  It may be usefull for LI and DR (if law let it do) but as it is not exact information and based on probability , cautious or information based on the probability derived from pattern inside the network, have to be brought (or known to) the LEA/the court to avoid major mistakes/errors. It may help the LEA to determinate where they can arrest the suspect with lower risk to the other person in the scene (car drivers/pedestrian etc.).
Editor’s Note: This was taken from line 7 in S3i170122
5.2.5.2
Architecture Requirements

5.2.5.3
Protocol Requirements

5.2.6
Key Architecture Issue #2.6 – Roaming
5.2.6.1
Description

Roaming
Some “Home Routed” solution may induce a risk to LI same as S8HR if no proper LI is designed, as the HPLMN will manage some control plane. By chance, It is highly probable that we don’t face a real issue specially linked to the slices concept and its security due to the new version of TS 23 501. locally or other send to the HPLMN… The relationship between SSC mode and multi homing have to be checked when it will be better explained by SA2 as it could put problem for LI and DR… Furthermore the UP link classifier could be an economical and secured LI function in terms of duplication and selection of usages of target … Furthermore the local multiple connectivity (even connectivity both to EPS and 5GS or TWLAN….) may bring better understanding of The SUPI (future IMSI) and PEI (future IMEI) seems to be unchanged on a short terms basis specially in case of handover between EPS and 5GS (nothing is indicated for non 3GPP access…)
Editor’s Note: This was taken from line 8 in S3i170122
5.2.6.2
Architecture Requirements

5.2.6.3
Protocol Requirements
5.2.7
Key Architecture Issue #2.7 – Network Slicing

5.2.7.1
Description

Network slicing & network slicing support for roaming
Key clauses to be looked up, especially if SA2 will modify concept that two slices are created in terms of roaming , one for HPLMN and one for VPLMN.  It seems for the time being that at least there will be separated slices between the HPLMN and VPLMN but such interpretation is subject of confirmation by 3GPP (SA3 …) or specialist of SA3LI, as the security could impact LI if not defined properly.
Editor’s Note: This was taken from line 9 in S3i170122
5.2.7.2
Architecture Requirements

5.2.7.3
Protocol Requirements
5.2.8
Key Architecture Issue #2.8 – Network Slicing

5.2.8.1
Description

Network slicing & network slicing support for roaming
Key clauses to be looked up, especially if SA2 will modify concept that two slices are created in terms of roaming , one for HPLMN and one for VPLMN.  It seems for the time being that at least there will be separated slices between the HPLMN and VPLMN but such interpretation is subject of confirmation by 3GPP (SA3 …) or specialist of SA3LI, as the security could impact LI if not defined properly.
Editor’s Note: This was taken from line 10 in S3i170122
5.2.8.2
Architecture Requirements

5.2.8.3
Protocol Requirements
5.2.9
Key Architecture Issue #2.9 – New 5G Core Functions

5.2.9.1
Description

Various new functions of the core 5GS network!  (at least UPF; AMF; SMF; AUSF/UDM, and in some cases DN (as PGW case)
Key All the new function of 5GS architecture are described. Some of them may got some LI functions…
Editor’s Note: This was taken from line 11 in S3i170122
5.2.9.2
Architecture Requirements

5.2.9.3
Protocol Requirements
5.2.10
Key Architecture Issue #2.10 – N3IWF
5.2.10.1
Description

N3IWF
Such new function let the interworking between untrusted non 3GPP access 
Editor’s Note: This was taken from line 12 in S3i170122
5.2.10.2
Architecture Requirements

5.2.10.3
Protocol Requirements
5.2.11
Key Architecture Issue #2.11 – Network Function Discovery and Selection
5.2.11.1
Description

Network function discovery and selection
Any modifications of this clause have to be followed as it may impact the slicing management and its security (problem for LI is not well defined)
Editor’s Note: This was taken from line 13 in S3i170122
5.2.11.2
Architecture Requirements

5.2.11.3
Protocol Requirements
5.2.12
Key Architecture Issue #2.12 – UE Policy

5.2.12.1
Description

UE Policy

The « 2d » point let a “Non-seamless off load policy” This policy let the UE to determinate which traffic should be seamlessly offloaded to  non 3GPP access (ie outside a PDU session)
Editor’s Note: This was taken from line 14 in S3i170122
5.2.12.2
Architecture Requirements

5.2.12.3
Protocol Requirements
5.2.13
Key Architecture Issue #2.13 – Policy Control Subscription Information Management
5.2.13.1
Description

Policy Control Subscription Information Management
As the UDR function may provide subscription profile information, it may be interesting to study a LI function  to send information in terms of changes of services or ID of the target….
Editor’s Note: This was taken from line 15 in S3i170122
5.2.13.2
Architecture Requirements

5.2.13.3
Protocol Requirements
5.2.14
Key Architecture Issue #2.14 – Location Services
5.2.14.1
Description

Location Services temporary placeholder
It seems no major change for LI (but DR…) at IMS domain. But the definition  and impact on existing  LI at HSS function with 5GS interworking: have to be checked.
Editor’s Note: This was taken from line 16 in S3i170122
5.2.14.2
Architecture Requirements

5.2.14.3
Protocol Requirements
5.2.15
Key Architecture Issue #2.15 – IMS
5.2.15.1
Description

annex IMS specific placeholder for TS 23 228
It seems no major change for LI (but DR…) at IMS domain. But the definition  and impact on existing  LI at HSS function with 5GS interworking: have to be checked.
Editor’s Note: This was taken from line 17 in S3i170122
5.2.15.2
Architecture Requirements

5.2.15.3
Protocol Requirements
5.2.16
Key Architecture Issue #2.16 – Extending CUPS LI model to 5G

5.2.16.1
Description
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For lawful interception at SMF and UPF can be based on the CUPS LI model as shown below: 

As in the case of CUPS LI< the Split X3 LI Interworking Function (SX3LIF) can co-located with an SMF, or with an UPF or be a standalone function.  

For lawful interception at AMF and UDM can be independent of CUPS LI model as shown below:  
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5.2.16.2
Summary

Overall, a 5G LI model can be as shown in the following figure:  
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As in the case of EPS LI, the interception in a roaming scenario is done in the AMF, SMF and UPF as appropriate through separate intercept warrants. SX3LIF can have a different name in 5G or can retain the same name. 
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5.3
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Protocol Requirements

6
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