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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

The present document specifies the security architecture, i.e., the security features and the security mechanisms for the 5G System and the 5G Core, and the security procedures performed within the 5G System including the 5G Core and the 5G New Radio.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
3GPP TS 23.501: "System Architecture for the 5G System"
[3]
3GPP TS 33.210: "3G security; Network Domain Security (NDS); IP network layer security".
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IETF RFC 4303: "IP Encapsulating Security Payload (ESP)". 
[5]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)". 
[6]
RFC 4301: "Security Architecture for the Internet Protocol".
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3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".
[8]
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3GPP TS 24.301: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks; Stage 3"
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3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2 and UIA2 specifications" 
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NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197) "
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NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of Operation".

[17]
NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of Operation: The CMAC Mode for Authentication".
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<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

3
Definitions, symbols and abbreviations
Editor's Note: Delete from the above heading those words which are not applicable. Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Subscription Identifier De-concealing Function: A function located in the home network that is responsible for de-concealing the SUPI from the SUCI. 

Subscription Concealed Identifier: The one-time use subscription identifier, which contains the concealed subscription identifier (e.g., MSIN), and the cleartext home network identifiers (e.g., MCC and MNC). The Subscription Concealed Identifier (SUCI) is used to privacy protect the SUPI.
UE 5G Security Capability: The UE security capabilities for 5G AS and NAS.
example: text used to clarify abstract rules by applying them literally.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

<ACRONYM>
<Explanation>
5GC
5G Core Network
5G-AN
5G Access Network
5G-RAN
5G Radio Access Network 
AMF
Access and Mobility Management Function

AMF
Authentication Management Field

NOTE: If it is not clear from the context, which meaning the acronym AMF has, it is spelled out. 
IKE
Internet Key Exchange

NAS
Non Access Stratum 
QoS
Quality of Service 
SEG
Security Gateway

SIDF
Subscription Identifier De-concealing Function 

SUCI
Subscription Concealed Identifier 

SUPI
Subscription Permanent Identifier 

Editor's Note: SIDF, SUCI, and SUPI will updated after getting response from SA WG2.

UE
User Equipment

UPF
User Plane Function

4           Overview of Security Architecture

5           Security Requirements and Features

5.1
Requirements on the UE
5.1.1
General

5.1.2
User data and signalling data confidentiality 

5.1.2.1
Requirements on Support and Usage of Ciphering

The UE shall support ciphering of user data between the UE and gNB.

The UE shall support ciphering of RRC and NAS-signalling.

The UE shall implement the following ciphering algorithms:

NEA0, 128-NEA1, 128-NEA2 as defined in 5.6.1.1.
The UE may implement the following ciphering algorithms:

128-NEA3 as defined in 5.6.1.1.
Confidentiality protection of the user data between the UE and gNB is optional to use. 

Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.1.3
User data and signalling data integrity 

5.1.3.1
Requirements on Support and Usage of Integrity Protection

The UE shall support integrity protection of user data between the UE and the gNB.

The UE shall support integrity protection of RRC and NAS-signalling.

The UE shall implement the following integrity protection algorithms:

128-NIA1, 128-NIA2 as defined in 5.6.1.2.
The UE may implement the following integrity protection algorithms:

128-NIA3 as defined in 5.6.1.2.
Integrity protection of the user data between the UE and gNB is optional to use. 

NOTE:
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB.
Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's note: The list of exceptions is FFS.
5.1.4
Secure storage and processing of subscription credentials

The following requirements apply for the storage and processing of the subscription credentials used to access the 5G network:

-
The subscription credential(s) shall be integrity protected within the NG-UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) (e.g., K in EPS AKA) shall be confidentiality protected within the NG-UE using a tamper resistant secure hardware component.

-
The long-term key(s) of the subscription credential(s) shall never be available in the clear outside of the tamper resistant secure hardware component. 

-
The authentication algorithm(s) that make use of the subscription credentials shall always be executed within the tamper resistant secure hardware component.

-
It shall be possible to perform a security evaluation / assessment according to the respective security requirements of the tamper resistant secure hardware component.

Editor's Note: It is FFS whether such a security assurance scheme to be used for evaluation of the credentials and identifier storage and processing is within the scope of 3GPP and if so, the requirements related to it.

Editor's note: The above requirements need to be updated with the agreed terminology for e.g. long-term key.
5.1.5
Subscriber privacy 

Editor's Note: This sub-clause will contain general, high-level requirements on the UE related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.

UE shall support 5G-GUTI.

SUPI should not be transferred in clear text over 5G RAN except routing information, e.g. Mobile Country Code (MCC) and Mobile Network Code (MNC).

The home network public key shall be stored on the tamper resistant secure hardware component. If the home network has not provisioned the public key in the tamper resistant secure hardware component, the SUPI protection in initial attach procedure is not provided.

Editor's note: Whether the ME will choose the "null-scheme" if the tamper resistant secure hardware component does not include the home network public key is FFS. For example, whether the ME will choose the "null-scheme" if the public key is not stored in the USIM. 

Editor's note: It is FFS how the UE can connect to 5G network without concealing the SUPI. 

Editor's note: Where the calculation of SUCI is done is FFS. 

Provisioning, and updating the home network public key shall be in the control of the home network. 

NOTE:
The provisioning and updating of the home network public key may be implemented using e.g. the Over the Air (OTA) mechanism. The provisioning and updating of the home network public key is out of the scope of the present specification.

5.2
Requirements on the gNB

5.2.1
General

The security requirements given in this section apply to all types of gNBs. More stringent requirements for specific types of gNBs may be defined in other 3GPP specifications.

Editor's Note: The content may need to be updated after RAN decisions on split deployments of the gNB.

5.2.2
User data and signalling data confidentiality 

5.2.2.1
Requirements on Support and Usage of Ciphering

The gNB shall support ciphering of user data between the UE and the gNB.

The gNB shall support ciphering of RRC-signalling.

The gNB shall implement the following ciphering algorithms:

NEA0, 128-NEA1, 128-NEA2 as defined in 5.6.1.1.
The gNB may implement the following ciphering algorithms:

128-NEA3 as defined in 5.6.1.1.
Confidentiality protection of user data between the UE and gNB is optional to use. 

Confidentiality protection of the RRC-signalling, and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.2.3
User data and signalling data integrity 

5.2.3.1
Requirements on Support and Usage of Integrity Protection

The gNB shall support integrity protection of user data between the UE and the gNB.

The gNB shall support integrity protection of RRC-signalling.

The gNB shall implement the following integrity protection algorithms:

128-NIA1, 128-NIA2 as defined in 5.6.1.2.
The gNB may implement the following integrity protection algorithms:

128-NIA3 as defined in 5.6.1.2.
Integrity protection of the user data between the UE and gNB is optional to use.

NOTE: 
Integrity protection of user plane adds the overhead of the packet size and increases the processing load both in the UE and gNB.
Integrity protection of the RRC-signalling and NAS-signalling is mandatory to use, except in the following cases:

Editor's note: The list of exceptions is FFS.
5.2.4
Requirements for gNB setup and configuration

Setting up and configuring gNBs shall be authenticated and authorized so that attackers shall not be able to modify the gNB settings and software configurations via local or remote access.

Editor’s Note: Who is authenticated and authorized need to be clarified.

1.
The certificate enrolment mechanism specified in TS 33.310 [6] for base station should be supported for gNBs. The decision on whether or not to use the enrolment mechanism is left to operators. 

2.
Communication between the O&M systems and the gNB shall be confidentiality, integrity and replay protected from unauthorized parties. The support of security associations is required between the gNB and an entity in the 5G Core or in an O&M domain trusted by the operator. These security association establishments shall be mutually authenticated. The security associations shall be realized according to clause X

Editor’s Note: Clause X needs to be aligned with the clause on NDS.
3.
The gNB shall be able to ensure that software/data change attempts are authorized 

4.
The gNB shall use authorized data/software. 

5.
Sensitive parts of the boot-up process shall be executed with the help of the secure environment. 

6.
Confidentiality of software transfer towards the gNB shall be ensured.

7.
Integrity protection of software transfer towards the gNB shall be ensured.

8.
The gNB software update shall be verified before install.

Editor’s Note: Requirement #8 requires further clarification.

5.2.5
Requirements for key management inside gNB

The 5GC provides subscription specific session keying material for the gNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important.

1.
Any part of a gNB deployment that stores or processes keys in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then keys in cleartext shall be stored and processed in a secure environment. Keys stored inside a secure environment in any part of the gNB shall never leave the secure environment except when done in accordance with this or other 3GPP specifications. 

5.2.6
Requirements for handling User plane data for the gNB

Editor's Note: Backhaul and sidehaul security requirements are FFS

1.
Any part of a gNB deployment that stores or processes user plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then user plane data in cleartext shall be stored and processed in a secure environment. 

5.2.7
Requirements for handling Control plane data for the gNB 

Editor's Note: Backhaul and sidehaul security requirements are FFS

1.
Any part of a gNB deployment that stores or processes control plane data in cleartext shall be protected from physical attacks. If not the whole entity is placed in a physically secure location, then control plane data in cleartext shall be stored and processed in a secure environment. 

5.2.8
Requirements for secure environment of the gNB

The secure environment is logically defined within the gNB. It ensures protection and secrecy of all sensitive informations and operations from any unauthorized access or exposure. The following list defines the requirements of the secure environment.

1
The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and vital configuration data.

2.
The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and the basic steps within protocols which use long term secrets (e.g. in authentication protocols).

3.
The secure environment shall support the execution of sensitive parts of the boot process.

4.
The secure environment's integrity shall be assured.

5.
Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to functions executed within.

5.2.9
Requirements for gNB DU-CU interfaces

1.
Due to split deployments, signalling traffic or user plane data may be sent on gNB-internal interfaces. Signalling traffic sent on gNB-internal interfaces shall be integrity, confidentiality and anti-replay protected.

2.
gNB shall support confidentiality on gNB DU-CU interface for user plane.

3.
gNB shall support integrity and anti-replay protection on gNB DU-CU interface for user plane..

5.3
Requirements on the AMF

5.3.1
General

5.3.2
Signalling data confidentiality 

5.3.2.1
Requirements on Support of Ciphering

The AMF shall support ciphering of NAS-signalling.

The AMF shall support the following ciphering algorithms:

NEA0, 128-NEA1, 128-NEA2 as defined in 5.6.1.1.

The AMF may support the following ciphering algorithms:

128-NEA3 as defined in 5.6.1.1.
Confidentiality protection of the RRC-signalling and NAS-signalling is optional to use.

Confidentiality protection should be used whenever regulations permit.

5.3.3
Signalling data integrity 

5.3.3.1
Requirements on Support of Integrity Protection

The AMF shall support integrity protection of NAS-signalling.

The AMF shall support the following integrity protection algorithms:
128-NIA1, 128-NIA2 as defined in 5.6.1.2.
The AMF may support the following integrity protection algorithms:

128-NIA3 as defined in 5.6.1.2.
Integrity protection of the user data between the UE and gNB is optional to use.

Integrity protection of the RRC-signalling, and NAS-signalling is mandatory to use, except in the following cases:

Editor's note: The list of exceptions is FFS.

5.3.4
Subscriber privacy 

Editor's Note: This sub-clause will contain general, high-level requirements on the AMF related to at least the core network subscription identifiers (i.e., SUPI/SUCI and 5G-GUTI). Requirements should not unnecessarily delve into solutions.
AMF shall support primary authentication using SUCI.
AMF shall support assigning 5G-GUTI to UE.

AMF shall support reallocating 5G-GUTI to UE.

5.4
Visibility and configurability 

5.4.1
Security visibility
Editor's note: It is FFS to clarify, if necessary, what "indication" means in this TS, i.e., data accessible via some interface/API or the actual display. Because, it is 3GPP TS 22.101 that describes how to use the "indication".

Although in general the security features should be transparent to the user or application, for certain events and according to the user's or application’s concern, greater visibility of the operation of following security feature shall be provided:

-
indication of access network encryption: the property that the user or application is informed whether the confidentiality of user data is protected on the radio access link; 

The UE shall indicate to the user or application that the access network encryption is not switched on if any of the data radio bearers of the UE uses a null encryption algorithm.

The ciphering indicator feature is specified in 3GPP TS 22.101 [20].

Editor’s Note: It is FFS whether any additional security indicators are needed.
5.4.2
Security configurability

Security configurability lets a user to configure certain security feature settings on a UE that allows the user to manage additional capability or use certain advanced security features.  The following configurability features should be provided:

-
granting or denying access to USIM without authentication as described in TS 33.401[10]
5.5
Requirements on the SIDF 

5.5.1 
Subscriber privacy

Editor's Note: This sub-clause will contain general, high-level requirements on the SIDF related to at least the core network subscription identifiers (i.e., SUPI/SUCI). Requirements should not unnecessarily delve into solutions.

SIDF shall resolve SUPI based on SUCI. 

SIDF shall be located in the home network. 

Editor’s note: The list of supported public key schemes is FFS.

5.6.1
 Algorithm Identifier Values

5.6.1.1        Ciphering Algorithm Identifier Values

All Identifiers and names specified in this subclause are for NR (New Radio). 

Each Ciphering Algorithm used for NR will be assigned a 4-bit identifier. The following values for ciphering algorithms are defined: 

"00002"         NEA0


Null ciphering algorithm

"00012"         128-NEA1

128-bit SNOW 3G based algorithm

"00102"         128-NEA2

128-bit AES based algorithm

"00112"         128-NEA3

128-bit ZUC based algorithm

128-NEA1 is based on SNOW 3G and is identical to UEA2 as specified in [14]

128-NEA2 is based on 128-bit AES [15] in CTR mode [16]

128-NEA3 is based on 128-bit ZUC and specified in [18].

5.6.1.2         Integrity Algorithm Identifier Values

All Identifiers and names specified in the present subclause are for NR (New Radio). 

Each Integrity Algorithm used for NR will be assigned a 4-bit. The following values for integrity algorithms are defined: 

"00002"         NIA0


Null Integrity Protection algorithm

"00012"         128-NIA1

128-bit SNOW 3G based algorithm

"00102"         128-NIA2

128-bit AES based algorithm

"00112"         128-NIA3

128-bit ZUC based algorithm

128-NIA1 is based on SNOW 3G and is implemented in the same way as UIA2 as specified in [14].

128-NIA2 is based on 128-bit AES [15] in CMAC mode [17].

128-NIA3 is based on 128-bit ZUC and specified in [18].

Editor’s note: In LTE, EIA0 is accepted as the NULL integrity protection algorithm for emergency calls related procedure.  However, for 5G, the support for NIA0 is FFS.
5.7
Core Network Interconnection Security 

Editor’s Note: the impact of the service based architecture needs to be considered

5.7.1
Trust Boundaries 

It is assumed for the set of requirements in this subclause that mobile network operators subdivide their networks into trust zones. Subnetworks of different operators are assumed to lie in different trust zones. Messages that traverse trust boundaries shall follow the requirements in 5.7.2, if not protected end to end by NDS/IP [3]. 

5.7.2
Requirements for e2e Core Network Interconnection Security

A solution for core network interconnection security shall satisfy the following requirements. 

-
The solution shall support adding, deletion and modification of message elements by intermediate nodes except for specific message elements described in the present document.

NOTE: Typical example for such a case are IPX providers that modify messages for routing purposes.

-
The receiving network shall be able to determine the authenticity of the original and intermediate senders of the message.

-
The receiving network shall be able to determine the performed changes to the message between the source sending network and the receiving network.

-
The receiving network shall be able to determine the original message and sending source network.

-
The solution shall provide confidentiality and/or integrity between source and destination network for specific message elements identified in this specification

-
The solution should have minimal impact and additions to 3GPP-defined network elements

-
The solution should be using standard security protocols 

-
The solution should cover interfaces used for roaming purposes

-
The solution should take into account considerations on performance and overhead

-
The solution shall cover prevention of replay attacks

-
The solution shall cover algorithm negotiation and prevention of bidding down attacks.

-
The solution should take into account operational aspects of key management.

5.8
General Security Requirements

A man in the middle could attempt bidding down by making the UE and the network entities respectively believe that the other side support only security features of an earlier release when both sides in fact support security features of a later release. It shall be ensured that bidding down, in the above sense, can be prevented.

Editor’s Note: This requirement is to be reformulated in line with 3GPP drafting rules
6           Security Procedures between UE and 5G Core Network Functions          

6.1
Primary authentication and key agreement
6.1.1
Authentication framework

6.1.1.1
General

The purpose of the primary authentication and key agreement procedures is to enable mutual authentication between the UE and the network and provide keying material that can be used between the UE and network in subsequent security procedures. The keying material generated by the primary authentication and key agreement procedure results in an anchor key called the KSEAF provided by the AUSF to the SEAF.

Keys for more than one security context can be derived from the KSEAF without the need of a new authentication run. As a concrete example of this is that an authentication run over a 3GPP access network can also provide keys to establish security between the UE and a N3IWF used in untrusted non-3GPP access. 

In addition, the 5G security architecture also supports the feature that an authentication run may also result in a key called the K'AUSF left at the AUSF based on the home operator's policy on using such key. This feature is optional to implement and optional to use.
NOTE: This feature is an optimization that may be useful, for example, when a UE registers to different serving networks for 3GPP-defined access and untrusted non-3GPP access. (This is possible according to TS 23.501 [2].)

NOTE: A subsequent authentication based on a key left at the AUSF gives somewhat weaker guarantees than an authentication directly involving the ARPF and the USIM. It is rather comparable to fast re-authentication in EAP-AKA’. 

Editor's note: The details of an authentication procedure using a key left at the AUSF are ffs. They can be found in clause tbd.
NOTE: In the present release, EAP-AKA' and 5G AKA are the only authentication methods that are mandatory to support in UE and serving network, hence only they are described in clause 6.1.3. An example of how additional authentication methods can be used with the EAP framework is given in the informative Annex B. 

6.1.1.2
EAP framework

Editor's Note: This clause is meant to explain what support for the EAP framework means for the various functional entities in the 5G system. 

6.1.1.3
Granularity of anchor key binding to serving network

The primary authentication and key agreement procedures support the binding of the anchor key to the serving network. This prevents one serving network from claiming to be a different serving network, and thus provides implicit serving network authentication to the UE. 

Furthermore, the anchor key provided to the serving network is also specific to the authentication having taken place between the UE and a 5G core network, i.e. the anchor key is cryptographically separate from the key delivered from the home network to the serving network in earlier mobile network generations.

The anchor key binding is achieved by including a parameter called “serving network name” into the chain of key derivations that leads from the long-term subscriber key to the anchor key. 

The value of “serving network name” is equal to the string ‘5G’ prepended to the VPLMN Id of the serving network to which the anchor key is sent by the AUSF. 

The chain of key derivations that leads from the long-term subscriber key to the anchor key is specified in clause 6.1.3 for each (class) of authentication methods. The key derivation rules are specified in Annex A. 

NOTE: No parameter like ‘access network type’ is used for anchor key binding as 5G core procedures are supposed to be access network agnostic.

Editor’s Note: The compatibility of serving network authentication with network sharing scenarios is ffs.

6.1.2
Initiation of authentication and selection of authentication method
The initiation of the primary authentication is shown in figure 6.1.2-1.  
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Fig. 6.1.2-1 Initiation of authentication procedure and selection of authentication method
The SEAF may initiate an authentication with the UE during any procedure establishing a signalling connection with the UE, according to the SEAF's policy. 

The SEAF shall send an Authentication Initiation Request (5G-AIR) to the AUSF whenever the SEAF wishes to initiate an authentication with the UE with the following exception: 

-
The SEAF does not need to send a 5G-AIR if it has an authentication vector for 5G AKA available and wishes to initiate an authentication with the UE over 3GPP access. 

NOTE1: In EPS, the acronym AIR stands for Authentication Information Request.

The 5G-AIR shall contain a subscription concealed identifier (SUCI) or a UE's subscriber permanent identifier (SUPI), as defined in TS 23.501 [2].
NOTE2: 
The 5G-AIR contains SUPI when the SEAF has a valid 5G-GUTI, and it re-authenticates the UE.
Editor's Note: It is ffs how the AUSF can determine whether the SUPI is in cleartext or in concealed form. 

The 5G-AIR shall furthermore contain an indication of whether the authentication is meant for 3GPP access or non-3GPP access. The 5G-AIR shall also contain the serving network name, as defined in clause 6.1.1.3.

Editor's Note: It is assumed that SIDF is responsible for de-concealing the SUPI from the SUCI. It is FFS where the SIDF is located. For example, SIDF could be co-located in AUSF or UDM.
Upon receiving the 5G-AIR, the AUSF shall determine the SUPI from the subscriber.

NOTE3: The local policy for the selection of the authentication method does not need to be on a per-UE basis, but can be the same for all UEs.

The AUSF requests authentication information from UDM/ARPF in the Authentication Information Request (Auth Info-Req). The AUSF checks that the requesting SEAF in the serving network is entitled to use the serving network name. The Auth Info-Req includes the serving network name and an indication whether the authentication is meant for 3GPP access or non-3GPP access. If the AUSF is configured to run EPS AKA*, then the AUSF requests one or more AKA authentication vectors (AVs) from the ARPF within the Auth Info-Req. 

UDM/ARPF chooses the authentication method based on the subscription data, and the access network type. If the access type is 3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1) or EPS AKA* (clause 6.1.3.2). If the access type is non-3GPP access, ARPF may choose EAP-AKA' (clause 6.1.3.1).

6.1.3
Authentication procedures

6.1.3.1
Authentication procedure for EAP-AKA'
EAP-AKA' is specified in RFC 5448 [12].
EAP-AKA' is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.1-1:

A pre-condition is that the UDM/ARPF has received an authentication information request (Auth Info-Req) from the AUSF, and chosen EAP-AKA' as the authentication method, cf. clause 6.1.2. 

The UDM/ARPF generates an authentication vector with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The UDM/ARPF then transforms this authentication vector into a new authentication vector by computing CK' and IK' as per the Normative Annex x with the value of  < serving network name> being one of the input parameters, and replacing CK and IK by CK' and IK'. The ARPF then sends this transformed authentication vector to the AUSF in an authentication information response (Auth Info-Resp). The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

NOTE:
The exchange of an Auth-Info-Req and an Auth-Info-Resp between AUSF and UDM/ARPF described in the preceding paragraph is the same as for trusted access using EAP-AKA' described in TS 33.402 [11], clause 6.2, step 10, except for the input parameter to the key derivation, which is the value of <network name>. "network name" is a concept from RFC 5448 [12]; it is carried in the AT_KDF_INPUT attribute in EAP-AKA'. The value of <network name> is defined not in RFC 5448 [12], but in 3GPP specifications. For EPS, it is defined in TS 24.302 [13] and is called "access network identity", while, for 5G, it is defined in clause 6.1.1.3 of the present specification and in TS 24.yyy [xx], with a re-direction from TS 24.302 [13] to TS 24.yyy, and is called "serving network name".

Editor's Note:The number of the stage 3 specification TS 24.yyy [xx] is ffs. 
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Fig. 6.1.3.1-1 Authentication procedure for EAP-AKA’
The AUSF and the UE then proceed as described in RFC 5448 [12].
The AUSF sends the EAP-Request/AKA'-Challenge message to the SEAF in a 5G Authentication Initiation Answer (5G-AIA) message over N12. The SEAF understands from the 5G-AIA that the authentication method used is an EAP method. 

The SEAF transparently forwards the EAP-Request/AKA'-Challenge to the UE in a NAS message Auth-Req. 

The UE sends the EAP-Response/AKA'-Challenge to the SEAF in a NAS message Auth-Resp.

The SEAF transparently forwards the EAP-Response/AKA'-Challenge to the AUSF in a message over N12. If the AUSF has successfully verified this message it continues as follows: 

The AUSF and the UE conditionally exchange EAP-Request/AKA'-Notification and EAP- Response /AKA'-Notification messages, that are transparently forwarded by the SEAF.

The AUSF sends an EAP Success message to the SEAF, which forwards it transparently to the UE. The EAP Success message is contained in a message over N12 that also contains the KSEAF. If the AUSF received SUCI from SEAF when the authentication was initiated (see clause 6.1.2), then AUSF shall also include SUPI to N12 message.  

Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps such as acquiring SUPI from the UE are required. 

The key received in the N12 message shall become the anchor key in the sense of the key hierarchy in clause 6.2. 

The further steps taken by the AUSF upon receiving a successfully verified EAP-Response/AKA'-Challenge message are described in clause 6.1.4. 

If the EAP-Response/AKA'-Challenge message is not successfully verified the subsequent AUSF behaviour is determined according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. 

Editor's Note: Steps in figure and text should be numbered.

Editor's Note: It is ffs whether the KSEAF is the MSK or a key derived from the EMSK.
6.1.3.2
Authentication procedure for 5G AKA

5G AKA enhances EPS AKA, as defined in TS 33.401 [10] with providing an Authentication Confirmation message from the visited network to the home network that confirms successful authentication of the UE such that the message cannot be spoofed by the visited network with a reasonable probability. The solution leaves the authentication exchange between the UE and the visited network unchanged, compared to using EPS AKA (except for the means to transport authentication messages over N1 and a modified authentication response). 

5G AKA is applied within the 5G authentication framework as follows, cf. also Fig. 6.1.3.2-1: 

A pre-condition is that the UDM/ARPF has received an authentication information request  (Auth Info-Req) from the AUSF, and chosen EPS AKA* as the authentication method, cf. clause 6.1.2. 

NOTE:
It is recommended that the SEAF fetch only one authentication vector at a time as the need to perform authentication runs has been reduced in 5G through the use of the anchor key concept. By following this recommendation, re-synchronisation procedures can be minimized. However, retrieving more than one authentication vector may be useful when there is a risk of temporary unavailability of the interconnection network between visited and home network.
The UDM/ARPF generates an authentication vector according to TS 33.401 [10] with AMF separation bit = 1, where AMF = Authentication Management Field as defined in TS 33.102 [9]. The UDM/ARPF then transforms the authentication vector into a new authentication vector by replacing KASME with KASME* and XRES with XRES*.

KASME* is computed as per the Normative Annex A with CK, IK, SQN ( AK, and the value of < serving network name> being the input parameters. The choice of the value of <serving network name> shall follow the rules set in clause 6.1.1.3 on “Granularity of anchor key binding to serving network”. 

XRES* is computed as per the Normative Annex x with CK, IK, RES, RAND, and the value of < serving network name> being the input parameters. XRES* shall have a length of 128 bits.

The UDM/ARPF then returns the requested number of transformed AVs to the AUSF in an authentication information response (Auth Info-Resp). 

The AUSF stores XRES* temporarily until a protocol timer expires. 

Editor's Note: The protocol timer is to be defined by CT4. 

The AUSF then generates HXRES* from XRES* by computing

HXRES* = SHA-256 (XRES* || RAND), truncated to 128 bits. 

Editor's Note: It is ffs whether HXRES* should be computed in the ARPF.
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Fig. 6.1.3.2-1 Authentication procedure for 5G AKA
The AUSF then returns one or more authentication vectors AV* to the SEAF in a 5G Authentication Initiation Answer (5G-AIA). The only difference between AV* and the transformed AV received from the ARPF is that AV* contains HXRES* while the transformed AV contains XRES*. If the AUSF received SUCI from SEAF when the authentication was initiated (see clause 6.1.2), then AUSF shall also include SUPI to 5G-AIA. 

Editor's Note: For LI, the AUSF sending SUPI to SEAF is necessary but not sufficient. Further steps, such as acquiring SUPI from the UE are required.
The SEAF understands from the 5G-AIA that the authentication method used is 5G AKA and that the included authentication vector is of type AV*, not AV. 

Editor's Note: It is to be defined by CT4 how the SEAF can learn this from the 5G-AIA. 

Furthermore, the AUSF tells the SEAF whether a confirmation message is required. 

NOTE 1: The AUSF may have a policy to always require a confirmation message, or adopt a more fine-grained policy depending on the trust in the roaming partner. The AUSF may learn from a database of roaming partners whether a confirmation message is required.

Editor's Note: It is whether the AUSF should also include the value of the timer in the message to the SEAF if the AUSF requires a confirmation message so that the SEAF can know within which period it has to use the received authentication vector. 

If the AUSF requests a confirmation message from the SEAF then the AUSF shall send only one authentication vector AV* to the SEAF at a time. 

NOTE:
When an Authentication Confirmation is requested the home operator typically wants to get assurance that the authentication has been recent. The use of a stored authentication vector sent to the visited network quite some time ago cannot provide such assurance.
The SEAF sends RAND, AUTN to the UE, as described for EPS AKA in TS 33.401 [10], in a NAS message Auth-Req. The USIM returns RES, CK, IK to the ME, as described for EPS AKA in TS 33.401 [10]. The ME then computes RES* from RES in the same way as the ARPF computed XRES* from XRES and returns RES* to the SEAF in a NAS message Auth-Resp.

The SEAF then computes HRES* from RES* in the same way as the AUSF computed HXRES* from XRES* and compares HRES* and HXRES*. If they coincide the SEAF considers the authentication successful. If not the SEAF rejects the authentication. 

If the authentication was successful, the key KASME* received in AV* shall become the anchor key in the sense of the key hierarchy in clause 6.2. 

If the authentication was successful, and if a confirmation message is required, the SEAF sends RES*, as received from the UE, in a newly defined 5G Authentication Confirmation (5G-AC) message (containing the subscriber identitfier and the serving network name) to the AUSF. 

When the 5G-AC message was received in response to an 5G-AIA and was received before the protocol timer above has expired the AUSF compares the received RES* with the stored XRES*. If they coincide the AUSF considers the confirmation message as successfully verified.

The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in clause 6.1.4. 

If the confirmation message is not successfully verified the AUSF acts according to the home network's policy. 

Editor's Note: Error cases are typically handled in stage 3 specifications and should be elaborated jointly by SA3 and CT4. It is ffs whether the AUSF sends a Cancel Location message, with suitable cause values, if the subscriber had already been registered and either the timer was up or the received RES* was incorrect. 

Editor's Note: It is ffs how this authentication method can leave a key at the AUSF after authentication. 

Editor's Note: The use of normative language needs to be checked. 

Editor's Note: It is ffs whether the RES* could optionally be computed on the USIM.

6.1.4
Linking increased home control to subsequent procedures

6.1.4.1
Introduction 

The authentication and key agreement protocols mandated to support in the present release all provide increased home control, compared to EPS AKA in 4G. This increased home control comes in the following forms in 5G: 

-
In the case of EAP-AKA', the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the EAP-Response/AKA'-Challenge received by the AUSF has been successfully verified, cf. clause 6.1.3.1. 

-
In the case of 5G AKA, the AUSF in the home network obtains confirmation that the UE has been successfully authenticated when the Authentication Confirmation message received by the AUSF has been successfully verified, cf. clause 6.1.3.2. 

The feature of increased home control is useful in preventing certain types of fraud, e.g. fraudulent Update Location request for subscribers that are not actually present in the visited network. But an authentication protocol by itself cannot provide protection against such fraud. The authentication result needs to be linked to subsequent procedures, e.g the location update procedure in some way to achieve the desired protection.

The actions taken by a home network to link authentication confirmation (or the lack thereof) to subsequent procedures are subject to operator policy and are not standardized.

But some guidance is given in the present subclause as to what measures an operator could usefully take. Such guidance may help avoiding a proliferation of different solutions. 

6.1.4.2
Linking authentication confirmation to Update Location procedure

This subclause gives informative guidance on how a home operator could link authentication confirmation (or the lack thereof) to subsequent 5G Update Location procedures so as to achieve protection against certain types of fraud, as mentioned in the preceding subclause. 

Approach 1: 

The home network records the time of the most recent successfully verified authentication confirmation of the subscriber together with the identity of the 5G visited network that was involved in the authentication. When a new 5G Update Location request (5G-ULR) arrives from a visited network the home network checks whether there is a sufficiently recent authentication of the subscriber by this visited network. If not the 5G-ULR is rejected. The rejection message may include, according to the home networks policy, an indication that the visited network should send a new 5G Authentication Initiation Request (cf. clause 6.1.2) for fetching new authentication vectors before repeating the 5G-ULR. 

NOTE1: 
With this approach, the authentication procedure and the 5G-Update Location procedure are performed independently. They are coupled only through linking information in the home network. 

NOTE2: 
It is up to the home network to set a time threshold for defining what 'sufficiently recent' is.

Approach 2: 

A variant of the above Approach 1 is based on a more fine-grained policy applied by the home network: the home network could classify roaming partners into different categories, depending on the trust - e.g. derived from previous experience- placed in them, for example as follows: 

-
For a visited network in the first category, the home network would require a successful authentication 'immediately preceding' the 5G-ULR.

-
For a visited network in the second category, the home network would only check that an authentication in a network visited by the subscriber was sufficiently recent (taking into account that there may have been a security context transfer between the visited networks)

-
For a visited network in the third category, the home network would perform no checks regarding 5G-ULRs and authentication at all. 

Further approaches are possible, depending on the home operator’s policy.

6.2

Key hierarchy

Editor's Note: This clause is meant to contain an overall description of all the keys in the 5G key hierarchy, also comprising keys shared between UE and access network that are defined only below in clause 8. 

6.3

Security contexts

6.3.1
General

Editor's Note: 33.401 contains an elaborate set of definitions of different levels of security contexts. These definitions may be further explained here. If the definitions in clause 3 are sufficient, this subclause may be quite short.  

6.3.2
Handling security contexts within the serving network 

Editor's Note: The content of this clause is meant to correspond to 33.401, clause 6.4, which is about handling security contexts at certain events like removal of the UICC, new authentication, state transitions, and about the respective roles of ME and UICC in handling security contexts.

6.3.3
Distribution of security contexts 

Editor's Note: The content of this clause is meant to correspond to 33.401, clauses 6.1.4, 6.1.5, 6.1.6, which are about distributing security contexts in and between security domains.

6.4
Security handling in state transitions
6.5
Security handling in mobility

6.6
NAS security 

Editor's Note: This clause is meant to contain, among other things, contents corresponding to 33.401 [10], clause 8 “Security mechanisms for non-access stratum signalling and data via MME” and clause 6.5 “Handling of NAS COUNTs”.
6.6.1
General

This clause describes the security mechanisms for the protection of NAS signalling and data between the UE and the AMF over the N1 reference point. This protection involves both integrity and confidentiality protection. The security parameters for NAS protection are part of the 5GS security context described in clause 6.3.

Editor’s Note: The protection of SMS payloads in NAS messages is FFS. 

6.6.2
Security for multiple NAS connections

Editor’s Note: This is clause is intended to clarify how multiple NAS connections are secured in cases where the UE is simultaneously registered to different PLMN or the same PLMN over different AN types. 

6.6.3
NAS integrity mechanisms

Integrity protection for NAS signalling messages shall be provided as part of the NAS protocol.

6.6.3.1
NAS input parameters to integrity algorithm

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 8.1.1, which is about NAS input parameters to integrity algorithms. 

6.6.3.2
NAS integrity activation

NAS integrity shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Replay protection shall be activated when integrity protection is activated, except when the NULL integrity protection algorithm is selected. Replay protection shall ensure that the receiver only accepts each incoming NAS COUNT value once using the same NAS security context. 

Once NAS integrity has been activated, NAS messages without integrity protection shall not be accepted by the UE or AMF. Before NAS integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or AMF in certain cases where it is not possible to apply integrity protection. 

Editor’s Note: The message exempt from integrity protection are FFS.

NAS integrity stays activated until the 5GS security context is deleted in either the UE or AMF

6.6.3.3
NAS integrity failure handling

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 8.1.1, which contains some content on integrity failure handling. 

6.6.4
NAS confidentiality mechanisms

Confidentiality protection for NAS signalling messages shall be provided as part of the NAS protocol.

6.6.4.1
NAS input parameters to confidentiality algorithm

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 8.1.1, which is about NAS input parameters to confidentiality algorithms. 

6.6.4.2
NAS confidentiality activation

NAS confidentiality shall be activated using the NAS SMC procedure or after an inter-system handover from EPC. 

Once NAS confidentiality has been activated, NAS messages without confidentiality protection shall not be accepted by the UE or AMF. Before NAS confidentiality has been activated, NAS messages without confidentiality protection shall only be accepted by the UE or AMF in certain cases where it is not possible to apply confidentiality protection. 

Editor’s Note: The message exempt from confidentiality protection are FFS.

NAS confidentiality stays activated until the 5GS security context is deleted in either the UE or AMF

6.6.5
Handling of NAS COUNTs

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 6.5, which is about handling of NAS COUNTs.

6.6.6
Protection of initial NAS message

The initial NAS message is the first NAS message that is sent after the UE transitions from idle. The UE shall send a limited set of IEs including those needed to establish security in the intial message when it has no NAS security context. In this case, the complete initial message shall be sent in the NAS Security Mode Complete message. When the UE has a security context, the UE shall send the full initial message with just the IEs needed to establish security sent unciphered. The AMF may request the UE to send the complete initial message in the NAS Security Mode Complete message if needed (e.g. the AMF could not find the UE’s security context). 

The protection of the initial NAS message proceeds as shown in Figure 6.6.6-1.
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Figure 6.6.6-1: Protecting the initial NAS message

Step 1: The UE shall send the initial message to the AMF. If the UE has no NAS security context the initial message shall contain a subscription identifier and UE security capabilities only.

Editor’s note: There may be other IEs that are needed to establish security. If so this should be included in the intial message that is sent with out security. 

Editor’s note: It is FFS which IEs can be sent unciphered in initial messages, e.g. NSSAIs

Editor’s note: Alignment with SMS over NAS security clause needs to be considered.

If the UE has a NAS security context, the initial message shall contain be a complete message, where the subscription identifier and UE security capabilities are sent unciphered but the rest of the message is ciphered. With a NAS NAS security context, the initial message is also integrity protected.

Step 2: If the AMF does not have the security context or if the integrity check fails, then the AMF shall initiate an authentication procedure with the UE. The AMF may also initiate an authentication procedure with the UE even if the integrity check passed.

Step 3: After a successful authentication of the UE, the AMF shall send the NAS Security Mode Command including a request for the complete initial NAS message, if it was not included in step 1 or the network has failed to verify the integrity of the initial NAS message. 

Step 4:  The UE shall send the NAS Security Mode Complete to the network. This message is ciphered and integrity protected and shall include the complete initial NAS message (but may omit the IEs that were sent in the clear in step 1) if requested by the network in the NAS Security Mode Command message.

Step 5: The AMF shall send its response to the initial NAS message. This message is ciphered and integrity protected
6.7
NAS security algorithm selection, key establishment and security mode command procedure
6.7.1
Procedures for NAS algorithm selection

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.3, which is about NAS algorithm selection. 

6.7.1.1
Initial NAS security context establishment

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.3.1, which is about NAS algorithm selection at initial NAS security context establishment. 

Each AMF shall be configured via network management with lists of algorithms which are allowed for usage. There shall be one list for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered according to a priority decided by the operator. 

To establish the NAS security context, the AMF shall choose one NAS ciphering algorithm and one NAS integrity protection algorithm. The AMF shall then initiate a NAS security mode command procedure, and include the chosen algorithms and UE 5G security capabilities (to detect modification of the UE 5G security capabilities by an attacker) in the message to the UE (see clause 6.7.2). The AMF shall select the NAS algorithms which have the highest priority according to the ordered lists.

6.7.1.2
AMF change

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.3.2, which is about NAS algorithm selection at AMF change. 

In case  of  is change  in AMFs and algorithms to be used for establishing NAS security, the target AMF shall initiate a NAS security mode command procedure and include the chosen algorithms and the UE 5G security capabilities (to detect modification of the UE 5G security capabilities by an attacker) in the message to the UE 5G  (see clause 6.7.2). The AMF shall select the NAS algorithms which have the highest priority according to the ordered lists (see 6.7.1.1).

6.7.2
NAS security mode command procedure

Editor’s Note: The content of this clause is meant to correspond to TS 33.401 [10], clause 7.2.4.4, which is about NAS security mode command procedure. 

Editor’s Note: Aspects related to interworking are FFS.

Editor’s Note: Whether the current text is to be rewritten in a step description manner for the Figure 6.7.2-1 is FFS.

Editor’s Note: It is FFS whether the legacy HASH-based mechanism is still required for the protection of the initial Registration Request.

The NAS SMC shown in Figure 6.7.2-1, shall be used to establish NAS Security context between the UE and AMF. This procedure consists of a roundtrip of messages between AMF and UE. The AMF sends the NAS Security Mode Command to the UE and the UE replies with the NAS Security Mode Complete message.. It is also used to provide protection against a man-in-the-middle modifying the Registration Request. 

NOTE 1: The protection against the attacks of changing IEs in the Registration Request messages requires the NAS Security Mode Command procedure to complete. In order to prevent this an attacker must force this Registration procedure to end before the UE receives a successful NAS Security Mode Command message from the network. As up to this point the UE will accept unprotected messages, the attacker is capable of sending all those messages and hence it can not trigger a message from the network by changing IEs that it could not send itself.

The NAS Security Mode Command message from AMF to UE shall contain the replayed UE security capabilities, the selected NAS algorithms the allowed NSSAI and the <5G key set identifier> for identifying KAMF. In the case of sending a NAS Security Mode Command during a Registration procedure (i.e. after receiving the Registration Request but before sending a response to that message) where the relevant Request message did not successfully pass its integrity protection, the AMF shall calculate a HASHAMF of the entire plain Request message and include the HASHAMF in the NAS security mode command message. This message shall be integrity protected (but not ciphered) with NAS integrity key based on KAMF indicated by the <5G key set identifier>  in the message (see figure 6.7.2-1). NAS uplink deciphering at the AMF with this context starts after sending the NAS Security Mode Command message. 

Editor’s Note: Details of the HASHAMF calculation are FFS.

Editor’s Note: The name of the Key Set Identifier is FFS.

The UE shall verify the integrity of the NAS Security Mode Command message. This includes checking that the UE 5G security capabilities sent by the AMF match the ones stored in the UE to ensure that these were not modified by an attacker and verifying the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key based on KAMF indicated by the  <5G key set identifier> . 

In case the NAS Security Mode Command message includes a HASHAMF, the UE shall calculate HASHUE from the entire unprotected Registration Request that it has sent and compare it with HASHAMF. 

Editor’s Note: Details of the HASHUE calculation are FFS.

NOTE 2:
The UE may calculate the HASHUE after it sends the Registration Request and before it receives the NAS Security Mode Command message. Alternatively, the UE may calculate the HASHUE after successfully verifying a NAS security mode command message that includes a HASHAMF.

If the verification of the integrity of the NAS Security Mode Command is successful, the UE shall start NAS integrity protection and ciphering/deciphering with the security context indicated by the <5G key set identifier> and send the NAS security mode complete message to AMF ciphered and integrity protected. The NAS Security Mode Complete message shall include IMEISV in case MME requested it in the NAS Security Mode Command message. In case HASHUE and HASHAMF are different, the UE shall include the complete Registration Request message (that the UE previously sent) in the NAS Security Mode Complete message. The UE shall include the allowed NSSAI in the NAS Security Mode Complete message.

Editor’s note: The name of the equipment identity (e.g. IMEISV) message is FFS

NOTE3:
A failed Hash comparison does not affect the security establishment as the UE has still checked the UE security capabilities that the AMF sent in the NAS Security Mode Command message.

The AMF shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys and algorithms indicated in the NAS Security Mode Command. NAS downlink ciphering at the AMF with this security context shall start after receiving the NAS Security Mode Complete message. The AMF shall verify that replayed allowed NSSAI in the NAS Security Mode Complete message matches the allowed NSSAI it sent in the NAS Security Mode Command message. If the NAS Security Mode Complete message contains a Registration Request message, the AMF shall complete the on-going Registration procedure by considering the contained Attach/TAU Registration Request message as the message that triggered the procedure.

If the verification of the integrity of the NAS Security Mode Command is not successful in the UE, it shall reply with a NAS Security Mode Reject message. The NAS Security Mode Reject message and all following NAS messages shall be protected with the previous, if any, 5GS NAS security context, i.e., the 5GS NAS security context used prior to the failed NAS Security Mode Command. If no 5GS NAS security context existed prior to the NAS Security Mode Command, the NAS Security Mode Reject message shall remain unprotected. 

NOTE4:
If the uplink NAS COUNT will wrap around by sending the Security Mode Reject message, the UE releases the NAS connection instead of sending the Security Mode Reject message. 

Editor’s Note: Details of the NAS security mode command procedure failures are FFS.
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Figure 6.7.2-1: NAS Security Mode Command procedure
6.8
Subscription identifier privacy

Editor's Note: The content of this clause depends on the decisions on security area #7 in TR 33.899. 

6.8.1
Subscription permanent identifier 

Editor's note: Most of the content of the present clause is related to the SUCI. This conflicts with the title of the clause (that refers to SUPI). 

In the 5G system, the globally unique 5G subscription permanent identifier is called SUPI. The SUPI is defined in 3GPP TS 23.501. The SUCI is a privacy preserving identifier containing the concealed SUPI. 

The UE shall include a SUCI only to the following 5G NAS messages:

-
if the UE is sending a Registration Request message of type "initial registration" to a PLMN for which the UE does not already have a 5G-GUTI, the UE shall include a SUCI to the Registration Request message; 

Editor's note: It is FFS if the UE is allowed to send the SUCI in the Identifier Response message in response to an Identifier Request message from the network. 

The UE shall never generate SUCI using "null-scheme", with the following exceptions:

-
if the UE is making an emergency call, and it does not have a 5G-GUTI to the chosen PLMN; 

-
if the home network has provisioned "null-scheme" as public key scheme, then the UE shall generate SUCI using "null-scheme"; and

- 
if the home network has not provisioned the public key needed to generate SUCI. 

Editor’s note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.

Editor's note: Privacy provisioning is FFS. 

Editor's note: The emergency services are FFS.
6.8.2
Subscription concealed identifier

The subscription concealed identifier, called SUCI, is a privacy preserving identifier containing the concealed SUPI. The UE shall generate SUCI using the raw public key that was securely provisioned in control of the home network. 

The protection scheme uses the raw public key of the home network. The UE shall construct a scheme-input from the subscription identifier part of the SUPI, as specified by the protection scheme (e.g., applying some padding-scheme). The UE shall execute the protection scheme with the constructed scheme-input as input and take the output as the scheme-output.

The UE shall not conceal the home network identifier (e.g., mobile country or network code).

The UE shall construct the SUCI as consisting of the home network identifier, the identifier of the home network public key, and the scheme-output.

NOTE:
The scheme-output depends on the protection schemes as described in Annex C. 

Editor's note: The freshness and randomization of the SUCI, that has been generated with other schemes than the null-scheme, are FFS. It may be that each of the schemes will take care of this issue, and no standard solution would be needed.
6.8.3
Subscription temporary identifier

A new 5G-GUTI shall be sent to a UE only after a successful activation of NAS security. The 5G-GUTI is defined in TS 23.003 [19].

Editor's note:
The structure of 5G-GUTI is currently defined only in TS 23.501. This editor's note will be removed when 5G-GUTI is formally defined in TS 23.003.

Upon receiving Registration Request message of type "initial registration" or "mobility registration update" from a UE, the AMF shall send a new 5G-GUTI to the UE in Registration Accept message.

Editor’s note:
It is FFS to determine if AMF shall send a new 5G-GUTI to UE for Registration procedure of type "periodic registration update". It is so because, mandating AMF to send new 5G-GUTI in this case would also mean mandating UE to send Registration Complete message to confirm the new 5G-GUTI. However, by design, periodic registration update is a light weight procedure and normally the final Registration Complete message is not used.

Upon receiving network triggered Service Request message from a UE (i.e., Service Request message sent by UE in response to a Paging message), the AMF shall send a new 5G-GUTI to the UE.

Editor’s note:
It is FFS to determine how AMF sends a new 5G-GUTI to UE after network triggered Service Request procedure. Some potential ways to do so could be sending Service Response message if applicable or by initiating a 5G-GUTI reallocation procedure. Service Response message and 5G-GUTI reallocation procedures are not yet sufficiently/formally defined in TS 23.502.

NOTE 1:
It is left to implementation to re-assign 5G-GUTI more frequently than in cases mentioned above.

NOTE 2:
It is left to implementation to generate 5G-GUTI containing 5G-TMSI that uniquely identifies UEs within the AMF. It is recommended for the implementation to generate 5G-TMSIs following best practices of unpredictable identifier generation.

6.8.4
Subscription identification procedure

Editor's Note: The content of this clause is meant to correspond to 33.401, clause 6.1.3, which is about the Identity request/response procedure between serving network and UE invoked in case the SN is unable to resolve the temporary identifier.
7          Security Procedures between 5G Network Functions 

7.1
Guidelines for protection of IP based interfaces

7.1.1
General

Editor's Note: Whether to include management interfaces here is FFS. 

Editor's Note: The security of the F1 interface is FFS.

The protection of IP based interfaces for 5GC and 5G-AN shall be done according to NDS/IP as specified in TS 33.210 [3]. Traffic on interfaces carrying control plane signalling shall be integrity protected according to NDS/IP. In addition to the mandatory integrity protection, traffic carrying subscriber specific sensitive data, e.g. cryptographic keys, shall be also confidentiality protected according to NDS/IP. 

NOTE 1:
According to TS 33.210 [3] and TS 33.310 [5], in case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection.

7.1.2
Implementation requirements

Whenever IPsec ESP is required, then it shall be implemented according to RFC 4303 [4] as profiled by TS 33.210 [3]. For IPsec implementation, tunnel mode is mandatory to implement while transport mode is optional. 

Editor's Note: Whether IPsec support is mandatory or optional for 5G CN entities is FFS. 

Whenever IKEv2 certificates based authentication is required, then it shall be implemented according to TS 33.310 [5]. The certificates shall be implemented according to the profile described by TS 33.310 [5]. IKEv2 shall be implemented conforming to the IKEv2 profile described in TS 33.310 [5].

7.1.3
QoS considerations

If the sender of IPsec traffic uses DiffServ Code Points (DSCPs) to distinguish different QoS classes, either by copying DSCP from the inner IP header or directly setting the encapsulating IP header's DSCP, the resulting traffic may be reordered to the point where the receiving node's anti-replay check discards the packet. If different DSCPs are used on the encapsulating IP header, then to avoid packet discard under one IKE SA and with the same set of traffic selectors, distinct Child-SAs should be established for each of the traffic classes (using the DSCPs as classifiers) as specified in RFC 4301 [6]. 

Editor's Note: This might need to be revised depending on the progress on the QoS architecture in other working groups.

7.2
Security procedures on N2

Editor's Note: includes equivalent of S1-MME messages, like key transport to base station, as well as message protection, i.e. backhaul link security)

N2 is the reference point between the AMF and the 5G-AN. It is used, among other things, to carry NAS signalling traffic between the UE and the AMF over 3GPP and non-3GPP accesses.

In order to protect the N2 reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in clause 7.1.2. IPsec is mandatory to implement on the gNB. On the core network side, a SEG may be used to terminate the IPsec tunnel.

Editor's Note: The implementation requirement on the 5G-RAN side in general and the gNB in particular is FFS.

7.3
Security procedures on N3 

N3 is the reference point between the 5G-AN and UPF. It is used to carry user plane data from the UE to the UPF. 

In order to protect the traffic on the N3 reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in clause 7.1.2 with confidentiality, integrity and replay protection. IPsec is mandatory to implement on the gNB. On the core network side, a SEG may be used to terminate the IPsec tunnel.

Editor's Note: The implementation requirement on the 5G-RAN side in general and the gNB in particular is FFS.

QoS related aspects are further described in clause 7.1.3.
7.4
Security messages over N12  

This subclause lists the security-related messages that are run over the N12 interface between the AMF and the AUSF. The N12 interface is defined in TS 23.501 [2]. 

In the present release of this specification, the AMF is co-located with the SEAF. 

The messages listed here are used in procedures that are described in clause 6. 

NOTE: The names of messages used here are specific to the present specification and may be different in other 3GPP specifications. 

Editor’s Note: Suitable names for the N12 messages listed as N12(xxx) below have to be found, in collaboration with CT4.
Messages independent of the authentication method: 

-
Authentication Initiation Request (5G-AIR): 

This message sent from SEAF to AUSF is described in clause 6.1.2 of the present specification. The content of this message is independent of any authentication method. 

Messages dependent on the authentication method:

-
5G Authentication Initiation Answer (5G-AIA): 

This message sent from AUSF to SEAF is described in clause 6.1.3 of the present specification. This message contains the first authentication message sent by the AUSF. The content of this message is hence dependent on the authentication method selected by the AUSF.

Messages relating to EAP-AKA':

-
5G-AIA containing the EAP-Request/AKA'-Challenge sent to the UE: 

This message sent from AUSF to SEAF is described in clause 6.1.3.1 of the present specification.
-
N12(EAP-Response/AKA'-Challenge): 

This message sent from SEAF to AUSF is described in clause 6.1.3.1 of the present specification. It contains the EAP-Response/AKA'-Challenge sent from the UE.

-
N12(EAP-Request /AKA'-Notification): 

This conditional message sent from AUSF to SEAF is described in clause 6.1.3.1 of the present specification. It contains the EAP- Request /AKA'- Notification sent to the UE.

-
N12(EAP-Response/AKA'-Notification): 

This conditional message sent from SEAF to AUSF is described in clause 6.1.3.1 of the present specification. It contains the EAP-Response/AKA'- Notification sent to the UE.

-
N12(EAP-Success): 

This message sent from AUSF to SEAF is described in clause 6.1.3.1 of the present specification. It contains the EAP-Success message sent to the UE. It also contains the anchor key.

The following messages are part of EAP-AKA’ (cf. RFC 4187 [21] and RFC 5448 [12]), but not shown in 6.1.3.1:

-
N12(EAP-Request/AKA’-Reauthentication)

This message sent from AUSF to SEAF. It contains EAP-Request/AKA’-Reauthentication message the sent to the UE.

-
N12(EAP-Response/AKA’-Reauthentication)

This message sent from SEAF to AUSF. It contains the EAP-Response/AKA’-Reauthentication message sent from the UE

-
N12(EAP-Response/AKA’-Authentication-Reject)

This message sent from SEAF to AUSF. It contains the EAP-Response/AKA’-Authentication-Reject message sent from the UE.

-
N12(EAP-Response/AKA’-Synchronization-Failure)

This message sent from SEAF to AUSF. It contains the EAP-Response/AKA’-Synchronization-Failure message sent from the UE.

-
N12(EAP-Response/AKA’-Client-Error)

This message sent from SEAF to AUSF. It contains the EAP-Response/AKA’-Client-Error message sent from the UE.

-
N12(EAP-Failure)

This message sent from AUSF to SEAF. It contains the EAP-Failure message sent to the UE.

Editor’s Note: It is to be finally decided by CT1 whether the method-specific identity exchange messages EAP-Request/AKA’-Identity and EAP-Response/AKA’-Identity are needed in 5G. 

Messages relating to EPS AKA*:

-
5G-AIA containing the EPS AKA* authentication vector(s), as described in clause 6.1.3.2.

-
5G Authentication Confirmation (5G-AC) message: 

This message sent from SEAF to AUSF is described in clause 6.1.3.2 of the present specification.
-
5G Authentication Synchronization message

This message is sent from SEAF to AUSF. It is not shown in clause 6.1.3.2 of the present specification authentication. It corresponds to the authentication data request with a "synchronisation failure indication" as specified in 3GPP TS 33.102 [9], clause 6.3.5.

7.5
Security messages over N13 
This subclause lists the security-related messages that are run over the N13 interface between the AUSF and the ARPF inside the UDM. The N13 interface is defined in TS 23.501 [2]. 

The messages listed here are used in procedures that are described in clause 6. 

Editor's note: The following message names should be more distinctive from each other: Authentication Initiation Request (AIR), Authentication Information Request (AIR) and Authentication Information Response (AIR).  
NOTE: The names of messages used here are specific to the present specification and may be different in other 3GPP specifications. 

List of messages: 

-
Authentication Information Request (Auth Info-Req): 

This message sent from AUSF to UDM/ARPF is described in clause 6.1.2 of the present specification. 

For the case of a synchronization failure, AV-ReqAuth Info-Req additionally contains the parameters RAND and AUTS, as specified in 3GPP TS 33.102 [9], clause 6.3.5. The AUSF determines that there is a case of synchronization failure when receiving one of the messages EAP-Response/AKA’-Synchronization-Failure or 5G Authentication Synchronization message described in clause 7.4 of the present specification. 

-
Authentication Information Response (Auth Info-Resp):

This message sent from UDM/ARPF to AUSF is described in clause 6.1.3 of the present specification. For EAP-AKA', the description of the content of Auth Info-Resp can be found in clause 6.1.3.1. For 5G AKA, the description of the content of Auth Info-Resp can be found in clause 6.1.3.2.

7.6
Security procedures on N14
7.7
Security procedures on Xn

Xn is the interface connecting 5G-RAN nodes. It is used to carry signalling and user plane data.

In order to protect the traffic on the Xn reference point, it is required to implement IPsec ESP and IKEv2 certificates based authentication as specified in clause 7.1.2 with confidentiality, integrity and replay protection. 

QoS related aspects are further described in clause 7.1.3.
8           Security Procedures between UE and 5G Radio Access Network Functions
Editor’s Note: The content of this clause should cover network options 2, 4, 5 and 7. The content in this clause should cover both eNB and gNB.

Editor’s Note: The content of clauses with titles related to mechanisms between the UE and the CN is intended to capture the implications or the impact (if any) on the AS security mechanisms.
8.1
Security negotiations

8.1.1
Handling of user-related keys in 5G-RAN

8.1.1.1
5G-RAN key setting

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.1, which is about 5G RAN key setting during AKA. 

8.1.1.2
5G-RAN key identification

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.2, which is about 5G-RAN key identification. It is ffs wether the text in this subclause should be limited to key set identification parameters sent over interfaces, e.g. eKSI over NAS for identifying a NAS security context or NCC over RRC for identifying an NH key. 

8.1.1.3
5G-RAN key lifetimes

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.3, which is about 5G-RAN key lifetimes. 

8.1.2
AS Security mode command procedure and algorithm negotiation

8.1.2.1
Procedures for AS algorithm selection

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.4.2, which is about AS algorithm negotiation procedure. 

8.1.2.1.1

Xn-handover 

At handover from a source gNB over Xn to a target gNB, the source gNB shall include the UE 5G security capabilities and ciphering and integrity algorithms used in the source cell in the handover request message. The target gNB shall select the algorithm with highest priority from the received UE 5GS security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms it continues to use the same algorithms as before the handover (see TS 38.331 [22]). In the path-switch message, the target gNB shall send the UE 5G security capabilities received from the source gNB to the AMF. The AMF shall verify that the UE 5G security capabilities received from the target gNB are the same as the UE 5G security capabilities that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored UE 5G security capabilities to the target gNB in the path-switch acknowledge message. Additionally, the AMF may log the event and may take additional measures, such as raising an alarm.

If the target gNB receives UE 5G security capabilities from the AMF in the path-switch acknowledge message, the target gNB shall update the AS security context of the UE with these UE 5G security capabilities. The target gNB shall select the algorithm with highest priority from these UE 5G security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The target gNB shall immediately initiate RRC Connection Reconfiguration procedure indicating the selected algorithms to the UE.

Editor’s Note: This RRC Connection Reconfiguration needs to be confirmed with the RAN groups.

Editor’s Note: The mechanism needs to be verified.

NOTE:
Transferring the ciphering and integrity algorithms used in the source cell to the target gNB in the handover request message is for the target gNB to decipher and integrity verify the RRC Reestablishment Complete message on SRB1 in the potential RRC Connection Re-establishment procedure. The information is also used by the target gNB to decide if it is necessary to include a new selection of security algorithms in the handover command.

8.1.2.1.2
N2-handover

At handover from a source gNB to a target gNB over N2 (possibly including an AMF change and hence a transfer of the UE 5G security capabilities from source AMF to target AMF), the target AMF shall send the UE 5G security capabilities to the target in the N2 HANDOVER REQUEST message. The target gNB shall select the algorithm with highest priority from the UE 5G security capabilities according to the prioritized locally configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the handover command if the target gNB selects different algorithms compared to the source gNB. If the UE does not receive any selection of integrity and ciphering algorithms it continues to use the same algorithms as before the handover (see TS 38.331 [22]). 

Editor’s Note: The message names for the signalling messages sent on N2 interface needs to be aligned with RAN3 specifications when available.

8.1.2.1.3
Intra-gNB handover

It is not required to change the AS security algorithm during intra-gNB handover. If the UE does not receive an indication of new AS security algorithms during an intra-gNB handover, the UE shall continue to use the same algorithms as before the handover (see TS 38.331 [a]).

Editor’s Note: The concept of intra-gNB needs to be clarified in the context of the CU-DU split.

8.1.2.2
AS security mode command procedure

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.4.5, which is about AS security mode command procedure.
8.2
Security handling in state transitions
8.2.1
Key handling at connection and registration state transitions 

8.2.1.1
Key handling at transitions between RM-DEREGISTERED and RM-REGISTERED states 

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.5, which is about key handling at state transitions to and away from RM-DEREGISTERED.

8.2.1.1.1
Transition from RM-REGISTERED to RM-DEREGISTERED

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.5.1, which is about Transition to EMM-DEREGISTERED.

8.2.1.1.2
Transition from RM-DEREGISTERED to RM-REGISTERED

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.5.2, which is about Transition away from EMM-DEREGISTERED.

8.2.1.2
Key handling at transitions between CM-IDLE and CM-CONNECTED states

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.6, which is about key handling at state transition from CM-IDLE to CM-CONNECTED and state transition from CM-CONNECTED to CM-IDLE.

8.2.1.2.1
Transition from CM-IDLE to CM-CONNECTED

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.6.1, which is about key handling at state transition from CM-IDLE to CM-CONNECTED. 

8.2.1.2.2
Establishment of keys for cryptographically protected radio bearers

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.6.2, which is about keys for cryptographically protected radio bearers.

8.2.1.2.3
Transition from CM-CONNECTED to CM-IDLE

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.6.3, which is about key handling at state transition from CM-CONNECTED to CM-IDLE.

8.2.1.3
Key handling for the Registration procedure when registered in 5G-RAN

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.7, which is about key handling for the Registration procedure when registered in 5G-RAN.

8.2.2
Key handling at RRC state transitions

8.2.2.1 
Key handling at transitions between RRC-INACTIVE and RRC-CONNECTED states

Editor’s Note: The content of this clause is about key handling in state transitions from RRC-INACTIVE to RRC-CONNECTED and from RRC-CONNECTED to RRC-INACTIVE.

8.2.2.2
Key handling during mobility in RRC-INACTIVE state

Editor’s Note: The content of this clause is about key handling during mobility in RRC-INACTIVE state.
8.3
Security handling in mobility

8.3.1
Key handling in handover

8.3.1.1
General

8.3.1.1.1
Access stratum

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.1.1, which is about key handling in access stratum in handover. 

8.3.1.1.2
Non access stratum

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.1.2, which is about NAS aspects that needs to be considered in handover.

8.3.1.2
Key derivations for context modification procedure 

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.3, which is about key derivations for context modification procedure.

8.3.1.3

Key derivations during handovers

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.2.8.4, which is about key derivations during handover.

8.3.1.3.1
Intra-gNB handover

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.2.8.4.1, which is about intra-eNB handover and intra-gNB handover.

8.3.1.3.2
Xn-handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.2, which is about Xn-handover.

8.3.1.3.3
N2-Handover

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.3, which is about N2-handover.

8.3.1.3.4
UE handling

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.8.4.4, which is about UE handling in handover.

8.3.1.4
Key-change-on-the fly

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9, which is about key-change-on-the-fly.

8.3.1.4.1
General

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.1, which is about general information related to key-change-on-the-fly.

8.3.1.4.2
AS key re-keying

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.2, which is about KeNB re-keying.

8.3.1.4.3
AS key refresh

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.2, which is about KeNB refresh.

8.3.1.4.4
NAS key re-keying 

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.2.9.4, which is about NAS key re-keying.

8.4
UP security mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.3, which is about UP security mechanisms.

8.4.1
UP confidentiality mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.3.1, which is about UP confidentiality mechanisms.

The PDCP protocol as specified in TS 38.323 [23] between the UE and the 5G-RAN shall be responsible for user plane data confidentiality protection.

Editor’s Note: The input parameters for confidentiality algorithm are FFS.

8.4.2
UP integrity mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.3.2, which is about UP integrity mechanisms.

The PDCP protocol as specified in TS 38.323 [23] between the UE and the 5G-RAN shall be responsible for user plane data integrity protection.

Editor’s Note: The input parameters for integrity algorithm are FFS.

8.5
RRC security mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.4, which is about RRC security mechanisms.

8.5.1
RRC integrity mechanisms

Editor’s Note: This clause is meant to contain content corresponding to TS 33.401 [10], clause 7.4.1, which is about RRC integrity mechanisms.

8.5.2
RRC confidentiality mechanisms

Editor’s Note: This clause is meant to contain contents corresponding to TS 33.401 [10], clause 7.4.2, which is about RRC confidentiality mechanisms.
8.6
Security handling in radio link failure
8.7
Dual Connectivity 

Editor's note: more subheadings from 33.401 clause 7 or 33.899 sec area#4?
Editor’s Note: This clause is meant to contain contents on security for all the dual connectivity options, i.e. options 4 and 7.
9           Security of Interworking

Editor's Note: This clause covers security of Interworking with LTE systems
10           Security Aspects of IMS Emergency Session Handling

Editor's Note: This clause covers emergency session aspects.
11           Security for non-3GPP access to the 5G Core network
Editor's Note: This clause covers untrusted non-3GPP access.
12           Security Procedures between UE and external data networks via the 5G Network 

Editor's Note: This clause covers, e.g. secondary authentication.12.1
EAP based secondary authentication by an external DN-AAA server

12.1.1
General

This clause specifies support for optional-to-use secondary authentication between the UE and an external data network (DN). 

EAP shall be used for authentication between the UE and a DN-AAA server in the external data network. The SMF shall perform the role of the EAP Authenticator. It relies on an external DN-AAA server to authenticate and authorize the UE request for the establishment of a PDU sessions. 

Between the UE and the SMF, EAP messages are sent in the SM NAS message. The SMF communicates with the external DN-AAA over N4 and N6 via the UPF.

12.1.2
Procedure

Editor's Note: modify to use proper normative language, 'shall', 'is' etc. 'shall' is to be used only for the security part.

Editor's Note: figure needs to be editable.

Editor's Note: text needs to make clear that figure shows non-authentication messages only for illustration, they are not part of the normative text in the present TS.
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Figure 12.1.2-1 EAP Authentication with an external AAA server

The following procedure is based on clauses 4.3.2.2.1 and 4.3.2.3 in TS 23.502[8].

1-3 The NG-UE registers with the network performing primary authentication with AUSF/ARPF based on its network access credentials and establishes a NAS security context with the AMF.

4. The UE shall initiate establishment of a new PDU Session by sending a SM NAS message containing a PDU Session Establishment Request. The UE includes the service it would like to obtain (identified by S-NSSAI) and the PDN it would like to connect to (identified by DNN).


The NAS message may contain SM PDU DN Request Container containing information for the PDU session authorization by the external DN. 

5. The AMF selects an SMF and sends a “SM Request” message with SM NAS as one of its payload. It also forwards the Permanent User ID and the received S-NSSAI, DNN.

6. The SMF obtains subscription data from UDM for the given Permanent User ID obtained from AMF in step 5. The SMF checks whether the UE request is compliant with the user subscription and with local policies. If not, the SMF will reject UE's request via SM-NAS signaling and skip rest of the procedure.

7. The SMF shall trigger EAP Authentication to obtain authorization from an external DN-AAA server. 

8. The SMF shall send an EAP Request/Identity message to the UE.

9. The UE sends an EAP Response/Identity message. The UE includes its DN-specific identity complying with Network Access Identifier (NAI) format.

NOTE: Steps 8 and 9 are optional. To avoid this additional round-trip, the secondary authentication identity may be sent in step 4.

10. The SMF selects a UPF and initiates a N4 Session establishment procedure with it. The SM PDU DN Request Container, if provided by the UE, is forwarded to the UPF, which further relays it to the DN.

NOTE: Clause 4.3.2.3 in TS 23.502 [8] describes the transport mechanism for delivery of EAP messages between the UE and the external AAA server. 

This establishes an end-to-end connection between the SMF and the external DN-AAA server for EAP exchange.

11. The UPF shall forward the EAP Response/Identity message to the DN AAA Server.

12. The DN AAA server and the UE shall exchange EAP messages as required by the EAP method. 

13. After the completion of the authentication procedure, DN AAA server sends EAP Success message to the SMF.

14. This completes the authentication procedure at the SMF.

If the authorization is successful, PDU Session Establishment proceeds further starting step 6a of Figure 4.3.2.2.1-1 in TS 23.502 [8].
15a-15b. The SMF initiates a N4 Session Modification procedure with the selected UPF as in steps 9.a and 9.b of Fig 4.3.2.2.1-1 in TS 23.502 [8].
16. The SMF sends “SM Request Ack” to AMF as in step 10 of Fig. 4.3.2.2.1-1 in TS 23.502[8]. This message shall include EAP Success to be sent to the UE within the NAS SM “PDU session establishment accept”.

17. The AMF forwards NAS SM “PDU session establishment accept” along with EAP Success to the UE as described in steps 11 and step 12 of Figure 4.3.2.2.1-1 in TS 23.502[8].

The UE-requested PDU Session Establishment proceeds further as described in clause 4.3.2.3 in TS 23.502[8].

In case of a Home Routed deployment, it is the SMF in the HPLMN that shall take the role of the authenticator.
13
Security Aspects of SMS over NAS

Specific services of SMS over NAS is defined in the TS 23.501 [2], and procedures for SMS over NAS is specified in the TS 23.502 [8]. 

For registration and de-registration procedures for SMS over NAS, the details are specified in clause 4.13.3.1 and 4.13.3.2. The NAS message can be protected by NAS security mechanisms.

For MO/MT SMS over NAS in CM-IDLE/CM-CONNECTED via 3GPP/non-3GPP, UE has already activated NAS security with AMF before sending/receiving SMS. The NAS Transport message shall be ciphered with NAS ciphering key based on KAMF, and integrity protected with NAS integrity key based on KAMF by the UE/AMF as described in clause 6.6 in this specification.

For MO SMS using one step approach in CM-IDLE, an initial NAS message including SMS shall be integrity protected with NAS integrity key based on KAMF. In addition, this NAS message needs to be partially ciphered based on NAS ciphering key with the same encryption algorithm that was agreed during the NAS SMC exchange. In this case, an indication for partially ciphered shall be included in the NAS message, and the length of the key stream is set to the length of the part of the initial plain NAS message that is to be ciphered.
Editor’s Note: The details for partially ciphered mechanisms shall be defined by CT1 specification. Additional text needs to clarify both SMS over NAS procedures as described by SA2 are FFS.
Annex A (normative): 
Key derivation functions

Annex B (informative):
Using additional EAP methods for primary authentication

B.1 
Introduction 

The present annex describes the usage of additional EAP methods for primary authentication within 5G system. Annex x is provided as an example on how the 5G authentication framework for primary authentication can be applied to other EAP methods than EAP AKA'. The additional EAP methods are assumed to be used in special use cases, such as in private networks or with IoT devices in isolated deployment scenarios as specified in TS 22.261 [y]. 

B.2
Primary authentication and key agreement 

B.2.1
Security Procedures with EAP TLS 

Editor's Note: This clause is meant to describe the security procedures with EAP TLS. 

B.3
Key derivation 

Editor's Note: The content of this clause is meant to describe how key derivation is done with additional EAP methods. The clause should take a stand e.g. on serving network binding or other key derivation related aspects.

Annex C (normative):
Protection schemes for concealing the subscription permanent identifier 

C.1 
Introduction 

The present Annex specifies the protection schemes for concealing the subscription permanent identifier 

C.2 
Null-scheme  

The null-scheme shall be implemented such that it returns the same output as the input, which applies to both encryption and decryption.

When using the null-scheme, the SUCI does not conceal the SUPI and therefore the newly generated SUCIs do not need to be fresh. 

NOTE 1:
The reason for mentioning the non-freshness is that, normally, in order to attain unlinkability (i.e., to make it infeasible for over-the-air attacker to link SUCIs together), it is necessary for newly generated SUCIs to be fresh. But, in case of the null-scheme, the SUCI does not conceal the SUPI. So unlinkability is irrelevant.

NOTE 2:
The null-scheme provides no privacy protection.

Editor’s note: It is FFS if the visited network should be able to require usage of the null-scheme and how to avoid that a fake visited network forces the UE to use the null-scheme.
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