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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

Y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

This Technical Report studies and evaluates architectural enhancements for Machine Type and other mobile data applications communications.

Specifically, the following system improvements are considered:

-
Small Data Transmissions which includes the following aspects:

-
Small Data Transmissions as per the service requirements defined in the clause 7.2.5 of TS 22.368; and

-
Efficient handling of frequent small data transmission as per the service requirement defined in clause 4.3.1 of TS 22.101.

-
Triggering Enhancements which includes the following aspects:

-
Device triggering enhancements including T5 based device trigger and other triggering efficiency optimizations.

-
Monitoring Enhancements which includes the following aspect:

-
Monitoring as per the service requirements defined in the clause 7.2.8 of TS 22.368.
-
UE Power Optimizations which includes the following aspects:
-
Optimizations to prevent battery drain (that may come from e.g. frequent changes between Idle and Connected mode or too long periods in connected mode); and

-
Lower UE Power Consumption as per the service requirements defined clause in clause 7.1.1 of TS 22.368.

-
Group based features which include the following aspects:
-
Fulfil the group based policing requirements (TS 22.368 clause 7.2.14.2);

-
Fulfil the group based addressing requirements (TS 22.368 clause 7.2.14.3); and

-
Fulfil the group based charging requirements (TS 22.368 clause 7.1.5).

The end-to-end application layer aspects between UEs and Application servers including SCS (which can be located outside or inside the network operator's domain) are out of the scope of this study. However, the transport services as provided by the 3GPP system and the related optimizations are considered in this study. 

This Technical Report analyzes architectural aspects to achieve these objectives and to gather technical content until it can be included in the relevant technical specifications.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.368: "Service Requirements for Machine-Type Communications".

[3]
3GPP TS 23.682: “Architecture enhancements to facilitate communications with packet data networks and applications”.

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.368 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

MTC
Machine Type Communications

M2M
Machine-to-Machine

4
Architectural Considerations

4.1
Architectural Principles
Editor’s Note:
This subclause captures principles that can be agreed in discussion of architecture. Once agreed, these principles will guide further work in the TR.

4.2
Architecture Model

Editor's note:
This section will capture the changes to architecture reference model described in TS 23.682[3].

5
Small Data and Device Triggering Enhancements (SDDTE)
5.1
Small Data Transmission
5.1.1
Key Issue - Efficient Small Data Transmission 
5.1.1.1
Description

Many MTC applications send or receive small amounts of data. This characteristic of MTC application may lead to inefficient use of resources in the 3GPP system. This key Issue identifies the solutions to transmit and receive small amount of data efficiently through 3GPP system. The exact amount that is considered to be small may differ per individual system improvement proposal. It is the amount of data where a specific system improvement proposal still provides its benefits.

For small data transmission it is assumed that data transfer can happen any time when needed by the application. Before the transmission of the small data, the MTC device may be attached to or detached from the network.

5.1.1.2
Architectural Requirements
The following functionalities are required for Small Data Transmission:
-    The system shall support transmissions of small amounts of data efficiently with minimal network impact (e.g. signalling overhead, network resources, delay for reallocation).
5.1.1.3
Solutions

5.1.1.3.1
Solution: Small Data Transfer starting from RRC IDLE (E-UTRAN): Use of pre-established NAS security context to transfer the IP packet as NAS signalling without establishing RRC security 
5.1.1.3.1.1
General

Editor’s note:
This is a development of the concept in clause 6.52.2.6 of TR 23.888 "Use of pre-established NAS security context to transfer the SMS PDUs as NAS signalling without establishing RRC security".

In LTE, the current data transfer procedures require the use of the Service Request procedure. This entails the download of the RRC security context to the eNB and the establishment of the radio bearers. If all that is intended is the transfer of one, possibly small, IP data packet, and perhaps its response, and the UE was in RRC IDLE state, these procedures lead to a substantial increase in radio resource utilisation. In this clause, the proposed optimisations that relate to UEs that were in RRC IDLE in E-UTRAN are given the name tag ‘infrequent small data’.

In 2G GPRS, these procedures are avoided as 2G-PS is relatively connectionless, and, the user plane and signalling messages are encrypted at the SGSN, not in the RAN.
If the MME is using encryption functionality for the NAS signalling, the transfer of the RRC security context to the eNB does not seem strictly necessary. Note that when performing a TAU from Idle mode, the RRC security context and radio bearers are not established.

Figure 5.1.1.3.1.1-1, below, illustrates the architecture for this 'infrequent small data' feature.
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Figure 5.1.1.3.1.1-1: E2E data paths for small data transmission

The following figures show the existing message sequence and describe a more optimised message sequence for the transfer of one IP packet (and its response). Neither of the figures below shows the layer 2 acknowledgements or Hybrid ARQ mechanisms.
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Figure 5.1.1.3.1.1-2: Current LTE message sequence for the transfer of one IP packet pair
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Figure 5.1.1.3.1.1-3: Optimised LTE message sequence for the transfer of one IP packet pair
LTE procedure for single MO IP packet (and response):

a)
The mobile performs Attach activating a PDN connection or TAU (with an already active PDN a connection).


During the Attach and TAU procedures, the UE and MME exchange information on their ability to support the "infrequent small data" procedures. The MME also obtains information (e.g. from the HSS) about the likelihood that this UE will predominately use (or not use) the ‘infrequent small data’ transfer feature.


As a result, the MME might perform UTRAN-MOCN style MME redirection procedures to cause the UE to register on an MME optimised for MTC Small Data Transfers.


The finally selected MME instructs the UE to use encryption of NAS signalling messages.


The finally selected MME performs S-GW and P-GW selection taking into account the UE's likelihood to perform ‘infrequent small data’ transfers.


The UE returns to RRC Idle mode.

b)
When the UE's application knows that it needs to send just one IP packet (and that this uplink IP packet should not trigger multiple downlink IP packets), e.g. the UE's application requests NAS to request the UE's AS to establish an RRC connection "for a Tracking Area Update" (sending the S-TMSI in the RRC Connection Request). However, the NAS PDU is a new form of initial layer 3 message that includes the IP packet and its EPS Bearer ID in an encrypted IE. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The unencrypted part of this new initial layer 3 message in the NAS PDU carries the "KSI and sequence number" IE and the MME uses this, and the S-TMSI, to identify the security context to decrypt the IP packet and EPS Bearer ID.

NOTE 1:
RRC has not placed any significant size constraint on the NAS PDU payload. Hence RRC is believed to be able to support a 1500 byte IP packet within the NAS PDU. Any loss of radio efficiency needs to be determined, but, it is believed that power control features would work correctly, and, that low end devices would not deploy advanced/multi antenna features that need the download of the UE Radio Capabilities IE from the MME to the eNB.


The size of this NAS PDU means that it is worth setting the RRC establishment cause to "mo-Signalling' rather than "mo-Data".

NOTE 2:
The "mo-Signalling" cause value, potentially coupled with the receipt of the S-TMSI in the RRC Connection Request, can be used by the eNB to detect that a short lived signalling procedure is in progress. Hence it is unlikely that the MME will download the security context to the eNB. Without the security context, handover cannot be performed. Thus radio resources can be saved if the eNB does not configure the UE to perform measurement reporting.


If the UE's application knows that it needs to transfer more than one uplink and one downlink IP packet, then it should (shall) use the normal service request procedure.

NOTE 3:
It could be considered to use this procedure to transfer more than one (pair) of IP packets. This may be possible (e.g. it is not dissimilar to TAU procedures where several NAS messages can be exchanged without downloading the UE Radio Capabilities to the eNB), however this would have a larger RAN performance impact.

NOTE 4:
How to ensure that the application correctly uses the Service Request procedure and does not abuse this 'Small Data' NAS procedure is an open issue. However the MME's ability to release the connection provides a control point. An additional possibility is for the NAS signalling in the Attach/TAU procedure to carry a TFT, or some other 'rule', to the UE which the UE uses to restrict the traffic that can use the 'Small Data' procedure.

c)
The eNB forwards the encrypted IP packet to the MME in the S1AP Initial UE message.

d)
The MME decrypts the IP packet.


Using the EPS Bearer ID, the MME retrieves the IP address and TEID of that bearer, forms the GTP-U packet and sends it to the S-GW.

e)
The S-GW sends the packet to the P-GW and the P-GW forwards the IP packet on to the SGi interface.

f)
The MME uses knowledge of the subscriber to determine whether to proceed with the full UE triggered Service Request procedure, or, to immediately release the RRC connection, or to wait for some time (e.g. to see if a downlink IP packet causes the S-GW to send a Downlink Data notification to the MME).

g)
(If the MME has not proceeded with the full UE triggered Service Request procedure,) when a (response) IP packet arrives in the S-GW, the S-GW appends the IP packet to the Downlink Data Notification and sends it to the MME. The S-GW also buffers the IP packet.

h)
If the MME has retained the RRC connection, then the MME can append the EPS Bearer ID to the downlink IP packet, encrypt them and send them in a downlink NAS PDU to the UE. Knowledge of the subscriber type would permit the MME to request the eNB to release the RRC connection in conjunction with the eNB's delivery of the NAS PDU/IP response packet.

i)
The Downlink Data Notification Ack sent by the MME to the SGW is extended to inform the SGW that the packet has been delivered (or, that the normal Network Initiated Service Request procedure has been triggered).

j)
If the S-GW has not received a Downlink Data Notification Ack indicating that the normal Network Initiated Service Request procedure has been triggered, when a second downlink IP packet arrives in the S-GW, the S-GW sends a new Downlink Data Notification with that IP packet appended to the S-GW. If the S-GW receives multiple IP packets, the S-GW can use the Downlink Data Notification to request the MME to perform the normal Network Initiated Service Request procedure.

Facets of the above procedure:
-
This IP packet pair transfer only uses 4 RRC messages (plus the Hybrid ARQ frames and the 2 messages that precede the RRC Connection Request).
LTE procedure for single MT IP packet delivery
This uses similar concepts to the MO case described above.
a)
The MME and UE have (at Attach/TAU) performed similar negotiations to those for the MO case, NAS encryption is activated and a PDN connection has been activated.

b)
when an IP packet arrives in the S-GW, the S-GW buffers the IP packet, appends it to the Downlink Data Notification and sends it to the MME. The S-GW monitors whether subsequent packets have arrived for the delivery to the UE and whether the total size of these packets is greater than the value configured by the operator's policy or subscription. If this is the case the S-GW sends the Downlink Data Notification to request the establishment of the S1 bearer(s).

c)
The MME pages. The addition of a "Small data flag" to the radio interface (and S1 interface) paging messages allows the UE to change the RRC establishment cause from "mt-access" to "mo-signalling" (or to a new cause value of "mt-signalling"). In turn, this RRC establishment cause allows the eNB to optimise its resource allocation and to not configure the UE for measurement reporting).


The MME uses knowledge of the subscriber to decide whether to include the "Small Data Flag", and, whether to not fully proceed with the subsequent Service Request procedure.


The Service Request sent as the paging response by the UE carries the "KSI and sequence number" IE. The MME uses this, and the S-TMSI, to encrypt the IP packet sent in step d below.

d)
The MME then sends the IP packet and EPS Bearer ID in an encrypted IE in a NAS PDU in an S1 Downlink NAS Transport message and the eNB sends the NAS PDU onto the UE.

e)
Typically the UE sends an IP packet as an acknowledgement. This IP packet, along with the EPS Bearer ID, is sent in an encrypted IE in a NAS PDU in an UL Information Transfer message. The eNB forwards the NAS PDU to the MME. The MME decrypts the IE, adds the GTP header and forwards it to the S-GW.


The UE adds a new optional IE to the UL Information Transfer to request the eNB to release the RRC connection.

f)
The eNB releases the RRC Connection.

5.1.1.3.1.2
Impacts on existing nodes and functionality

Editor’s note: To be completed.
5.1.1.3.1.3
Solution evaluation

Editor’s note:  this section is not finalised.

Typical IP flow scenarios (e.g. when TCP transport is used) require multiple round trips.

During this procedure, the RRC security context is not downloaded to the E-UTRAN: thus the UE cannot be handed over to any other cell.
Table 5.1.1.3.1.3-1: Comparison of Current and Optimised LTE mechanisms for the Mobile Originated transfer of one IP packet pair

	
	Number of radio interface events
	Number of core network signalling messages

	Current LTE design
	12 
+ 2 (for optional early UE measurement configuration)  
+ (multiple) measurement reports (dependent on radio conditions and mobility)
+ 2n (for any extra RRC reconfiguration during the inactivity before release)
	8

	Optimised design
	6
	4


5.1.1.3.2
Solution: Optimised handling of C-plane connection for Small Data and Device Trigger Transmission without U-plane bearer establishment in E-UTRAN

5.1.1.3.2.1
Problem Solved 

See clause 5.1.1 "Key Issue – Efficient Small Data Transmission" and clause 5.2.2 "Key Issue – Support for T5 device triggering".
5.1.1.3.2.2
General
The optimisations described hereafter, which are using SMS and small data unit as an example, can be used for any small data transfer or any other signalling transaction that requires only the control plane for NAS PDU transfers and that does not require the establishment of the U-plane RABs.

Depending on the triggered MTC application, the UE may either not require the establishment of U-plane bearers, or not the immediate establishment of U-plane bearer. 

For uplink case, if the UE just needs to send MO SMS or some small amount data, the UE can send MO SMS (as response to trigger or carries small data) to the MME, and the MME forward the MO SMS. Or the UE may carry small data via a new NAS message to the MME. Then the MME forward the small data or SMS to the designated network entity. 
In LTE, the current SMS over NAS procedures require the use of the Service Request procedure. This entails the download of the RRC security context to the eNB and the establishment of the U-plane radio bearers. If all that is intended is the transfer of one SMS or SMS-like small data packet, these procedures lead to a substantial increase in radio resource utilisation. For transmission of SMS or small data, the establishment of U-plane bearers is not necessarily needed.
The MME has encryption functionality for the NAS signalling and thus the transfer of the RRC security context to the eNB does not seem strictly necessary. Note that when performing a TAU procedure starting from Idle mode, the RRC security context and radio bearers are not established.
The following bullets describe more optimised message transfer sequences with SMS over NAS and small data as an example. The optimised transfer sequences, when used for SMS, are most suited for (and are described here for) the case when the CP layer has been removed, but, they can still function if the CP layer is retained. However, the generic approach (without the specifics of the SMS CP layer) works for any small data or SMS or signalling transfer using the control plane only.
MO SMS over NAS or MO small data LTE procedure:

a)  The mobile performs a combined Attach/TAU, typically, for “SMS-only” and returns to RRC-idle.

Only for the SMS CP layer optimization, during the Attach and TAU procedures, the UE and MME exchange information on their (and in the case of a real, separate, MSC, the MSC’s) ability to support optimised SMS procedures. The UE and MME also exchange information on their ability to support Optimised handling of C-plane connection. 

b)  The UE’s NAS requests the UE’s AS to establish an RRC connection “for a Tracking Area Update” (sending the S-TMSI in the RRC Connection Request). However, the new NAS PDU is a new form of initial layer 3 message that includes the SMS RP-DATA or small data unit in an encrypted IE. This NAS PDU is sent in the NAS container in the RRC Connection Setup Complete message. The unencrypted part of this new initial layer 3 message in the NAS PDU carries the “KSI and sequence number” IE and the MME uses this, and the S-TMSI, to identify the security context to decrypt the RP-DATA. The new NAS PDU implies that only the control plane, but no user plane RABs are to be established.
NOTE 1: 
During the Attach procedure, the RRC Connection Setup Complete message typically carries a NAS PDU of around 80 bytes (for an SRVCC mobile), so, the radio’s Layer 1 and 2 mechanisms are probably not harmed by an RP-DATA payload of up to 160 bytes. 

The size of this NAS PDU means that it is worth setting the RRC establishment cause to “mo-Signalling’ rather than “mo-Data”.

NOTE 2: 
The “mo-Signalling” cause value, potentially coupled with the receipt of the S-TMSI in the RRC Connection Request, can be used by the eNB to detect that a short lived signalling procedure is in progress. Hence it is unlikely that the MME will download the security context to the eNB. Without the security context, handover cannot be performed. Thus radio resources can be saved if the eNB does not configure the UE to perform measurement reporting.  

If the UE’s application knows that it needs to send multiple or concatenated SMSs or multiple small data units, then the UE sets a (new) flag in the new NAS PDU to inform the MME of this fact. The UE’s application could also indicate the number of SMSs or small data units that need to be sent. The main purpose is for the MME to know when the signalling RAB can be released. Possibly it can be also timer controlled, e.g. when some protocol for acknowledging data transfers gets defined.
c) The eNB forwards the encrypted RP-DATA or small data unit to the MME in the S1AP Initial UE message.
d)  The MME decrypts the RP-DATA or the small data units. And for an SMS, the MME (or SGs SMS IWF) adds the UE’s identity information (e.g. MSISDN received from the HSS in step a) and forwards the Short Message to the SMSC. For small data units other than SMS, the originator ID is likely provided as part of the small data units. The MME forwards the small data units to the network entity defined for the small data.

e) The SMSC stores the SM and returns an RP-ACK to the MME. small data units are processed by the network entity defined for small data units and any potentially required acknowledgements are returned.

f) The MME forwards the RP-ACK / acknowledgement in an encrypted NAS PDU to the eNB in an S1 Downlink NAS Transport message.

An additional, optional, IE is added to the S1 Downlink NAS Transport message that allows the MME to request the eNB to release the RRC connection. (The MME does not use this indication if the UE indicated that multiple SMSs needed to be transferred in step b.)

NOTE 3:
this situation is similar to the completion of a (periodic) TAU i.e. the MME has not sent the Initial UE Context message to the eNB and so the eNB cannot perform any commands on the UE that require RRC level security (in particular section 5.3.1.1 of TS 36.331 specifies that Handover cannot be performed in this state).

g) The eNB sends the RP-ACK to the UE and releases the RRC Connection. The small size of the RP-ACK means that it is possible for the eNB to include it as a NAS PDU within the RRC Connection Release message itself.

Facets of the above procedure:

·    This MO SMS transfer only uses 4 RRC messages (plus the Hybrid ARQ frames and the 2 messages that precede the RRC Connection Request.)

·    The CP Layer messages are not used.

MT SMS over NAS or MT small data LTE procedure
This uses similar concepts to MO SMS, but it requires 2 more RRC messages.

a)   For the SMS, the MME and UE have negotiated (at Attach/TAU) that the CP layer need not be used.

b)   Paging leads to the establishment of the RRC Connection. The addition of a “SMS flag” or “small data flag” to the radio interface (and S1 interface) paging messages allows the UE to change the RRC establishment cause from “mt-access” to “mo-signalling” (or to a new cause value of “mt-signalling”). In turn, this RRC establishment cause allows the eNB to optimise its resource allocation and to not configure the UE for measurement reporting). 

The initial NAS message (e.g. Service Request or a new NAS Request or TAU Request without the active flag) sent as the paging response by the UE carries the “KSI and sequence number” IE. The MME uses this, and the S-TMSI, to encrypt the RP-DATA / small data sent in step c below. The initial NAS message indicates that it is for signalling connection only.
c)  The MME then sends the RP-DATA/ small data in an encrypted IE in a new NAS PDU in an S1 Downlink NAS Transport message and the eNB sends the NAS PDU onto the UE.
The UE sends the RP-ACK/potential small data acknowledgement in an encrypted IE in a NAS PDU in an UL Information Transfer message and the eNB forwards the NAS PDU to the MME.
d) After reception of acknowledgements for all downlink transfers, the MME request the eNB to release the RRC connection.

e) The eNB releases the RRC Connection.
5.1.1.3.2.3.1
Further Optimization: C-plane connection termination aspects

The main difference to the procedures above results from the UE behaviour after receiving the small data or SMS (e.g. including a Device Trigger message. Namely, the eNB/MME may not immediately initiate the NAS/RRC connection release after the delivery of the small data or SMS . During the Device Trigger, SMS or small data processing in the UE, the UE determines if uplink data shall be immediately sent. Further, the uplink data may result in either 1) establishment/activation of EPS bearers for IP/based MO communication or 2) the transmission of MO SMS or small data. If the UE needs to transmit an MO SMS or small data, the UE reuses the existing NAS MM connection to the MME. If the UE needs to set up the U-plane bearers, the UE sends a corresponding EPS Bearer Activation message to the MME.

If the UE determines that the uplink data will be transmitted later (i.e. MO communication will be established later), the UE indicates to the MME that the NAS signalling connection is not anymore needed. The latter helps the network to shorten the radio resource occupation.
Alternatively the network (eNB/MME) decides when to initiate the NAS/RRC connection release after the delivery of the Device Trigger (e.g. MT SMS) or Small Data to the UE.

Editor’s Note: The mechanisms to determine the optimal duration of the C-plane only connection for transmission of Device Triggering and Downlink Small Data over NAS signalling are FFS. 

5.1.1.3.2.3.2
Further Optimization: RRC security aspects

Usually the MME decides whether to send Access Stratum (AS) security context to the eNB when UE transfers from IDLE to CONENCTED state.

Some reasons for the establishment of the AS-security for C-plane connection are:

1)
The support of mobility. When security is not configured for the RRC connection, the UE is not configured for mobility measurements; and 

2)
The ability of the UE to reliably activate the U-plane bearers if needed. It may be required to have RRC security established when exchanging EPS Session Management signalling between MME and UE. 

Editor’s Note: It is FFS to evaluate the benefits and drawbacks of the RRC security establishment for C-plane connection only.
,The MME may establish the Access Stratum (AS) security for the Signalling Radio Bearers. For this reason, the MME establishes only the UE AS-security context at the eNB for the RRC connection (i.e. the MME doesn’t include the E-RAB context in the S1-AP Initial Context Setup request message to the eNB). The main reasons for the establishment of the AS-security are 1) the support of mobility and 2) the ability of the UE to reliably activate the U-plane bearers if needed. 

5.1.1.3.2.4
Impacts on existing nodes and functionality

Editor’s note: Impacts on existing nodes and functionality is FFS.
5.1.1.3.2.5
Solution evaluation
Benefits:
-
No establishment of U-plane bearers (i.e. no DRBs) and no resource reservation over the radio interface;

-
Reduced signalling procedures in the core network (no S1-U establishment) and radio interface.

Drawbacks:

-
Modifications to the existing interfaces and nodes are needed.

5.1.1.3.3
Solution: Standalone Small Data Service with T5/Tsp and generic NAS transport

5.1.1.3.3.1
General
Carrying small volume of service data in signalling (e.g. NAS/T5/Tsp message) is an efficient way which can reduce the allocation of U-plane resources and radio resources. For the CN side, there is no need to allocate resources for PDN/PDP context connection and no need to restore some U-plane bearer context (e.g. S1-U bearer), since the small data goes through NAS signalling using the generic NAS transport messages. For the RAN side, future enhancement can be taken to avoid establishing DRB (Data Radio Bearer), and if applicable the small data can use the SRB (Signalling Radio Bearer). 
Editor’s Note: How the “generic NAS transport” message is transmitted in AS is FFS. It can either use SRB 1 (as proposed in TR 23.888 section 6.53), SRB 2 (same as SMS uses today) or DRB.
A well-defined container /protocol for small data transmission (e.g., named SDT protocol in the context of this TR) is used to carry small data sent from/to the UE. The SDT protocol runs between the UE and MME/SGSN. Any service data exchange between UE and SCS shall go through the MTC-IWF. 

When transferring between the UE and the MME/SGSN, the small data is encapsulated in a Generic NAS PDU, with the protocol type set to “SDT (Small Data Transmission)”. In E-UTRAN, Generic NAS Transport message can be used to carry small volume of service data (e.g. MTC specific small data). Similar mechanism can be defined for UTRAN. 

When transferring between the MME/SGSN and MTC-IWF, the small data is encapsulated in T5 message using the T5‑AP. T5 association is established at the time when the MME receives the uplink small data transmission, or when the MTC-IWF receives the downlink small data transmission. Also the T5 association can be pre-established during the Attach procedure for the UE which supports small data transmission. The MME/SGSN obtains the MTC-IWF address from UE subscription / local configuration / roaming agreement, to sets up the T5 association. The MTC-IWF retrieves the serving node address if needed to set up the T5 association.

The header of small data PDU identifies the “SENDER” and the “RECEIVER” of the PDU. For MO case the sender is the UE (UE internal ID e.g., IMSI) and the receiver is the SCS, and vice versa. On receiving small data PDU, the MTC-IWF finds the SCS as indicated by the “RECEIVER” field in the small data PDU, and then forwards the small data PDU to that SCS over Tsp interface.

5.1.1.3.3.1.1
Procedure flows

Uplink MTC data transmission:

The figure below illustrates the uplink small data transmission through control plane channel on T5 and Tsp.
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Figure 5.1.1.3.3.1.1-1: uplink small data transmission procedure
1.  The UE encapsulates small data into UPLINK_GENERIC_NAS_TRANSPORT message, and sends it to the SGSN/MME. Protocol type of NAS PDU is set to “SDT”. 

The small data PDU includes SDT header and SDT data. Within the SDT header, the UE fills the “SENDER” field with its MSISDN or External ID and places SCS ID in the “RECEIVER” field.

NOTE 1: For 3G access, a similar mechanism can be defined. Or an existing GMM message may be extended to carry small data PDU.
2.  On receiving the UPLINK_GENERIC_NAS_TRANSPORT, the SGSN/MME recognizes the “SDT” protocol type and finds the appropriate MTC-IWF. The SGSN/MME then sends small data PDU to the MTC-IWF over T5 interface using T5-AP protocol.

The SGSN/MME finds the MTC-IWF according to UE subscription / local configuration / roaming agreement. The T5 association maybe established during the attach procedure if a default MTC-IWF is included in the UE subscription and the UE is indicated to have the requirement of small data transmission.
Editor’s Note: It is FFS whether establishing T5 association at initial attach is considered a “waste of resources” since it may need to establish/release this T5 association e.g. when the user moves between network nodes for potentially only infrequent use of this association.
3.  On receiving the NAS message containing the small data PDU, the MTC-IWF finds the SCS from the ‘RECEIVER’ field in the SDT header, and forwards the SDT PDU to the SCS using T5-AP. 

NOTE 2: The MTC-IWF replaces the UE Internal ID (e.g., IMSI) to UE External ID e.g, the ID used to identify the UE at the service layer.
4.  On receiving uplink small data, the SCS returns appropriate response message.

5.  MTC-IWF returns appropriate response message to the SGSN/MME.

6.  The SGSN/MME encapsulates the response from SCS in DOWNLINK_GENERIC_NAS_TRANSPORT message, and sends it back to the UE.

Downlink MTC data transmission:

The figure below illustrates the downlink MTC data transmission through control plane data exchange.
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Figure 5.1.1.3.3.1.1-2: downlink small data transmission procedure
1.  The SCS sends downlink small data to the MTC-IWF. The SCS identifies the UE by its External Identifier.
2.  On receiving downlink small data from the SCS, the MTC-IWF first interrogates HSS for routing information (i.e. serving SGSN/MME address) if T5 association is not established. The IMSI of the UE is also retrieved for the purpose of indicating the SGSN/MME to find correct UE.
Editor’s Note: It is FFS whether querying the HSS at every downlink packet is acceptable.
3.  The MTC-IWF encapsulates small data in SDT PDU, and sends small data PDU to the serving SGSN/MME over T5 interface using T5-AP protocol. The IMSI of the UE is included in T5 message to indicate the correct UE.

4.  The SGSN/MME encapsulates small data PDU into DOWNLINK_GENERIC_NAS_TRANSPORT message, and sends it to the UE.

NOTE 3: For 2G/3G access, a similar mechanism can be defined. Or existing GMM message may be extended to carry small data PDU.
5.1.1.3.3.1.2
Protocol Stack for T5 interface
Similar to the SLs protocol used by E-SMLC to communicate with the MME (described in TS 29.171 SLs specification) for LCS services, an T5-AP protocol can be defined for the communication between MTC-IWF and SGSN/MME. 

The SDT protocol is the application layer protocol for MTC equivalent to LPP/LPPa in LCS and can be transparent to MME/SGSN/MSC. The T5-AP can potentially provide both connection oriented, but also connectionless communication (similar to LCS) between the UE and MTC-IWF that can relay messages to/from MTC Server.

Following figure illustrates the protocol stack for T5 reference point.
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Figure 5.1.1.3.3.1.2-1 Protocol stack for T5 interface

5.1.1.3.3.2
Impacts on existing nodes and functionality
Impacts to UE:

· Support SDTPDU and implement SDT PDU encapsulation/decapsulation in/from the NAS signalling messages.

· Support of UE capability for small data transmission in UE/MS Network Capability

· Support of new protocol SDT
Impacts to SGSN/MME:

· Support the SDT PDU and implement SDT PDU encapsulation/decapsulation in/from the NAS signalling messages.

· Identify the MTC-IWF and implement T5 interface with the MTC-IWF.

· Support transfer of SDT PDU from/to the MTC-IWF over T5 interface.

· Support of new protocol T5-AP
Impacts to MTC-IWF

· Implement T5 interface with the SGSN/MME.

· Identify the SGSN/MME for forwarding the SDT PDU over T5 signalling messages.
· Support transfer of MTC data/MTC PDU from/to the SCS.
· Support of new protocol T5-AP

· Mapping of UE internal identifier to external identifier.

Editor’s Note: Service aspects such as charging, legal intercept etc need to be defined detailing impacts in the specific network elements.
5.1.1.3.3.3
Solution evaluation

5.1.1.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
5.1.2
Key Issue - Frequent Small Data Transmission optimizations 

5.1.2.1
Description
Many mobile data applications (e.g. social networking applications, VoIP applications, etc.) are characterized by transmission of small data packets (i.e. in terms of packet size) in the UL and DL. Small data transmission may cause the UE to transition frequently between idle and connected state, if the UE is sent to idle mode soon after the transmission of small data is complete. If the UE is kept in connected mode for an extended duration it has impact on UE power consumption and more extensive control plane signalling is required for handovers.
Such frequent transmissions can have the following adverse effects on the network and the UE:

· Increased control plane signalling in RAN (Radio Access Network) and CN (Core Network).

· Increased UE power consumption. 

5.1.2.2
Architectural Requirements
The following functionalities are required for the network to handle Frequent Small Data Transmission:
-     The system shall support frequent transmission of small amount of data efficiently with minimal network impact (e.g. signalling overhead, network and radio resources, delay for resource reallocation).

-
The system shall support mechanisms to reduce the high frequency of signalling procedures, e.g. RRC signalling, paging / service request procedures, caused by frequent small data transmission or frequent UE state transition. 
NOTE: The solutions considered for this key issue should avoid conflict to the goals and requirements for UE Power consumption optimization described in Section 7.1

Editor’s Note: Additional architecture goals for frequent small data transmission optimizations are FFS.

5.2
Device Triggering Enhancements
5.2.1
Key Issue - Overload handling and Scalability for Device Triggering
5.2.1.1
Description

This Key issue relates to Device triggering optimization for overload handling and scalability of device triggers which was not fully specified in Rel-11. For potentially large number of MTC devices, device trigger functionality can overload the operator network and therefore appropriate mechanism needs to be developed to prevent such overload from device triggers. In case of congestion situation, control mechanisms are needed to avoid that the trigger requests deteriorate the congestion. This Key issue also study the solutions for scalability of device trigger when large numbers of devices need to be triggered at the same time. The scalable transmission of trigger request is independent from the Group based feature.
5.2.1.2
Architectural Requirements

The following architectural requirements shall be met:
-    It shall be possible to provide a load control mechanism for the trigger requests over Tsp. For e.g. controlling the ingress rate of trigger requests from a specific SCS at the MTC-IWF or the aggregate ingress rate from all SCS at the MTC-IWF or by some other means to reduce the load on the network.
-
It shall be possible to provide a load control mechanism for the trigger requests over T4/T5 interface. For e.g.: Network node (e.g. MME/SGSN/SMS-SC) initiating overload control to MTC-IWF for trigger request, or network nodes controlling (e.g. dropping/rejecting) the trigger requests in case of congestion.
-
Trigger load control mechanisms shall ensure that the network congestion is not exacerbated by UEs that respond to triggers.
-
The trigger mechanism shall be able to provide a scalable transmission of trigger request and trigger response messages for multiple MTC Devices in the PLMN and on the interfaces to the SCS.
5.2.1.3
Solutions

5.2.1.3.1
Solution: Overload Control for Device Triggering
5.2.1.3.1.1
General

For Device Triggering, a SCS can send a trigger over Tsp interface to an MTC-IWF for trigger delivery over T4 to SMS-SC [TS 23.682] or over T5 to MME/SGSN directly. There are following parts for overload control for device triggers: 
1) The MTC-IWF supports load control functionality to indicate SCSs over Tsp interface to limit trigger loads generated on it. This is described in clause 5.2.1.3.1.1.1.
2) The MME/SGSN/SMS-SC and MTC-IWF supports overload control functionality to allow the MME/SGSN/SMS-SC to limit trigger loads generated on it over T5b/T5a/T4 interface. This is described in clause 5.2.1.3.1.1.2.
5.2.1.3.1.1.1
MTC-IWF Control of Trigger Load over Tsp to SCS(s)

The use of the load control on MTC-IWF is for handling of signalling load and avoiding signalling overload from the SCSs sending triggering requests to target UEs.
The MTC-IWF can detect the trigger load associated with a particular SCS and perform the load control based on criteria such as: the ingress/service rate of triggers from a specific SCS, the aggregate ingress/service rates from all SCSs, the maximum number of queuing trigger requests from a specific SCS or all SCSs, one or multiple MMEs/SGSNs/SMS-SCs indicate congestion to the MTC-IWF, or setting in network management.
The MTC-IWF and SCSs support the load control functionalities over the Tsp interface in the following manners:
· The MTC-IWF checks quota or the trigger submission rate over Tsp of the authorized SCS.
· The MTC-IWF indicates the SCS to control trigger load by sending an appropriate message over Tsp interface with optional IEs indicating Tsp suppression parameters, including suppression factor, suppression duration or the suppression subcategories, e.g. a priority type, a specific TCP/UDP port, etc., to suppress the triggers sending from one or more SCSs, where the suppression factor indicates the percentage of triggers that is expected to receive from the SCS, the suppression duration indicates the duration the trigger suppression is expected to last, and the suppression subcategories further indicates the specific type of triggers to be suppressed.
· The MTC-IWF can inform the SCS for the failure trigger delivery with an appropriate failure cause and optionally indicating a suppression duration for the specific UE for preventing further trigger requests sending from the SCS to this UE.

· The MTC-IWF reports the failure of the trigger delivery (e.g. indicates that the cause of the failure delivery is due to network congestion) to the SCS.

· The SCS sends Device Trigger Request message based on authorized trigger submission rate or based on trigger suppression parameters received from the MTC-IWF.

· The MTC-IWF and SCSs should take priority of trigger into consideration for load control, e.g. not suppress triggers with high priority.

With load control mechanism at MTC-IWF, it is anticipated that the trigger load generated by each SCS to the MTC-IWF is handled well. However under certain circumstances, e.g. network congestion on the MME/SGSNs, the MTC-IWF may also need to suppress triggers delivery to the congested MME/SGSNs as detailed in the following subclause.

5.2.1.3.1.1.2
Control of Trigger Load over T4
Editor’s Note: In the case that the MTC-IWF delivers triggers through an SMS-SC, the network may rely on store and forward functionality of an SMS-SC [TS 23.040]. The interaction between SMS-SC and MTC-IWF load control over T4 is FFS.
5.2.1.3.1.1.3
MME/SGSN Control of Trigger Load over T5 to MTC-IWF
It order to prevent the network congestion from being exacerbated by UEs that respond to triggers, the network needs to ensure that no UEs are triggered as long as the particular congestion situation remains, e.g. NAS level Mobility Management Congestion Control [3GPP TS 23.401/23.060].  Hence to reflect the amount of trigger load that the MME/SGSN wishes to reduce, the MME/SGSN can sent an appropriate message over T5b/T5a interface with optional IEs indicating T5 suppression parameters including suppression factor, suppression duration, and/or suppressing subcategories, e.g. a specific priority type, etc.
When receiving T5 suppression parameters from the MMEs/SGSNs, the MTC-IWF can conducts overload control in the following manners:

· perform trigger suppression on triggers as indicated in the T5 suppression parameters to stop indicated triggers submitting to the congested network node;

· return the failure report with appropriate cause value to SCS for suppressing a trigger as indicated in the T5 suppression parameters;

· determine if performing load control over Tsp interface on one or more MTC servers as described in subclause 5.2.1.3.1.1.1. 

During an overload situation the MME/SGSN and MTC-IWF should support for triggering UEs for high priority triggers.
When the MME/SGSN is recovering from overload situation or network congestion, the MME/SGSN can send an appropriate message indicating new suppression parameters for trigger suppression, or send an appropriate message indicating new suppression parameters that permits more trigger to be delivered over T5, or resume handling triggers from the MTC-IWF when the suppression duration is expired.
The MTC-IWF uses the latest trigger suppression parameters to determine trigger delivery routes and trigger load control.

Editor’s Note: It is FFS if the MTC-IWF supports store and forward function.

If the MME/SGSN applies NAS level congestion control to a particular target UE, i.e. a back-off timer is running on the UE, the MME/SGSN can decide whether to reject the trigger request in order to avoid MO MM or SM signalling from the target UE to the network. The SGSN/MME may reject the trigger request to the UE based on one or more of the following conditions:

· the priority of the trigger request; or

· if the trigger request is used for Device Triggering; or
· if back-off timer is applied to target UE.

An appropriate reject cause indicates that the unsuccessful trigger request delivery is for the particular UE (e.g. due to congestion or MM back-off). Additionally the MME/SGSN may inform the SM-SC about a timer for suppressing the further trigger request to this UE (similar value as the MM back-off timer running in the MME/SGSN).
5.2.1.3.1.2
Impacts on existing nodes and functionality

· Tsp interface needs to support protocols and messages for overload control between the MTC-IWF and SCSs.

· T5 interface between MTC-IWF and MME/SGSN needs to support protocols and messages for overload control.

· SCS needs to follow the latest received Tsp suppression parameters sending from the MTC-IWF or the trigger submission rate indicated in the subscription.

· MTC-IWF needs to detect trigger load and support overload control mechanisms over Tsp to the SCSs, and need to follow the latest received T5 suppression parameters sending from the MMEs/SGSNs.

· MME/SGSN needs to support overload control mechanism on triggers submitting from the MTC-IWF, e.g. when conducting NAS level congestion control.
5.2.1.3.1.3
Solution evaluation

Benefits:

·  Enable the MTC-IWF to regulate trigger loads by overload control to reduce the trigger loads generated by one or more SCSs.

·  Effectively protect network nodes (e.g. MME/SGSN, MTC-IWF) from network overload due to massive simultaneous trigger requests from SCSs.

·  Avoid massive individual failure report messages responding from an MTC-IWF to the SCS or from a congested network node to the MTC-IWF.

Drawbacks:

· Network nodes (e.g. MME/SGSN or MTC-IWF) need to support the overload control function for suppressing trigger load from MTC-IWF or SCSs due to network congestion/overload.

5.2.1.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
5.2.2
Key Issue - Support for T5 device triggering
5.2.2.1
Description

This key issue provides solutions for T5 based triggering which was not fully specified in TS 23.682 (Rel-11) due to following open issues - 
· Support for delayed delivery of T5 device trigger and how to provide store and forward capability

· Format of trigger payload – Generic or SMS

· Commonalities with monitoring and small data transmission

· Charging and subscriptions aspects 

· T5 capability support indication 

5.2.2.2
Architectural Requirements

Editor's Note:
Capture agreements on requirements for solving the key issue. This clause may be omitted if deemed unnecessary.

5.2.2.3
Solutions

5.2.2.3.1
Solution: Device Triggering using T5
5.2.2.3.1.1
General

This solution introduces device triggering using generic format over T5. T5 is a control plane interface between MTC-IWF and serving nodes (e.g. MME/SGSN). The format of the trigger content is not specified but determined by the applications using the trigger function provided by the network. In case of using a generic format triggering, requests are not bound by the SMS message size. A generic format allows providing trigger handling information that could be used by the serving node – such as priority or validity time. This format can also be easily extended, if additional information or functionality is needed in future releases.

Supporting store and forward functionality in the IWF could also be achieved without much complexity by registering for “UE reachability notification” with MME/SGSN (via HSS) when the trigger delivery fails due to UE reachability or while retrieving subscriber information.

Editor's Note:
The location of a store and forward function for T5 (i.e. either co-located with MTC-IWF or as a separate entity) is FFS.

Editor's Note:
Delivery from a store and forward function to a UE that has become reachable in a different domain is FFS, e.g. in terms of trigger message compatibility.

Editor's Note:
The solution for T5c is FFS.

5.2.2.3.1.1.1
Capability exchange

A UE capable of being directly triggered by generic NAS transport message shall report this capability as part of the UE capability when it registers with the network (i.e. EPS Attach Request, Tracking Area Update Request, GPRS Attach Request and Routeing Area Update Request). A serving node capable of direct triggering shall provide an indication of the UE and serving node trigger capability to HSS (i.e. in Update Location request upon initial attach, TAU or RAU). HSS stores and provides this information to indicate the UE and serving node(s) trigger capability to the MTC-IWF.
5.2.2.3.1.1.2
Charging
Charging can be provided on a per trigger request basis. MTC-IWF can generate CDRs taking into account successful and unsuccessful trigger requests. In roaming cases MME/SGSN in VPLMN can generate CDRs for trigger requests.

5.2.2.3.1.1.3
End-to-End Security
It needs to be assured that the Device trigger messages using generic format are initiated and generated only by trusted entities (e.g. SCS) that have been authenticated and validated by the network (e.g. can’t be generated by normal devices). Mutual authentication needs to be provided between SCS and MTC-IWF over Tsp between entities in the security domains, in which SCS and MTC-IWF reside, and MTC-IWF and MME/SGSN over T5 (see 3GPP TS 23.682). Integrity protection, replay protection, confidentiality protection and privacy protection is supported for communication between the MTC-IWF and SCS, and MTC-IWF and MME/SGSN. This will automatically be applied for all signalling messages (including device trigger messages in generic format). Integrity protection and encryption (in EPS) / ciphering (in UMTS) are supported for NAS messages, thus also applicable for device trigger messages delivered using NAS (e.g. Generic downlink NAS transport).

5.2.2.3.1.1.4
Trigger delivery using T5
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Figure 5.2.2.3.1.1.4-1: T5 Trigger Delivery Flow

1.
The MTC-IWF uses the UE capabilities, serving CN node(s) capabilities retrieved from the HSS to select a suitable serving CN node capable of triggering in a generic format. The MTC-IWF sends a Submit Request (IMSI, message priority, MTC-IWF ID, reference number, single delivery attempt flag (optional), validity time (optional), Request type (trigger application), application PDU) to the serving CN node and generates CDRs. This might involve sequential or parallel delivery attempts in SGSN and/or MME. 
NOTE 1:
The application PDU in the Submit Request contains information from the Application Server and/or from the SCS.
2.
The serving CN node indicates the Request type (trigger application) in the container type, application PDU in a generic NAS container, MTC-IWF ID, Reference number within the NAS message and delivers it to the UE. UE provides the contents of the generic container and the container type to the corresponding application.


NOTE 2:
If the UE is in idle mode, the serving CN node may page the UE prior to sending a NAS message for delivering the trigger.
3.

Based on the received application PDU in the NAS Downlink message the UE performs specific actions, e.g. generate application data or establish a connection to the SCS/AS if needed.
4.
The UE responds with the delivery status (cause), MTC-IWF ID, reference number, response type (trigger application) in the container type, and optionally, application PDU (including the result from the actions in step 3) in a generic NAS container.
5.
The serving CN node sends a Delivery Report (cause, reference number, response type (trigger application) in the container type, and if received, application PDU in a generic container) to the MTC-IWF. Cause indicates whether the Trigger-Message was successfully delivered to the UE or reason for failure.

6.
If the Trigger-Message cannot be delivered and validity period indicates that this is not requesting only a single delivery attempt, the MTC-IWF registers with the HSS for UE reachability notification. For UE reachability notification procedure offered by MME, refer to TS 23.401 Section 5.3.11. For UE reachability notification procedure offered by SGSN, refer to TS 23.060 Section 5.3.10. When MTC-IWF is notified of UE reachability, it may re-attempt to deliver the trigger request.
Editor's Note:
The allocation of a store and forward function for T5 (i.e. either co-located with MTC-IWF or as a separate entity) is FFS.

Editor's Note:
Delivery from a store and forward function to a UE that has become reachable in a different domain is FFS, e.g. in terms of trigger message compatibility.

5.2.2.3.1.2
Impacts on existing nodes and functionality

MTC-IWF

-
Retrieve UE and serving node capability information for direct triggering.

-
Receives UE reachability notification from HSS.

-
Forwards the trigger request to the serving nodes (MME, SGSN).

-
Generates CDRs for trigger requests.
HSS

· Retrieves UE and serving node capability information for direct triggering from serving nodes.
· Receives UE capability and serving CN node capability information for direct triggering from serving nodes;
MME/SGSN

· Sends UE and serving node capability information for direct triggering.
· Supports sending trigger content in a NAS message (e.g. Generic NAS format).
· Receives trigger request from MTC-IWF.
· Generates CDRs for trigger requests in roaming case.
UE

· The UE needs to deliver the trigger content to the correct application.

· The UE needs to report its capability information for generic format based triggering to the network.
· The UE needs to support sending a trigger response in a NAS message.
Editor's Note:
Impact to other nodes and functionality is FFS.
5.2.2.3.1.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
5.2.2.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
5.2.3
Key Issue – Canceling Previously Submitted Trigger Messages
5.2.3.1
Description

In practice, a UE may become temporarily unavailable to receive trigger messages. For example, the UE may be out of coverage, may be busy with other tasks and unable to receive and process trigger messages, may lack sufficient storage space, etc. In such situations, the network needs to enqueue undelivered trigger messages for the same UE and re-attempt delivery at a later time (if their validity period is not expired). 

However, when a trigger message is yet undelivered, it may become redundant and unnecessary, in which case the SCS/AS should be able to cancel this trigger message. In a typical example, an undelivered trigger message that requests the UE to “send the reading of sensor A” would need to be canceled if a subsequent trigger message requests the UE to “send the readings of all available sensors”. If the network does not provide the capability to cancel undelivered trigger messages then a lot of unnecessary trigger messages may be delivered to the UE and waste network resources. As a result, the triggering system would become highly inefficient. 

In order to address the above issue, it should be possible to cancel previously submitted trigger messages which are not yet delivered to the UE.

6
Monitoring Enhancements (MONTE)
6.1
Key Issue - Monitoring
6.1.1
Description

Monitoring is intended for monitoring of configured events. This comprises of means that allow for activating monitoring of specific events, the event detection and the reporting to authorised users, e.g. for use by applications or logging. For MTC Devices, it is desirable that the network detects and reports events (including location) caused by those devices that may result, for example, from vandalism or theft of the communication module. If such an event is detected, the network might be configured to perform special actions, e.g. limit the access or reduce the allocated resource.
This key issue aim at studying and providing solutions for enhancements to 3GPP procedures for configuration of monitoring events, monitoring event detection and reporting.
6.1.2
Architectural Requirements
The following architectural requirements shall be met –

Configuration of Monitoring Events and actions: 
-
It shall be possible to configure monitoring events in the 3GPP system (UE or Network Nodes), for example - monitoring the association of the MTC Device and UICC, change in the point of attachment, loss of connectivity, alignment of subscribed feature etc.
-
It shall be possible to configure the action to be executed by the network when configured monitoring event is detected, for example - reduce services provided to the UE, restrict access of the UE, detach the UE etc. 
-
It shall be possible to configure the maximum time between the actual loss of connectivity and its detection.
Detection of Monitoring Events:
-
It shall be possible for the network to detect monitoring events. On detection of the monitoring event UE or Network may execute a configured action.

Reporting of Monitoring Events:
-
It shall be possible for the UE or network to report the detected events to the Services Capability Server or Application server. Application layer reporting of monitoring events is outside the scope.

6.1.3
Solutions

6.1.3.1
Solution : <Solution Title>

6.1.3.1.1
General

6.1.3.1.2
Impacts on existing nodes and functionality

6.1.3.1.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
6.1.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
7
UE Power Consumption Optimizations (UEPCOP)
7.1
Key Issue - UE Power Consumption Optimizations
7.1.1
Description

Power consumption is important for UEs using battery and also for UEs using external power supply and its importance increases with the continued growth of device populations and more demanding use cases. The importance can be illustrated by following scenarios, e.g.:

-
For M2M use cases like sensors that run on battery it is a major cost to on site exchange (or charge) the batteries for a large amount of devices and the battery lifetime may even determine the device’s lifetime if it is not foreseen to charge or replace the battery;

-
From the wide range of applications (e.g. smart phone Apps or MTC applications) a considerable number of applications show communication patterns for which the 3GPP system could be enhanced to provide services with a more optimized UE power consumption e.g.:
-
For smart phones the frequent communication with the network currently causes battery drain; and
-
Even for scenarios where UEs may consume power from an external power supply it may be desirable to consume less power for energy efficiency purposes.

This key issue identifies and evaluates solutions to lower UE power consumption. It is expected that each solution provides a justification for which type of UE characteristics it addresses and how/why UE power consumption is lowered.
7.1.2
Architectural Requirements
Architecture goals for UE power consumption optimizations include:

1.
Power consumption optimizations for cases when the UE stay in connected mode for long periods.

2.
Solutions for battery consumption efficiency shall not affect the ability to receive mobile terminating communications within an acceptable delay.

Editor’s Note: Additional architecture goals for UE power consumption optimizations is FFS.

NOTE 1:
Work in RAN/GERAN and co-operation with RAN and GERAN WGs shall be considered for solutions depending on RAN/GERAN functionality.

NOTE 2:
If this work requires any new or specific solution for small data transmission then it should not define an own solution but take advantage from any common solution for small data transmission.
7.1.3
Solutions

7.1.3.1
Solution : <Solution Title>

7.1.3.1.1
General

7.1.3.1.2
Impacts on existing nodes and functionality

7.1.3.1.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
7.1.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
8
Group Based Feature (GROUP)
8.1
Key Issue - Group based Messaging

8.1.1
Description

MTC applications generally involve a group of devices. Typically applications today involve more than 1000 subscriptions for a single customer. From both customer and operator points of view, there is benefit in optimised handling of groups of MTC devices.

Group based messaging can be used to efficiently distribute the same message (e.g. a trigger request) to those members of an MTC group that are located in a particular geographical area on request of the SCS. 
8.1.2
Architectural Requirements

The following group messaging related requirements shall be met:

-
The network shall provide a mechanism to distribute a group message from an SCS to those members of an MTC group located in a particular geographic area.
NOTE 1: The geographic area for the distribution may be a cell sector, a cell, a group of cells, or PLMN. Any members of the group who are outside the geographic area won't receive the message (e.g. the device is roaming on a different network or just in a different cell in the same network). This does not affect how those inside the designated geographic area respond to the message, nor is there an expectation that the 3GPP network do anything to try to send the message to those members of the MTC group who happen to be outside the designated geographic area.

-
The group based messaging feature shall not require additional new functionality for UEs that do not use this feature.
-
The system shall support a mechanism where a UE that uses the group based messaging feature can efficiently recognize distributed group messages addressed to the UE.
NOTE 2: The 3GPP system does not need to provide an acknowledgment of receipt of the group message by an MTC device.
-
The system shall provide an interface for the SCS to send a group message. This interface shall be able to carry the following information:
-
the application layer content of the group  message,

-
the group identification for which the group message is intended, and 

-
optionally, the location/area and RAT(s) in which the group message shall be distributed.

NOTE 3: The system maps between location/area information provided by the SCS and the geographic area for the distribution of the group message based on configuration in the operator domain.

NOTE 4: The reuse or extension of an existing interface is preferred.

-    The system shall be able to determine if a SCS is authorized for sending a group message.
-
The system shall be protected against overload resulting from devices responding to the distributed group message.

-
Group based messaging shall be supported in GERAN, UTRAN, and E-UTRAN access.

Editor’s Note: Support for non 3GPP access such as Wi-Fi is FFS
Editor’s Note: Charging requirements for the group message feature are FFS.
Editor's Note:
 Whether 3GPP system support is needed for security or whether an application layer security solution suffices with group based messaging is FFS.

8.1.3
Solutions
8.1.3.1
Solution : <Solution Title>

8.1.3.1.1
 General

8.1.3.1.2
Impacts on existing nodes and functionality

8.1.3.1.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at the key issue level is done in a separate clause.
8.1.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.

8.2
Key Issue – Group based Charging Optimizations

8.2.1
Description

MTC applications generally involve a group of devices. Typically applications today involve more than 1000 subscriptions for a single customer. From both customer and operator points of view, there is benefit in optimised handling of groups of MTC devices.

Group based charging is to increase charging efficiency for group based MTC applications. In many cases, the data volume of CDRs generated by MTC applications is greater than the volume of actual user data transmitted. In these cases it may be beneficial to create bulk CDRs to count chargeable events per group instead of CDR creation per individual device. 

8.2.2
Architectural Requirements

The purpose of group based charging is to minimise the amount of CDRs generated for MTC Devices / MTC Subscriptions that belong to the same MTC group.

The following charging related requirements shall be met:

-
Entities that generate CDRs (e.g. SGSN, GGSN, S-GW, P-GW) need to support group based charging enhancements.
-
It shall be possible to control whether individual or group based charging applies.
-
Group based charging shall be supported for roaming and non-roaming cases.

-
Information on whether group based charging has been applied plus the relevant identity of the MTC group need to be recorded in the CDR. 

-
It shall be possible for offline systems to correlate CDRs by the identity of the MTC group when individual charging applies.

Editor's Note:
Whether the above requirements are realistic needs to be confirmed by SA5, and SA5 needs to be involved in the development of corresponding solutions.
8.2.3
Solutions
8.2.3.1
Solution : <Solution Title>

8.2.3.1.1
General

8.2.3.1.2
Impacts on existing nodes and functionality

8.2.3.1.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
8.2.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.

8.3
Key Issue – Group based Policy Control

8.3.1
Description

MTC applications generally involve a group of devices. Typically applications today involve more than 1000 subscriptions for a single customer. From both customer and operator points of view, there is benefit in optimised handling of groups of MTC devices.

Group based policing can be used to enforce a policy for a group of MTC devices. This allows greater flexibility to the MTC application or MTC application owner compared to individual policies for each of the devices, while at the same time ensuring the operator that the particular group of MTC devices does not unduly load the network.

8.3.2
Architectural Requirements

Editor's Note:
The requirements for group based policing are FFS.

8.3.2.1
Group Based Policing Assumptions and Limitations
In the context of Group Based Policing, the architectural scope should consider issues surrounding:

· Centralized or Distributed Architectural Approaches

· Method of policy group membership determination.

· Coexistence of individual subscriber and group policies

8.3.2.2
Architectural Assumptions

The following are the agreed architectural assumptions for defining overall architectural requirements:

· Policy group members are subscribed to same HPLMN

· Policy group members are associated to the same APN

· A policy group member is associated to a maximum of one policy group per APN

· Bit rate measurement and enforcement for a policy group is within a common PCEF

· Policy controls for individual policy group members should co-exist with the introduction of the new group level maximum aggregate bit rate control.

Editor’s Note:
The following remaining items for consideration are FFS.

-  whether the entire policy group remains  in the HPLMN or is roaming allowed
-  location /geographic distribution of policy group members

-  about the number of policy group members

-  means by which a UE is associated to a policy group

-  whether a UE can belong to more than one policy group
8.3.3
Solutions
8.3.3.1
Solution : <Solution Title>

8.3.3.1.1
General

8.3.3.1.2
Impacts on existing nodes and functionality

8.3.3.1.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at key issue level is done in a separate clause.
8.3.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.
8.4
Key Issue - Group based Addressing and Identifiers

8.4.1
Description

Applications generally involve a group of devices. Typically applications today involve more than 1000 subscriptions for a single customer. From both customer and operator points of view, there is benefit in optimised handling of groups of devices.

Group based addressing and identifiers are essential to support group based features such as messaging, charging and policing.

8.4.2
Architectural Requirements

The following group addressing and identifiers related requirements shall be met:

-
The network shall support the ability to group subscriptions together.
-
It shall be possible for the network to decide whether a subscription is a member of a specific group or not (e.g. using the respective group identifier).

-
It shall be possible for the network to address the devices in a group.

-
The External Group Identifier should be such to identify that a specific trigger is a group trigger.

8.4.3
Solutions
8.4.3.1
Solution: External Group identifiers 
8.4.3.1.1
General

The same principles as for MTC identifiers defined in TS 23.682 [3] apply also the case of group identifier used for Group Messaging. Namely the External Group Identifier shall be based on a Domain Group Identifier and Local Identifier and have the form username@realm. External Group Identifier shall be globally unique. It should consist of the following components:

a.
Domain Group Identifier: identifies a domain that is under the control of a Mobile Network Operator (MNO) that controls this group. The Domain Identifier is used to identify where services provided by the operator network can be accessed (e.g. MTC-IWF provided services). An operator may use different domain identifiers to provide access to different services.

b.
Local Group Identifiers: Identifier that is used to derive or obtain an internal group identifier if needed. The Local Identifier is unique within the applicable domain. It is managed by the Mobile Network Operator. 

NOTE: 
The internal group identifiers can be different corresponding to their usage and delivery method of the group message. For example there can be different internal identifiers depending on the mechanism used for group messaging and map to e.g. one specific TMGI in case of MBMS or one specific message ID in case of CBS.
8.4.3.1.2
Impacts on existing nodes and functionality

8.4.3.1.3
Solution evaluation

Editor's Note:
Use this section for evaluation at solution level. Evaluation at the key issue level is done in a separate clause.
8.4.4
Overall Evaluation 

Editor's Note:
Use this section for evaluation of key issues.

 9
Conclusions

Editor's Note:
This clause is intended to list conclusions that have been agreed during the course of the work item activities.

10
Impacts to normative specifications

Editor's Note: This clause is intended to capture the guiding principles and documentation approach for creating CRs to normative specifications within the responsibility of SA2. 
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