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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

Y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

1
Scope

The present document studies and evaluates the architecture enhancement to support Cellular Internet of Things (CIoT). The scope includes NB-IoT, eMTC, and EC-GSM-IoT.

The study will consider architecture enhancements/simplifications in the following areas:

· Support of authorization of use of Coverage Enhancement functionality;

· Reliable communication service between UE and SCEF;

· Inter-RAT idle mode mobility support for NB-IoT;

· Review existing multicast/broadcast services architecture to ensure suitability for NB-IoT;

· Review existing Location services architecture to ensure suitability for UEs using Control Plane CIoT EPS optimisation;

· QoS differentiation between UEs using control plane EPS CIoT optimizations; and

· CN overload protection for UE supporting control plane EPS CIoT optimizations.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 22.368: "Service Requirements for Machine-Type Communications".

[3]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".

[4]
3GPP TS 23.246: "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional description".

[5]
3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".

[6]
3GPP TS 26.346: "Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs".

[7]
3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)".

[8]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

3
Definitions and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], TS 22.368 [2], and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

<defined term>: <definition>.

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

MTC
Machine Type Communications

M2M
Machine-to-Machine

CIoT
Cellular Internet of Things

4
Architectural Considerations and Assumptions
Editor’s Note: This clause will describe any architectural considerations and/or assumptions for extended architecture for cellular IoT.
5
Key Issues
5.1
Key Issue 1 - Authorization of use of Coverage Enhancement
5.1.1
Description

The usage of Coverage Enhancements may require use of extensive resources (e.g. radio and signalling resources) from the network. Therefore it should be possible to authorize usage of the Coverage Enhancements functionality to ensure that only specific subscribers (e.g. those subscribed to use this service) are able to benefit from the feature. Also, as mobile network operators may expose coverage enhancement as service capability it would be desirable for 3rd party service provider to query status of, or enable/disable enhanced coverage feature per individual UEs.
NOTE: Techniques for handling Rel-13 devices may be considered.

5.1.2
Architectural Requirements

Following architecture requirement shall be supported:
-
The system should support procedures to authorize the use of Coverage Enhancements capabilities.

-
The system should support procedures to allow the 3rd party service provider to query the status of, or enable, or disable Coverage Enhancements capability per UE.

-
The system should support applying differentiated charging for users authorized to use Coverage Enhancements compared to users not authorized to use Coverage Enhancements.

5.2
Key Issue 2 - Reliable communication service between UE and SCEF

5.2.1
Description

Rel-13 solution for non-IP data delivery (NIDD) via the SCEF is unreliable i.e. there is no mechanism for the SCEF to determine if the data was successfully delivered to the UE (e.g. in case of UE radio link failure, or if the UE is out of coverage) and for UE to determines if the data was successfully delivered to the SCEF (e.g. in case of T6a/b connection failure, SCEF congestion etc.). MNOs can offer reliable data delivery as value added service to their customers (e.g. to avoid UE battery consumption that can happen due to application level acknowledgement).
5.2.2
Architectural Requirements

Following architecture requirement shall be supported:
-
The system should support reliable data delivery between the UE and the SCEF. 

-
The system should support disabling/enabling reliable data delivery capability (per UE per PDN connection) by 3rd party service provider.

5.3
Key Issue 3 - Inter RAT mobility to/from NB-IoT
5.3.1
Description

5.3.1.1
Introduction

R13 does not support mobility to and from the NB-IoT RAT. However, a UE which supports the NB-IoT RAT might benefit from supporting other RATs (and vice-versa). 
For example an asset tracking application might support both an NB-IoT RAT and a 2G RAT in order to increase the number of locations where the UE will be able to gain connectivity. 

For these and other devices, there is a need to support idle mode inter-RAT mobility in order to prevent the device from being forced to detach and then re-attach when moving between RATs, with the consequent signalling and power consumption cost and the potential for incorrect “current RAT Type information” within the network.
5.3.1.2
Example Use cases for inter-RAT mobility

5.3.1.2.1
WB-E-UTRAN to NB-IoT

NB-IoT capability could be incorporated into a smartphone or other “normal” type of WB-E-UTRAN device in order to provide the following:

i)
Ability to locate a lost or stolen device that is outside of normal WB-E-UTRAN coverage.

ii)
Send a message to a user who is outside of WB-E-UTRAN coverage, e.g. to tell the user that they have missed an important voice call: the user could then move themselves into good coverage and/or request a password to use an available WiFi access point (e.g. to make a VoWiFi call in a friends’ house).

iii)
Send a message from the user when outside of WB-E-UTRAN coverage, e.g. to inform someone that they are hurt and need assistance, or, that they will be back later than promised from their Sunday morning run/bike ride.

iv)
Use the TAU signalling from the UE to the network to trigger ‘events’, e.g. deactivation of GBR bearers to stop time based charging; alert a monitoring service (e.g. the fact that a sensor/alarm has lost good coverage may itself be an “alarm indication”); etc.

5.3.1.2.2
NB-IoT to WB-E-UTRAN

This is probably only needed if WB-E-UTRAN to NB-IoT mobility is supported. NB-IoT to WB-E-UTRAN mobility is then useful to return a high performance device to the higher performance radio of WB-E-UTRAN.

Changes made at WB-E-UTRAN to NB-IoT movement probably need to be revoked at NB-IoT to WB-E-UTRAN movement.

Note that this mobility may also follow WB-E-UTRAN to GERAN/UTRAN to NB-IoT mobility.

5.3.1.2.3
NB-IoT to GPRS/EC-GSM-IoT

An IoT module might implement both these technologies to increase global coverage.

Here data rates are similar, so there does not seem to be a general need to disconnect PDN connections at this RAT change.

5.3.1.2.4
GPRS/EC-GSM-IoT to NB-IoT

An IoT module might implement both these technologies to increase global coverage.

Again there does not seem to be a general need to disconnect PDN connections at this RAT change.

5.3.1.3
Description of problem(s)

Release 13 has mandated that when any UE perform inter-RAT mobility to / from NB-IoT the network detaches them with a request to reattach. This requirement seemed to have 2 drivers:

a) 
Many verbal statements that applications stall (or need to be stopped) at such an inter-RAT change.

b) 
It is important to know (e.g. for charging purposes) what data has been sent on the NB-IoT RAT and what has been sent on the WB-E-UTRAN RAT. With the existing Release 8 (and Release 13) specifications, the mobile will perform a TAU at inter-RAT mobility between NB-IoT/WB-E-UTRAN and include the last visited Tracking Area ID (i.e. from the old E-UTRAN RAT) in the TAU Request sent on the target E-UTRAN RAT.  

As specified in TS 23.401, (e.g. in 5.3.3.1) “The last visited TAI shall be included in order to help the MME produce a good list of TAIs for any subsequent TAU Accept message”
A typical MME could then include the new (e.g. NB-IoT) Tracking Area ID and the last visited (e.g. WB-E-UTRAN) TAI in the TAU accept message: this would result in the UE being able to move between NB-IoT and WB-E-UTRAN without any signalling to the MME and potentially lead to incorrect charging.

Problems with the Release 13 solution of detach / re-attach include -

1) 
Excessive signalling:

1.1)
the Attach procedure is a heavy weight procedure. It needs to include an IMEI check and frequently involves re-authentication and re-establishment of NAS security keys. With the “User plane CIoT optimisations”, it would probably involve the re-establishment of RRC security. Appropriate PDN connections also need to be (re)established.

1.2) 
the WB-E-UTRAN to NB-IoT mobility will normally be performed in poor coverage (especially if the device supports eMTC coverage extension mode B). Hence the (Detach plus) heavy weight Attach procedures will consume a significant amount of radio resources and device battery energy. 

1.3)
the rate at which “smartphones” loose normal coverage is not necessarily visible to normal customers: e.g. TS 23.122 section 4.6 allows the “service indication” to be displayed for up to 10 second after a suitable cell is no longer available. 

NOTE:
while this clause of TS 23.122 only applies to A/Gb mode, the absence of any Iu mode or S1 mode specification may mean that there is no standardised limit to the continued display of the service indication following loss of coverage. 

Hence a future, NB-IoT capable Smartphone might toggle RATs more frequently than expected from current smartphone displays and hence generate significant UE, radio and core network signalling load.

2)
For GPRS/EC-GSM-IoT <–>NB-IoT mobility, the data rates are similar and there is little need to force the disconnection of any PDN connection.

3)
The HPLMN operator should have influence/control over which APNs are disconnected at inter-RAT change (e.g. so that location services based on SUPL are not disrupted; (in contrast) high bandwidth consumer video services may need to be paused; etc.)

5.3.2
Architectural Requirements 

- 
Intra-PLMN idle mode inter-RAT mobility to and from NB-IoT should be supported in a radio, core network and battery efficient manner. The other RATs to be supported are WB-E-UTRAN; GPRS/ EC-GSM-IoT and UTRAN.

-
The solution should enable data sent on different RATs to be correctly recorded on CDRs.

- 
The HPLMN should be able to influence which APNs are maintained, reconnected or disconnected at inter-RAT mobility to/from NB-IoT.

5.4
Key Issue 4 – Reuse of existing multicast/broadcast architecture

5.4.1
Description

A large number of devices can be involved in IoT Service. Each device can belong to particular group for the IoT Service. Therefore it would benefit if downlink IoT traffic for the group is delivered via MBMS. It is expected to mitigate traffic load sending downlink message in which same application content is carried for the group of IoT devices. 
There are two existing architecture for multicast/broadcast which should be considered in this study:

1) 
MBMS Architecture (Refer to TS 23.246[4]) and Group Communication Service architecture (Refer to TS 23.468[5])
2) 
Group message delivery using MBMS via SCEF (Refer to TS 23.682[3], clause 5.5)
It is expected the type of IoT traffic on multicast/broadcast can be: 1) A message for the group of UEs (E.g. device triggering to report), and 2) Software update for the group of UEs. In order to successfully delivery downlink data via MBMS bearer, the UEs in the group need to be ready to receive MBMS traffic at that time. Also, the location of the UE needs to be confirmed whether the MBMS traffic can be delivered to.

Existing architecture can support both roaming and non-roaming scenario. Also GCSE supports the session continuity, i.e. support for continuous reception of application data when a UE changes between reception of application data via EPS and MBMS bearer service. Same level of service continuity can be provided to SCEF for NIDD.

To provide a new USD or updated USD to the UE, existing MBMS service announcement mechanisms specified in TS 23.246 [4] and TS 26.346 [6] can be used. Also, the UE can obtain a new USD or updated USD from the Application Server as described in TS 23.468 [5].

5.4.2
Architectural Requirements

Following related requirement shall be supported:
-
The system should ensure the start time of downlink data delivery using MBMS for which UEs can be available to receive.

-
The system should support to confirm the location for the UEs in the group where the data can be delivered via MBMS.

-
The system should support for continuous reception of application data when a UE changes between reception of application data via EPS and MBMS bearer service.

Editor's Note: In order to support MBMS for NB-IoT UE, it needs to be investigated and confirmed by RAN WG.

In addition, the system needs to consider:

-  
How the network entity or Application Server decides and triggers group message delivery over multicast/broadcast architecture.
-  
How to confirm which UEs in the group can receive the multicast/broadcast data.
NOTE:  Application level interaction between the UE and Application Server is out of scope of this study.

5.5
Key Issue 5 – Reuse of Location Services architecture for Control Plane CIoT EPS optimization

5.5.1
Description

Rel-13 defined Control plane CIoT EPS optimization for efficient transfer of small data. This is mandatory optimization for NB-IoT and some UEs may only support Control plane CIoT EPS optimization. For such devices it is also desirable to have support of location services. This key issue aims to study the existing location services architecture as described in TS 23.271 [7] to ensure its suitability for UEs using Control plane CIoT EPS optimization. Solutions should address any enhancements needed to the existing location services architecture, if necessary.
NOTE: 
CIoT devices with User Plane CIoT EPS optimizations are expected to be able to reuse existing LCS architecture as described in TS 23.271 [7] without modifications. However this key issue will take into consideration any required update to LCS architecture, if identified, for them as well.

5.6
Key Issue 6 - Inter UE QoS for NB-IoT Control Plane Optimisation

5.6.1
Description

With the Control Plane CIoT EPS optimisation, the eNB currently has no way to differentiate between subscribers. This is currently the case even after data has been sent in the RRC Connection Setup Complete message as there is no QoS information transfer to the eNB for the Control Plane CIoT EPS optimisation.

However, the eNB may wish (or the operator need) to prioritise the eNB’s resources between multiple requests from different subscribers for the resources needed by “messages 4 and 5” of the RRC connection establishment, and subsequently for later data packets.

Whether or not the eNB needs a full QoS profile to support data transfer after “message 5” is for further study.

5.6.2
Architectural Requirements 

In order to schedule resources for RRC connection establishment messages 4 and 5, the priority level of different users needs to be signalled from some entity to the eNB before message 4 is sent.

Editor’s Note: additional architectural requirements may be added.

5.7
Key Issue 7 - CN overload control for data transfer via Control Plane EPS CIoT Optimization

5.7.1
Description

The recently agreed Rel-13 solution for CIoT data transmission over the control plane signalling – Control Plane CIoT EPS Optimisation is likely to add extra load to the network control entities like MME. Rate control of user data using CIoT EPS optimisation is available as defined in TS 23.401, section 4.7.7  [8]. However, if a temporary overload occurs, the network would benefit from proper handling of the overload from data transfer via control plane CIoT EPS Optimisation.
5.7.2
Architectural Requirements

The following architecture requirement shall be supported:
-
The system should support procedures to handle the CN overload from data transmission via Control Plane CIoT EPS Optimisation.

6
Solutions
6.1
Solution 1 - Authorization of Coverage Enhancements using Enhanced Coverage Allowed parameter in HSS

6.1.1
Description

6.1.1.1
General

This solution addresses the Key Issue 1 – Authorization of Coverage Enhancements.

To authorize coverage enhancement for specific UEs it is proposed to introduce a new subscription parameter in HSS called Enhanced Coverage Allowed parameter. This parameter is kept in HSS data and specifies per PLMN whether enhanced coverage functionality is allowed or not allowed for the UE. 

6.1.1.2
Enhanced Coverage Allowed indication to the UE

During Attach or TAU/RAU procedure this parameter is downloaded to MME/SGSN and stored as part of MME/SGSN MM and EPS bearer context. This is shown in figure 6.1.1.2-1 below:
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Figure 6.1.1.2-1: Enhanced Coverage Allowed indication to the UE

MME/SGSN sends Enhanced Coverage Allowed parameter to the UE in NAS accept message. UE shall use this parameter value to determine if enhanced coverage feature should be used or not (i.e. indicating CE capability to the network). If UE doesn’t receive this indication then UE follows Rel-13 behaviour.

6.1.1.3
Enhanced Coverage Allowed indication to the eNB
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Figure 6.1.1.3-1: Paging with Enhanced Coverage

As shown in figure 6.1.1.3-1, MME/SGSN, on receiving Downlink Data Notification, checks if Enhanced Coverage Allowed parameter is set in MME/SGSN MM or EPS bearer context. 

If the MME/SGSN has Information for Enhanced Coverage stored, and Enhanced Coverage Allowed parameter is set (i.e. value indicate enhanced coverage is authorized or enabled) then the MME/SGSN shall include Information for Enhanced Coverage in the Paging message for all eNBs selected by the MME/SGSN for paging. 

If the MME/SGSN has Information for Enhanced Coverage stored, and Enhanced Coverage Allowed parameter is not set (i.e. value indicate enhanced coverage is not authorized or disabled) then the MME/SGSN shall not include Information for Enhanced Coverage in the Paging message for all eNBs selected by the MME/SGSN for paging. In this case eNB doesn’t set CE mode B for the UE. 

6.1.1.4
Control of enhanced coverage by 3rd party service provider

Figure 6.1.1.4-1 shows the procedures to allow the 3rd party service provider to query the status of, or enable, or disable Coverage Enhancements functionality per UE.
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Figure 6.1.1.4-1: Control of enhanced coverage by 3rd party service provider
1. The SCS/AS sends an Enhanced Coverage Request (External Identifier(s) or MSISDN(s), SCS/AS Identifier, SCS/AS Reference ID, Type) message to the SCEF. Type indicates if the request is to get status of, or to enable, or to disable the enhanced coverage. 

2. The SCEF stores SCS/AS Reference ID, SCS/AS Identifier. The SCEF assigns an SCEF Reference ID. Based on operator policies, if either the SCS/AS is not authorized to perform this request (e.g. if the SLA does not allow for it) or the Enhanced Coverage Request is malformed or the SCS/AS has exceeded its quota or rate of submitting Enhanced Coverage requests, the SCEF performs step 9 and provides a Cause value appropriately indicating the failure result. 

3. The SCEF sends an Enhanced Coverage Request (External Identifier or MSISDN, SCEF ID, SCEF Reference ID, Type,) message to the HSS.

4. The HSS examines the Enhanced Coverage Request message, e.g. with regard to the existence of External Identifier or MSISDN, whether any included parameters are in the range acceptable for the operator, whether the Enhanced Coverage is supported by the serving MME/SGSN. If this check fails the HSS follows step 8 and provides a Cause value indicating the reason for the failure condition to the SCEF. 

If the Type is to get the current status of enhanced coverage HSS retrieves the value and procedure follows at Step 8. Else If the Type is to enable or to disable the enhanced coverage, HSS sets enhanced coverage Allowed parameter to the appropriate value and the procedure continues at step 5.

5. If required by the specific Enhanced Coverage Request Type and when Enhanced Coverage is supported by the serving MME/SGSN, the HSS sends an Insert Subscriber Data Request (Type, SCEF ID, SCEF Reference ID) message to the MME/SGSN.

6. Based on operator policies, the MME/SGSN may reject the request (e.g. overload or HSS has exceeded its quota or rate of submitting enhanced coverage requests defined by an SLA).

The MME/SGSN set or reset (i.e. Enable or disable) Enhanced Coverage Allowed parameters in MME/SGSN context.

The MME/SGSN will transfer the Enhanced Coverage allowed parameters stored as part of its context information during an MME/SGSN change.

7. If the Enhanced Coverage allowed parameter value update is successful, the MME/SGSN sends an Insert Subscriber Data Answer (Cause) message to the HSS. MME/SGSN may include the Enhanced Coverage allowed parameter value in the Insert Subscriber Data Answer message.

8. The HSS sends an Enhanced Coverage Response (SCEF Reference ID, Cause) message to the SCEF. HSS includes result = success/failure and the Enhanced Coverage allowed parameter value (in case of success) in the Enhanced Coverage Response message.

In the case of UE mobility, the HSS determines whether the new MME/SGSN supports Enhanced Coverage.

9. The SCEF sends an Enhanced Coverage Response (SCS/AS Reference ID, Cause) message to the SCS/AS. HSS includes result = success/failure and the Enhanced Coverage allowed parameter value (in case of success) in the Enhanced Coverage Response message.

If the HSS detects that the current serving MME/SGSN cannot support Enhanced Coverage (e.g. after a UE mobility event), the HSS may notify the SCEF that the Enhanced Coverage allowed is disabled, and shall Set Enhanced Coverage allowed to disabled value.
6.1.2
Impacts on existing nodes and functionality

UE

· Receives Enhanced Coverage Allowed parameter as part of NAS procedure (i.e. ATTACH ACCEPT, TAU/RAU ACCEPT) 

· Stores Enhanced Coverage Allowed parameter per PLMN and use Enhanced Coverage capability (i.e. indicating CE capability to the network) based on value of Enhanced Coverage Allowed parameter.

eNB

· No impacts

MME/SGSN: 

· Stores Enhanced Coverage Allowed parameter as part of MM context. 

· Receives Enhanced Coverage Allowed parameter from HSS

· Determine providing Enhanced coverage information to eNB based on the value of Enhanced Coverage Allowed parameter

HSS

· Contains subscription information whether the UE is allowed to use Coverage Enhancement

· Interface with SCEF to provide information if enhanced coverage is enabled or disabled 

· Interface with SCEF to provide 

SCEF

· Interface with HSS to query status of enhanced coverage capability, or to enable, or to disable the enhanced coverage capability. 

· Interface with SCS/AS to receive request for status query, or to enable/disable the enhanced coverage capability. Also provide response to SCS/AS. 

6.1.3
Solution Evaluation

6.2
Solution 2: Solution for Authorization of use of Coverage Enhancement - UE configuration

6.2.1
Description

6.2.1.1
General

This solution addresses the Key Issue 1 – "Authorization of use of Coverage Enhancement".

To avoid that the UE attempts to use Coverage Enhancements the network can provision the UE with the information whether the UE is allowed to use Coverage Enhancements.

6.2.1.2
Procedure
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Figure 6.2.1.2-1: Authorization of CE at Attach

1.
The UE is provisioned/configured with whether the UE is authorized to use CE e.g. per PLMN by a provisioning server in HPLMN (or during manufacturing). The Provisioning server may update the UE at any time, but it is assumed that such updates are seldomly done.

2.
The UE enables/disables its CE capability according to the provisioning/configuration setting. Updating the UE capability may require a detach/attach to the network.

3.
The UE accesses the network with or without indicating using CE depending on whether CE is enabled or disabled and depending on the coverage situation CE is used. If the UE does not indicate CE to RAN, then RAN does not upload CE information to MME, i.e. the MME in such case will not page with CE enhancements.

6.2.2
Impacts on existing nodes and functionality

6.2.2.1
UE

Support of being provisioned with information whether the UE is allowed to make use of Coverage Enhancements and the logic to pass the information from higher layer (NAS) to lower layer (AS). AS logic to avoid the usage of Coverage Enhancements in case higher layer indicated that it is not allowed.

6.2.2.2
RAN

None

Editor’s Note: It is to be confirmed that RAN does not upload CE information to CN if the UE does not make use of CE or does not indicate CE capabilities to RAN.

6.2.2.3
CN

Support provisioning the UE with information whether the UE is allowed to make use of Coverage Enhancements.

6.2.3
Solution Evaluation

6.3
Solution 3: Subscription based authorization via NAS
6.3.1
Description

6.3.1.1
General

This solution addresses the Key Issue 1 – "Authorization of use of Coverage Enhancement ".

The solution principle is:

-
HSS contains subscription information whether the UE is allowed to use Coverage Enhancement

-
At access to the network the UE provides its capabilities to support EC via NAS

-
The CN verifies (using the subscription) whether the UE is allowed to use CE and informs the UE in a NAS message, and the CE authorization information may include:

-
A CE indication to indicate whether the UE can use the CE functionality or not;

-
The authorized CE level range, e.g. the maximum CE level that the UE can use.

Editor’s Note: Details of CE levels is dependent on RAN WGs.

-
The UE stores the information (per PLMN) and will not make use of EC for this PLMN in case CN indicates the UE is not allowed

6.3.1.2
Procedure
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Figure 6.3.1.2-1: Authorization of CE at Attach

1.
The UE Attaches to the network and optionally provides the UE capability to support CE.

2.
If there is no UE subscription information in the MME, the MME retrieves the subscription information for the UE

3.
The MME enforces the CE authorization based on the UE CE support capability, and the subscription information. If the UE supports the CE capability and has subscribed to the CE functionality, the MME indicates that the UE can use the CE functionality in the CE authorization information. And if the CE level range is included in the subscription, the MME also include the authorized CE level range in the CE authorization information, e.g. the maximum CE level that the UE is authorized to use.

4.
The MME provides the Attach accept message to the UE, including CE authorization information. Based on the received information the UE decides whether to make use of CE for the PLMN.

5.
The UE enters RRC_Idle when there is no data or signalling to be sent or received.

6:
The UE determines the CE level based on AS information. And the UE needs to check if the CE level is consistent with the CE authorization information. If the CE functionality is not authorized to be used or the CE level exceeds the authorized CE level range, then the UE may determine not to initiate the Random Access procedure.

Editor’s Note: It is FFS whether the UE should be able to still initiate the Random Access procedure with some specific charging ratio applied in the CN.

7:
The UE selects the PRACH resources based on the determined CE level and initiate the Random Access procedure. 

NOTE 1:
The eNB may also check if the CE level used by UE is consistent with the CE authorization information or not (the eNB may obtain the CE authorization information from MME using Solution 4: “Subscription based authorization via S1”).
6.3.2
Impacts on existing nodes and functionality
6.3.2.1
UE

-
Support receiving and storing per PLMN whether the UE is authorized to make use of CE

-
Avoid using and providing the capability for CE in case the UE is not authorized to use CE in the PLMN

6.3.2.2
RAN

-
No impact

NOTE: 
If RAN is to authorize the CE, RAN impacts are as described in Solution z: Subscription based authorization via S1.

6.3.2.3
CN

-
Contains subscription information whether the UE is allowed to use Coverage Enhancement

-
Receive from UE whether UE is capable of CE

-
Use subscription information to decide whether UE is authorized to make use of CE and forward the decision to the UE

6.3.3
Solution Evaluation

6.4
Solution 4: Subscription based authorization via S1
6.4.1
Description

6.4.1.1
General

This solution addresses the Key Issue 1 – "Authorization of use of Coverage Enhancement".

The solution principle is:

-
HSS contains subscription information whether the UE is allowed to use Coverage Enhancement

-
At access to the network the UE provides its capabilities to support EC

-
The RAN forwards the UE CE capability to CN

-
The CN verifies (using the subscription) whether the UE is allowed to use CE and informs RAN, e.g. the CE authorization information may include the following:

-
A CE indication to indicate whether the UE can use the CE functionality or not;

-
The authorized CE level range, e.g. the maximum CE level that the UE can use.

Editor’s Note: Details of CE levels is dependent on RAN WGs.

-
The RAN enforces the CN decision and informs the UE

-
The UE stores the information (per PLMN) and will not make use of EC for this PLMN in case RAN indicates the UE is not allowed

6.4.1.2
Procedure
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Figure 6.4.1.2-1: Authorization of CE at Attach

1.
The UE UE determines the CE level based on the radio channel quality

2.
The attaches to the network and provides the UE capability to support CE to RAN.

3.
If there is no CE authorization information of the UE in the eNB, the eNB will forward the NAS message and the UE CE capability to the MME

4.
If there is no UE subscription information in the MME, the MME retrieves the subscription information for the UE

5.
The MME generates the CE authorization information from the UE subscription information
6.
The MME sends an S1 AP message to the RAN with the NAS message and the CE authorization information.

7.
The eNB enforces the CE authorization based on the CE authorization information. If the CE functionality is not authorized to use or the CE level exceeds the authorized CE level range, then the eNB may refuse the access request of the UE with some cause value (e.g. CE functionality NOT authorized)

8.
If CE authorized, the RAN forwards the NAS accept message to the UE, including in RRC the CE level the UE is authorized to use.

6.4.2
Impacts on existing nodes and functionality
6.4.2.1
UE

-
Support receiving and storing per PLMN whether the UE is authorized to make use of CE

-
Avoid using and providing the capability for CE in case the UE is not authorized to use CE in the PLMN

6.4.2.2
RAN

-
Forwarding UE CE capability to CN

-
Enforce decision whether UE is allowed to use CE received from CN

6.4.2.3
CN

-
Contains subscription information whether the UE is allowed to use Coverage Enhancement

-
Receive from eNB whether UE is capable of CE

-
Use subscription information to decide whether UE is authorized to make use of CE and forward the decision to RAN

6.4.3
Solution Evaluation

6.5
Solution 5 – Reliable communication service between UE and SCEF
6.5.1
Description
6.5.1.1
General

This solution addresses the Key Issue 2 – Reliable communication service between UE and SCEF.
6.5.1.2
Alternative 5a: Based on UE – SCEF acknowledgment
This alternative relies on defining new UE-SCEF transport protocol that provide acknowledgement of data send between UE and SCEF. For MO data SCEF will send acknowledgment and for MT data UE sends acknowledgment. SDT PDU is used between UE and SCEF for reliable delivery of MO/MT data. 
SDT PDU at minimum needs to contain: 

-
Source Identifier: Identifies the sender of SDT-PDU. For MO, it is External-ID. For MT, it is identity of SCS/AS.

-
Destination identifier: Identifies the receiver of SDT-PDU. For MO, it is the identity of SCS/AS. For MT, it is External-ID.

-
Transaction Identifier: Identifies a particular MO or MT transaction

Along with the allocated EBI, SDT PDU will be encapsulated in the NAS message (similar to how SMS o/ NAS works today) to allow MO/MT data.

6.5.1.3
Alternative 5b: Based on UE – MME and MME - SCEF acknowledgment

This alternative is based on principle of reliable delivery between UE and MME coupled with reliable delivery between MME and SCEF.
T6a is Diameter based and Diameter provide reliable delivery but it cannot guarantee successful processing at the data receiving node. This issue is mitigated by adding acknowledgement of each non- IP data delivery (NIDD) message. Given this we can assume that T6a protocol between MME and SCEF currently provides reliable data delivery. 

In Rel-13 new NAS message – Control Plane Service Request is defined for UE using Control Plane CIoT EPS optimization for initial NAS PDU data delivery between UE and MME. MME also sends acknowledgement in Service Accept message. This provide reliable delivery for first MO data packet. However subsequent data packet while UE is in ECM_CONNECTED is not guaranteed. Subsequent message for Control Plane EPS optimizations while UE is in connected mode are carried in ESM Data Transport Message which is not acknowledged.

For this alternative, some NAS messages (e.g. ESM Data Transport) would need to be enhanced to provide acknowledgment of data delivery between UE and MME.

6.5.1.4
Alternative 5c: Based on hop by hop acknowledgment

This alternative is based on principle of hop by hop reliable delivery that is reliable delivery between UE and eNB, coupled with reliable delivery between eNB and MME, coupled with reliable delivery between MME and SCEF.
As we discussed in alternative 5b, we can assume that T6a protocol between MME and SCEF currently provides reliable data delivery.

Between UE and eNB, RLC acknowledged mode is could be used between UE and eNB for reliable delivery of data. 

Between eNB and MME, S1-AP would needs to be enhanced to provide acknowledgement of S1-AP messages carrying NAS PDU with data.

6.5.2
Impacts on existing nodes and functionality

6.5.3
Solution Evaluation

6.6
Solution 6: Inter RAT mobility to/from NB-IoT

6.6.1
Description

This solution addresses Key Issue 3 – “Inter RAT mobility to/from NB-IoT”.
The high level components of this solution are as follows:

1) 
PDN connections

a)
At Attach time (or movement into a new MME/SGSN), in ‘subscriber data’, the HSS informs the MME/SGSN what to do at any future inter-RAT mobility. 

The choices could be to maintain the PDN connection; disconnect the PDN connection with a reactivation request; disconnect PDN connection without reactivation request; or to leave it to local VPLMN policy.

This information would be supplied per APN (and per non-IP SCEF connection).

This information could be configured for every RAT pair and direction (e.g. separately for NB-IoT to WB-E-UTRAN, and WB-EUTRAN to NB-IoT). However, the configuration can probably be simplified to mobility between “broadband” (WB-E-UTRAN and UTRAN) and “narrowband” (NB-IoT, GPRS, EC-GSM-IoT) situations. 

Local MME (and SGSN) configuration is used when the HSS provides no information, or, when the UE does not support the necessary R13/R14 functionality.

b)
At an inter-RAT mobility event, the source CN node informs the target CN node of the current RAT type.

Note 1: 
Additionally, in the Context Request, the target CN node would inform the source CN node that it supports inter-RAT mobility.

c)
The target MME node uses the “EPS bearer context status IE” in the TAU Accept to indicate to the UE which bearers should be disconnected, and, optionally, adds a new IE (with similar coding format) to indicate which bearers (if any) should be reactivated.

Note 2:
 In case of mobility to 2G/3G, the SGSN uses equivalent existing and new signalling to the UE in the RAU Accept.

Note 3:
Use of EMM signalling avoids (up to 11) bearer specific ESM disconnection messages, their acknowledgements, and possibly uncoordinated multiple RRC reconfiguration messages as each bearer is released in sequence.

Note 4: 
an alternative is to use OMA LightWeight DM to configure the device with regard to which PDNs should be reactivated (or activated) – however, HSS to VPLMN signalling is still needed to avoid disconnection. Also a PDN connection is likely to be needed to carry the OMA LW DM messaging.

Note 5: 
the target MME needs to be aware as to whether or not it is disconnecting “all” of the default bearers AND the UE does not support “attach without PDN connectivity” – in which case it may still need to Detach the UE. 


d)
The UE obeys the instructions from the MME/SGSN. Any dedicated bearers associated with default bearers that are to be disconnected/reactivated are disconnected (but not automatically reactivated)

2)
TAI list handling

Three alternatives/components for a solution are foreseen to avoid that the TAI list contains a mix of WB-E-UTRAN and NB-IoT tracking areas.

a)
For a mobile that supports both NB-IoT and WB-E-UTRAN, the UE is modified so that in the TAU Request (and Attach Request) sent to the MME, the UE reports the last visited TAI on that RAT i.e. the UE has to remember the last TAI it visited on NB-IoT and the last TAI it visited on WB-E-UTRAN.

This enables a simple MME implementation to continue to construct accurate TAI lists.

Note 6:
the UE needs to indicate its support for this capability to the MME (e.g. in the UE Network Capability).

b)
An alternative approach is that the MME is mandated to ensure that the TAI list that it allocates only contains TAs of one RAT type (either NB-IoT or WB-E-UTRAN).

Note 7:
the MME learns the RAT type of the TAC from the S1-Setup procedure.

c) 
the UE could be mandated to use a RAT change between NB-IoT and WB-E-UTRAN as a trigger for a TAU (even if the new TA is in the previously allocated TAI list)

6.6.2
Impacts on existing nodes and functionality

Editor’s Note: rapid implementation of the solution in 6.6.1 might avoid expensive, unnecessary R13 MME development.

6.6.3
Solution Evaluation

For the TAI list handling, initial discussion indicates that option 2b may be the preferred solution.

6.7
Solution 7: Inter UE QoS for NB-IoT Control Plane Optimisation using spare codepoints in Message 3

6.7.1
Description

This solution addresses the Key Issue 6 – “Inter UE QoS for NB-IoT Control Plane Optimisation”.

The proposed mechanism is as follows:

a)
During the PDN connection establishment (on any/all RATs), the MME allocates a (e.g. one of 4) priority levels to the session (e.g. from a mapping from the QCI 5/6/8/9 values). This priority level is sent to the UE in the NAS PDN establishment signalling.

Note 1:
an alternative is that a standardised mapping is used in the UE to convert the QCI sent by the MME (since Release 8) in the NAS signalling into the priority level.

Note 2: 
the priority level for QCI 5 (IMS signalling) might be set the same as QCI 8 or 9. As GBR bearers are not maintained on NB-IoT, there does not seem to be a great need to prioritise the transmission of IMS “Bye” messages (which was the key reason for QCI 5’s high priority in release 8). 

Note 3:
Whether to use 3 or 4 priority levels is left for the stage 3 design (e.g. use of 2 spare bits implies 3 levels, but it is not clear that ASN.1 PER can encode in that manner). 

b)
At Mobile Originating RRC connection setup the NAS layer supplies the priority level (of the requesting PDN connection) to the AS layer, and – for NB-IoT (only) – the AS layer includes the priority level as information in the RRC Connection Request. 

Note 4: 
the NB-IoT RRC Connection Request is allocated the same radio resource [80 bits] as the NB-IoT RRC Connection Resume message. The RRC Connection Resume is [16 bits] longer than the Connection Request, hence there is space to add 2 or 3 bits to signal the priority level in the Connection Request.

Note 5: for MO SMS and MO signalling, the priority level need not be used (i.e. is coded the same as in Release 13)

c) 
On the NB-IoT RAT, for Mobile Terminating RRC connection setup, either:

i) 
the UE uses the priority level of the highest priority established PDN connection in the RRC Connection Request., or,

ii) 
the MME adds QoS information alongside the downlink NAS (signalling or data) PDUs that it sends to the RAN. (but this prevents the eNB prioritising messages 4 and 5)

In the MT case, if the UE has no PDN connections, it does not indicate a priority level.

d)
The eNB uses this priority information in its resource scheduling algorithm until any more detailed QoS information is received from the MME. 

e)
For WB-E-UTRAN, no changes are proposed to the RRC establishment signalling, largely due to legacy signalling constraints. 

6.7.2
Impacts on existing nodes and functionality

MME: 
Needs to map QCI into a priority level and include this in session management signalling sent to NB-IoT capable UEs.

SGSN: 
No change (in the UE, the NB-IoT priority level could be 1:1 mapped from the existing GPRS priority level.)

UE: 
Places priority level into RRC Connection Request message.

eNB: 
Uses the received priority level in scheduling scarce resources between different UEs.

S/PGW:
no impact (as with data sent on DRBs, the CDR can use the QCI.)

6.7.3
Solution Evaluation

6.8
Solution 8 - Back-off timer for data transmission via control plane

6.8.1
Description

6.8.1.1
General

This solution addresses Key Issue 7: CN overload control for data transfer via Control Plane CIoT EPS Optimisation. It proposes a C-Plane data back-off timer that supresses the use of Control Plane CIoT EPS Optimisation for data transfer by the UE for the duration of this timer.

6.8.1.2
C-Plane data back-off timer during Attach/TAU procedure

One use of the proposed C-Plane data back-off timer is during the UE Attach or TAU procedures, see Figure 6.8.1.2-1 below.
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Figure 6.8.1.2-1: C-Plane data back-off timer at registration

1.
The UE initiates Attach or TAU Request with preferred network behaviour for Control Plane CIoT Optimisation.

2.
If the MME is overloaded or close to overload (based on operator set threshold or policy) with data transfer via the control plane, it may accept the registration request from the UE but returns C-Plane data back-off timer within the Attach/TAU Accept message. Then, the UE shall not initiate a request for data transfer via Control Plane CIoT EPS Optimisation (i.e. Control Plane Service Request) for the duration of the C-Plane data back-off timer. This is a likely behaviour in cases where the UE supports both, the Control Plane and the User Plane CIoT EPS optimisations. It allows the UE to register and be able to initiate data transfer via User Plane CIoT EPS Optimisation only while the C-Plane data back–off timer is running.

6.8.1.3
C-Plane data back-off timer during Control Plane Service Request

Another use of the proposed C-Plane data back-off timer is during the Control Plane Service Request from the UE, see Figure 6.8.1.3-1 below.
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Figure 6.8.1.3-1: C-Plane data back-off timer at Control Plane Service Request

1.
The UE initiates Control Plane Service Request from Idle Mode in order to transmit data via Control Plane CIoT EPS Optimisation.

2.
If the MME is overloaded or close to overload (based on operator set threshold or policy) with data transfer via the control plane, it accepts the request from the UE for user data transmission via the control plane however, it may return a C-Plane data back-off timer within the Service Accept message. If so, the UE shall not initiate another Control Plane Service Request for the duration of the C-Plane data back-off timer.

6.8.2
Impacts on existing nodes and functionality
UE/MME

· Back-off timer within Attach/TAU Accept and Service Accept messages.

6.8.3
Solution Evaluation

6.9
Solution 9 - Overload Start message for control plane data only

6.9.1
Description

This solution addresses Key Issue 7: CN overload control for data transfer via Control Plane CIoT EPS Optimisation. It proposes an Overload Start message for data transfer via Control Plane CIoT EPS Optimisation, see Figure 6.9.1-1 below.
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Figure 6.9.1-1: Overload Start message for data transfer via Control Plane

1.
MME load from Control Plane CIoT EPS Optimisation reaches a threshold. A decision to restrict data transfer via Control Plane CIoT EPS Optimisation is taken based on operator’s policy or configuration.

2.
MME triggers Overload Start message with C-Plane CIoT data parameter to eNB meaning that the MME is overloaded or close to overload with data transfer via Control Plane CIoT EPS Optimisation.

3.
When eNB receives a request for data transmission via Control Plane CIoT EPS Optimisation, the eNB does not select the overloaded MME until Overload Stop message is received. However, the eNB may still select the overloaded MME for signalling only or for data transmission via User Plane CIoT EPS Optimisation.

4.
If the overloaded MME is the only MME the eNB is connected to, the eNB may reject requests from UEs for data transfer via Control Plane CIoT EPS Optimisation and the eNB may include wait timer in the RRC Connection Release message.

NOTE: 
This solution is with RAN impact. It requires the UE to indicate to eNB its preference for data transfer via Control Plane CIoT EPS optimisation in one of the RRC messages during the RRC connection establishment.

6.9.2
Impacts on existing nodes and functionality

MME
· New C-Plane CIoT data parameter within the Overload Start message.

eNB/UE

· Requires the UE to indicate its preference for data transfer via Control Plane CIoT EPS optimisation to the eNB in one of the RRC connection establishment messages. Also, the eNB needs to handle the new C-Plane CIoT data parameter within the Overload Start message.

6.9.3
Solution Evaluation

7
Overall Evaluation
Editor’s Note: This clause will provide evaluation of different solutions for each key issue. This may be omitted in case specific key issue has only one solution.  
8
Conclusions

Editor's Note:
This clause is intended to list conclusions that have been agreed during the course of the study. This may also capture the guiding principles and documentation approach for creating CRs to normative specifications within the responsibility of SA2.
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