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[bookmark: foreword][bookmark: _Toc78185234][bookmark: _Toc86050331][bookmark: _Toc96604849][bookmark: _Toc96604914]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: _Toc78185235][bookmark: _Toc86050332][bookmark: _Toc96604850][bookmark: _Toc96604915]Introduction
This clause is optional. If it exists, it is always the second unnumbered clause.

[bookmark: scope][bookmark: _Toc78185236][bookmark: _Toc86050333][bookmark: _Toc96604851][bookmark: _Toc96604916]
1	Scope
The present document studies the potential enhancements in CAPIF and application enablement frameworks (e.g. SEAL, EDGEAPP, vertical enabler layers) to support the subscriber-aware northbound API access (SNA), whose requirements are specified in TS 22.261 [2].
This study takes into consideration the existing works for CAPIF (3GPP TS 23.222 [3]), SEAL (3GPP TS 23.434 [4]), and EDGEAPP (3GPP TS 23.558 [5]).
Any potential enhancements to security procedures related to CAPIF and application enablement frameworks (e.g. EDGEAPP, SEAL, vertical enabler layers) to support SNA are not in the scope of this study.
[bookmark: references][bookmark: _Toc78185237][bookmark: _Toc86050334][bookmark: _Toc96604852][bookmark: _Toc96604917]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 22.261: "Service requirements for the 5G system; Stage 1"
[3]	3GPP TS 23.222: "Common API Framework for 3GPP Northbound APIs"
[4]	3GPP TS 23.434: "Service Enabler Architecture Layer for Verticals (SEAL); Functional architecture and information flows"
[5]	3GPP TS 23.558: "Architecture for enabling Edge Applications"
[6]	3GPP TS 29.513: "Policy and Charging Control signalling flows and QoS parameter mapping"
[7]	3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications"
[8]	3GPP TS 33.501: "Security architecture and procedures for 5G system"
[9]	IETF RFC 6749: "The OAuth 2.0 Authorization Framework"
[bookmark: definitions][bookmark: _Toc78185238][bookmark: _Toc86050335][bookmark: _Toc96604853][bookmark: _Toc96604918]3	Definitions of terms, symbols and abbreviations
[bookmark: _Toc78185239][bookmark: _Toc86050336][bookmark: _Toc96604854][bookmark: _Toc96604919]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
resource owner: An entity capable of granting access to a protected resource.
[bookmark: _Toc78185240][bookmark: _Toc86050337][bookmark: _Toc96604855][bookmark: _Toc96604920]3.2	Symbols
For the purposes of the present document, the following symbols apply:
<symbol>	<Explanation>

[bookmark: _Toc78185241][bookmark: _Toc86050338][bookmark: _Toc96604856][bookmark: _Toc96604921]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
AEF	API Exposing Function
AF	Application Function
CAPIF	Common API Framework
CCF	CAPIF Core Function
SNA	Subscriber-aware northbound API access

[bookmark: clause4][bookmark: _Toc27381698][bookmark: _Toc40445452][bookmark: _Toc78185242][bookmark: _Toc86050339][bookmark: _Toc96604857][bookmark: _Toc96604922]4	Key issues
[bookmark: _Toc78185243][bookmark: _Toc86050340][bookmark: _Toc96604858][bookmark: _Toc96604923]4.1	Key Issue #1: UE-originated API invocation
[bookmark: _Toc78185244][bookmark: _Toc86050341][bookmark: _Toc96604859][bookmark: _Toc96604924]4.1.1	Description
The UE-originated API invocation scenario corresponds to the following requirement specified in TS 22.261 [2]:
-	The 5G system shall be able to provide a UE with secure access to APIs (e.g. triggered by an application that is not visible to the 5G system), by authenticating and authorizing the UE.
In this scenario, the application on the UE invokes the northbound APIs. The scenario is illustrated in figure 4.1.1-1.
From CAPIF point of view, the application on the UE in this scenario plays the role of the API invoker, as defined in TS 23.222 [3].


Figure 4.1.1-1: UE-originated API invocation
Open issues:
1)	Whether the existing CAPIF functional model is sufficient for the UE-originated API invocation.
a)	If the existing CAPIF functional model is insufficient, how it must be modified to accommodate for the API invoker in the UE.
[bookmark: _Toc78185245][bookmark: _Toc86050342][bookmark: _Toc96604860][bookmark: _Toc96604925]4.2	Key Issue #2: AF-originated API invocation
[bookmark: _Toc78185246][bookmark: _Toc86050343][bookmark: _Toc96604861][bookmark: _Toc96604926]4.2.1	Description
In the AF-originated API invocation scenario, the AF invokes the northbound APIs, and the application on the UE consumes the service from the AF. The scenario is illustrated in figure 4.2.1-1.


Figure 4.2.1-1: AF-originated API invocation
Open issues:
1)	Whether the existing CAPIF functional model is sufficient for the AF-originated API invocation.
a)	If the existing CAPIF functional model is insufficient, how it should be updated.
2)	Study the business relationship between the user (UE), the AF and the northbound API provider.
[bookmark: _Toc78185247][bookmark: _Toc86050344][bookmark: _Toc96604862][bookmark: _Toc96604927]4.3	Key Issue #3: Providing and revoking user consent upon invoking APIs
[bookmark: _Toc78185248][bookmark: _Toc86050345][bookmark: _Toc96604863][bookmark: _Toc96604928]4.3.1	Description
Invocation of some northbound APIs may require obtaining user consent (e.g. API to retrieve the location of the UE).
In the SNA context, it is for further study how to obtain user consent when the API invocation is related to the resource owner (e.g. the user). 
In addition, the system should ensure that there are mechanisms for the resource owner to revoke the user consent provided previously for the API invocation.
Open issues:
1)	Whether and how CAPIF functions can determine the resource owner upon API invocation.
2)	Whether and how CAPIF can support obtaining user consent from resource owner.
3)	Whether and how CAPIF can support revoking user consent by the resource owner.
NOTE:	This document studies the high-level architecture to solve this issue. The detailed procedure for providing the user consent will be specified in SA3.
[bookmark: _Toc75850777][bookmark: _Toc78185249][bookmark: _Toc86050346][bookmark: _Toc96604864][bookmark: _Toc96604929]4.4	Key Issue #4: Discovery of target API information
[bookmark: _Toc75850778][bookmark: _Toc78185250][bookmark: _Toc86050347][bookmark: _Toc96604865][bookmark: _Toc96604930]4.4.1	Description
As per the below requirement from 3GPP TS 22.261 [2] (clause 6.10.2), the third party needs to be provided with information to locate the target APIs in the network.
-	provide a third-party with information to identify networks and APIs on those networks.
An AF may serve UEs that belong to different PLMNs. When the AF is not aware of the PLMN provider of the UEs and has to discover the service API in relation to such UEs, then it is not clear how to discover the service APIs. How the AF can determine the right AEF instance, which is exposing the required Northbound API for which the AF wants to consume that Northbound API with the UE(s) information.
Open Issue:
-	Whether and how to support discovery of the target Service API information in CAPIF with respect to UE(s) information, especially when:
-	AF is serving UEs belonging to multiple PLMNs; and
-	There are multiple instances of the AEF within a PLMN.
[bookmark: _Toc478400624][bookmark: _Toc27381705][bookmark: _Toc40445453][bookmark: _Toc78185251][bookmark: _Toc86050348][bookmark: _Toc96604866][bookmark: _Toc96604931]5	Architectural requirements
[bookmark: _Toc478400625][bookmark: _Toc42713645][bookmark: _Toc42713784][bookmark: _Toc47560569][bookmark: _Toc54222458][bookmark: _Toc66635335][bookmark: _Toc68187319][bookmark: _Toc78185252][bookmark: _Toc86050349][bookmark: _Toc96604867][bookmark: _Toc96604932]5.1	General requirements
[AR-5.1-a] The confidentiality of the UE's external identity (e.g. MSISDN) shall be preserved during the API invocation supported by CAPIF.
[AR-5.1-b] The CAPIF shall support the authentication of the resource owner.
[AR-5.1-c] The CAPIF shall enable the resource owner(s) to provide and revoke user consent.
[bookmark: _Toc478400629][bookmark: _Toc27381710][bookmark: _Toc40445454][bookmark: _Toc78185253][bookmark: _Toc86050350][bookmark: _Toc96604868][bookmark: _Toc96604933]6	Solutions
Editor's Note:	This clause will provide descriptions for the different solutions.
[bookmark: _Toc86050351][bookmark: _Toc96604869][bookmark: _Toc96604934][bookmark: _Toc78185254]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
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	Key issue 2
	Key issue 3
	Key issue 4
	…

	Solution 1
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[bookmark: _Toc86050352]
[bookmark: _Toc96604870][bookmark: _Toc96604935]6.1	Solution #1: Business relationship in SNA 
[bookmark: _Toc86050353][bookmark: _Toc96604871][bookmark: _Toc96604936]6.1.1	Solution description
This solution addresses the key issue #2 with regard to the business relationship between the user (UE), the AF and the northbound API provider in the AF-originated API invocation scenario. Considering the business relationship, the resource owner (which is a UE-side entity) is a new entity that has not been in the existing CAPIF business relationship, thus the business relationship should be updated to include the resource owner. 
Figure 6.1.1-1 shows the typical business relationship in SNA. This business relationship can be applied to both AF- and UE-originated API invocation scenario, as the API invoker in figure 6.1.1-1 can either be an application on the UE or the AF.


Figure 6.1.1-1: Business relationships in SNA
The API invoker has service agreement with a CAPIF provider, and the API provider provides APIs associated with the resource owner. The CAPIF provider and the API provider can be part of the same organization (e.g. PLMN operator), as described in 3GPP TS 23.222 [3] clause 5. When the CAPIF provider is a PLMN operator, the resource owner may be a subscriber of the PLMN.
[bookmark: _Toc86050354][bookmark: _Toc96604872][bookmark: _Toc96604937]6.1.2	Solution evaluation
This solution enhances the existing CAPIF business relationship by introducing the resource owner, which is viable.
[bookmark: _Toc86050355][bookmark: _Toc96604873][bookmark: _Toc96604938]6.2	Solution #2: Functional model description for SNA 
[bookmark: _Toc86050356][bookmark: _Toc96604874][bookmark: _Toc96604939]6.2.1	Solution description
[bookmark: _Toc96604875][bookmark: _Toc96604940]6.2.1.1	General
This solution addresses the key issue #3 with regard to obtaining and revoking resource owneruser consent from the resource owner client. As the resource owner client is a new entity for CAPIF, the functional model for the CAPIF should be updated including the resource owner client and resource owner authorization function. 
[bookmark: _Toc96604876][bookmark: _Toc96604941]6.2.1.2	Functional model
Figure 6.2.1.2-1 shows the reference point based functional model for the CAPIF with enhancements to support SNA.



Figure 6.2.1.2-1: Functional model for the CAPIF with SNA enhancements
The resource owner(s) are end-users or subscribers of the API provider domain's service provider as specified in 3GPP TS 33.501 [8]. 
The resource owner(s) resides within the PLMN trustAPI provider domain and interacts with the API exposingresource owner authorization function using resource owner clients(s) via CAPIF-8. The resource owner communicates with the API exposingresource owner authorization function to provide and revoke user resource owner consent. The resource owner interactions are supported via a resource owner client, which is a client-side entity.
Editor's Note:	The location of the resource owner authorization function in the CAPIF functional model is FFS.
The API exposing function (e.g NEF) acts as a resource owner consent enforcement point as specified in 3GPP TS 33.501 [8] and interacts with the resource owner authorization function via CAPIF-9. The API exposing function shall support to retrieve the resource owner consent parameters from.the resource owner authorization function. 
The API invoker interacts with resource owner authorization function via CAPIF-10/CAPIF-10e. The API invoker shall support to retrieve the resource owner consent parameters from the resource owner authorization function.
The API invoker interacts with CAPIF core function via CAPIF-1/CAPIF-1e to discover and obtain API access information. Further, the API invoker interacts with API exposing function via CAPIF-2/CAPIF-2e to perform service API invocations.
NOTE:	Security aspects including specification of the authorisation procedures are to be decided in SA3. 
[bookmark: _Toc96604877][bookmark: _Toc96604942]6.2.1.3	Deployment models
Editor's note:	 The deployment models for the functional model in clause 6.2.1.2 are FFS.
[bookmark: _Toc86050357][bookmark: _Toc96604878][bookmark: _Toc96604943]6.2.2	Solution evaluation
This solution enhances the existing CAPIF functional model by introducing the resource owner client and the resource owner authorization function, which is viable.
[bookmark: _Toc96604879][bookmark: _Toc96604944]6.3	Solution #3: Obtaining user resource owner consent upon service API invocationvia CAPIF-8
[bookmark: _Toc81815085][bookmark: _Toc96604880][bookmark: _Toc96604945]6.3.1	Solution description
[bookmark: _Toc96604881][bookmark: _Toc96604946]6.3.1.1	General
This solution addresses the key issue #3 with regard to obtaining userresource owner consent. When the CAPIF AEF acting as user consent enforcement point determines to obtain user resource owner consent upon service API invocation, the API exposing function informs interacts with the resource owner authorization function that the user consent is needed andto obtains the user resource owner consent responseinformation. For the interaction between the resource owner authorization function and the API exposing function interaction, the resource owner registration may optionally be performed prior to the service API invocation.
Every API exposing function deployed by the service provider does not require to support the resource owner registration. It is up to the service provider to enable this functionality.
Clause 6.3.1.21 shows the procedure for resource owner registration and clause 6.3.1.32 shows the procedure for obtaining user resource owner consent.
[bookmark: _Toc96604882][bookmark: _Toc96604947]6.3.1.21	Resource owner registration
Figure 6.3.1.21-1 shows the procedure for resource owner registration.
Editor's Note:	Which CAPIF entity (e.g. CAPIF core function, API exposing function) acts as the resource owner registration handling function in the procedure below is FFS.
Pre-conditions:
1.	The resource owner client is authorised to access the resource owner registration handlingauthorization function; and 
2.	The resource owner client has information for accessing the resource owner registration handlingauthorization function.



Figure 6.3.1.21-1: Procedure for resource owner registration
1.	The resource owner client sends resource owner registration request to the resource owner registration handlingauthorization function, including the resource owner identity (e.g. GPSI) and security credentials.
2.	The resource owner registration handlingauthorization function initiates the verification procedure and validates the resource owner registration request. 
3.	The resource owner registration handlingregistration function sends resource owner registration response.
[bookmark: _Toc96604883][bookmark: _Toc96604948]6.3.1.32	Obtaining user resource owner consent
Figure 6.3.1.32-1 shows the procedure to obtain user resource owner consent upon service API invocation.
Pre-conditions:
1.	The resource owner client is registered to the API exposing functionresource owner authorization function and can be accessed by the API exposing function.



Figure 6.3.1.32-1: Procedure for obtaining user resource owner consent upon service API invocation
1.	The API invoker sends service API invocation request to the API exposing function via CAPIF-2, which requires user consent of the resource owner.
2.	The API exposing function determine if the user resource owner consent verification is required to execute the service API. If the user resource owner consent verification is not required for the API invocation, the steps 3-5 will be skipped. 
NOTE:	The API exposing function determines if the user resource owner consent verification is required based on implemented API logic.
The API exposing function identifies the resource owner client in 3GPP network context by one of the following processes:
-	If the service API invocation indicates the resource owner client by GPSI, the API exposing function identifies the resource owner client by retrieving the resource owner information from the resource owner registration handlingauthorization function, which has received the resource owner information in resource owner registration, as shown in clause 6.3.1.21.
-	If the service API invocation indicates the resource owner client by UE (IP or Ethernet) address, the API exposing function identifies the resource owner client by interacting with BSF, as specified in TS 29.513 [6].
-	If the service API invocation indicates the resource owner client by external group identifier, the API exposing function identifies the individual resource owner clients by interacting with HSS/UDM, as specified in TS 23.682 [7].
-	If the service API invocation indicates the resource owner client by "any UE" identification, the API exposing function regards all the available resource owner clients as the target resource owner clients.
3.	The API exposing function obtains the user resource owner consent from the resource owner client. The result of the resource owner consent response may be stored in the API exposing function.
NOTE:	The detailed procedure to obtain the user resource owner consent and manage such resource owner consent information will be specified in SA3.
4.	If the API invocation is allowed, the process for service API execution is continued. If the API invocation is denied, the service API execution is rejected. The result of the user consent response is stored in the API exposing function.
NOTE:	How the stored user consent is maintained or cleared is up to implementation and is out of scope of this document. 
5.	The API exposing function sends service API invocation response to the API invoker based on the result of the service API execution.
[bookmark: _Toc96604884][bookmark: _Toc96604949][bookmark: _Toc81815077]6.3.1.43	Updating user resource owner consent
The resource owner client may update user resource owner consent anytime to allow or deny future API invocation.
NOTE:	The detailed procedure to update the user resource owner consent will be specified in SA3.
[bookmark: _Toc81815086][bookmark: _Toc96604885][bookmark: _Toc96604950]6.3.2	Solution evaluation
Editor's Note:	This clause will provide the evaluation for the solution.
NOTE:	The API exposing function may need a solution to contact UE through firewall in Step 3 of clause 6.3.1.2.
6.4	Solution #4: API invoker obtaining resource owner consent
[bookmark: _Toc96604887][bookmark: _Toc96604952]6.4.1	Solution description
This solution addresses the key issue #3 with regard to obtaining user consent. CAPIF may authorize the API invoker to invoke the service API based on the user consent slightly before the API invocation. The procedures to obtain the user consent may reuse well-known authorization procedures such as OAuth 2.0 [9].
Clause 6.4.1.1 shows the procedure for obtaining user consent in a near real-time manner.
[bookmark: _Toc96604888][bookmark: _Toc96604953]6.4.1.1	API invoker obtaining resource owner consent prior to the service API invocation
Figure 6.4.1.1-1 shows the procedure to obtain resource owner consent prior to the service API invocation, which is used in the near real-time consent scenario.
Pre-conditions:
1.	The resource owner can communicate with the API invoker.


Figure 6.4.1.1-1: Procedure for API invoker obtaining resource owner consent prior to the service API invocation
1.	The API invoker requests authorization grant and access token to invoke the service API.
NOTE:	The detailed procedure to obtain user consent and provide an access token is studied in SA3.
2.	The API invoker sends service API invocation request to the API exposing function with the access token received in step 1.
[bookmark: _Toc96604889][bookmark: _Toc96604954]6.4.2	Solution evaluation
Editor's Note:	This clause will provide the evaluation for the solution.
[bookmark: _Toc96604890][bookmark: _Toc96604955]6.5	Solution #5: UE-originated API invocation within CAPIF
[bookmark: _Toc440360448][bookmark: _Toc507354360][bookmark: _Toc76547877][bookmark: _Toc77933470][bookmark: _Toc83894326][bookmark: _Toc96604891][bookmark: _Toc96604956]6.5.1	Description
KI#1 describes the scenario of UE application client (AC) invokes 3GPP northbound APIs (e.g. NEF location API). In figure 6.5.1-1, the AC plays the role of the API invoker, and triggers a number of service operations with CCF and AEF (e.g. onboarding, security, API discovery).


Figure 6.5.1-1: Overview of CAPIF operations
The existing CAPIF model and procedures for UE-originated API invocation with CAPIF may be used but it is not so efficient since UE may be installed with many application clients (e.g. 100-200 apps). To reduce the number of CAPIF interactions per UE, a CAPIF client agent in the UE can be used as a common API invoker. Such CAPIF client agent executes the onboarding, authentication and authorization for security, service API discovery (discovered result can be re-used by all ACs), CAPIF event subscription with CCF.
NOTE:	Security aspects including specification of the authentication and authorisation procedures for UE-originated API invocation within CAPIF are to be decided in SA3. 
In short, the CAPIF client agent (as an application in the UE) is seen as an API invoker (see figure 6.5.1-2).


Figure 6.5.1-2: CAPIF client agent functionality in the UE
NOTE:	Reference point detail between AC and CAPIF client agent is out of 3GPP scope. 
[bookmark: _Toc96604892][bookmark: _Toc96604957]6.5.2	Solution evaluation
This solution addresses KI#1. It introduces an option to have a common API invoker (i.e. CAPIF client agent) for the UE so that the signalling over CAPIF reference points can be optimized.
Editor's Note:	The CAPIF operations by CAPIF client agent (API invoker) considering per application granularity is FFS.
[bookmark: _Toc96604893][bookmark: _Toc96604958]6.6	Solution #6: Discover a proper AEF with owner information
[bookmark: _Toc96604894][bookmark: _Toc96604959]6.6.1	Description
The API provider hosts one or more service APIs and has a service API arrangement with CAPIF provider to offer the service APIs to the API invoker, as described in 3GPP TS 23.222 [3]. A CAPIF provider may have business relationships with multiple API providers (e.g. MNOs).
The AF knows UE IP address from the Application traffic. If the AF wants to contact with an API exposing function (AEF) provided by MNO but does not know which MNO the UE belongs to, the AF can utilize the information provided by Regional Internet Registry (RIR). e.g. Asia-Pacific Network Information Centre (APNIC) is responsible for providing allocation and administration services to Asia-Pacific's Internet service providers (ISPs) and Internet users. IP "whois" service can be used to retrieve IP address related information, for instance, with input of IP address 223.167.255.255 in https://wq.apnic.net/apnic-bin/whois.pl it gives the following result including the owner for such IP address (only partial result is listed here for relevant info):
% APNIC found the following authoritative answer from: whois.apnic.net
% [whois.apnic.net]
% Whois data copyright terms    http://www.apnic.net/db/dbcopyright.html
% Information related to '223.166.0.0 - 223.167.255.255'
% Abuse contact for '223.166.0.0 - 223.167.255.255' is 'hqs-ipabuse@chinaunicom.cn'
inetnum:        223.166.0.0 - 223.167.255.255
netname:        UNICOM-SH
descr:          CHINA UNICOM Shanghai city network
descr:          China Unicom
descr:          No.21,Jin Rong Street,Beijing,100033
descr:          P.R.China
country:        CN
admin-c:        CH1302-AP
tech-c:         CH1302-AP
remarks:        service provider
mnt-by:         APNIC-HM
mnt-lower:      MAINT-CNCGROUP-SH
mnt-routes:     MAINT-CNCGROUP-RR
status:         ALLOCATED PORTABLE
mnt-irt:        IRT-CU-CN
last-modified:  2013-08-08T23:17:38Z
source:         APNIC

Noting that such interaction with IP address administrative authority is out of the scope of 3GPP.
Once the AF knows which MNO it should contact for the API invocation related to a UE, the AF queries the CAPIF core function (CCF) with required API provider name (e.g. China Mobile Beijing) and CCF responds with the AEF information matching the required API provider name. The CCF knows the API provider name either via API management function triggered Registration procedure for the whole API provider domain functions or via the API publish function triggered service API information publish procedure for the AEF offered API(s). The impact for CAPIF procedures is illustrated in figure 6.6.1-1, and tables 6.6.1-1, table 6.6.1-2 and 6.6.1-3 describe the information flow impact with highlighted IEs.


Figure 6.6.1-1: API provider name used in CAPIF procedures 
Table 6.6.1-1: Registration request
	Information element
	Status
	Description

	List of API provider domain functions
	M
	List of API provider domain functions including role (e.g. AEF, APF, AMF) and, if required, specific security information.

	API provider name
	O
	The API provider name uniquely identifies an API provider (e.g. Internet Service Provider).

	Security information
	M
	Information for CAPIF core function to validate the registration request



Table 6.6.1-2: Service API publish request
	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API information
	M
	The service API information includes the service API name, API provider name (optional), service API type, communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, and data format.

	Shareable information
	O (see NOTE)
	Indicates whether the service API or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API or the service API category can be published is contained.

	NOTE:	If the shareable information is not present, the service API is not allowed to be shared.



Table 6.6.1-3: Service API discover request
	Information element
	Status
	Description

	API invoker identity information
	M
	Identity information of the API invoker discovering service APIs 

	Query information
	M
	Criteria for discovering matching service APIs (e.g. service API type, Serving Area Information (optional), preferred AEF location (optional), required API provider name (optional), interfaces, protocols) 
(see NOTE)

	NOTE:	It should be possible to discover all the service APIs.



The API provider name can be shared between CCFs over CAPIF-6/6e reference point and the interconnection service API discovery may also include the required API provider name as query parameter. 
Alternatively, to reduce the burden on API invoker side, API invoker may include subscriber IP address in the service API discover request in step 6 above and CCF uses implementation specific means (e.g. whois) to resolve the subscriber IP address to its owner information (e.g. API provider name) and then find the matching service API information with the owner information.
[bookmark: _Toc77933471][bookmark: _Toc88561517][bookmark: _Toc88561678][bookmark: _Toc88561792][bookmark: _Toc96604895][bookmark: _Toc96604960]6.6.2	Evaluation
This solution addresses KI#4, it enables the API invoker to discover a proper AEF with API provider name or subscriber IP address for invoking an API related to UE. It is assumed that all AEF instances provided by the API provider know their owner's information and API invoker knows subscriber IP address. This solution is a viable CAPIF solution to be considered.
[bookmark: _Toc86050363][bookmark: _Toc96604896][bookmark: _Toc96604961]6.X	Solution #X: <Title>
[bookmark: _Toc78185255][bookmark: _Toc86050364][bookmark: _Toc96604897][bookmark: _Toc96604962]6.X.1	Solution description
[bookmark: _Toc78185256][bookmark: _Toc86050365][bookmark: _Toc96604898][bookmark: _Toc96604963]6.X.2	Solution evaluation
[bookmark: _Toc464463369][bookmark: _Toc475064963][bookmark: _Toc478400633][bookmark: _Toc27381723][bookmark: _Toc40445455][bookmark: _Toc78185257][bookmark: _Toc86050366][bookmark: _Toc96604899][bookmark: _Toc96604964]7	Overall evaluation
Editor's Note:	This clause will provide evaluation of different solutions.
[bookmark: _Toc464463370][bookmark: _Toc475064964][bookmark: _Toc478400634][bookmark: _Toc27381724][bookmark: _Toc40445456][bookmark: _Toc78185258][bookmark: _Toc86050367][bookmark: _Toc96604900][bookmark: _Toc96604965]8	Conclusions
Editor's Note:	This clause is intended to list conclusions that have been agreed during the study item activities.
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