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[bookmark: foreword][bookmark: _Toc97192619]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc97192620]
1	Scope
[bookmark: references]Editor's note:	This clause will describe the scope for this study item.
The scope of this Technical Report is to study the enhancement of 5G System to support Personal IoT Network (PIN). The study addresses the service requirements documented in TS 22.261 [5] for the Personal IoT Networks. The following aspects needs to be studied:
· Architecture enhancement:
· To study the potential architectural enhancements for supporting management of PIN, access of PIN via PIN Element with Gateway Capability (PEGC), and communication of PIN (e.g. PIN Element communicates with other PIN Elements directly or via PEGC or via PEGC and 5GS).
· To study the potential architecture enhancements for supporting identifying PIN and the PIN Elements.
· Security related: 
NOTE:	The study may need cooperation with SA3. If solutions are related to security impact, they will be studied in SA3.
· To study how to identify PIN and the PIN Elements in the PIN at 5GC level to serve for authentication/authorization. 
· Management as well as policy and routing control enforcement:
· To study the management of a PIN.
· To study the procedures for PIN discovery, PIN Element discovery. 

[bookmark: _Toc97192621]2	References
[bookmark: definitions]The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G system, Stage 2".
[4]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[5]	3GPP TS 22.261: " Service requirements for the 5G system; Stage 1"

[bookmark: _Toc97192622]3	Definitions of terms and abbreviations
[bookmark: _Toc97192623]3.1	Terms
For the purposes of the present document, the terms given in TR 21.905 [1], in 23.501 [2] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] or in 23.501 [2].
Personal IoT Network: A configured and managed group of at least one PIN Element with Gateway Capability and one or more PIN Elements that are able to communicate each other and with 5G network via PIN Element with Gateway Capability.
PIN Element: A device that can communicate within a PIN (via PIN direct connection or via PEGC), or outside the PIN via a PEGC.
[bookmark: OLE_LINK10]PIN Element with Gateway Capability: A PIN Element with the ability to provide connectivity to and from the 5G network for other PIN Elements, or provide relay for the communication between PIN Elements. 
[bookmark: OLE_LINK2]PIN Element with Management Capability: A PIN Element with capability to manage the PIN.
NOTE:	A PIN Element can have both PIN Management Capability and Gateway Capability.
PIN direct connection: the connection between two PIN Elements without any 3GPP RAN or core network entity in the middle.
[bookmark: _Toc97192624]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in TR 21.905 [1], in 23.501 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1] or in 23.501 [2].
PIN	Personal IoT Networks
PINE	PIN Element
PEGC	PIN Elements with Gateway Capability
PEMC	PIN Elements with Management Capability
[bookmark: clause4][bookmark: _Toc97192625]4	Architectural requirements and assumptions and principles
Editor's note:	This clause will document any architectural assumptions and principles relevant for the whole study
[bookmark: _Toc510607468][bookmark: _Toc28869873][bookmark: _Toc30008173][bookmark: _Toc31035874][bookmark: _Toc31037021][bookmark: _Toc43132002][bookmark: _Toc43192913][bookmark: _Toc44583940][bookmark: _Toc44584089][bookmark: _Toc50481749][bookmark: _Toc54846680][bookmark: _Toc57622224][bookmark: _Toc57623939][bookmark: _Toc57625629]4.1	Architectural Requirements
[bookmark: _Toc510607469][bookmark: _Toc28869874][bookmark: _Toc30008174][bookmark: _Toc31035875][bookmark: _Toc31037022][bookmark: _Toc43132003][bookmark: _Toc43192914][bookmark: _Toc44583941][bookmark: _Toc44584090][bookmark: _Toc50481750][bookmark: _Toc54846681][bookmark: _Toc57622225][bookmark: _Toc57623940][bookmark: _Toc57625630]This study has following architectural requirements:
-	If sidelink is used for the direct communication between PEMC and PEGC, reuse procedures defined for 5G ProSe Direct Communication without introducing new features to sidelink.
-	There shall be no change to underlying non-3GPP access (e.g. WIFI, Bluetooth) standards.
4.2	Architectural Assumptions
This study has following architectural assumptions:
-	Only a 3GPP UE can act as PEGC and/or PEMC.
-	There are one or more PEGCs in a PIN.
-	There are one or more PEMCs in a PIN.
-	The PIN Elements assumes to use non-3GPP access (e.g. WIFI, Bluetooth) for direct communication, the PEMC can use 5G ProSe Direct Communication for direct communication with PEGC. 
NOTE:	In this release the 5G-RG is considered outside the scope of the study and consequently not part of PIN.
Editor’s note: It is FFS whether data traffic of PINE over control plane is in scope of this study.
[bookmark: _Toc97192626]5	Key issues
[bookmark: _Toc97192627]5.1	Key Issue #1: 5GC architecture enhancements to support PIN
[bookmark: _Toc97192628][bookmark: _Hlk21032560]5.1.1	Description 
It is required that at least one PEGC is in a PIN, which is able to relay the traffic between 5GS and PINEs that are behind the PEGC. A PINE may be a non-3GPP device, or can be a UE. There are one or more PEMCs for a PIN, at any point of time one of which is able to control the PIN, e.g., create/delete a PIN, add/remove a PINE for the PIN, etc. 
The following aspects will be studied:
-	Whether additional 5GC function(s) and/or interface(s) are needed for supporting identification of PIN and PIN Elements, management of PIN, access of PIN via PEGC and communication of PIN.
-	Define the architecture of the Personal IoT Network.
NOTE:	If new function(s) or new interface(s) are introduced in solution proposals addressed to other key issues, the architecture proposal needs to be addressed in this key issue, and those solutions needs to indicate the architecture proposal addressed to this key issue.
[bookmark: _Toc92987371][bookmark: _Toc97192629]5.2	Key Issue #2: PIN and PIN Element discovery and selection
[bookmark: _Toc26173009][bookmark: _Toc30666499][bookmark: _Toc31029793][bookmark: _Toc31030684][bookmark: _Toc43388248][bookmark: _Toc43735479][bookmark: _Toc50130466][bookmark: _Toc50133780][bookmark: _Toc50134120][bookmark: _Toc50557072][bookmark: _Toc50548748][bookmark: _Toc55202053][bookmark: _Toc57209675][bookmark: _Toc57366066][bookmark: _Toc68086017][bookmark: _Toc97192630]5.2.1	Description
The PIN discovery is used for a device to discover a PIN. PINE discovery is used for device to discover the PIN Elements (i.e. PINE, PEGC, and PEMC). 
Following issues need to be addressed in this key issue:
-	How to discover and select a PIN. 
-	How to discover and select PIN Elements with Gateway Capability (PEGC) and with Management Capability (PEMC)
-	How to discover PIN Elements in a PIN based on criterias, for example, the capability, availability, reachability and services (e.g. printer).
-	How to enable and manage the discovery for all possible case, for example, whether a PIN Element is discoverable by devices that are not members of the PIN or by other PIN Elements of the same PIN. 
[bookmark: _Toc97192631]5.3	Key Issue #3: Management of PIN and PIN Elements
[bookmark: _Toc97192632]5.3.1		Description
This key issue intends to support the management of the PIN, including the management of different types of PIN Elements and the configuration of the PIN. Both the network operator and authorized 3rd party, i.e. PIN Element with Management Capability (PEMC) could create and configure the PIN and its elements. 
After a PIN has been created, PEMC can add a PEGC into the PIN, or remove a PEGC from the PIN, as well as add a PIN Element into the PIN and associate it to some PEGCs that have already been added into the PIN, or remove a PIN Element from the PIN. 
The Key Issue is to study the following aspects in the 5GS:
-	How to support mechanisms for network operator or authorized 3rd party (e.g., a PEMC) for PIN management, e.g., create/modify/delete/activate/deactivate a PIN, etc.
-	How to support for the management of PIN Elements, including to add/remove the PIN Elements, as well as the association between PEGC and other PIN Elements.
-	How to support establishing and enforcing the validity duration and the time validity of a PIN (e.g. the PIN is valid for 30 minutes, the PIN is valid from 15:00 UTC to 23:00 UTC) and of the PIN Elements in a PIN (e.g. the PINE will be member of PIN for 1 hour, the PIN element will be member of PIN from 16:00 UTC to 17:00 UTC).
[bookmark: _Toc97192633]5.4	Key Issue #4: Communication of PIN
[bookmark: _Toc97192634]5.4.1	Description
The PIN connectivity supports communications between PIN Elements, communications between PIN Elements and 5GS.
The PINE behind the PEGC may run an application with different QoS requirement, which may need the PEGC to have a corresponding QoS flow for relaying the traffic.
Following issues need to be addressed in this key issue:
-	How to support communications between PIN Elements within a PIN.
-	How to enable a PIN Element to use a PIN Element with Gateway Capability to communicate (PEGC) with the 5GS.
-	Whether and how 5GS supports relay path management for a PINE when a PEGC is used for the relay, e.g. including setup and release.
-	How to select communication path for communication between PIN Elements, e.g. direct communication, via PEGC, via 5GS.
-	Whether and how 5GS supports the policy and QoS differentiation for the traffic relayed between a PINE and 5GS when a PEGC is used for the relay.
[bookmark: _Toc97192635]5.5	Key Issue #5: Authorization for PIN
[bookmark: _Toc97192636]5.5.1	Description 
The owner of a PIN may configure authorization information for the PIN, e.g., whether a PINE can communicate with other PINEs or with a specific data network, whether a UE is allowed to act as a PEMC and/or a PEGC, etc.
The following aspects will be studied:
-	How to support authorization in a PIN, including following aspects:
-	How to authorize/deauthorize a PIN Element to access 5GS service.
-	How to authorize/de-authorize PIN Elements with Management Capability (PEMC) to manage the PIN.
-	How to authorize/de-authorize PIN Elements with Gateway Capability (PEGC) to provide connectivity to and from the 5G network for other PIN Elements that is not capable to access the 5G network, considering the case when there are multiple PEGC capable UEs present in a specific PIN
 -	How to enforce the authorization result for a PIN.
[bookmark: _Toc97192637]5.6 	Key Issue #6: Policy and parameters provisioning for PIN
[bookmark: _Toc97192638]5.6.1	Description 
In order to support the necessary procedures regarding to PIN, e.g., communication between PINEs, PINE/PEGC/PEMC discovery, authorization for PINE/PEGC/PEMC, etc., necessary policy/parameters configuration are needed. 
The following aspects will be studied:
-	Whether and How the PIN related policy and parameter(s) identified in the other KIs for PIN discovery, PINE discovery, authentication/authorization for PINE and PIN communication are configured to the PEMC, PEGC and PINE.
-	Whether and how 5GC supports provisioning of configuration information to PEGC for access control.
[bookmark: _Toc97192639]5.X	Key Issue #X: <Key Issue Title>
[bookmark: _Toc97192640]5.X.1	Description
Editor's note:	This clause provides a description of the key issue.

[bookmark: _Toc97192641]6	Solutions
[bookmark: _Toc22214907][bookmark: _Toc23254040][bookmark: _Toc97192642][bookmark: _GoBack]6.0	Mapping of Solutions to Key Issues
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[bookmark: _Toc500949097][bookmark: _Toc22214908][bookmark: _Toc23254041][bookmark: _Toc97192643]6.X	Solution #X: <Solution Title>
[bookmark: _Toc500949099][bookmark: _Toc22214909][bookmark: _Toc23254042][bookmark: _Toc97192644]6.X.1	Description
[bookmark: _Toc500949101]Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). (Sub) clause(s) may be added to capture details.
[bookmark: _Toc22214910]
[bookmark: _Toc23254043][bookmark: _Toc97192645]6.X.2	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc22214911]
[bookmark: _Toc23254044][bookmark: _Toc97192646]6.X.3	Impacts on Existing Nodes and Functionality
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.

[bookmark: _Toc97192647]7	Evaluation
Editor's note:	This clause will provide evaluation of different solutions.

[bookmark: _Toc22214914][bookmark: _Toc23254047][bookmark: _Toc97192648]8	Conclusions
Editor's note:	This clause will list conclusions that have been agreed during the course of the study item activities.
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