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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

In the present document, certain modal verbs have the following meanings:

shall
indicates a mandatory requirement to do something

shall not
indicates an interdiction (prohibition) to do something

NOTE 1:
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.

NOTE 2:
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.

should
indicates a recommendation to do something

should not
indicates a recommendation not to do something

may
indicates permission to do something

need not
indicates permission not to do something

NOTE 3:
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.

can
indicates that something is possible

cannot
indicates that something is impossible

NOTE 4:
The constructions "can" and "cannot" shall not to be used as substitutes for "may" and "need not".

will
indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

will not
indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document

might
indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

might not
indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document

In addition:

is
(or any other verb in the indicative mood) indicates a statement of fact

is not
(or any other negative verb in the indicative mood) indicates a statement of fact

NOTE 5:
The constructions "is" and "is not" do not indicate requirements.

1
Scope

The Technical Report studies and performs evaluations of potential architecture enhancements to enhance the support of service function chaining in the 5G Core network (5GC). Specifically, two objectives are included:

WT#2: Investigate whether traffic steering policy is sufficient to support SA WG1 requirements in TS 22.101 [5], TS 22.261 [6] and TS 22.115 [7], study whether and how to define Service Function Chaining (SFC) policies, and investigate solutions and procedures for the 5G network with SFC capabilities to identify/detect/classify user plane traffic and steer the traffic to a chain of ordered service functions for SFC processing in non-roaming and home routed roaming scenarios.

WT#3: Depending on the outcome of WT#2, specify possible enhancement to northbound APIs for allowing an AF to request network capability exposure functionalities, e.g. request a service function chain for a certain traffic flow, etc., based on service level agreement with the third party.

NOTE 1:
This study considers only traffic handled over N6 by PSA UPF(s) in 5G network.

NOTE 2:
The definition of terms in RFC 7665 [8] may be re-used when applicable. The study targets the use of traffic steering concept, e.g. defined by 3GPP (FMSS) and SFC mechanisms defined in IETF when applicable. Especially the study aims at reusing user plane mechanisms (e.g. VXLAN, NSH, GENEVE, GRE, VLAN, etc.) defined at IETF to support SFC, as applicable.

NOTE 3:
The study for SFC will ensure that existing (per 3GPP R17) deployments flexibility can be preserved in deployments of SFC in 5G network.

NOTE 4:
The study assumes a Home Routed roaming PDU Session does not have an offloading point in a VPLMN.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3]
3GPP TS 23.502: "Procedures for the 5G system, Stage 2".

[4]
3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".

[5]
3GPP TS 22.101: "3rd Generation Partnership Project; Technical Specification Group Services and Systems Aspects; Service aspects; Service principles".

[6]
3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".

[7]
3GPP TS 22.115: "Service aspects; Charging and billing".

[8]
IETF RFC 7665: "Service Function Chaining (SFC) Architecture".

3
Definitions of terms and abbreviations

3.1
Terms

For the purposes of the present document, the terms given in TR 21.905 [1], in TS 23.501 [2] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1] or in TS 23.501 [2].
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1], in TS 23.501 [2] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1] or in TS 23.501 [2].
SF
Service Function

SFC
Service Function Chaining
4
Architectural Assumptions and Principles

The concept of the SFC is as shown in Figure 4-1 and the following assumptions are applied in this study:
-
Each service function (SF) is an opaque processing element in user plane. The SF forwarder, and SF behaviour/control are out of scope of this study that reuses the features defined by IETF for these purposes.

-
The initial classification for the service chain to be applied to traffic flow is performed by 5GC.

-
The management aspects of SFs, service function paths (SFP), and service function chains are out of scope of the present TR.

-
Several service function chains can be simultaneously applied within 5GC of an operator network to meet various business requirements with third parties based on service level agreements. A traffic flow of a PDU Session is subject to a single SFP at a given time.

-
The definition of terms and mechanisms in RFC 7665 [8] may be re-used when applicable.

-
The study targets the use of traffic steering concept, e.g. defined by 3GPP (FMSS) and SFC mechanisms defined in IETF when applicable. Especially the study aims at reusing user plane mechanisms (e.g. VXLAN, NSH, GENEVE, GRE, VLAN, etc.) defined at IETF to support SFC, as applicable.
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Figure 4-1: Illustration of the service function chaining concepts

For all objectives, the architectural assumptions and principles include:
-
Solutions shall build on the 5G System architectural principles as in TS 23.501 [2], including flexibility and modularity for newly introduced functionalities.

-
Service path (i.e. for traffic handled by the service functions) is traversed over N6 after PSA UPF(s) in 5G network.

-
The case where SFC would apply for a Home Routed roaming PDU Session at an offloading point in a VPLMN is not considered in this study.

-
Existing (per 3GPP Rel-17) deployments flexibility should be preserved in deployments of SFC in 5G network.

5
Key Issues

5.1
Key Issue #1: Traffic Steering Policy and SFC Enhancements
5.1.1
Description

Currently, the SMF may be configured with the traffic steering policy related to the mechanism enabling traffic steering to the N6-LAN, DN and/or DNAIs associated with N6 traffic routing requirements provided by the AF. Also, UPF with SFC capabilities need to support flexible SFC configuration for a PDU session that requires different SFC processing for different applications. Based on architectural assumptions and principles in clause 4 and service requirements in clause 6.35 of TS 22.261 [6], this key issue is for WT2 to study:
-
Whether the existing traffic steering policy is enough to fulfil the SA1 requirements or needs to be enhanced for SFC, and if it needs to be enhanced whether SFC policy need to be defined and how it relates to traffic steering policy. If SFC policy is defined, based on the SFC policy definition, what are the required architecture enhancement for the network functions, interfaces, and the procedures to enforce SFC policies and/or traffic steering policies to identify/detect/classify user plane traffic and steer the traffic flows of the UEs requiring SFC processing for their applications in non-roaming scenarios.

-
If SFC policy is defined, based on the SFC policy definition:

-
Whether and how the HPLMN can apply traffic steering policies and/or SFC polices for home routed traffic for cases that UE is at VPLMN, UE returns from VPLMN to HPLMN, or UE changes of serving VPLMN.

-
What are the relationship between traffic steering and SFC processing in the user plane.

-
What (if any) are the new features that the UPF may support in order to allow improved R18 SFC capabilities.

-
Whether and how to enhance interfaces and procedures to support UPF with SFC capability including how such capabilities may be available, discovered, and controlled by the SMF.

NOTE:
5GC exposure aspects are addressed in another Key Issue.
5.2
Key Issue #2: Exposure to enable AF to request predefined SFC for traffic flow(s) related with target UE(s)
5.2.1
Description

For allowing an AF, e.g. a third party AF, to request predefined SFC for traffic flow(s), etc. (when the AF belongs to a third party, this is based on service level agreement with the third party), this key issue will study solutions on:
-
How to enable support for AF to request predefined SFC/SFP(s) for traffic flow(s) related with target UE(s).

-
Whether and if yes how to enhance network capability exposure functionalities based on solutions of the User plane related Key issue (WT#2). This includes leveraging that Key issue work on whether the existing traffic steering policy is enough to fulfil the SA1 requirements.

-
Based on the requests from the AF, what are the solutions and procedures to interact with network functions in the control plane of 5GC.

6
Solutions

6.0
Mapping of Solutions to Key Issues

Table 6.0-1: Mapping of Solutions to Key Issues
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6.X
Solution #X: <Solution Title>
6.X.1
Description

Editor's note:
This clause will describe the solution principles for the target WT and architecture assumptions for corresponding key issue(s). (Sub) clause(s) may be added to capture details.

6.X.2
Procedures

Editor's note:
This clause describes high-level procedures and information flows for the solution.
6.X.3
Impacts on Existing Nodes and Functionality
Editor's note:
This clause captures impacts on existing 3GPP nodes and functional elements.

7
Overall Evaluation

Editor's note:
This clause will provide evaluation of different solutions.
8
Conclusions

Editor's note:
This clause will list conclusions that have been agreed during the course of the study item activities.

Annex A:
Pre-Rel-18 Traffic Steering Control
This Annex provides the excerpts referring to the existing traffic steering control as well as general PCC and edge computing related concepts in TS 23.501 [2], TS 23.502 [3] and TS 23.503 [4].
1.
TS 23.503 [4], clause 4.3.7: Traffic steering control.

Traffic Steering Control refers to the capability to activate/deactivate traffic steering policies from the PCF in the SMF for the purpose of:

-
steering the subscriber's traffic to appropriate operator 3rd party service functions (e.g. NAT, antimalware, parental control, DDoS protection) in the N6-LAN. This is supported in non-roaming and home-routed scenarios only.

-
AF influence on traffic routing which enables the routing of the user traffic matching the traffic filters provided in the PCC rule to a local Data Network identified by the DNAI per AF request. This is supported in non-roaming and LBO scenarios only, as described in clause 5.6.7 of TS 23.501 [2].

2.
TS 23.503 [4], clause 6.1.3.14: Traffic steering control.

Traffic steering control is triggered by the PCF initiated request and consists of steering the detected service data flows matching application detection filters or service data flow filter(s) in PCC Rules. The traffic steering control consists in:

-
diverting (at DNAI(s) provided in PCC rules) traffic matching traffic filters provided by the PCF, as described in clause 5.6.7 of TS 23.501 [2].

-
applying a specific N6 traffic steering policy for the purpose of steering the subscriber's traffic to appropriated N6 service functions deployed by the operator, or a 3rd party service provider as described below.


The PCF uses one or more pieces of information such as network operator's policies, user subscription, user's current RAT, network load status, application identifier, time of day, UE location, DNN, related to the subscriber session and the application traffic as input for selecting a traffic steering policy.


The PCF controls traffic steering by provisioning and modifying traffic steering control information in PCC rules. Traffic steering control information consists of a traffic description and a reference to a traffic steering policy that is configured in the SMF.


The SMF instructs the UPF to perform necessary actions to enforce the traffic steering policy referenced by the PCF. The actual traffic steering applies at the UPF. For enforcing the traffic steering policy, the UPF may support traffic steering related functions as defined by other standard organizations. The mechanism used for routing the traffic over N6 is out of 3GPP scope.

3.
TS 23.503 [4], clause 6.2.2.6: Traffic steering.

The SMF shall support traffic steering control as defined in clause 6.1.3.14 of TS 23.503 [4].


The SMF may be configured with the traffic steering policy IDs related to the mechanism enabling traffic steering to the N6-LAN, DN and/or DNAIs associated with N6 traffic routing requirements.


Upon receiving a PCC rule which contains the traffic steering control information, the SMF shall provide the information to the UPF for the enforcement. The traffic steering control information in the PCC rule may include a set of DNAI(s) and for each DNAI a traffic steering policy ID and/or N6 traffic routing information dynamically provided by the AF.

NOTE:
The UPF can, for example, perform marking packets in order to indicate a certain type of traffic to the DN side of the N6 reference point which enables those packets to be steered in the DN. As another example the UPF can forward, i.e. offload, traffic identified by the traffic descriptor to a local tunnel.

4.
TS 23.501 [2], clause 5.8.2.8: for the PCC related functions.
-
Clause 5.8.2.8.1: Activation/Deactivation of predefined PCC rules which is configured in the SMF.

-
The traffic detection filters, e.g. IP Packet Filter, required in the UP function can be configured either in the SMF and provided to the UPF, as service data flow filter(s), or be configured in the UPF, as the application detection filter identified by an application identifier. For the latter case, the application identifier has to be configured in the SMF and the UPF.

-
The traffic steering policy information can be only configured in the UPF, together with traffic steering policy identifier(s), while the SMF has to be configured with the traffic steering policy identifier(s).

-
Clause 5.8.2.8.2: Enforcement of Dynamic PCC Rules in which the SMF shall maintain the mapping between a PCC rule received over Npcf and the flow level PDR(s) used on N4 interface.

-
The application detection filters required in the UPF can be configured either in the SMF and provided to the UPF as the service data flow filter, or be configured in the UP function identified by an application identifier.

-
When receiving a dynamic PCC rule from the PCF which contains an application identifier and/or parameters for traffic handling in the UPF:

-
if the application detection filter is configured in the SMF, the SMF shall provide it in the service data flow filter to the UPF, as well as parameters for traffic handling in the UPF received from the dynamic PCC rule;

-
otherwise, the application detection filters is configured in UPF, the SMF shall provide to UPF with the application identifier and the parameters for traffic handling in the UPF as required based on the dynamic PCC rule.

-
Clause 5.8.2.8.4: for the Support of PFD Management.
5.
TS 23.501 [2], clause 5.6.7.1 and clause 6.3.7.2: for AF influence on traffic routing.
-
For AF influence on traffic routing, the information can be either determined by the PCF when requested by AF via NEF or statically pre-configured in the PCF.

-
The AF request sent by the AF can provide the following information to influence traffic routing towards N6-LAN:

-
the information to identify the traffic.

-
Potential Locations of Applications: Indicates potential locations of applications, represented by a list of DNAI(s) or AF-Service-Identifier.

-
N6 Traffic Routing requirements: contains Routing profile ID and/or N6 traffic routing information corresponding to each DNAI and an optional indication of traffic correlation.

NOTE 1:
The N6 traffic routing requirements are related to the mechanism enabling traffic steering in the local access to the DN. The routing profile ID refers to a pre-agreed policy between the AF and the 5GC. This policy may refer to different steering policy ID(s) sent to SMF and e.g. based on time of the day, etc.

NOTE 2:
The mechanisms enabling traffic steering in the local access to the DN are not defined.

6.
TS 23.502 [3], clause 4.4: for SMF and UPF interactions including N4 session management procedures and N4 PFD management procedures.
7.
TS 23.502 [3], clause 5.6.7: Packet Flow Descriptions (PFDs) for application detection and AF request information for multiple UEs.
-
When a PDR is provided for an application identifier corresponding to the PFD(s), the SMF shall provide either the PFDs retrieved from NEF (PFDF) as described in TS 23.503 [4], or the pre-configured PFDs for an application identifier to the UPF. If the PFDs are managed by local O&M procedures, PFD retrieval is not used; otherwise, the PFDs retrieved from NEF (PFDF) override any PFDs pre-configured in the SMF.

Annex B:
Change history

	Change history

	Date
	Meeting
	TDoc
	CR
	Rev
	Cat
	Subject/Comment
	New version

	2022-02
	SA2#149E
	S2-2201079
	-
	-
	-
	Proposed skeleton approved at S2#149E
	0.0.0

	2022-02
	SA2#149E
	S2-2201086
	
	
	
	FS_SFC TR Scope.
	0.1.0

	2022-02
	SA2#149E
	S2-2201848
	
	
	
	FS_SFC architectural assumptions and Principles
	0.1.0

	2022-02
	SA2#149E
	S2-2201849
	
	
	
	KI related with WT2
	0.1.0

	2022-02
	SA2#149E
	S2-2201747
	
	
	
	KI related with WT3
	0.1.0

	2022-02
	SA2#149E
	S2-2201748
	
	
	
	Annex for Pre-R18 Traffic Steering Control
	0.1.0


[image: image4.png]



SF1
SF2
SF3
SF4





SFP1
SFP2
SFP3

Traffic Flows
Traffic Flows
Traffic Flows
Traffic
Classifier












