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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This document specifies a functional architecture for service enabler architecture layer (SEAL) over 3GPP networks to support vertical industry applications (e.g. V2X applications). This functional architecture will include common application plane and signalling plane entities. A set of common services (e.g. group management, configuration management, location management) specified in this document can be shared across vertical industry applications. 
The SEAL functional architecture takes into consideration the existing common capabilities in stage 2 work within 3GPP TS 23.379 [2], 3GPP TS 23.280 [3], 3GPP TS 23.281 [4], 3GPP TS 23.282 [5] and 3GPP TS 23.286 [6].
1
Scope


The present document specifies the functional architecture for service enabler architecture layer (SEAL) and the procedures, information flows and APIs for each service within SEAL in order to support vertical industry applications over the 3GPP system. The present document is applicable to vertical industry applications using E-UTRAN or NR access based on the EPC or 5GS architecture defined in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9]. To ensure efficient use and deployment of vertical industry applications over 3GPP systems this specification for SEAL services includes the group management, configuration management, location management, identity management and key management.

Editor's Note: The exact list of SEAL services to be updated at the end of TS development.
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TS 23.379: "Functional architecture and information flows to support Mission Critical Push To Talk (MCPTT); Stage 2".

[3]
3GPP TS 23.280: "Common functional architecture to support mission critical services; Stage 2".
[4]
3GPP TS 23.281: "Functional architecture and information flows to support Mission Critical Video (MCVideo); Stage 2".
[5]
3GPP TS 23.282: "Functional architecture and information flows to support Mission Critical Data (MCData); Stage 2".

[6]
3GPP TS 23.286: "Application layer support for V2X services; Functional architecture and information flows".

[7]
3GPP TS 23.222: "Functional architecture and information flows to support Common API Framework for 3GPP Northbound APIs; Stage 2".

[8]
3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal Terrestrial Radio Access Network (E-UTRAN) access".

[9]
3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[10]
3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".

[11]
3GPP TS 23.682: "Architecture enhancements to facilitate communications with packet data networks and applications".

3
Definitions, symbols and abbreviations
3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].

5GS
5G System
API
Application Programming Interface
CAPIF
Common API Framework for northbound APIs
E-UTRAN
Evolved Universal Terrestrial Radio Access Network
EPC
Evolved Packet Core
NR
New Radio
PLMN
Public Land Mobile Network
SCEF
Service Capability Exposure Function
SEAL
Service Enabler Architecture Layer for Verticals
VAL
Vertical Application Layer

UE
User Equipment
4
Architectural requirements
4.1
General
4.1.1
Description


This subclause specifies the general requirements for SEAL.

4.1.2
Requirements


[AR-4.1.2-a] The SEAL shall support applications from one or more verticals.

[AR-4.1.2-b] The SEAL shall support multiple applications from the same vertical.

[AR-4.1.2-c] The SEAL shall offer SEAL services as APIs to the vertical industry applications.
[AR-4.1.2-d] The SEAL shall support notification mechanism for SEAL service events.
[AR-4.1.2-e] The API interactions between the vertical application server(s) and SEAL server(s) shall conform to CAPIF as specified in 3GPP TS 23.222 [7].

[AR-4.1.2-f] The SEAL server(s) shall provide a service API compliant with CAPIF as specified in 3GPP TS 23.222 [7].

Editor's Note: Consistent usage of terms verticals, vertical applications and vertical industry applications along with necessary clarification is FFS.

4.2
Deployment models
4.2.1
Description

This subclause specifies the requirements for various deployment models.

4.2.2
Requirements

[AR-4.2.2-a] The SEAL shall support deployments in which SEAL services are deployed only within PLMN network.
[AR-4.2.2-b] The SEAL shall support deployments in which SEAL services are deployed only outside of PLMN network.
[AR-4.2.2-c] The SEAL shall support deployments in which SEAL services are deployed both within and outside the PLMN domain at the same time.

[AR-4.2.2-d] The SEAL shall support SEAL capabilities for centralized deployment of vertical applications.
[AR-4.2.2-e] The SEAL shall support SEAL capabilities for distributed deployment of vertical applications.
4.3
Location management
4.3.1
Description

This subclause specifies the requirements for location management service.

4.3.2
Requirements

[AR-4.3.2-a] The SEAL shall enable sharing location data between client and server for vertical applications usage.
[AR-4.3.2-b] The SEAL shall support different granularity of location data, as required by the vertical application.
[AR-4.3.2-c] The SEAL shall support requests for on-demand location reporting.
[AR-4.3.2-d] The SEAL shall support client location reporting based on triggers.
[AR-4.3.2-e] The SEAL shall enable vertical applications to receive updates to the location information.
[AR-4.3.2-f] The SEAL shall enable sharing the network location information obtained from the 3GPP network systems to the vertical applications.
4.4
Group management
4.4.1
Description

This subclause specifies the requirements for group management service.

4.4.2
Requirements

[AR-4.4.2-a] The SEAL shall enable group management operations (e.g. CRUDN) by the authorized users.
[AR-4.4.2-b] The SEAL shall enable creation of group to be used by one or more vertical applications within the same service domain.
Editor's Note: The definition of service domain is FFS.

4.5
Configuration management
4.5.1
Description

This subclause specifies the requirements for configuration management service.

4.5.2
Requirements

[AR-4.5.2-a] The SEAL shall enable configuring service specific configuration data applicable to vertical applications.
[AR-4.5.2-b] The SEAL shall support configuring data applicable to different vertical applications.
4.6
Key management
4.6.1
Description

This subclause specifies the requirements for key management service.

4.6.2
Requirements

[AR-4.6.2-a] The SEAL shall support secure distribution of security related information (e.g. encryption keys).
[AR-4.6.2-b] The SEAL shall support all communications in SEAL ecosystem to be secured.
4.7
Identity management
4.7.1
Description

This subclause specifies the requirements for identity management service.

4.7.2
Requirements

[AR-4.7.2-a] The SEAL shall enable the access to SEAL services from the vertical application layer entities to be authorized.
Editor's Note: The relationship between identity management service and authorization is FFS.

4.x
<Requirement type x>
Editor's Note:
Provide a suitable title for the requirements.

4.x.1
Description

Editor's Note:
This subclause will add description for the requirement type.

4.x.2
Requirements

Editor's Note:
This subclause will describe the architectural requirements.

5
Involved business relationships

Editor's Note:
This subclause will provide business relationships in verticals.

6
Generic functional model for SEAL services
6.1
General

The functional model for SEAL is organized into generic SEAL service functional model and specific SEAL service functional models. The generic SEAL service functional model will be used as the reference model for the specific SEAL service functional models.

The following SEAL services are supported towards the vertical application layer:

-
Location management;

-
Group management;

-
Configuration management;

-
Identity management; and

-
Key management;

Editor's Note:
Whether network resource management related capabilities can be specified as a SEAL service is FFS.

The generic functional model for the SEAL is organized into generic functional entities to describe a functional architecture which addresses the application layer support aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

6.2
On-network functional model description

Figure 6.2-1 illustrates the generic on-network functional model for SEAL.
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Figure 6.2-1: Generic on-network functional model

In the vertical application layer, the VAL client communicates with the VAL server over VAL-UU reference point. VAL-UU supports both unicast and multicast delivery modes.

NOTE 1:
The VAL-UU reference point is out of scope of the present document.

The SEAL functional entities on the UE and the server are grouped into SEAL client(s) and SEAL server(s) respectively. The SEAL consists of a common set of services (e.g. group management, location management) and reference points. The SEAL offers its services to the vertical application layer (VAL). 

NOTE 2:
The functionalities and reference points of the vertical application layer are out of scope of the present document.
NOTE 3:
The vertical application layer may further consist of vertical application enabler layer functionalities (specified by 3GPP) and application specific functionalities, which is out of scope of the present document.
The SEAL client(s) communicates with the SEAL server(s) over the SEAL-UU reference points. SEAL-UU supports both unicast and multicast delivery modes. The SEAL client(s) provides the service enabler layer support functions to the VAL client(s) over SEAL-C reference points. The VAL server(s) communicate with the SEAL server(s) over the SEAL-S reference points. The SEAL server(s) may communicate with the underlying 3GPP network systems using the respective 3GPP interfaces specified by the 3GPP network system.
Editor's Note:
SEAL-UU support for multicast delivery is FFS.

The specific SEAL client(s) and the SEAL server(s) along with their specific SEAL-UU reference points and the specific network interfaces of 3GPP network system used are described in the respective on-network functional model for each SEAL service.

Editor's Note:
It is FFS how the SEAL entities and the corresponding reference points specified in 3GPP TS 23.280 [3] are harmonized.

Figure 6.2-2 illustrates the functional model for interconnection between SEAL servers.
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Figure 6.2-2: Interconnection between SEAL servers

To support distributed SEAL server deployments, the SEAL server interacts with another SEAL server over SEAL-E reference point.

6.3
Off-network functional model description

Figure 6.3-1 illustrates the generic off-network functional model for SEAL.
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Figure 6.3-1: Generic off-network functional model

In the vertical application layer, the VAL client of UE1 communicates with VAL client of UE2 over VAL-PC5 reference point. A SEAL client of UE1 interacts with the corresponding SEAL client of UE2 over SEAL-PC5 reference points. The UE1, if connected to the network via Uu reference point, can also act as a UE-to-network relay, to enable UE2 to access the VAL server(s) over the VAL-UU reference point.

NOTE:
The VAL-PC5 reference point is out of scope of the present document.

Editor's Note:
The functionalities of reference points between the SEAL clients of two UEs over SEAL-PC5 reference point is FFS.

The specific SEAL client(s) along with their specific SEAL-PC5 reference points are described in the respective off‑network functional model for each SEAL service.

6.4
Functional entities description
Editor's Note:
This subclause will describe the functional entities in the generic on-network and off-network functional models
6.4.1
General

Each subclause is a description of a functional entity corresponding to SEAL and does not imply a physical entity.

6.4.2
VAL client

The VAL client provides the client side functionalities corresponding to the vertical applications (e.g. V2X client). 
The VAL client supports interactions with the SEAL client(s).
NOTE:
The details of the VAL client is specific to the vertical and out of scope of the present document.

6.4.3
VAL server

The VAL server provides the server side functionalities corresponding to the vertical applications (e.g. V2X application servers). The VAL server acts as CAPIF's API invoker as specified in 3GPP TS 23.222 [7].
NOTE:
The details of the VAL server is specific to the vertical and out of scope of the present document.

6.4.4
SEAL client

The SEAL client provides the client side functionalities corresponding to the specific SEAL service. The SEAL client(s) supports interactions with the VAL client(s). The SEAL client also supports interactions with the corresponding SEAL client between the two UEs. 

6.4.5
SEAL server

The SEAL server provides the server side functionalities corresponding to the specific SEAL service. The SEAL server supports interactions with the VAL server(s). The SEAL server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The SEAL server also supports interactions with the corresponding SEAL server in distributed SEAL deployments.

6.5
Reference points description

6.5.1
General

The reference points for the generic functional model for SEAL are described in the following subclauses.

6.5.2
VAL-UU
The interactions related to vertical application layer support functions between VAL client and VAL server are supported by VAL-UU reference point. This reference point is an instance of Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].

NOTE:
The details of VAL-UU reference point is out of scope of the present document.

6.5.3
VAL-PC5
The interactions related to vertical application layer support functions between the VAL clients of two UEs are supported by VAL-PC5 reference point. This reference point is an instance of PC5 reference point as described in 3GPP TS 23.303 [10].

NOTE:
The details of VAL-PC5 reference point is out of scope of the present document.

6.5.4
SEAL-UU
The interactions between a SEAL client and the corresponding SEAL server are generically referred to as SEAL-UU reference point. The specific SEAL service reference point corresponding to SEAL-UU is specified in the specific SEAL service functional model.

6.5.5
SEAL-PC5
The interactions between the SEAL clients of two VAL UEs are generically referred to as SEAL-PC5 reference point. The specific SEAL service reference point corresponding to SEAL-PC5 is specified in the specific SEAL service functional model.

6.5.6
SEAL-C
The interactions between the VAL client(s) and the SEAL client(s) within a VAL UE are generically referred to as SEAL‑C reference point. The specific SEAL service reference point corresponding to SEAL-C is specified in the specific SEAL service functional model.

6.5.7
SEAL-S
The interactions between the VAL server and the SEAL server are generically referred to as SEAL‑S reference point. The specific SEAL service reference point corresponding to SEAL-S is specified in the specific SEAL service functional model.

6.5.8
SEAL-E
The interactions between the SEAL servers of the same type are generically referred to as SEAL‑E reference point. The specific SEAL service reference point corresponding to SEAL-E is specified in the specific SEAL service functional model.

7
Identities
Editor's Note:
This subclause will describe the generalized identities and format
8
Application of functional model to deployments
Editor's Note:
This subclause will describe the deployment models

9
Location management
9.1
General
The location management is a SEAL service that offers the location management related capabilities to one or more vertical applications.

9.2
Functional model for location management
9.2.1
General
The functional model for the location management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for location management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

9.2.2
On-network functional model description
Figure 9.2.2-1 illustrates the generic on-network functional model for location management.
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Figure 9.2.2-1: On-network functional model for location management

The location management client communicates with the location management server over the LM-UU reference point. The location management client provides the support for location management functions to the VAL client(s) over LM‑C reference point. The VAL server(s) communicate with the location management server over the LM-S reference point. 

The location management server communicates with the SCEF via T8 reference point to obtain location information from the underlying 3GPP network system.
9.2.3
Off-network functional model description
Figure 9.2.3-1 illustrates the off-network functional model for location management.
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Figure 9.2.3-1: Off-network functional model for location management

The location management client of the UE1 communicates with the location management client of the UE2 over the LM-PC5 reference point.
9.2.4
Functional entities description
9.2.4.1
General

The functional entities for location management SEAL service are described in the following subclauses.
9.2.4.2
Location management client

The location management client functional entity acts as the application client for location management functions. It interacts with the location management server. The location management client also supports interactions with the corresponding location management client between the two UEs.

9.2.4.3
Location management server
The location management server is a functional entity that receives and stores user location information and provides user location information to the vertical application server. The location management server may also acquire location information provided by PLMN operator via T8 reference point. The location management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The location management server also supports interactions with the corresponding location management server in distributed SEAL deployments.
9.2.5
Reference points description
9.2.5.1
General

The reference points for the functional model for location management are described in the following subclauses.

9.2.5.2
LM-UU
The interactions related to location management functions between the location management client and the location management server are supported by LM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
9.2.5.3
LM-PC5
The interactions related to location management functions between the location management clients located in different VAL UEs are supported by LM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
9.2.5.4
LM-C
The interactions related to location management functions between the VAL client(s) and the location management client within a VAL UE are supported by LM-C reference point.

9.2.5.5
LM-S
The interactions related to location management functions between the VAL server(s) and the location management server are supported by LM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [7].
9.2.5.6
LM-E
The interactions related to location management functions between the location management servers in a distributed deployment are supported by LM-E reference point.
Editor's Note:
The functions enabled over LM-E reference point is FFS.
9.2.5.7
T8

The reference point T8 supports the interactions between the location management server and the SCEF and is specified in 3GPP TS 23.682 [11]. The functions related to location management of T8 are supported by the location management server.

10
Group management
10.1
General
The group management is a SEAL service that offers the group management related capabilities to one or more vertical applications.

10.2
Functional model for group management
10.2.1
General
The functional model for the group management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for group management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

10.2.2
On-network functional model description
Figure 10.2.2-1 illustrates the generic on-network functional model for group management.
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Figure 10.2.2-1: On-network functional model for group management

The group management client communicates with the group management server over the GM-UU reference point. The group management client provides the support for group management functions to the VAL client(s) over GM‑C reference point. The VAL server(s) communicate with the group management server over the GM-S reference point. 

10.2.3
Off-network functional model description
Figure 10.2.3-1 illustrates the off-network functional model for group management.
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Figure 10.2.3-1: Off-network functional model for group management

The group management client of the UE1 communicates with the group management client of the UE2 over the GM‑PC5 reference point.
10.2.4
Functional entities description
10.2.4.1
General

The functional entities for group management SEAL service are described in the following subclauses.
10.2.4.2
Group management client

The group management client functional entity acts as the application client for management of groups. The group management client interacts with the group management server. The group management client also supports interactions with the corresponding group management client between the two UEs.
10.2.4.3
Group management server

The group management server functional entity provides for management of groups supported within the vertical application layer. The group management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The group management server also supports interactions with the corresponding group management server in distributed SEAL deployments.
10.2.5
Reference points description
10.2.5.1
General

The reference points for the functional model for group management are described in the following subclauses.

10.2.5.2
GM-UU
The interactions related to group management functions between the group management client and the group management server are supported by GM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
10.2.5.3
GM-PC5
The interactions related to group management functions between the group management clients located in different VAL UEs are supported by GM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
10.2.5.4
GM-C
The interactions related to group management functions between the VAL client(s) and the group management client within a VAL UE are supported by GM-C reference point.

10.2.5.5
GM-S
The interactions related to group management functions between the VAL server(s) and the group management server are supported by GM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [7].
10.2.5.6
GM-E
The interactions related to group management functions between the group management servers in a distributed deployment are supported by GM-E reference point.

Editor's Note:
The functions enabled over GM-E reference point is FFS.
11
Configuration management
11.1
General
The configuration management is a SEAL service that offers the configuration management related capabilities to one or more vertical applications.

11.2
Functional model for configuration management
11.2.1
General
The functional model for the configuration management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for configuration management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

11.2.2
On-network functional model description
Figure 11.2.2-1 illustrates the generic on-network functional model for configuration management.
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Figure 11.2.2-1: On-network functional model for configuration management

The configuration management client communicates with the configuration management server over the CM-UU reference point. The configuration management client provides the support for configuration management functions to the VAL client(s) over CM‑C reference point. The VAL server(s) communicate with the configuration management server over the CM-S reference point. 

11.2.3
Off-network functional model description
Figure 11.2.3-1 illustrates the off-network functional model for configuration management.
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Figure 11.2.3-1: Off-network functional model for configuration management

The configuration management client of the UE1 communicates with the configuration management client of the UE2 over the CM-PC5 reference point.
11.2.4
Functional entities description
11.2.4.1
General

The functional entities for configuration management SEAL service are described in the following subclauses.
11.2.4.2
Configuration management client

The configuration management client functional entity acts as the application client for configuration related transactions. The configuration management client interacts with the configuration management server and provides and receives configuration data. The configuration management client also supports interactions with the corresponding configuration management client between the two UEs.
11.2.4.3
Configuration management server

The configuration management server is a functional entity used to configure one or more vertical applications with 3GPP system related vertical applications provisioning information and configure data on the configuration management client. The configuration management server manages vertical application configuration supported within the vertical's service provider. The configuration management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The configuration management server also supports interactions with the corresponding configuration management server in distributed SEAL deployments.
11.2.5
Reference points description
11.2.5.1
General

The reference points for the functional model for configuration management are described in the following subclauses.

11.2.5.2
CM-UU
The interactions related to configuration management functions between the configuration management client and the configuration management server are supported by CM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
11.2.5.3
CM-PC5
The interactions related to configuration management functions between the configuration management clients located in different VAL UEs are supported by CM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
11.2.5.4
CM-C
The interactions related to configuration management functions between the VAL client(s) and the configuration management client within a VAL UE are supported by CM-C reference point.

11.2.5.5
CM-S
The interactions related to configuration management functions between the VAL server(s) and the configuration management server are supported by CM-S reference point. This reference point is an instance of CAPIF‑2 reference point as specified in 3GPP TS 23.222 [7].
11.2.5.6
CM-E
The interactions related to configuration management functions between the configuration management servers in a distributed deployment are supported by CM-E reference point.

Editor's Note:
The functions enabled over CM-E reference point is FFS.
12
Identity management
12.1
General
The identity management is a SEAL service that offers the identity management related capabilities to one or more vertical applications.

12.2
Functional model for identity management
12.2.1
General
The functional model for the identity management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for identity management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

12.2.2
On-network functional model description
Figure 12.2.2-1 illustrates the generic on-network functional model for identity management.
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Figure 12.2.2-1: On-network functional model for identity management

The identity management client communicates with the identity management server over the IM-UU reference point. The identity management client provides the support for identity management functions to the VAL client(s) over IM‑C reference point. The VAL server(s) communicate with the identity management server over the IM-S reference point.

Editor's Note:
The role of VAL-UU in the context of identity management is FFS.

12.2.3
Off-network functional model description
Figure 12.2.3-1 illustrates the off-network functional model for identity management.
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Figure 12.2.3-1: Off-network functional model for identity management

The identity management client of the UE1 communicates with the identity management client of the UE2 over the IM‑PC5 reference point.
12.2.4
Functional entities description
12.2.4.1
General

The functional entities for identity management SEAL service are described in the following subclauses.
12.2.4.2
Identity management client

The identity management client functional entity acts as the application client for vertical applications layer user identity related transactions. The identity management client interacts with the identity management server. The identity management client also supports interactions with the corresponding identity management client between the two UEs.
12.2.4.3
Identity management server

The identity management server is a functional entity that authenticates the vertical application layer user identity. The authentication is performed by verifying the credentials provided by the vertical applications' user. The identity management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The identity management server also supports interactions with the corresponding identity management server in distributed SEAL deployments.
12.2.5
Reference points description
12.2.5.1
General

The reference points for the functional model for identity management are described in the following subclauses.

12.2.5.2
IM-UU
The interactions related to identity management functions between the identity management client and the identity management server are supported by IM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
12.2.5.3
IM-PC5
The interactions related to identity management functions between the identity management clients located in different VAL UEs are supported by IM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
12.2.5.4
IM-C
The interactions related to identity management functions between the VAL client(s) and the identity management client within a VAL UE are supported by IM-C reference point.

12.2.5.5
IM-S
The interactions related to identity management functions between the VAL server(s) and the identity management server are supported by IM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [7].
12.2.5.6
IM-E
The interactions related to identity management functions between the identity management servers in a distributed deployment are supported by IM-E reference point.

Editor's Note:
The functions enabled over IM-E reference point is FFS.
13
Key management
13.1
General
The key management is a SEAL service that offers the key management related capabilities to one or more vertical applications.

13.2
Functional model for key management
13.2.1
General
The functional model for the key management is based on the generic functional model specified in clause 6. It is organized into functional entities to describe a functional architecture which addresses the support for key management aspects for vertical applications. The on-network and off-network functional model is specified in this clause.

13.2.2
On-network functional model description
Figure 13.2.2-1 illustrates the generic on-network functional model for key management.
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Figure 13.2.2-1: On-network functional model for key management

The key management client communicates with the key management server over the KM-UU reference point. The key management client provides the support for key management functions to the VAL client(s) over KM‑C reference point. The VAL server(s) communicate with the key management server over the KM-S reference point. 

13.2.3
Off-network functional model description
Figure 13.2.3-1 illustrates the off-network functional model for key management.
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Figure 13.2.3-1: Off-network functional model for key management

The key management client of the UE1 communicates with the key management client of the UE2 over the KM-PC5 reference point.
13.2.4
Functional entities description
13.2.4.1
General

The functional entities for key management SEAL service are described in the following subclauses.
13.2.4.2
Key management client

The key management functional entity acts as the application client for key management functions. It interacts with the key management server. The key management client also supports interactions with the corresponding key management client between the two UEs.
NOTE:
The functionality of the key management client is responsibility of SA3.

13.2.4.3
Key management server

The key management server is a functional entity that stores and provides security related information (e.g. encryption keys) to the key management client, group management server and vertical application server to achieve the security goals of confidentiality and integrity of media and signalling. The key management server acts as CAPIF's API exposing function as specified in 3GPP TS 23.222 [7]. The key management server also supports interactions with the corresponding key management server in distributed SEAL deployments.
NOTE:
The functionality of the key management server is responsibility of SA3.
13.2.5
Reference points description
13.2.5.1
General

The reference points for the functional model for key management are described in the following subclauses.

13.2.5.2
KM-UU
The interactions related to key management functions between the key management client and the key management server are supported by KM-UU reference point. This reference point utilizes Uu reference point as described in 3GPP TS 23.401 [8] and 3GPP TS 23.501 [9].
13.2.5.3
KM-PC5
The interactions related to key management functions between the key management clients located in different VAL UEs are supported by KM-PC5 reference point. This reference point utilizes PC5 reference point as described in 3GPP TS 23.303 [10].
13.2.5.4
KM-C
The interactions related to key management functions between the VAL client(s) and the key management client within a VAL UE are supported by KM-C reference point.

13.2.5.5
KM-S
The interactions related to key management functions between the VAL server(s) and the key management server are supported by KM-S reference point. This reference point is an instance of CAPIF-2 reference point as specified in 3GPP TS 23.222 [7].
13.2.5.6
KM-E
The interactions related to key management functions between the key management servers in a distributed deployment are supported by KM-E reference point.

Editor's Note:
The functions enabled over KM-E reference point is FFS.
X
<SEAL service>
X.1
General
Editor's Note:
This subclause will provide the general description.

X.2
Functional model for <SEAL service>
X.2.1
General
Editor's Note:
This subclause will provide the general description.

X.2.2
On-network functional model description
Editor's Note:
This subclause will provide illustration of the functional model with the related diagrams

X.2.3
Off-network functional model description
Editor's Note:
This subclause will provide illustration of the functional model with the related diagrams

X.2.4
Functional entities description
Editor's Note:
This subclause will describe the functional entities

X.2.5
Reference points description
Editor's Note:
This subclause will describe the reference points

X.3
Procedures and information flows for <SEAL service>
X.3.1
General

Editor's Note:
This subclause will provide a general description of the procedure.

X.3.2
Information flows

Editor's Note:
This subclause will describe the information flow tables

X.3.3
<Procedure x>
Editor's Note:
Provide a suitable title for the procedure.

X.3.3.1
General

Editor's Note:
This subclause will provide a general description of the procedure.

X.3.3.2
Procedure

Editor's Note:
This subclause will describe the detailed procedure with associated diagram.

X.4
SEAL APIs for <SEAL service>
X.4.1
General

Editor's Note:
This clause will list SEAL APIs.

X.4.2
<API name> API
X.4.2.1
General
API description: 

X.4.2.2
<Operation name> operation
API operation name: 
Description: 
Known Consumers: 
Inputs: 
Outputs: 
Editor's Note:
Add description for details of API usage.
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SEAL relationship with application enabler layer aspects of verticals
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