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PREFATORY NOTE

ETSI has constituted stable and consistent documents which give specifications for the
implementation of the European Cellular Telecommunications System. Historically, these
documents have been identified as "GSM recommendations".

Some of these recommendations may subsequently become Interim European
Telecommunications Standards (I-ETSs} or European Telecommunications Standards (ETSs),
whilst some continue with the status of ETSI-GSM Technical Specifications. These ETSI-GSM
Technical Specifications are for editorial reasons still referred to as GSM recommendations in

some current GSM documents.

The numbering and version control system is the same for ETSI-GSM Technical Specifications as
for "GSM recommendations”.
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0. SCOPE

This recommendation specifies the network functions needed to provide the security related
service and functions specified in Recommendation GSM 02.09.

This recommendation does not address the cryptological algorithms that are needed to provide
different security related features. This topic is addressed in Annex 3 Wherever a cryptological

algorithm or mechanism is needed, this is signalled with a reference to Annex 3 The references
refers only to functionalities, and some aigorithms may be identical or use common hardware.

1. GENERAL

The different security related service and functions that are listed in Recommendation 02.09 are
grouped as follows :

- Subscriber identity confidentiality;

- Subscriber identity authentication;

Signalling information element and connectionless user data confidentiality;
- Data confidentiality for physical connections.

All functions must be implemented with minimum assumptions about the cryptologial algorithms
that are used, and it must be possible that these algorithms are changed during the system life
time. Any change in these algorithms must not change the format of the messages exchanged via
the interfaces of the system. The system must be prepared for a parallel operation of more than
one algorithm during a transitional period.

The security procedures must include mechanisms to enable recovery in event of signalling
failures. These recovery procedures must be designed in such a way that they cannot be used to
breach the security of the system.

General note on figures :

1- In the figures below, signalling exchanges are referred by functional names. The exact
messages and message types are specified in Rec. GSM 04.08 and Rec. GSM 09.02.

2- No assumptions are taken for function splitting between MSC (Mobile Switching
Centre), VLR and BS (Base Station). Signalling is hence described directly between
MS and the local network (i.e. MSC, VLR, and BS, denoted in the figures by
BS/MSC/LR). The splitting in Annex 1 is only given for illustrative purpose.

3- Addressing fields are not given; all information relate to the signalling layer, The TMSI
allows addressing schemes without IMSI, but the actual implementation is specified in
the 04. series.

4- The term HPLMN in the figures below is used as a general term which should be

understood as HLR (Home Location Register) or AR (Authentication Centre).

5- What is put in a box is not part of the described procedure but it is relevant to the
understanding of the figure.



Page 4
GSM 03.20 - version 3.3.2 : January 1991

2. SUBSCRIBER IDENTITY CONFIDENTIALITY
2.1 Generality

The purpose of this function is to avoid the possibility for an intruder to identify which subscriber
is using a given resource on the radio path (e.g. (TCH Traffic Channel) or signalling resources) by
listening to the signalling exchanges on the radio path. This allows first a high level of
confidentiality for user data and signaling, and additionally a protection against the tracing of the
location of a user.

The provision of this function implies that the IMS! (international Mobile Subscriber Identity), or
any information aliowing a listener to derive easily the IMSI, should not normally be transmitted in
clear text in any signaling message on the radio path.

Consequently, to obtain the required level of protection, it is necessary that:

- A protected identifying method is normally used instead of the IMSI on the radio path;
and

- The IMSI is not normally used an addressing means on the radio path (see
Recommendation GSM 02.09, 3.1.3.);

- Signalling information elements that convey an information about the mobile
subscriber identity must be ciphered for transmission on the radio path.

The identifying method is specified in the following section. The ciphering of signalling elements
is specified in Section 4.

2.2 Identifying method

The means used to identify a mobile subscriber on the radio path consists in a TMS! (Temporary
Mobile Subscriber Identity). This TMSI 1= a local number, having a meaning only in a given
location area, the TMSI must be accompanied by the LAl (Location Area Identification) to avoid
ambiguities. The maximum length and guidance for defining the format of a TMS! are specified in
Rec. GSM 03.03.

The network (e.g. a VLR (Visited Location Register)} manages suitable data bases to keep the
relation between TMSis and IMSis. When a TMSI is received with a LAl that does not correspond
to the location area, the IMS| of the MS must be requested to the VLR in charge the indicated
location area if its address is known; otherwise the IMSI is requested to the MS.

A new TMSI must be allocated at least in each location up-dating procedure. The allocation of a
new TMSI corresponds implicitly for the MS to the de-allocation of the previous one. In the fixed
part of the network, the cancellation of a MS in a VLR implies the de-aliocation of the
corresponding TMSL.

To cope with some malfunctioning, e.g. arising from a software failure, the fixed part of the
network can require the identification of the MS in clear. This procedure is a breach in the
provision of the service, and should be used only when necessary.

When a new TMSI is allocated to a MS, it is transmitted to the MS in a ciphered mode. This
ciphered mode is the same as defined in Section 4 of this recommendation.
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The MS must store its current TMS! in a non volatile memory, together with the LAl so that these
data are not lost when the MS is off.

2.3 Procedures

This section presents the procedures, or elements of procedures, pertaining to the management
of TMSls.

2.3.1 Location up-dating in the same MSC area
This procedure is part of the location up-dating procedure taking place when the original location

area and the new location area depend on the same MSC. The part of this procedure reiative to
TMSI management is reduced to a TMSI re-allocation (from TMSlo with "o" for “old" to TMSIn

with "n" for "new").
MS sends TMSlo as identifying fields at the beginning of the location up-dating procedure.

The procedure is schematised in Figure 2.1.

MS Radiopath BS/MSC/VLR

LAI, TMSlo

Management of means for new ciphering
(see section &)

Allocation
of TMSIn

Ciph. (TMSIN)

Ack.

3.

Deallocation
of TMSIo

Figure 2.1 / GSM 03.20

Signalling Functionalities :

Management of means for new ciphering : The MS and BS/MSC/VLR agree on means for
ciphering signaling information elements, in particular to transmit TMSin.

2.3.2 Location up-dating between MSCs area, within the same VLR ares :

This procedure is part of the location up-dating procedure taking place when the original location
area and the new location area depend on different MSCs, but on the same VLR.

The procedure is schematised on Figure 2.2.
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MS Radiopath VLR HPLMN
LAI, TMSIo
Management of means for new
ciphering (see sen 4)
Allocation
of TMSIn
Ciph. (TMSIN) 1) Loc. Up-dat. 1)
Ack. 1 Ack. 1)
Deallocation
of TMSlo

Note (1) : From a security point of view, the order of the procedures is irrelevant.

Signalling functionalities :

Loc. Up-dat : stands for Location Up-dating. The BS/MSC/VLR indicates that the

Figure 2.2 / GSM 03.20

location of the MS must be up-dated.

2.3.3 Location Updating between different VL.Rs

This procedure is part of the normal location up-dating procedure, using TMSI and LAl, when the
original location area and the new location area depend on different VLRs.

MS is still registered in VLRo ("o" for old or original) and asks for its registration in VLRn ("n" for
new). LAl and TMSlo are sent by MS as identifying field during the location up-dating procedure.

The procedure is schematised on Figure 2.3.
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MS Radiopath B8S/MSC/VLRn | |MSC/VLRo| [HPLMN

LAI, TMSIo T™S1o

>. 3.

IMS1

<.

Sec.Rel.Inf

Management of means for new
ciphering (see section 4)

Allocation
of TMSIn

Ciph. (TMSIN) 1) Loc. Up-dat. 1)

<. >.

Ack. H Ack. 1)

Cancellation
f—<

Deal location
of TMSIo

Figure 2.3 /GSM 03.20

Note (1) : From a security point of view, the order of the procedures is irrelevant.

Signalling functionalities :

Sec.Rel.Info.: Stands for Security Related information. The MSC/NVLRn needs some
information for ciphering; these information are obtained from MSC/VLRo.

Cancellation : The HLR indicates to VLRo that the MS is now under control of another
VLR. The "old" TMSI id free for allocation.

2.3.4 Re-allocation of a new TMSI

This function can be initiated by the network side at any time. The procedure can be included in
other procedures, through the means of optional parameters. The execution of this function id left
to the network operator.

This procedure is schematised in Figure 2.4.
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MS

Radiopath 8S/MSC/VLR
Allocation
of TMSIn

Ciph. (TMSIN)

Ack.
Deallocation
of TMSIo

2.3.5 Local TMSI unknown

This procedure is a variant of the procedure described in Section 2.3.1 and Section 2.3.2, and
happens when a data loss has occurred in a VLR and when a MS uses an unknown TMSI, e.g. for
a communication request or for a location up-dating request in a location area managed by the

same VLR.

Figure 2.4 /GSM 03.20

This procedure is schematised in Figure 2.5.

IMSI

>,

MS Radiopath BS/MSC/VLR HPLMN
T™MS1o 1)
TMSIo is
unknown
1d. Request

Management oY means for new
ciphering (see section 4)

Ciph. (TMSIM)

Allocation
of TMSIn

Ack.

Note (1) : Any message in which TMSlo is used as an identifying means in a location area

Figure 2.5 /GSM 03.20

managed by the same VLR.
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2.3.6 Location up-dating between VLRs in case of a loss of in formation :

This variant of the procedure described in 2.3.3 arises when VLR in charge of the MS has
suffered a loss of data. in that case the relation between TMSlo and IMSI is lost, and the
identification of the MS in clear is necessary.

The procedure is schematised in Figure 2.6.

MS Radiopath BS/MSC/VLRn MSC/VLRo| | HPLMN
LAI, TMSIo R TMSlo R
Unknown |
B 1d. Request <
IMS} -

Management of means for new
ciphering (see section 4)

Allocation
of TMSIn

Ciph. (TMSIN) 1) Loc. Up-dat. 1)

>.

Ack. n Ack. 1)

Cancellation
f-<

Deallocation
of TMSlo

Figure 2.6 / GSM 03.20

Note (1) : Form a security point of view, the order of the procedures is irrelevant.
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3. SUBSCRIBER IDENTITY AUTHENTICATION
3.1 Generality

Definition and operational requirements of subscriber identity authentication are given in
Recommendation GSM 02.09.

The authentication procedure will be also used to perform the cipher key-setting (see Section 4)
on dedicated signalling channels. Therefore, it is performed after the subscriber identity
(TMSI/IMS)) is known by the network and before the channel is encrypted.

Two network functions are necessary: the authentication procedure itself, and the key
management inside the fixed sub-system.

3.2 The authentication procedure

The authentication procedure consists in the following exchange between the fixed sub-system
and the MS.

- The fixed sub-system transmits a non-predictablie number RAND to the MS.

- The MS computes the signature of RAND, say SRES, using algorithm A3, and some
secret information : the Subscriber Authentication Key, denoted Ki in the sequel.

- The MS transmits the signature SRES to the fixed sub-system.
- The fixed sub-system tests SRES for validity.

The general procedure is schematised in Figure 3.1,

MS Radiopath Network side
RAND 1MS1
RAND
Ki
] v
v v
Ki
A3 |
v v
A3
1
v
SRES N
v
yes/no

Figure 3.1 / GSM 03.20

Algorithm A3 is specified in Annex 3.
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3.3 Subscriber Authentication Key Management
The Subscriber Authentication Key Ki is allocated at subscription time. together with the IMSI.

The Subscriber Authentication Key is stored on the network side in the HPLMN (Home Public
Land Mobile Network), in an Authentication Centre. A PLMN may contain one or more
Authentication Centres. An Authentication Centre can be implemented together with other
functions, e.g. in a HLR (Home Location Register).

Two management modes are specified. The second one, specified in Section 3.3.2, is less secure
than the first one, specified in Section 3.3.1, and should not be used between two PLMNs. The
procedures are such that the decision to use one or the other of the two methods inside one
PLMN is done by the network operator.

3.3.1 No transmitting of the key
3.3.1.1 General authentication procedure

When needed for each MS, the BS/MSC/VLR requests to the Authentication Centre corresponding
to the MS, either through the HLR or directly, Security Related Informations. This includes an
array of pairs of corresponding RAND and SRES. These pairs are obtained by applying on each
RAND Algorithm A3 and the key Ki as shown in Figure 3.1 above. The pairs are stored in the VLR.

The procedure needed for up-dating the vectors RAND/SRES is schematised in Figure 3.2.

BS/MSC/VLR HLR/AC

Security Related Information Request

generate IMsI
RAND(1..n)
v v

[ = ]

Authentication Vector Response

<.

(SRES(1..n), RAND(1..n)

Store RAND/SRES
vectors

Figure 3.2 / GSM 03.20

When a MSC/VLR performs an authentication, inciuding the case of a location up-dating within
the same VLR area, it chooses a RAND value in the array corresponding to the MS. It then tests
the answer by the MS by comparing it with the corresponding SRES. as schematised in Figure
3.3 below. Any pair RAND/SRES is used only once and deleted after usage.
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3.3.1.2 Authentication at location up-dating between different VLRs, using TMSI

During a location up-dating between different VLRs, the procedure to get pairs for subsequent
authentication and the procedure for authentication are particular. in the case when identification
is done through the means of TMSI, pairs for authentication are given by the oild VLR.

The procedure is schematised in Figure 3.4.

NS Radiopath BS/MSC/VLR
RAND( j ) SRES(})
|
3] {RANDC])
v v
A3
SRES(j)
v .
SRES(§) '
RE
yes/no
Figure 3.3 / GSM 03.20

NS Radiopath BS/MSC/VLRN MSC/VLRo| | HPLMN
LAI, TMSIo TMSIo
IMSI
Ki RAND(1..n)
SRES(1..n)
RAND <
vy
A3
| SRES
| :
yes/no
Location Up-dating

Figure 3.4 / GSM 03.20
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3.3.1.3 Authentication at location up-dating between different VLRs, using IMS! and not
transmitting LAl .

When the IMSI is used as a mean for identification, or more generally when the MS does not
transmit the LAl of its last location area, the procedure described in 3.3.1.2 cannot be used.
Instead, the first pairs of RAND/SRES are requested directly to the HPLMN.

The procedure is schematised in Figure 3.5.

MS Radiopath BS/MSC/VLRn HPLMN
LAI, TMSlo Sec. Rel. Info Req.
Ki RAND(1,n)
RAND <
< SRES(1..n)
vV
A3
l SRES
| .
yes/no
Location Up-dating

Figure 3.5 GSM 03.20

3.3.1.4 Authentication at location up-dating between different VLRs, using TMSI, TMSI
unknown

This case is an abnormal one, when a data loss has occurred in a VLR.

The procedure is schematised in Figure 3.6.
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MS Rediopath BS/MSC/VLRN MSC/VLRO| | HPLMN
LAl, TMSlo TMSlo
‘ Unknown 1)
Identity Request <

INst

> Sec, Rel. Info Req.

RAND(1..n) SRES(1..n

i RAND

<—x
A

—lzl <

yes/no

Location Up-dating

Figure 3.6 / GSM 03.20

3.3.2 Transmitting the authentication key

This procedure, which is less secure than the preceding one because secret information have to
be known in several places of the network. It should be used within the same PLMN only. When
the MS enters first a VLR area, the MSC/VLR requests from the HLR the Security Related
Information for the MS. The HLR sends back the Authentication Key Ki which is used directly by
the MSC/VLR. To cope with several possible different algorithms A3, the HLR also sends the type
of algorithm A3 used by the MS.

The procedure is schematised in Figure 3.7.

MS Radiopath BS/MSC/VLR
| RAND
< RAND  Ki
ki |RaND
v v v v
A3 A3
SRES
v SRES
SRES I
> =
| v
=
yes/no

Figure 3.7 / GSM 03.20
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3.4 Clphering key sequence number

The cipheringkey sequence number is a number which is associated to the cipher key Kc.
However since it is not directly invoived into any security mechanism, it is not addressed in this
recommendation but in Recommendation GSM 04.08 instead,
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4. CONFIDENTIALITY OF SIGNALLING INFORMATION ELEMENTS,
CONNECTIONLESS DATA AND USER INFORMATION ELEMENTS
ON PHYSICAL CONNECTIONS

4.1 Generality

In Recommendation GSM 02.09, some signalling information elements are considered sensitive
and must be protected.

To ensure the identity confidentialily (see Section 2), the following information must be
transferred in a protected mode:

- Temporary Mobile Subscriber Identity at allocation time

The confidentiality of connection less user data requires at least the protection of the message
part pertaining to layers 4 and upper.

The user information cohfidentiality on physical connections concerns the information transmitted
on a traffic channel on the MS-BS interface (e.g. for speech). It is not an end to end
confidentiality service.

These four needs for a protected mode of transmission are fulfilled with the same mechanism
where the confidentiality function is a layer 1 function. The scheme described below assumes that

the main part of the signalling information elements is transmitted on DCCH (Dedicated Control
Channel), and that the CCH (Common Control Channel) is only used for the allocation of

Four points have to be specified :

- The ciphering method;

- The key setting:

- The starting of the enciphering and deciphering processes;

- The synchronisation.

4.2 The ciphering method

The layer 1 information data flow (transmitted on DCCH or TCH) is ciphered by a bit per bit or
stream cipher, i.e. the data flow on the radio path is obtained by the bit per bit binary addition of
the user data flow and a ciphering bit stream, generated by algorithm A5 using a key determined
as specified in Section 4.3. The key is denoted by Kc in the sequel, and is called "Ciphering

Key".
The deciphering is performed by exactly the same method.
Algorithm AS is specified in Annex 3

The ciphering/deciphering function is placed on the transmission chain between the interleaver
and the modulator (see Recommendation GSM 05.01).
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4.3 Key setting

Mutual key setting is the procedure that allows the mobile subscriber and the network to agree on
the key Kc to use in the cipher and decipher algorithms AS.

A key setting is triggered by the authentication procedure. In addition to the authentication
procedures listed in Recommendation GSM 02.09, a key-setting may be initiated by the network
as often as the network operator wishes.

A key setting must occur on a DCCH not yet encrypted and as soon as the identity of the mobile
subscriber (e.g. TMSI/IMSI) is known by the network.,

The transmission of K¢ to the MS is indirect and uses the authentication RAND value; Kc is
derived from RAND by using algorithm A8 and the Subscriber Authentication key Ki, as defined in
Annex 3

As a consequence, the procedures for the management of Kc are the authentication procedures
described in Sec. 3.3.

The values Kc are computed together with the SRES values. When pairs are given by the old VLR,
the Kc values are given also (see Section 3.3.1.2). Similarly, when pairs are given by the HPLMN,
the Kc values are given also (see Section 3.3.1.3 and Section 3.3.1.4). When Ki is known by the
VLR, it is used to directly compute Kc (see Section 3.3.2).

The key K¢ may be stored by the mobile station until it is updated at the next authentication.

A key setting is schematized in Figure 4.1.

MS Radiopath Network side
TMSI
RAND
[ki  |RAND [RAND K
v v v v
A8 A8
Kc I Ke
v v
Store Kc Store Kc

Figure 4.1 / GSM 03.20

4.4 Starting of the ciphering and deciphering processes

The MS and the BS must choose into a coordinate way the instants at which respectively the
enciphering and deciphering processes start on DCCH and TCH.

On DCCH, this procedure takes place under the control of the network some time after the
completion of the authentication procedure (if any), or after the key Kc has been made available
at the BS.

No information elements for which protection is needed must be sent before the completion of
the starting of the ciphering and deciphering processes.
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The deciphering process starts on the BS which sends to the MS a specific message, here called
"Start cipher". Both the enciphering and deciphering processes start on the MS side after the
message "Start cipher" has been correctly received by the MS. Finally, the enciphering process
on the BS side starts as soon as a frame or a message from the MS has been correctly received
at the BS.

The starting of enciphering and deciphering processed is schematised in Figure 4.2,

L H] Radiopath BS/MSC/VLR

“Start cipher®

<.

Start deciphering

deciphering
Start
ciphering

any correctly deciphered message

Start ciphering

Figure 4.2 / GSM 03.20

When a TCH is allocated for user data transmission, the key used is the one set during the
preceding DCCH session (Call Set-up). The enciphering ar:: deciphering processes start
immaediately.

4.5 Synchronisation

The ciphering stream at one end the deciphering stream at the other end must be synchronised,
for the ciphering bit stream and the deciphering bit streams to coincide.

Specific functions are needed to obtain the synchronization in the first place, i.e. at the beginning
of the call, or during a hand-over.

The underlying synchronisation of the radio sub-system provides the synchronisation of the
ciphering-deciphering streams by the following mechanism. A siot numbering in the radio sub-
system is maintained by the BS, and periodically transmitted. Algorithm A5 will use this
information to produce on both the MS side and the BS side a synchronized stream, as described
in Annex 3

4.6 Hand-over

When a hand-over occurs, the necessary information (e.g. key Kc, initialization data) is transmitted
within the system infrastructure to enable the communication to proceed from the oid BS to the
new one, the synchronisation procedure is resumed. The key Kc remains unchanged at handover.
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5. SYNTHETIC SUMMARY

Figure 5.1 shows in a synopsis a normal location up-dating procedure with all elements pertaining
to security functions, i.e. to TMSI management, authentication and K¢ management.

MS Radiopath [BS/!‘SC/VLRn MSC/VLRo| [HPLMN
LAI, TMSIo TMSIo
Loc. Up-dating
IMS]
RAND(1..n)
SRES(1..n)
Ke¢1..n)
ll(i RAND <
'R
A3ZA8
SRES
v
| (S =
yes/no Location
Up-dating
Ack.
Allocation
of TMSIn
TMSIn|  |Kc
v Vv
AS
Ciph(TMSIN) V Ciph(TMSIN)
|Ke | Ciph(TMSIN)
v v
AS
VvV TMSIn
I Loc. Upd completed
I Cancellation

Deallocation
of TMSIn

Figure 5.1 / GSM 03.20



Page 20
GSM 03.20 - version 3.3.2 : January 1991

ABBREVIATIONS GLOSSARY :

AC : Authentication Centre

BS : Base Station

CCCH : Common Control Channel

DDCH : Dedicated Control Channel

HLR : Home Location Register

HPLMN : Home Public Land Mobile Network
IMSI : International Mobile Subscriber |dentity
Ki : Individual Subscriber Authentication Key
Ke : Ciphering Key

LAl : Location Area Identity

MS : Mobile Station

MSC : Mobile Switching Centre

PLMN : Public Land Mobile Network

RAND : A random number

SRES : A signed response to RAND

TCH : Traffic Channel

TMSI : Temporary Mobile Subscriber Identity

VLR : Visited Location Register
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A1.1. Introduction

The diagrams in this annex indicate the security items releated to signalling functions and to
some of the key management functions. The purpose of the diagrams is to give a general

overview of

signalling, both on the radio path and in the fixed network. The diagrams indicates

how and where keys are generated, distributed, stored and used. In this annex the option of
transmitting the authentication key Ki is not described. The security functions between VLR and
BSS/MSC are split. In case of inconsistency between the diagrams in this annex and the text in
Recommendation GSM 03.20 or other GSM recommendations then the text in these
recommendations has prefarence.

A1.2. Short description of the schemes

Scheme 1 :

Scheme 2 :

Scheme 3 :

Scheme 4 :

Location registration
no TMSI available

The situation is represented where an MS wants registration and for some reason,
e.g. TMSI is lost or first registration, there is no TMSI available. in this case the IMSI is
used for identification. The IMS! is sent in clear text via the radion path as part of the
location updating.

Location updating

MS registered in VLR
TMSI is still available

The mobile station stays within the area controlled by the VLR. The mobile station is
already registered in this VLR. All information belonging to the mobile station is
stored in VLR, s0 no connection with HLR is necessary. ldentification is done by the
LAl and TMSI. For authentication a new set of Kc. R, and S is aiready available in the
VLR.

Location updating

MS not yet registered in VLR
TMSI is still available

The MS has roamed to an area controlled by another VLR. The LAl is used to address
the "old" VLR. The TMSI is used for identification. The "old" VLR informs the "new"
VLR about this MS. The security related information is sent by the "old" VLR to the
"new"” VLR.

Location updating

MS not yet registered in VLR and no old LAI
no location confidentiality feature

This PLMN does not offer the location confidentiallity feature (as defined in
Recommendation GSM 02.09). identification is therefor done by using the IMSI. MS
was not yet registered in any VLR (LAl not available), so the HLR has to send the
authentication information to the VLR.
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Scheme 5 :

Scheme 6 :

Scheme 7 :

Scheme 8 :

- version 3.3.2 : January 1991
Call set up

mobile originated
early assignment

The registered MS wants to set up a call. Identification is done by using the TMSI. All
signalling information elements in all messages on the radio path are encrypted with
ciphering key Kc. The PLMN is setting up calls with "early assigment”.

Call set up

mobile originated
off air call set up

Like in scheme 5 the registered MS wants to set up a call. identification is done by
using the TMSI. All signalling information elements in all messages on the radio path
are encrypted with ciphering key K¢ after the cipher mode command message. The
PLMN is setting up calls with "off air call set up"

Call set up

mobile terminated
early assignment

A paging request is sent to the registered MS, addressed by the TMSI. All signalling
information elements in all messages on the radio path are encrypted with ciphering
key Kc after the cipher mode command message. The PLMN is setting up calls with
"early assignment".

Location updating

MS not yet registered in VLR
no location confidentiality feature
old LAl still available

This PLMN does not offer location confidentiality feature. The MS has roamed to an
area controlled by another VLR. The LAl is used to address the "old" VLR. The IMSI is
used for identification. The "old" VLR informs the "new" VLR about this MS. The
security related information is sent by the "old" VLR to the "new" VLR.
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A1.3. List of abbreviations

A3

AS

A8

BSS
HLR
IMSI

Ke

Kc[M]
Ke[TMSI]
Ki

LAl

MS

MSC

R

S

TMSI o/n
VLR o/n

authentication aigorithm

signalling data and user data encryption algorithm
ciphering key generating algorithm

base station system

home iocation register

international mobile subscriber identity
ciphering key ‘

message encrypted with ciphering key K¢
TMSI encrypted with ciphering key Kc
individual subscriber authentication key
location area identity

mobile station

mobile services centre

random number (RAND)

signed response (SRES)

temporary mobile subscriber identity oid/new
visitor location register old/new
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A1.4. Schemes

Scheme 1

(UISHL)
ISWL
ERUNE TS 1SH1
M3U plemtoy}
A
(NASH’ ISHI)
20] pdn (s) ) Jukay’ox
s —> < 24038
(s d'o%"ISHI) 398 yne s34 yIne
> (SJukay +)
uoisiaoad st A A
oju1 Yany S ¥ ) ISHI s| o
S ¥
C1SK1) s v + €V
s’y S ¥ ) ISWl A A
asanbay *a%’ ISH1) (¥'Jukay) (a*ukay) | u| 3 ]|
ojur yany > >
s’y'ox waed -yine 238213Uay3Ne bas yane
JOj San|eA
MU Yo33) (ISKI) C1SHI‘Judan) (1SH1 ' Jukaxn)
S 3 M _mzﬂ (eded -yne) ) 8348 U0§1890] ) baJ pdn 20)
S a9 ¥TH wod} 93epdn
s ~ueJsed puas
S ¥ I ISHWI
(S'¥ M ISKI)
A A >
m_ x| Aoud ojur yane
|Y + ¢V
A A
¥ i CISHD)
) baJ edsed yine
ny NIoMIau am FJ0MIBU A yJomiau JsW/ss8 | yiedoipes SH

91qejieAe ISl ou -

uotied3sibad uciiedsol

1 3N3HIS



Page 25
January 1991

GSM 03.20 - version 3.3.2

Scheme 1 cont

(s’y
fax’1SMI1)
L L S
Jed “yane (IW1oM)
CISWI) < <
L R 3% ISHL wod 193d IVi'ISHL
... Jed “yine) [(ssulax +) *239 ISHL 24038
S ¥ I ISWI YTH wody =t
S ¥ M weJed puds ||S ¥ 9% ISWI ISWL A CLISHL WION)
v e S ¥ o ] _ >
S ¥ I ISWI R 9%e pdn 20} °339
S ¥ I ISWI ISHL (J99p) ov
A A (1) W)
| | < A
)ox 9% |wod apow ydid 1
(Jus) ¢y
(1SW1) N A A
> >|aJ038 > | ]
298 pdn 20) 999 pdn puo apow ydio N )
2348 20} oBessau
o))
BSurgaydld
n3Jel1sSy
JUAIN
1IV1'ISKL 3J03s
ny Jlomyau 3] p LT T A yJoMIu JSK/SS8 | yiedoipey SH

S3U0d | JWIHIS



Page 26

January 1991

GSM 03.20 - version 3.3.2

Scheme 2
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ANNEX 2
A2.1. Introduction

This annex gives an overview of the security related information and the piaces where this
information is stored in the GSM network.

The entities of the GSM network where security information is stored are:
- home location register

- visitor location register

- mobile service switching center

- base station

- mobile station
- authentication center

A2.2. Entities and Security Information

> home location register (HLR)

If required, five sets of K¢, RAND and SRES coupled to each IMSI are stored in the HLR.
* visitor location reqister (VLR)

If required, five sets of Kc, RAND and SRES coupled to each IMSI are stored in the VLR.

* mobile services switching center (MSC) / base station (BS)
In the MSC/BS are installed:

- user data encryption algorithm A5
- signalling data encryption aigorithm A5

Pairs of TMSI (or IMSI) and cipher key Kc are stored in the database.

After a new TMSI is generated, both the old and the new TMSI are stored. When the old TMSI is
no longer valid, it is removed from the database.

*_ mobile station {MS)

The mobile station contains/receives:

- authentication algorithm A3

- user data encryption algorithm AS

- signalling data encryption algorithm AS

- ciper key generating algorithm A8

- individual subscriber authentication key Ki
- ciper key Kc

- cipher key sequence number

- TMSI
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* authentication center (see note)

In the authentication center are implemented:

- authentication algorithm A3
- cipher key generating algorithm A8

The secret individual authentication keys Ki of all subscribers of a PLMN are stored in the
authentication center of the PLMN.

Note : The authentication center is a functional entity, the implementation of which
may vary from one network to another network.
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ANNEX 3

A3.0. SCOPE

This document specifies the cryptological algorithms whicr; are needed to provide the various
security features and mechanisms defined in, respectively, Recommendation GSM 02.09 and
Recommendation GSM 03.20.

Three algorithms have been addressed in Recommendation GSM 03.20 as follows:
- Algorithm A3 : Authentication algorithm;

- Algorithm A5 : Ciphering/deciphering algorithm;

- Algorithm A8 : Cipher key generator.

Algorithm AS must be common to ail GSM PLMNs and all mobile stations (in particular, to allow
roaming). The external specifications of Algorithm A5 is specified in Section 1. The internal
specifications of Algorithm A5 are managed under the responsibility of MOU; they will be made
available by an appropriate request.

Algorithms A3 and A8 are at each PLMN operator discretion. Only the formats of their inputs and
outputs must be specified. It is also desirable that the processing times of these algorithms
remain below a maximum value. For those PLMN operators who wish to, proposals for Algorithm
A3 and A8 are managed by MOU and available upon an appropriate request.

A3.1. SPECIFICATIONS FOR ALGORITHM AS
A3.1.1. Purpose

As defined in Recommendation GSM 03.20, Algorithm A5 reaiized the protection of both user
data and signalling information elements at the physical layer on the dedicated channels (TCH or
DCCH).

Synchronization of both the encipherment and decipherment processes (especially at hand-over)
must be guaranteed.

A3.1.2. implementation indications

Algorithm AS is implemented into both the MS and the BS. On the BS side, as it concerns the
evaluations made in the sequel, it is assumed that one algorithm A5 is implemented for each
physical channel (TCH or DCCH).

The ciphering takes place just before modulation and after interleaving (see the figure in Annex 1
of Rec. GSM 05.01); the deciphering takes place just after demoduiation symmetrically. Both the
encipherment and decipherment processes need Algorithm AS. They start at different times (see
Rec. GSM 03.20, Section 4.4).

As an indication, recall that, due to the TDMA techniques used into the system, the useful
information data (aiso called the plain text in the sequel) are organized into blocks of 114 bits.
Then, each block is incorporated into a normal burst (see Rec. GSM 05.02) and transmitted
during a time slot. According to Rec. GSM 05.03, the useful information bits into a block are
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numbered e0 to e56 and €59 to e115 (the flag bits e57 and e58 are ignored). Successive siots for
a given physical channel are separated at least by a frame duration, approximately 4.615 ms (see
Rec. GSM 05.01).

For ciphering, Algorithm A5 produces, each 4.615 ms, a sequence of 114 cipher/decipher bits
(here called BLOCK) which is combined by a bit wise modulo 2 addition to the 114 bits plain text
block. The first cipher/decipher bit produced by A5 is added to e0, the second to et and so on.
As an indication, the resuiting 114 bits block is then applied to the burst builder (see the figure in
Annex 1 of Rec. GSM 05.01). Deciphering is quite symmetricai: A5 produces a sequence of 114
cipher/decipher bits and the first produced bit is added to e0, etc...

For each siot, the decipherment is performed on the MS side with the first biock (BLOCK1) of 114
bits produced by A5, and the encipherment is performed with the second produced biock
(BLOCK2). As a consequence, on the network.side, BLOCK1 is used for encipherment and
BLOCK2 for decipherment. Therefore, Aigorithm A5 must produce twice 114 bits each 4.615 ms

(i.e. BLOCK1 and BLOCK2).

Synchronization is guaranteed by driving Algorithm A5 by an explicit time variable, COUNT,
derived from the TDMA frame number. Therefore, each 114 bits block produced by A5 only
depends on the TDMA frame numbering, and of the cipher key Kc.

COUNT is expressed on 22 bits as the concatenation of the binary representation of T1, T3 and T2
and is an input parameter of Algorithm AS5. The coding of COUNT is shown in figure 1.1a/GSM
03.20-Annex 3.

2212019181716 1514 1312 11109876 54321

Tt 73 T2
J . ]

msb tsb msb lsb mb  lsb

Figure 1.1a/GSM 03.20-Annex 3

Binary representation of COUNT. Bit 22 is the most significant bit (msb) and bit 1 the least
significant bit (Isb) of COUNT. T1, T3 and T2 are binary represented. (For definition of T1, T3 and
T2 see Recommendation GSM 05.02)

Figure 1.1 summarizes the above listed implementation indications, with only one
ciphering/deciphering procedure represented (the second one for deciphering/ciphering is

symmetrical).
l Network side I | MS side |
COUNT (= TOMA frame mumber =) ca|mr
v v
Key Xe Key Ke
—>| AS —>) A5
BLOCKY [114 bits BLOCKY |114 bits
V cipher block V cipher block
bit wise channel bit wise
—————————>| binary >| binary ——
114 bits addition addition |[116 bits
plain text plain text

Figure 1.1 / GSM 03.20 - Annex 3
Decipherment on the MS side.
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A3.1.3. External specifications of Algorithm AS

The two input parameters (COUNT and Kc) and the output parameters (BLOCK1 and BLOCK2) of
Algorithm A5 shall follow the following formats:

- length of Kc : 64 bits;
- length of COUNT : 22 bits;
- length of BLOCK1 : 114 bits;
- length of BLOCK2 : 114 bits,

Algorithm A5 shall produce BLOCK1 and BLOCK2 in less than a TDMA frame duration, i.e.
4,615 ms,

Note: If the actual length of the cipher key is less than 64 bits, then it is assumed that

the actual cipher key corresponds to the most significant bits of Kc, and that
the remaining and less significant bits are set to zero.

A3.1.4. Internal specification of Algorithm AS

Contact MOU ....

A3.2. ALGORITHM A3

Algorithm A3 is considered as a national matter by GSM. Therefore, only external specifications
are given. However a proposal for a possible Algorithm A3 is managed by MOU and available
upon request.

A3.2.1. Purpose

As defined in Recommendation GSM 03.20, the purpose of Algorithm A3 is to provide an
authentication of a mobile subscriber.

To this end, Algorithm A3 must compute an expected response SRES from a random challenge
RAND sent by the network. For this computation, Algorithm A3 makes use of the authenticating
key Ki (as an indication, recall that Ki is a secret key allocated to a mobile subscriber at
subscription, and that it must be protected).

A3.2.2. implementation and operational requirements

On the MS side, Algorithm A3 is contained in a Subscriber Identity Module, as specified in
Recommendation GSM 02.17.

On the network side, it may be implemented in various entities (HLR/AC or VLR), as specified in
Recommendation GSM 03.20 {see Section 3.3.1 and 3.3.2).
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The two input parameters (RAND and Ki) and the output parameter (SRES) of Algorithm A3 shall
follow the following formats:

- length of Ki : 128 bits;
- length of RAND : 128 bits;
- length of SRES : 32 bits.

The run-time of Algorithm A3 must be less than 500 ms.

A3.2.3. Proposal for an Algorithm A3

Contact MOU ....

A3.3. ALGORITHM A8

Algorithm A8 is considered as a national matter as Algorithm A3. However, since the maximum
length of the actual cipher key, i.e. the bits which are significant and non-predictable by a third
party, is fixed by a mutual agreement within MOU, this impacts on the internal specifications of
A8

A proposal for a possible Algorithm A8 is managed by MOU and available upon request.

A3.3.1. Purpose

As defined in Recommendation GSM 03.20, Algorithm A8 must compute the cipher key Kc from
the random challenge RAND sent during the authentication procedure, using the authentication
key Ki.
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A3.3.2. Implementation and operational requirements

On the MS side, Algorithm A8 is contained in the SIM, as specified in Recommendation GSM
02.17.

On the network side, Algorithm A8 shouid be co-located with Algorithm A3.

The two input parameters (RAND and Ki) and the output parameter (Kc) of Algorithm A8 shall
follow the following formats:

- length of Ki : 128 bits;
- length of RAND : 128 bits;
- length of Kc : 64 bits,

The maximum length of the actual cipher key being fixed by MOU, Algorithm A8 shall produce
this actual cipher key and present it into a 64 bit word where the non-significant bits are forced
to zero. It is assumed that these (eventual) non-significant bits are the least significant bits and
that, the actual cipher key contains the most significant bits

A3.3.3. Proposals for an Algorithm A8

Contact MOU ....



