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[bookmark: _Toc10738999][bookmark: _Toc20396851][bookmark: _Toc29398504][bookmark: _Toc29399626][bookmark: _Toc36649636][bookmark: _Toc36655478][bookmark: _Toc44961781][bookmark: _Toc50983444][bookmark: _Toc50985615][bookmark: _Toc57112875]This EFACL contains the list of allowed APNs (Access Point Names).When the APN Control List service is enabled, the ME shall check that the entire APN of any PDP context is listed in EFACL before requesting this PDP context activation from the network. If the APN is not present in EFACL, the ME shall not request the corresponding PDP context activation from the network.
[bookmark: _Toc146300034]9.1.1.2	Conformance requirement
The terminal shall support the APN Control List service as defined in TS 31.102 [4], clauses 5.1.1.2 and 5.3.14.
Reference:
-	TS 31.102 [4], clauses 4.2.8, 4.2.48, 5.1.1.2 and 5.3.14;
-	TS 23.060 [25], clause 9.2.
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1)	To verify that the terminal takes into account the status of the APN Control List service as indicated in EFUST and EFEST.
2)	To verify that the terminal checks that the entire APN of any PDP context is listed in EFACL before requesting this PDP context activation from the network if the ACL service is enabled.
3)	To verify that the terminal does not request the corresponding PDP context activation from the network if the ACL service is enabled and the APN is not present in EFACL.
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The terminal is connected to the USIM Simulator and the (U)SS.
The default USIM is used with the following exceptions:
The APN Control List (ACL) shall be allocated and activated in the USIM Service Table and enabled in the Enabled Service Table.
EFACL shall be present with the following values:
EFACL (Access Point Control List)
Logically:	Number of available bytes: 64
	Number of APNs:	3
	1st  APN:	test.test
	2nd APN:	3gpp.test
	3rd APN:	2gpp.test

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Coding:
	03
	DD
	0A
	04
	74
	65
	73
	74
	04
	74
	65
	73

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	74
	DD
	0A
	04
	33
	67
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	74
	65
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	B26
	B27
	B28
	B29
	B30
	B31
	B32
	B33
	B34
	B35
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	0A
	04 
	32
	67
	70
	70
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	74
	65
	73

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B37
	B38
	…
	B64
	
	
	
	
	
	
	
	

	
	74
	FF
	…
	FF
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a)	The terminal is switched on and the USIM application shall be activated.
b)	The user shall request a PDP context activation to "1gpp.test".
c)	The user shall request a PDP context activation to "3gpp.test".
d)	The user shall deactivate the PDP context.
e)	The user shall disable the APN Control List service. When prompted to enter PIN2, the user shall present the correct PIN2 value.
f)	The user shall request a PDP context activation to "1gpp.test".
g)	The user shall deactivate the PDP context and shall switch the terminal off and then switch on again.
h)	The user shall enable the APN Control List service. When prompted to enter PIN2, the user shall present the correct PIN2 value.
i)	The user shall request a PDP context activation to "1ppp.net".
j)	The terminal is switched off and on.
k)	The user shall add the APN "1ppp.net" to the APN Control List. When prompted to enter PIN2, the user shall present the correct PIN2 value.
l)	The user shall request a PDP context activation to "1ppp.net".
m)	The user shall deactivate the PDP context and switch off the terminal.
[bookmark: _Toc10739004][bookmark: _Toc20396856][bookmark: _Toc29398509][bookmark: _Toc29399631][bookmark: _Toc36649641][bookmark: _Toc36655483][bookmark: _Toc44961786][bookmark: _Toc50983449][bookmark: _Toc50985620][bookmark: _Toc57112880][bookmark: _Toc146300039]9.1.1.5	Acceptance criteria
1)	After step a) the terminal shall have activated the USIM application, shall have read the status of the ACL service in EFUST and EFEST and be in updated idle mode on the (U)SS.
2)	The terminal shall have not requested a PDP context activation in step b).
3)	After step c) the PDP context shall have been activated.
4)	After step d) the PDP context shall have been deactivated.
5)	After step e) the APN Control List service shall have been set to disabled in EFEST.
6)	After step f) the PDP context shall have been activated.
7)	After step g) the PDP context shall have been deactivated.
8)	After step h) the APN Control List service shall have been set to enabled in EFEST.
9)	The terminal shall not have requested a PDP context activation in step i).
10)	After step k) the APN "1ppp.net" shall have been added to the APN Control List in EFACL.
11)	After step l) the PDP context shall have been activated.
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This EFACL contains the list of allowed APNs (Access Point Names).When the APN Control List service is enabled, the ME shall check that the entire APN of any PDP context is listed in EFACL before requesting this PDP context activation from the network. If the APN is not present in EFACL, the ME shall not request the corresponding PDP context activation from the network.
In the case that the APN Control List is enabled and no APN is indicated in the PDP context request, indicating that a network provided APN is to be used, then the ME shall only request the PDP context activation if "network provided APN" is contained within EFACL.
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The terminal shall support the APN Control List service as defined in TS 31.102 [4], clauses 5.1.1.2 and 5.3.14.
Reference:
-	TS 31.102 [4], clauses 4.2.8, 4.2.48, 5.1.1.2 and 5.3.14;
-	TS 23.060 [25], clause 9.2.
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1)	To verify that if ACL is enabled and if no APN is indicated in the PDP context the terminal request the PDP context activation only if "network provided APN" is contained within EFACL.
2)	To verify that the user is able to set an APN in EFACL entry to the value "network provided APN".
3)	To verify that the minimum set of APN entries in EFACL is ensured when the user deletes APN entries.
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The terminal is connected to the USIM Simulator and the (U)SS.
The default USIM is used with the following exceptions:
The APN Control List (ACL) shall be allocated and activated in the USIM Service Table and enabled in the Enabled Service Table.
EFACL shall be present with the following values:
EFACL (Access Point Control List)
Logically:	Number of available bytes: 64
	Number of APNs:	3
	1st  APN:	test.test
	2nd APN:	3gpp.test
	3rd APN:	2gpp.test

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Coding:
	03
	DD
	0A
	04
	74
	65
	73
	74
	04
	74
	65
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	B31
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	0A
	04 
	32
	67
	70
	70
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	74
	65
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	B38
	…
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a)	The terminal is switched on and the USIM application shall be activated.
b)	The user shall add "network provided APN" to the APN Control List in EFACL by using an MMI dependent option in the terminal. When prompted to enter PIN2, the user shall present the correct PIN2 value.
c)	The user shall request a PDP context activation to "3gpp.test".
d)	The user shall deactivate the PDP context.
e)	The user shall request a PDP context activation without indicating an APN.
f)	The user shall deactivate the PDP context.
g)	The user shall delete "network provided APN" from the APN Control List in EFACL by using an MMI dependent option in the terminal. When prompted to enter PIN2, the user shall present the correct PIN2 value.
h)	The user shall request a PDP context activation to "3gpp.test".
i)	The user shall deactivate the PDP context.
j)	The user shall request a PDP context activation without indicating an APN.
k)	The user shall try to delete all APNs from the APN Control List in EFACL by using an MMI dependent option in the terminal. When the terminal indicates that at least one APN entry shall remain, the user shall set this entry to "network provided APN". When prompted to enter PIN2, the user shall present the correct PIN2 value.
l)	The user shall switch off the terminal.
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1)	After step a) the terminal shall have activated the USIM application, shall have read the status of the ACL service in EFUST and EFEST and be in updated idle mode on the (U)SS.
2)	After step b) EFACL shall contain an entry for "network provided APN".
3)	After step c) the PDP context shall have been activated.
4)	After step d) the PDP context shall have been deactivated.
5)	After step e) the PDP context shall have been activated.
6)	After step f) the PDP context shall have been deactivated.
7)	After step g) EFACL shall not contain an entry for "network provided APN".
8)	After step h) the PDP context shall have been activated.
9)	After step i) the PDP context shall have been deactivated.
10)	The terminal shall have not requested a PDP context activation in step j).
11)	After step k) EFACL shall contain one APN entry with the value "network provided APN" and the corresponding number of APNs in EFACL shall be 1.
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This EFACL contains the list of allowed APNs (Access Point Names).When the APN Control List service is enabled, the ME shall check that the entire APN of any PDP context is listed in EFACL before requesting this PDP context activation from the network. If the APN is not present in EFACL, the ME shall not request the corresponding PDP context activation from the network.
If ACL is enabled, an ME which does not support ACL shall not send any APN to the network.
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An ME which does not support ACL shall not send any APN to the network if ACL is enabled.
Reference:
-	TS 31.102 [4], 5.1.1.2.
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To verify that if ACL is enabled, an ME which does not support ACL, does not send any APN to the network to request a PDP context activation.9.1.3.4	Method of test
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The terminal is connected to the USIM Simulator and the (U)SS.
The default USIM is used with the following exceptions:
The APN Control List (ACL) shall be allocated and activated in the USIM Service Table and enabled in the Enabled Service Table.
EFACL shall be present with the following values:
EFACL (Access Point Control List)
Logically:	Number of available bytes: 64
	Number of APNs:	3
	1st  APN:	test.test
	2nd APN:	3gpp.test
	3rd APN:	2gpp.test

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Coding:
	03
	DD
	0A
	04
	74
	65
	73
	74
	04
	74
	65
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	B34
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	…
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a)	The terminal is switched on and the USIM application shall be activated.
b)	The user shall request a PDP context activation to "3gpp.test".
c)	The terminal shall be switched off.
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1)	After step a) the terminal shall have activated the USIM application, shall have read the status of the ACL service in EFUST and EFEST and be in updated idle mode on the (U)SS.
2)	The terminal shall not have sent any APN to the network in step b).
[bookmark: _Toc10739021][bookmark: _Toc20396873][bookmark: _Toc29398526][bookmark: _Toc29399648][bookmark: _Toc36649658][bookmark: _Toc36655500][bookmark: _Toc44961803][bookmark: _Toc50983466][bookmark: _Toc50985637][bookmark: _Toc57112897][bookmark: _Toc146300056]9.1.4	Access Point Name Control List handling for terminals supporting ACL connected to E-UTRAN/EPC
[bookmark: _Toc10739022][bookmark: _Toc20396874][bookmark: _Toc29398527][bookmark: _Toc29399649][bookmark: _Toc36649659][bookmark: _Toc36655501][bookmark: _Toc44961804][bookmark: _Toc50983467][bookmark: _Toc50985638][bookmark: _Toc57112898][bookmark: _Toc146300057]9.1.4.1	Definition and applicability
This EFACL contains the list of allowed APNs (Access Point Names). If the APN Control List service is enabled and the ME is to provide an APN as part of attach for PDN connectivity, then the ME shall verify that the APN value is present in the EFACL and if it is not the ME shall not proceed with the attach procedure. If the APN Control List service is enabled and the ME does not indend to provide an APN as part of the attach for PDN connectivity and use a network provided APN, the ME shall not check if "network provided APN" is contained within EFACL.
There is 1:1 mapping between one PDP context and one EPS Bearer.
Some terminals might not support the enablement or the disablement of the APN Control List service or the modification of the APN Control List. In these cases, the test sequence below provides separate branches.
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The terminal shall support the APN Control List service as defined in TS 31.102 [4], clauses 5.1.1.2 and 5.3.14.
Reference:
-	TS 31.102 [4], clauses 4.2.8, 4.2.48, 5.1.1.2 and 5.3.14;
-	TS 23.060 [25], clause 9.2, 9.2.1A.
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1)	To verify that the terminal takes into account the status of the APN Control List service as indicated in EFUST and EFEST.
2)	To verify that the terminal checks that the entire APN of any EPS Bearer is listed in EFACL before requesting this EPS Bearer activation from the network if the ACL service is enabled.
3)	To verify that the terminal does not request the corresponding EPS Bearer activation from the network if the ACL service is enabled and the APN is not present in EFACL.
4)	To verify that the terminal does not check that the network provided APN is present in EFACL during the initial attach procedure.
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[bookmark: _Toc10739026][bookmark: _Toc20396878][bookmark: _Toc29398531][bookmark: _Toc29399653][bookmark: _Toc36649663][bookmark: _Toc36655505][bookmark: _Toc44961808][bookmark: _Toc50983471][bookmark: _Toc50985642][bookmark: _Toc57112902][bookmark: _Toc146300061]9.1.4.4.1	Initial conditions
The terminal is connected to the USIM Simulator and the E-USS.
The terminal is configured to use the network provided APN for the initial attach procedure.
The default E-UTRAN UICC is used with the following exceptions:
The APN Control List (ACL) shall be allocated and activated in the USIM Service Table and enabled in the Enabled Service Table.
EFACL shall be present with the following values:
EFACL (Access Point Control List)
Logically:	Number of available bytes: 64
	Number of APNs:	3
	1st  APN:	test.test
	2nd APN:	3gpp.test
	3rd APN:	2gpp.test

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Coding:
	03
	DD
	0A
	04
	74
	65
	73
	74
	04
	74
	65
	73

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	74
	DD
	0A
	04
	33
	67
	70
	70
	04
	74
	65
	73

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32
	B33
	B34
	B35
	B36

	
	74
	DD 
	0A
	04 
	32
	67
	70
	70
	04
	74
	65
	73

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B37
	B38
	…
	B64
	
	
	
	
	
	
	
	

	
	74
	FF
	…
	FF
	
	
	
	
	
	
	
	



[bookmark: _Toc10739027][bookmark: _Toc20396879][bookmark: _Toc29398532][bookmark: _Toc29399654][bookmark: _Toc36649664][bookmark: _Toc36655506][bookmark: _Toc44961809][bookmark: _Toc50983472][bookmark: _Toc50985643][bookmark: _Toc57112903][bookmark: _Toc146300062]9.1.4.4.2	Procedure
a)	The terminal is switched on, the USIM application shall be activated and the terminal shall successfully attach the E-UTRAN.
b)	The user shall request PDN connectivity to "1gpp.test".
c)	The user shall request PDN connectivity to "3gpp.test".
d)	The user shall deactivate the PDN connectivity to "3gpp.test".
e)	If user interface does not have support to disable the APN Control List service, proceed to step l).
f)	The user shall disable the APN Control List service. When prompted to enter PIN2, the user shall present the correct PIN2 value.
g)	The user shall request PDN connectivity to "1gpp.test".
h)	The user shall deactivate the PDN connectivity to "1gpp.test" and shall switch the terminal off and then switch on again.
i)	The user shall enable the APN Control List service. When prompted to enter PIN2, the user shall present the correct PIN2 value.
j)	The user shall request PDN connectivity to "1ppp.net".
k)	The terminal is switched off and on.
l)	If user interface does not have support to add APN to APN Control List, proceed to step p).
m)	The user shall add the APN "1ppp.net" to the APN Control List. When prompted to enter PIN2, the user shall present the correct PIN2 value.
n)	The user shall request PDN connectivity to "1ppp.net".
o)	The user shall deactivate the PDN connectivity.
p)	Switch off the terminal.
[bookmark: _Toc10739028][bookmark: _Toc20396880][bookmark: _Toc29398533][bookmark: _Toc29399655][bookmark: _Toc36649665][bookmark: _Toc36655507][bookmark: _Toc44961810][bookmark: _Toc50983473][bookmark: _Toc50985644][bookmark: _Toc57112904][bookmark: _Toc146300063]9.1.4.5	Acceptance criteria
1)	After step a) the terminal shall have activated the USIM application, shall have read the status of the ACL service in EFUST and EFEST and be in updated idle mode on the E-USS.
2)	The terminal shall have not requested PDN connectivity in step b).
3)	After step c) PDN connectivity shall have been activated.
4)	After step d) PDN connectivity shall have been deactivated.
5)	After step f) the APN Control List service shall have been set to disabled in EFEST.
6)	After step g) PDN connectivity shall have been activated.
7)	After step h) PDN connectivity shall have been deactivated.
8)	After step i) the APN Control List service shall have been set to enabled in EFEST.
9)	The terminal shall not have requested PDN connectivity in step j).
10)	After step m) the APN "1ppp.net" shall have been added to the APN Control List in EFACL.
11)	After step n) PDN connectivity shall have been activated.
12)	After step o) PDN connectivity shall have been deactivated.
[bookmark: _Toc10739029][bookmark: _Toc20396881][bookmark: _Toc29398534][bookmark: _Toc29399656][bookmark: _Toc36649666][bookmark: _Toc36655508][bookmark: _Toc44961811][bookmark: _Toc50983474][bookmark: _Toc50985645][bookmark: _Toc57112905][bookmark: _Toc146300064]9.1.5	Void9.1.6	Void
[bookmark: _Toc10739030][bookmark: _Toc20396882][bookmark: _Toc29398535][bookmark: _Toc29399657][bookmark: _Toc36649667][bookmark: _Toc36655509][bookmark: _Toc44961812][bookmark: _Toc50983475][bookmark: _Toc50985646][bookmark: _Toc57112906][bookmark: _Toc146300065]9.2	Service Dialling Numbers handling
[bookmark: _Toc10739031][bookmark: _Toc20396883][bookmark: _Toc29398536][bookmark: _Toc29399658][bookmark: _Toc36649668][bookmark: _Toc36655510][bookmark: _Toc44961813][bookmark: _Toc50983476][bookmark: _Toc50985647][bookmark: _Toc57112907][bookmark: _Toc146300066]9.2.1	Definition and applicability
The Service Dialling Numbers feature allows for the storage of numbers related to services offered by the network operator/service provider in the SIM/USIM (e.g. customer care). The user can use these telephone numbers to make outgoing calls, but the access for updating of the numbers shall be under the control of the operator.
[bookmark: _Toc10739032][bookmark: _Toc20396884][bookmark: _Toc29398537][bookmark: _Toc29399659][bookmark: _Toc36649669][bookmark: _Toc36655511][bookmark: _Toc44961814][bookmark: _Toc50983477][bookmark: _Toc50985648][bookmark: _Toc57112908][bookmark: _Toc146300067]9.2.2	Conformance requirement
The terminal shall support the Service Dialling Numbers service as defined in TS 31.102 [4], clauses 4.2.8 and 4.2.29.
Reference:
-	TS 31.102 [4], clauses 4.2.8, 4.2.29 and 4.2.31;
-	TS 22.101 [11], clause A.23.
[bookmark: _Toc10739033][bookmark: _Toc20396885][bookmark: _Toc29398538][bookmark: _Toc29399660][bookmark: _Toc36649670][bookmark: _Toc36655512][bookmark: _Toc44961815][bookmark: _Toc50983478][bookmark: _Toc50985649][bookmark: _Toc57112909][bookmark: _Toc146300068]9.2.3	Test purpose
1)	To verify that the terminal takes into account the status of the Service Dialling Numbers service as indicated in EFUST.
2)	To verify that the user can use the Service Dialling Numbers to make outgoing calls.
3)	To verify that the terminal is able to handle SDNs with an extended dialling number string.
4)	To verify that the terminal is able to handle an empty alpha identifier in EFSDN.
5)	To verify that the terminal is able to handle an alpha identifier of maximum length in EFSDN.
[bookmark: _Toc10739034][bookmark: _Toc20396886][bookmark: _Toc29398539][bookmark: _Toc29399661][bookmark: _Toc36649671][bookmark: _Toc36655513][bookmark: _Toc44961816][bookmark: _Toc50983479][bookmark: _Toc50985650][bookmark: _Toc57112910][bookmark: _Toc146300069]9.2.4	Method of test
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The terminal is connected to the USIM Simulator and the (U)SS.
The default USIM is used with the following exceptions:
The Service Dialling Numbers (SDN) shall be allocated and activated in the USIM Service Table.
EFSDN shall be present with the following values:
EFSDN (Service Dialling Numbers)
Logically:	

6 records, 1 record shall be empty. Unless otherwise stated, the SDN records shall not use extendend BCD numbers/SSC strings. Access to update EFSDN shall be granted by usage of ADM1 only.

Record 1:	Length of alpha identifier:	241 characters;
Alpha identifier:	"Hotline001122334455667788ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopqrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopqrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopqrstuvwxyz0123456789";
	Length of BCD number:	5;
	TON and NPI:	Telephony and International;
	Dialled number:	"22223333";
	CCP:	'FF';
	Ext3:	'FF'.
Record 1:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	48
	6F
	74
	6C
	69
	6E
	65
	30
	30
	31
	…
	…

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B241
	B242
	B243
	B244
	B245
	B246
	B247
	B248
	B249
	B250
	B251
	B252

	
	39
	05
	91
	22
	22
	33
	33
	FF
	FF
	FF
	FF
	FF

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B253
	B254
	B255
	
	
	
	
	
	
	
	
	

	
	FF
	FF
	FF
	
	
	
	
	
	
	
	
	



Record 2:	Length of alpha identifier:	241 characters;
	Alpha identifier:	"Hotline002";
	Length of BCD number:	5;
	TON and NPI:	Telephony and International;
	Dialled number:	"44554455";
	CCI2:	'FF';
	Ext3:	'FF'.
Record 2:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	48
	6F
	74
	6C
	69
	6E
	65
	30
	30
	32
	FF
	…

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B241
	B242
	B243
	B244
	B245
	B246
	B247
	B248
	B249
	B250
	B251
	B252

	
	FF
	05
	91
	44
	55
	44
	55
	FF
	FF
	FF
	FF
	FF

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B253
	B254
	B255
	
	
	
	
	
	
	
	
	

	
	FF
	FF
	FF
	
	
	
	
	
	
	
	
	



Record 3:	Length of alpha identifier:	241 characters;
	Alpha identifier:	"Hotline003";
	Length of BCD number:	11;
	TON and NPI:	Telephony and International;
	Dialled number:	"01234567890123456789";
	CCI2:	'FF';
	Ext3:	"01".
Record 3:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	48
	6F
	74
	6C
	69
	6E
	65
	30
	30
	33
	FF
	…

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B241
	B242
	B243
	B244
	B245
	B246
	B247
	B248
	B249
	B250
	B251
	B252

	
	FF
	0B
	91
	10
	32
	54
	76
	98
	10
	32
	54
	76

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B253
	B254
	B255
	
	
	
	
	
	
	
	
	

	
	98
	FF
	01
	
	
	
	
	
	
	
	
	



Record 4:	Length of alpha identifier:	241 characters;
	Alpha identifier:	empty;
	Length of BCD number:	03;
	TON and NPI:	Telephony and International;
	Dialled number:	"007";
	CCI2:	'FF';
	Ext3:	'FF'.
Record 4:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	…

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B241
	B242
	B243
	B244
	B245
	B246
	B247
	B248
	B249
	B250
	B251
	B252

	
	FF
	03
	91
	00
	F7
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B253
	B254
	B255
	
	
	
	
	
	
	
	
	

	
	FF
	FF
	FF
	
	
	
	
	
	
	
	
	



Record 5:	Length of alpha identifier:	241 characters;
	Alpha identifier:	empty;
	Length of BCD number:	3;
	TON and NPI:	Telephony and International;
	Dialled number:	"008";
	CCI2:	'FF';
	Ext3:	'FF'.
Record 5:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	…

	Hex
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	…

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B241
	B242
	B243
	B244
	B245
	B246
	B247
	B248
	B249
	B250
	B251
	B252

	
	FF
	03
	91
	00
	F8
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	
	
	
	
	
	
	
	
	
	
	
	

	
	B253
	B254
	B255
	
	
	
	
	
	
	
	
	

	
	FF
	FF
	FF
	
	
	
	
	
	
	
	
	



EFEXT3 (Extension 3)
Logically:	5 records, 4 records empty. Access to update EFEXT3 shall be granted by usage of ADM1 only.

Record 1:	Record type:	'02'
	Extension data:	"012345";
	Identifier:	'FF'.

Record 1:

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12
	B13
	

	Hex
	02
	03
	10
	32
	54
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	



[bookmark: _Toc10739036][bookmark: _Toc20396888][bookmark: _Toc29398541][bookmark: _Toc29399663][bookmark: _Toc36649673][bookmark: _Toc36655515][bookmark: _Toc44961818][bookmark: _Toc50983481][bookmark: _Toc50985652][bookmark: _Toc57112912][bookmark: _Toc146300071]9.2.4.2	Procedure
a)	The terminal is switched on and the USIM application shall be activated.
b)	The user shall use an MMI dependent procedure to set up a call to the dialling number associated with the alpha identifier "Hotline001122334455667788ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopqrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopqrstuvwxyz0123456789ABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789abcdefghijklmnopqrstuvwxyz0123456789" in record 1 of EFSDN.
c)	The user shall end the call.
d)	The user shall use an MMI dependent procedure to set up a call to the dialling number associated with the "Hotline003" in record 3 of EFSDN.
e)	The user shall end the call.
f)	The user shall use an MMI dependent procedure to select and to set up a call to the dialling number "+007" stored in record 4 of EFSDN.
g)	The user shall end the call and switch the terminal off.
[bookmark: _Toc10739037][bookmark: _Toc20396889][bookmark: _Toc29398542][bookmark: _Toc29399664][bookmark: _Toc36649674][bookmark: _Toc36655516][bookmark: _Toc44961819][bookmark: _Toc50983482][bookmark: _Toc50985653][bookmark: _Toc57112913][bookmark: _Toc146300072]9.2.5	Acceptance criteria
1)	After step a) the terminal shall have activated the USIM application and shall have read the status of the SDN service in EFUST.
2)	After step b) the terminal shall have read record 1 of EFSDN and a call to "+22223333" shall have been established.
3)	After step c) the call shall have been terminated.
4)	After step d) the terminal shall have read record 3 of EFSDN and record 1 of EFEXT1 and a call to "+01234567890123456789012345" shall have been established.
5)	After step e) the call shall have been terminated.
6)	After step f) the terminal shall have read record 4 of EFSDN and a call to "+007" shall have been established.

[bookmark: _Toc10739038][bookmark: _Toc20396890][bookmark: _Toc29398543][bookmark: _Toc29399665][bookmark: _Toc36649675][bookmark: _Toc36655517][bookmark: _Toc44961820][bookmark: _Toc50983483][bookmark: _Toc50985654][bookmark: _Toc57112914][bookmark: _Toc146300073]10	CSG list handling
[bookmark: _Toc10739039][bookmark: _Toc20396891][bookmark: _Toc29398544][bookmark: _Toc29399666][bookmark: _Toc36649676][bookmark: _Toc36655518][bookmark: _Toc44961821][bookmark: _Toc50983484][bookmark: _Toc50985655][bookmark: _Toc57112915][bookmark: _Toc146300074]10.1	CSG list handling for E-UTRA
[bookmark: _Toc10739040][bookmark: _Toc20396892][bookmark: _Toc29398545][bookmark: _Toc29399667][bookmark: _Toc36649677][bookmark: _Toc36655519][bookmark: _Toc44961822][bookmark: _Toc50983485][bookmark: _Toc50985656][bookmark: _Toc57112916][bookmark: _Toc146300075]10.1.1	Automatic CSG selection in E-UTRA with CSG list on USIM, success
[bookmark: _Toc10739041][bookmark: _Toc20396893][bookmark: _Toc29398546][bookmark: _Toc29399668][bookmark: _Toc36649678][bookmark: _Toc36655520][bookmark: _Toc44961823][bookmark: _Toc50983486][bookmark: _Toc50985657][bookmark: _Toc57112917][bookmark: _Toc146300076]10.1.1.1	Definition and applicability
A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
[bookmark: _Toc10739042][bookmark: _Toc20396894][bookmark: _Toc29398547][bookmark: _Toc29399669][bookmark: _Toc36649679][bookmark: _Toc36655521][bookmark: _Toc44961824][bookmark: _Toc50983487][bookmark: _Toc50985658][bookmark: _Toc57112918][bookmark: _Toc146300077]10.1.1.2	Conformance requirement
When a UE in idle mode detects the presence of a permissible CSG cell (a CSG cell whose CSG identity is in the UE's permitted CSG list), the UE shall select the CSG cell.
The ME shall read the allowed CSG IDs from EFACSGL in order to perform HNB selection procedures. The lists in EFACSGL shall take precedence over the list stored in the ME non-volatile memory.
If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
-	TS 22.011 [6], clause 8.2.2.1;
-	TS 31.102 [4], clauses 4.4.6.2 and 5.8.1;
-	TS 23.122 [31], clause 3.1A.
[bookmark: _Toc10739043][bookmark: _Toc20396895][bookmark: _Toc29398548][bookmark: _Toc29399670][bookmark: _Toc36649680][bookmark: _Toc36655522][bookmark: _Toc44961825][bookmark: _Toc50983488][bookmark: _Toc50985659][bookmark: _Toc57112919][bookmark: _Toc146300078]10.1.1.3	Test purpose
To verify that the ME only selects a CSG cell if the CSG IDs of the cell is found in the allowed CSG IDs from EFACSGL
[bookmark: _Toc10739044][bookmark: _Toc20396896][bookmark: _Toc29398549][bookmark: _Toc29399671][bookmark: _Toc36649681][bookmark: _Toc36655523][bookmark: _Toc44961826][bookmark: _Toc50983489][bookmark: _Toc50985660][bookmark: _Toc57112920][bookmark: _Toc146300079]10.1.1.4	Method of test
[bookmark: _Toc10739045][bookmark: _Toc20396897][bookmark: _Toc29398550][bookmark: _Toc29399672][bookmark: _Toc36649682][bookmark: _Toc36655524][bookmark: _Toc44961827][bookmark: _Toc50983490][bookmark: _Toc50985661][bookmark: _Toc57112921][bookmark: _Toc146300080]10.1.1.4.1	Initial conditions
For this test an E-USS is required.
The E-USS transmits on two cells, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	05

-	TAI (MCC/MNC/TAC):	246/081/0002.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default E-UTRAN UICC is used.
The UICC is installed into the Terminal and the UE is set to automatic PLMN selection mode.
[bookmark: _Toc10739046][bookmark: _Toc20396898][bookmark: _Toc29398551][bookmark: _Toc29399673][bookmark: _Toc36649683][bookmark: _Toc36655525][bookmark: _Toc44961828][bookmark: _Toc50983491][bookmark: _Toc50985662][bookmark: _Toc57112922][bookmark: _Toc146300081]10.1.1.4.2	Procedure
a)	The UE is powered on.
b)	After 2 minutes the E-USS stops all RF output for the first cell with TAI 246/081/0001 on the BCCH for a long enough period of time to cause a cell reselection procedure in the UE. The BCCH is changed to contain:
	- csg-Identity:	03
	The E-USS then resumes RF output on the BCCH.
c)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
d)	During registration and after receipt of a AttachRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept with to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:	"24608100010266436587"
e)	After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease to the UE.
f)	The UE is soft powered down.
[bookmark: _Toc10739047][bookmark: _Toc20396899][bookmark: _Toc29398552][bookmark: _Toc29399674][bookmark: _Toc36649684][bookmark: _Toc36655526][bookmark: _Toc44961829][bookmark: _Toc50983492][bookmark: _Toc50985663][bookmark: _Toc57112923][bookmark: _Toc146300082]10.1.1.5	Acceptance criteria
1)	After steps a) the terminal shall not attempt an Attach procedure.
2) After step b) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001 to the e-USS.
3)	During step c) the terminal shall send AttachRequest  to the E-USS.
4)	After step d) the terminal shall respond with AttachComplete during registration.
5)	After step e) the USIM shall contain the following values:
EFEPSLOCI (EPS Information)
Logically:	GUTI:	24608100010266436587
	Last visited registered TAI:	246/081/0001
	EPS update status:	updated


	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	0B
	F6
	42
	16
	80
	00
	01
	02
	66
	43
	65

	
	B12
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	

	
	87
	42
	16
	80
	00
	01
	00
	
	
	
	




[bookmark: _Toc10739048][bookmark: _Toc20396900][bookmark: _Toc29398553][bookmark: _Toc29399675][bookmark: _Toc36649685][bookmark: _Toc36655527][bookmark: _Toc44961830][bookmark: _Toc50983493][bookmark: _Toc50985664][bookmark: _Toc57112924][bookmark: _Toc146300083]10.1.2	Automatic CSG selection in E-UTRA with CSG list on USIM, removal of CSG ID from the USIM
[bookmark: _Toc10739049][bookmark: _Toc20396901][bookmark: _Toc29398554][bookmark: _Toc29399676][bookmark: _Toc36649686][bookmark: _Toc36655528][bookmark: _Toc44961831][bookmark: _Toc50983494][bookmark: _Toc50985665][bookmark: _Toc57112925][bookmark: _Toc146300084]10.1.2.1	Definition and applicability
A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
[bookmark: _Toc10739050][bookmark: _Toc20396902][bookmark: _Toc29398555][bookmark: _Toc29399677][bookmark: _Toc36649687][bookmark: _Toc36655529][bookmark: _Toc44961832][bookmark: _Toc50983495][bookmark: _Toc50985666][bookmark: _Toc57112926][bookmark: _Toc146300085]10.1.2.2	Conformance requirement
When a UE in idle mode detects the presence of a permissible CSG cell (a CSG cell whose CSG identity is in the UE's permitted CSG list), the UE shall select the CSG cell.
The ME shall read the allowed CSG IDs from EFACSGL in order to perform HNB selection procedures. The lists in EFACSGL shall take precedence over the list stored in the ME non-volatile memory.
If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE receives ATTACH REJECT with cause #25 (Not authorized for this CSG) with integrity protection, the UE shall remove the CSG ID of the cell where the UE has sent the ATTACH REQUEST message from the Allowed CSG list.

-	TS 22.011 [6], clause 8.2.2.1;
-	TS 31.102 [4], clauses 4.4.6.2 and 5.8.1;
-	TS 23.122 [31], clause 3.1A.
-	TS 24.301 [26], clause 5.5.1.2.5
[bookmark: _Toc10739051][bookmark: _Toc20396903][bookmark: _Toc29398556][bookmark: _Toc29399678][bookmark: _Toc36649688][bookmark: _Toc36655530][bookmark: _Toc44961833][bookmark: _Toc50983496][bookmark: _Toc50985667][bookmark: _Toc57112927][bookmark: _Toc146300086]10.1.2.3	Test purpose
To verify that the ME removes the CSG ID from the Allowed CSG list in EFACSGL in case this CSG ID belongs to the cell where the ME has sent the ATTACH REQUEST message which was rejected with cause #25 by the E-USS.
[bookmark: _Toc10739052][bookmark: _Toc20396904][bookmark: _Toc29398557][bookmark: _Toc29399679][bookmark: _Toc36649689][bookmark: _Toc36655531][bookmark: _Toc44961834][bookmark: _Toc50983497][bookmark: _Toc50985668][bookmark: _Toc57112928][bookmark: _Toc146300087]10.1.2.4	Method of test
[bookmark: _Toc10739053][bookmark: _Toc20396905][bookmark: _Toc29398558][bookmark: _Toc29399680][bookmark: _Toc36649690][bookmark: _Toc36655532][bookmark: _Toc44961835][bookmark: _Toc50983498][bookmark: _Toc50985669][bookmark: _Toc57112929][bookmark: _Toc146300088]10.1.2.4.1	Initial conditions
For this test an E-USS is required.
The E-USS transmits on two cells, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	03

-	TAI (MCC/MNC/TAC):	246/081/0002.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default E-UTRAN UICC is used.
The UICC is installed into the Terminal and the UE is set to automatic PLMN selection mode.
[bookmark: _Toc10739054][bookmark: _Toc20396906][bookmark: _Toc29398559][bookmark: _Toc29399681][bookmark: _Toc36649691][bookmark: _Toc36655533][bookmark: _Toc44961836][bookmark: _Toc50983499][bookmark: _Toc50985670][bookmark: _Toc57112930][bookmark: _Toc146300089]10.1.2.4.2	Procedure
a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
c)	During registration and after receipt of an AttachRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends AttachReject to the UE with cause #25 (Not authorized for this CSG) with integrity protection, followed by RRCConnectionRelease.
d)	The UE is soft powered down.
[bookmark: _Toc10739055][bookmark: _Toc20396907][bookmark: _Toc29398560][bookmark: _Toc29399682][bookmark: _Toc36649692][bookmark: _Toc36655534][bookmark: _Toc44961837][bookmark: _Toc50983500][bookmark: _Toc50985671][bookmark: _Toc57112931][bookmark: _Toc146300090]10.1.2.5	Acceptance criteria
1) After step a) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001 to the E-USS.
2)	During step b) the terminal shall send AttachRequest to the E-USS.
3)	After step c) the USIM shall contain the following values:
EFEPSLOCI (EPS Information)
Logically:	GUTI:	not checked
	Last visited registered TAI:	246/081/0001
	EPS update status:	ROAMING NOT ALLOWED


	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx

	
	B12
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	

	
	xx
	42
	16
	80
	xx
	xx
	02
	
	
	
	




EFACSGL (Allowed CSG Lists)

	Logically:	
1st CSG list	
	PLMN:	246 081 (MCC MNC)
	1st CSG list	1st CSG Type indication	02
	1st CSG list	1st CSG HNB Name indication	02
	1st CSG list	1st CSG CSG ID:	02 (27bit)

	Coding:
	A0
	0D
	80
	03
	42
	16
	80
	81
	06
	02

	
	02
	00
	00
	00
	5F
	
	
	
	
	



2nd CSG list	
	PLMN:	244 081 (MCC MNC)
	2nd CSG list	1st CSG Type indication	08
	2nd CSG list	1st CSG HNB Name indication	08
	2nd CSG list	1st CSG CSG ID:	08 (27bit)
	Coding:
	A0
	0D
	80
	03
	42
	14
	80
	81
	06
	08

	
	08
	00
	00
	01
	1F
	
	
	
	
	



Note: the 1st and 2nd CSG list may be stored together or separately in any record in arbitrary order.

[bookmark: _Toc10739056][bookmark: _Toc20396908][bookmark: _Toc29398561][bookmark: _Toc29399683][bookmark: _Toc36649693][bookmark: _Toc36655535][bookmark: _Toc44961838][bookmark: _Toc50983501][bookmark: _Toc50985672][bookmark: _Toc57112932][bookmark: _Toc146300091]10.1.3	Manual CSG selection in E-UTRA with CSG list on USIM, success
[bookmark: _Toc10739057][bookmark: _Toc20396909][bookmark: _Toc29398562][bookmark: _Toc29399684][bookmark: _Toc36649694][bookmark: _Toc36655536][bookmark: _Toc44961839][bookmark: _Toc50983502][bookmark: _Toc50985673][bookmark: _Toc57112933][bookmark: _Toc146300092]10.1.3.1	Definition and applicability
A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
A UE supporting CSG selection selects CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs.
[bookmark: _Toc10739058][bookmark: _Toc20396910][bookmark: _Toc29398563][bookmark: _Toc29399685][bookmark: _Toc36649695][bookmark: _Toc36655537][bookmark: _Toc44961840][bookmark: _Toc50983503][bookmark: _Toc50985674][bookmark: _Toc57112934][bookmark: _Toc146300093]10.1.3.2	Conformance requirement
The ME shall read the allowed CSG IDs from EFACSGL in order to perform HNB selection procedures. The lists in EFACSGL shall take precedence over the list stored in the ME non-volatile memory.
In manual CSG selection mode, the ME indicates to the user the list of available CSGs in the currently selected PLMN. The list of CSGs presented to the user is not restricted by the allowed CSG list.
If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the TRACKING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSG ID to the
Allowed CSG list.
-	TS 31.102 [4], clauses 4.4.6.2 and 5.8.1;
-	TS 23.122 [31], clause 3.1A.
-	TS 24.301 [26], clause 5.5.3.2.4

[bookmark: _Toc10739059][bookmark: _Toc20396911][bookmark: _Toc29398564][bookmark: _Toc29399686][bookmark: _Toc36649696][bookmark: _Toc36655538][bookmark: _Toc44961841][bookmark: _Toc50983504][bookmark: _Toc50985675][bookmark: _Toc57112935][bookmark: _Toc146300094]10.1.3.3	Test purpose
To verify that the ME adds the CSG ID to the Allowed CSG list in EFACSGL in case this CSG ID belongs to the cell where the ME has sent the TRACKING AREA UPDATE REQUEST message which was accepted by the E-USS.
[bookmark: _Toc10739060][bookmark: _Toc20396912][bookmark: _Toc29398565][bookmark: _Toc29399687][bookmark: _Toc36649697][bookmark: _Toc36655539][bookmark: _Toc44961842][bookmark: _Toc50983505][bookmark: _Toc50985676][bookmark: _Toc57112936][bookmark: _Toc146300095]10.1.3.4	Method of test
[bookmark: _Toc10739061][bookmark: _Toc20396913][bookmark: _Toc29398566][bookmark: _Toc29399688][bookmark: _Toc36649698][bookmark: _Toc36655540][bookmark: _Toc44961843][bookmark: _Toc50983506][bookmark: _Toc50985677][bookmark: _Toc57112937][bookmark: _Toc146300096]10.1.3.4.1	Initial conditions
For this test an E-USS is required.
The E-USS transmits on two cells, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
-	csg-Indication:	FALSE
-	csg-Identity:	not present

-	TAI (MCC/MNC/TAC):	246/081/0002.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default E-UTRAN UICC is used.
The UICC is installed into the Terminal and the UE is set to automatic PLMN selection mode.
[bookmark: _Toc10739062][bookmark: _Toc20396914][bookmark: _Toc29398567][bookmark: _Toc29399689][bookmark: _Toc36649699][bookmark: _Toc36655541][bookmark: _Toc44961844][bookmark: _Toc50983507][bookmark: _Toc50985678][bookmark: _Toc57112938][bookmark: _Toc146300097]10.1.3.4.2	Procedure
a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
c)	During registration and after receipt of an AttachRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept with to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:	"24608100010266345678"
d)	After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease  to the UE.
e)	The MMI of the UE is used to perform manual CSG selection. The UE shall indicate the availability of a cell with csg-Identity 04 for PLMN 246/081. The user shall select this cell by using the MMI.
f)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
g)	During registration and after receipt of a TrackingAreaUpdateRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends TrackingAreaUpdateAccept with to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0002
	GUTI:	"24608100010266436599"
h)	After receipt of the TrackingAreaUpdatComplete during registration from the UE, the E-USS sends RRCConnectionRelease to the UE.
i)	The UE is soft powered down.
[bookmark: _Toc10739063][bookmark: _Toc20396915][bookmark: _Toc29398568][bookmark: _Toc29399690][bookmark: _Toc36649700][bookmark: _Toc36655542][bookmark: _Toc44961845][bookmark: _Toc50983508][bookmark: _Toc50985679][bookmark: _Toc57112939][bookmark: _Toc146300098]10.1.3.5	Acceptance criteria
1) After step b) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001 to the e-USS.
3)	During step b) the terminal shall send AttachRequest to the E-USS.
4)	After step c) the terminal shall respond with AttachComplete during registration.
5)	During step e) the UE shall provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/081 to the user.
6)	After step e) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002 to the e-USS.
7)	During step f) the terminal shall send TrackingAreaUpdateRequest to the E-USS.
8)	After step g) the terminal shall respond with TrackingAreaUpdatComplete during registration.
9)	After step i) the USIM shall contain the following values:
EFEPSLOCI (EPS Information)
Logically:	GUTI:	24608100010266436599
	Last visited registered TAI:	246/081/0002
	EPS update status:	updated


	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	0B
	F6
	42
	16
	80
	00
	01
	02
	66
	43
	65

	
	B12
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	

	
	99
	42
	16
	80
	00
	02
	00
	
	
	
	



EFACSGL (Allowed CSG Lists)

	Logically:	
1st CSG list	
	PLMN:	246 081 (MCC MNC)
	1st CSG list	1st CSG Type indication	02
	1st CSG list	1st CSG HNB Name indication	02
	1st CSG list	1st CSG CSG ID:	02 (27bit)
	1st CSG list	2nd CSG Type indication	03
	1st CSG list	2nd CSG HNB Name indication	03
	1st CSG list	2nd CSG CSG ID:	03 (27bit)
	1st CSG list	3rd CSG Type indication	'xx' (not checked)
	1st CSG list	3rd CSG HNB Name indication	'xx' (not checked)
	1st CSG list	3rd CSG CSG ID:	04 (27bit)

	Coding:
	A0
	1D
	80
	03
	42
	16
	80
	81
	06
	02

	
	02
	00
	00
	00
	5F
	81
	06
	03
	03
	00

	
	00
	00
	7F
	81
	06
	xx
	xx
	00
	00
	00

	
	9F
	
	
	
	
	
	
	
	
	



2nd CSG list	
	PLMN:	244 081 (MCC MNC)
	2nd CSG list	1st CSG Type indication	08
	2nd CSG list	1st CSG HNB Name indication	08
	2nd CSG list	1st CSG CSG ID:	08 (27bit)

	Coding:
	A0
	0D
	80
	03
	42
	14
	80
	81
	06
	08

	
	08
	00
	00
	01
	1F
	
	
	
	
	



Note:	The 1st and 2nd CSG list may be stored together or separately in any record in arbitrary order.
	The CSG entries within each of the CSG lists are not sorted and may occur in arbitrary order.

[bookmark: _Toc10739064][bookmark: _Toc20396916][bookmark: _Toc29398569][bookmark: _Toc29399691][bookmark: _Toc36649701][bookmark: _Toc36655543][bookmark: _Toc44961846][bookmark: _Toc50983509][bookmark: _Toc50985680][bookmark: _Toc57112940][bookmark: _Toc146300099]10.1.4	Manual CSG selection in E-UTRA with CSG list on USIM, rejected
[bookmark: _Toc10739065][bookmark: _Toc20396917][bookmark: _Toc29398570][bookmark: _Toc29399692][bookmark: _Toc36649702][bookmark: _Toc36655544][bookmark: _Toc44961847][bookmark: _Toc50983510][bookmark: _Toc50985681][bookmark: _Toc57112941][bookmark: _Toc146300100]10.1.4.1	Definition and applicability
A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
A UE supporting CSG selection selects CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs.
[bookmark: _Toc10739066][bookmark: _Toc20396918][bookmark: _Toc29398571][bookmark: _Toc29399693][bookmark: _Toc36649703][bookmark: _Toc36655545][bookmark: _Toc44961848][bookmark: _Toc50983511][bookmark: _Toc50985682][bookmark: _Toc57112942][bookmark: _Toc146300101]10.1.4.2	Conformance requirement
The ME shall read the allowed CSG IDs from EFACSGL in order to perform HNB selection procedures. The lists in EFACSGL shall take precedence over the list stored in the ME non-volatile memory.
In manual CSG selection mode, the ME indicates to the user the list of available CSGs in the currently selected PLMN. The list of CSGs presented to the user is not restricted by the allowed CSG list.
If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the TRACKING AREA UPDATE REJECT message with cause #25 (Not authorized for this CSG) with integrity protection, shall remove the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message if the CSG ID is contained in the Allowed CSG list.
-	TS 31.102 [4], clauses 4.4.6.2 and 5.8.1;
-	TS 23.122 [31], clause 3.1A.
-	TS 24.301 [26], clause 5.5.3.2.5

[bookmark: _Toc10739067][bookmark: _Toc20396919][bookmark: _Toc29398572][bookmark: _Toc29399694][bookmark: _Toc36649704][bookmark: _Toc36655546][bookmark: _Toc44961849][bookmark: _Toc50983512][bookmark: _Toc50985683][bookmark: _Toc57112943][bookmark: _Toc146300102]10.1.4.3	Test purpose
To verify that the ME does not add the CSG ID to the Allowed CSG list in EFACSGL in case this CSG ID belongs to the cell where the ME has sent the TRACKING AREA UPDATE REQUEST message which was rejected by the E-USS.
[bookmark: _Toc10739068][bookmark: _Toc20396920][bookmark: _Toc29398573][bookmark: _Toc29399695][bookmark: _Toc36649705][bookmark: _Toc36655547][bookmark: _Toc44961850][bookmark: _Toc50983513][bookmark: _Toc50985684][bookmark: _Toc57112944][bookmark: _Toc146300103]10.1.4.4	Method of test
[bookmark: _Toc10739069][bookmark: _Toc20396921][bookmark: _Toc29398574][bookmark: _Toc29399696][bookmark: _Toc36649706][bookmark: _Toc36655548][bookmark: _Toc44961851][bookmark: _Toc50983514][bookmark: _Toc50985685][bookmark: _Toc57112945][bookmark: _Toc146300104]10.1.4.4.1	Initial conditions
For this test an E-USS is required.
The E-USS transmits on two cells, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
-	csg-Indication:	FALSE
-	csg-Identity:	not present

-	TAI (MCC/MNC/TAC):	246/081/0002.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default E-UTRAN UICC is used.
The UICC is installed into the Terminal and the UE is set to automatic PLMN selection mode.
[bookmark: _Toc10739070][bookmark: _Toc20396922][bookmark: _Toc29398575][bookmark: _Toc29399697][bookmark: _Toc36649707][bookmark: _Toc36655549][bookmark: _Toc44961852][bookmark: _Toc50983515][bookmark: _Toc50985686][bookmark: _Toc57112946][bookmark: _Toc146300105]10.1.4.4.2	Procedure
a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
c)	During registration and after receipt of a AttachRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept with to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:	"24608100010266345678"
d)	After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease,  to the UE.
e)	The MMI of the UE is used to perform manual CSG selection. The UE shall indicate the availability of a cell with csg-Identity 04 for PLMN 246/081. The user shall select this cell by using the MMI.
f)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
g)	During registration and after receipt of an TrackingAreaUpdateRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends TrackingAreaUpdateReject to the UE with cause #25 (Not authorized for this CSG) with integrity protection, followed by RRCConnectionRelease to the UE.
h)	The UE is soft powered down.
[bookmark: _Toc10739071][bookmark: _Toc20396923][bookmark: _Toc29398576][bookmark: _Toc29399698][bookmark: _Toc36649708][bookmark: _Toc36655550][bookmark: _Toc44961853][bookmark: _Toc50983516][bookmark: _Toc50985687][bookmark: _Toc57112947][bookmark: _Toc146300106]10.1.4.5	Acceptance criteria
1) After step a) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001 to the E-USS.
3)	During step b) the terminal shall send AttachRequest to the E-USS.
4)	After step c) the terminal shall respond with AttachComplete during registration.
5.)	During step e) the UE shall provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/081 to the user.
6)	After step e) the UE shall send a RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002 to the E-USS.
7)	During step f) the terminal shall send TrackingAreaUpdateRequest to the E-USS.
8)	After step h) the USIM shall contain the following values:
EFEPSLOCI (EPS Information)
Logically:	GUTI:	not checked
	Last visited registered TAI:	246/081/0001
	EPS update status:	ROAMING NOT ALLOWED


	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx
	xx

	
	B12
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	

	
	xx
	42
	16
	80
	00
	01
	02
	
	
	
	




EFACSGL (Allowed CSG Lists)
Content not changed, shall be the same as defined in clause 4.4.5.

[bookmark: _Toc10739072][bookmark: _Toc20396924][bookmark: _Toc29398577][bookmark: _Toc29399699][bookmark: _Toc36649709][bookmark: _Toc36655551][bookmark: _Toc44961854][bookmark: _Toc50983517][bookmark: _Toc50985688][bookmark: _Toc57112948][bookmark: _Toc146300107]10.1.5	CSG selection in E-UTRA with no CSG list on USIM, no IMSI change
[bookmark: _Toc10739073][bookmark: _Toc20396925][bookmark: _Toc29398578][bookmark: _Toc29399700][bookmark: _Toc36649710][bookmark: _Toc36655552][bookmark: _Toc44961855][bookmark: _Toc50983518][bookmark: _Toc50985689][bookmark: _Toc57112949][bookmark: _Toc146300108]10.1.5.1	Definition and applicability
A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
A UE supporting CSG selection selects CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs.
[bookmark: _Toc10739074][bookmark: _Toc20396926][bookmark: _Toc29398579][bookmark: _Toc29399701][bookmark: _Toc36649711][bookmark: _Toc36655553][bookmark: _Toc44961856][bookmark: _Toc50983519][bookmark: _Toc50985690][bookmark: _Toc57112950][bookmark: _Toc146300109]10.1.5.2	Conformance requirement
In manual CSG selection mode, the ME indicates to the user the list of available CSGs in the currently selected PLMN. The list of CSGs presented to the user is not restricted by the allowed CSG list.
If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the TRACKING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSG ID to the Allowed CSG list.

If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM. The allowed CSG list is stored in a non-volatile memory in the ME if the UE supports CSG selection. These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.
-	TS 31.102 [4], clauses 4.4.6.2 and 5.8.1;
-	TS 23.122 [31], clause 3.1A.
-	TS 24.301 [26], clause 5.5.3.2.4 and Annex C.

[bookmark: _Toc10739075][bookmark: _Toc20396927][bookmark: _Toc29398580][bookmark: _Toc29399702][bookmark: _Toc36649712][bookmark: _Toc36655554][bookmark: _Toc44961857][bookmark: _Toc50983520][bookmark: _Toc50985691][bookmark: _Toc57112951][bookmark: _Toc146300110]10.1.5.3	Test purpose
To verify that the ME adds the CSG ID to the Allowed CSG list in a non-volatile memory in the ME together with the IMSI from the USIM in case this CSG ID belongs to the cell where the ME has sent the TRACKING AREA UPDATE REQUEST message which was accepted by the E-USS as the corresponding file is not present on the simulated USIM.

To verify that the ME still has this CSG ID stored in the Allowed CSG list available together with the IMSI after powered down and up in case the IMSI of the USIM has not changed.

To verify that the ME removes the CSG ID from the Allowed CSG list inside the terminal in case this CSG ID belongs to the cell where the ME has sent the ATTACH REQUEST message which was rejected with cause #25 by the E-USS.
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[bookmark: _Toc10739077][bookmark: _Toc20396929][bookmark: _Toc29398582][bookmark: _Toc29399704][bookmark: _Toc36649714][bookmark: _Toc36655556][bookmark: _Toc44961859][bookmark: _Toc50983522][bookmark: _Toc50985693][bookmark: _Toc57112953][bookmark: _Toc146300112]10.1.5.4.1	Initial conditions
For this test an E-USS is required.
The E-USS transmits on two cells, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
-	csg-Indication:	FALSE
-	csg-Identity:	not present

-	TAI (MCC/MNC/TAC):	246/081/0002.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default UICC (without the service "Allowed CSG Lists and corresponding indications") is installed into the Terminal.
The ME shall not have csg-ID = 04 nor csg-ID=06 in the allowed CSG list stored in a non-volatile memory in the ME and the ME is set to automatic PLMN selection mode.
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a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
c)	During registration and after receipt of an AttachRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept with the following parameters to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:	"24608100010266345678"
d)	After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease to the UE.
e)	The MMI of the UE is used to perform manual CSG selection. The UE shall indicate the availability of a cell with csg-Identity 04 for PLMN 246/081. The user shall select this cell by using the MMI.
f)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
g)	During registration and after receipt of a TrackingAreaUpdateRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends TrackingAreaUpdateAccept with the following parameters to the UE:
	TAI (MCC/MNC/TAC):	246/081/TACs: 0002
	GUTI:	"24608100010266345699"
h)	After receipt of the TrackingAreaUpdateComplete during registration from the UE, the E-USS sends RRCConnectionRelease to the UE.
i)	The UE is switched off and performs the Detach procedure.
j)	The default UICC remains in use.
k)	The E-USS shall change the BCCH for the cell transmitting TAI 246/081/0001 to the following network parameters:
	- csg-Indication:	TRUE
	- csg-Identity:	06
l)	The UE is powered on.
m)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
n)	During registration and after receipt of an AttachRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends AttachReject to the UE with cause #25 (Not authorized for this CSG) with integrity protection, followed by RRCConnectionRelease.
o)	The UE is soft powered down.
p)	The default UICC remains in use.
q)	The UE is powered on.
r)	After 2 minutes the UE is soft powered down.
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1)	After step a) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001 to the E-USS.
3)	During step b) the terminal shall send AttachRequest to the E-USS.
4)	After step c) the terminal shall respond with AttachComplete during registration.
5)	During step e) the UE shall provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/081 to the user.
6)	After step e) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002 to the E-USS.
7)	During step f) the terminal shall send TrackingAreaUpdateRequest to the E-USS.
8)	After step g) the terminal shall respond with TrackingAreaUpdateComplete during registration.
9)	After step l) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002 to the E-USS.
10)	During step n) the terminal shall send AttachRequest to the E-USS.
10a)	After step n) the terminal shall not try to register to the E-USS using the same CSG ID which was rejected in step n).
11)	After step q) the terminal shall not try to register to the E-USS using the same CSG ID which was rejected in step n).

[bookmark: _Toc10739080][bookmark: _Toc20396932][bookmark: _Toc29398585][bookmark: _Toc29399707][bookmark: _Toc36649717][bookmark: _Toc36655559][bookmark: _Toc44961862][bookmark: _Toc50983525][bookmark: _Toc50985696][bookmark: _Toc57112956][bookmark: _Toc146300115]10.1.6	CSG selection in E-UTRA with no CSG list on USIM, with IMSI change
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A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
A UE supporting CSG selection selects CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs.
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In manual CSG selection mode, the ME indicates to the user the list of available CSGs in the currently selected PLMN. The list of CSGs presented to the user is not restricted by the allowed CSG list..
If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the TRACKING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSG ID to the Allowed CSG list.

If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM. The allowed CSG list is stored in a non-volatile memory in the ME if the UE supports CSG selection. These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.
-	TS 31.102 [4], clauses 4.4.6.2 and 5.8.1;
-	TS 23.122 [31], clause 3.1A.
-	TS 24.301 [26], clause 5.5.3.2.4 and Annex C.

[bookmark: _Toc10739083][bookmark: _Toc20396935][bookmark: _Toc29398588][bookmark: _Toc29399710][bookmark: _Toc36649720][bookmark: _Toc36655562][bookmark: _Toc44961865][bookmark: _Toc50983528][bookmark: _Toc50985699][bookmark: _Toc57112959][bookmark: _Toc146300118]10.1.6.3	Test purpose
To verify that the ME adds the CSG ID to the Allowed CSG list in a non-volatile memory in the ME together with the IMSI from the USIM in case this CSG ID belongs to the cell where the ME has sent the TRACKING AREA UPDATE REQUEST message which was accepted by the E-USS as the corresponding file is not present on the simulated USIM.

To verify that the ME removes this CSG ID stored in the Allowed CSG list available together with the IMSI after powered down and up in case the IMSI of the USIM has changed.

[bookmark: _Toc10739084][bookmark: _Toc20396936][bookmark: _Toc29398589][bookmark: _Toc29399711][bookmark: _Toc36649721][bookmark: _Toc36655563][bookmark: _Toc44961866][bookmark: _Toc50983529][bookmark: _Toc50985700][bookmark: _Toc57112960][bookmark: _Toc146300119]10.1.6.4	Method of test
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For this test an E-USS is required.
The E-USS transmits on two cells, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
-	csg-Indication:	FALSE
-	csg-Identity:	not present

-	TAI (MCC/MNC/TAC):	246/081/0002.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default UICC (without the service "Allowed CSG Lists and corresponding indications") is installed into the Terminal.
The ME shall not have csg-ID = 04 nor csg-ID=06 in the allowed CSG list stored in a non-volatile memory in the ME and the ME is set to automatic PLMN selection mode.
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a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
c)	During registration and after receipt of an AttachRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept with to the following parameters the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:	"24608100010266345678"
d)	After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease to the UE.
e)	The MMI of the UE is used to perform manual CSG selection. The UE shall indicate the availability of a cell with csg-Identity 04 for PLMN 246/081. The user shall select this cell by using the MMI.
f)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
g)	During registration and after receipt of a TrackingAreaUpdateRequest from the UE, the E-USS may initiate authentication, may start integrity by using the security procedure and sends TrackingAreaUpdateAccept with the following parameters to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0002
	GUTI:	"24608100010266345699"
h)	After receipt of the TrackingAreaUpdateComplete during registration from the UE, the E-USS sends RRCConnectionRelease to the UE.
i)	The UE is switched off and performs the Detach procedure.
j)	A new UICC with the following configuration is activated:
	The default UICC with the following exception: The IMSI is set to "246081222233333".
k)	The E-USS shall change the BCCH for the cell transmitting TAI 246/081/0001 to the following network parameters:
	- csg-Indication:	TRUE
	- csg-Identity:	06
l)	The UE is powered on.
m)	After 2 minutes the UE is soft powered down.
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1)	After step b) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001 to the e-USS.
3)	During step b) the terminal shall send AttachRequest to the E-USS.
4)	After step c) the terminal shall respond with AttachComplete during registration.
5)	During step e) the UE shall provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/081 to the user.
6)	After step e) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002 to the e-USS.
7)	During step f) the terminal shall send TrackingAreaUpdateRequest to the E-USS.
8)	After step g) the terminal shall respond with TrackingAreaUpdateComplete during registration.
9)	After step l) the terminal shall not try to register to the E-USS.

[bookmark: _Toc10739088][bookmark: _Toc20396940][bookmark: _Toc29398593][bookmark: _Toc29399715][bookmark: _Toc36649725][bookmark: _Toc36655567][bookmark: _Toc44961870][bookmark: _Toc50983533][bookmark: _Toc50985704][bookmark: _Toc57112964][bookmark: _Toc146300123]10.1.7	Manual CSG selection without display restrictions in E-UTRA with ACSG list and OCSG list on USIM
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A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
A UE supporting CSG selection selects a CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs.
Editor's note: it is still being investigated whether the testing of Automatic CSG selection should be performed using a separate test case or an enhanced version of the Manual CSG selection test case.
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The ME shall read the allowed CSG IDs from EFACSGL and EFOCSGL in order to perform HNB selection procedures. The lists in EFACSGL and EFOCSGL shall take precedence over the list stored in the ME non-volatile memory.

If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the TRACKING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSG ID to the Allowed CSG list EFACSGL.

By default, the UE shall display all available CSGs for any PLMN, unless the UE has been configured by the HPLMN,
for a specific PLMN, to display only CSGs in the Operator CSG List that are available.
-	TS 31.102 [4], clauses 4.2.18, 4.4.6.2, 4.4.6.5 and 5.8.1;
-	TS 24.301 [26], clause 5.5.3.2.4
-	TS 22.220 [34], clause 5.3.2 and 5.5.4
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To verify that the ME adds the CSG ID to the Allowed CSG list in EFACSGL in case this CSG ID belongs to the cell where the ME has sent the TRACKING AREA UPDATE REQUEST message which was accepted by the E-USS.
During the manual CSG selection all available CSG ID shall be displayed without restrictions.
[bookmark: _Toc10739092][bookmark: _Toc20396944][bookmark: _Toc29398597][bookmark: _Toc29399719][bookmark: _Toc36649729][bookmark: _Toc36655571][bookmark: _Toc44961874][bookmark: _Toc50983537][bookmark: _Toc50985708][bookmark: _Toc57112968][bookmark: _Toc146300127]10.1.7.4	Method of test
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For this test an E-USS is required.
The E-USS transmits on two cells, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
-	csg-Indication:	FALSE
-	csg-Identity:	not present

-	TAI (MCC/MNC/TAC):	246/081/0002.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default ACSGL/OCSGL E-UTRAN/EPC UICC is used.
The UICC is installed into the Terminal and the UE is set to automatic PLMN selection and manual CSG selection mode.
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a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
c)	During registration and after receipt of an AttachRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept with to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:	"24608100010266345678"
d)	After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease  to the UE.
e)	The MMI of the UE is used to perform manual CSG selection. The UE shall indicate the availability of a cell with csg-Identity 04 for PLMN 246/081. The user shall select this cell by using the MMI.
f)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
g)	During registration and after receipt of a TrackingAreaUpdateRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends TrackingAreaUpdateAccept with to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0002
	GUTI:	"24608100010266436599"
h)	After receipt of the TrackingAreaUpdatComplete during registration from the UE, the E-USS sends RRCConnectionRelease to the UE.
i)	The UE is soft powered down.
[bookmark: _Toc10739095][bookmark: _Toc20396947][bookmark: _Toc29398600][bookmark: _Toc29399722][bookmark: _Toc36649732][bookmark: _Toc36655574][bookmark: _Toc44961877][bookmark: _Toc50983540][bookmark: _Toc50985711][bookmark: _Toc57112971][bookmark: _Toc146300130]10.1.7.5	Acceptance criteria
1) After step b) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001 to the e-USS.
3)	During step b) the terminal shall send AttachRequest to the E-USS.
4)	After step c) the terminal shall respond with AttachComplete during registration.
5)	During step e) the UE shall provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/081 to the user.
6)	After step e) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002 to the E-USS.
7)	During step f) the terminal shall send TrackingAreaUpdateRequest to the E-USS.
8)	After step g) the terminal shall respond with TrackingAreaUpdatComplete during registration.
9)	After step i) the USIM shall contain the following values:
EFEPSLOCI (EPS Information)
Logically:	GUTI:	24608100010266436599
	Last visited registered TAI:	246/081/0002
	EPS update status:	updated


	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	0B
	F6
	42
	16
	80
	00
	01
	02
	66
	43
	65

	
	B12
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	

	
	99
	42
	16
	80
	00
	02
	00
	
	
	
	



EFACSGL (Allowed CSG Lists)

	Logically:	
1st CSG list	
	PLMN:	246 081 (MCC MNC)
	1st CSG list	1st CSG Type indication	02
	1st CSG list	1st CSG HNB Name indication	02
	1st CSG list	1st CSG CSG ID:	02 (27bit)
	1st CSG list	2nd CSG Type indication	03
	1st CSG list	2nd CSG HNB Name indication	03
	1st CSG list	2nd CSG CSG ID:	03 (27bit)
	1st CSG list	3rd CSG Type indication	'xx' (not checked)
	1st CSG list	3rd CSG HNB Name indication	'xx' (not checked)
	1st CSG list	3rd CSG CSG ID:	04 (27bit)

	Coding:
	A0
	1D
	80
	03
	42
	16
	80
	81
	06
	02

	
	02
	00
	00
	00
	5F
	81
	06
	03
	03
	00

	
	00
	00
	7F
	81
	06
	xx
	xx
	00
	00
	00

	
	9F
	
	
	
	
	
	
	
	
	



2nd CSG list	
	PLMN:	244 081 (MCC MNC)
	2nd CSG list	1st CSG Type indication	08
	2nd CSG list	1st CSG HNB Name indication	08
	2nd CSG list	1st CSG CSG ID:	08 (27bit)

	Coding:
	A0
	0D
	80
	03
	42
	14
	80
	81
	06
	08

	
	08
	00
	00
	01
	1F
	
	
	
	
	



Note: The 1st and 2nd CSG list may be stored together or separately in any record in arbitrary order.

EFOCSGL (Operator CSG Lists)
Unchanged values as defined in 4.6.3

[bookmark: _Toc10739096][bookmark: _Toc20396948][bookmark: _Toc29398601][bookmark: _Toc29399723][bookmark: _Toc36649733][bookmark: _Toc36655575][bookmark: _Toc44961878][bookmark: _Toc50983541][bookmark: _Toc50985712][bookmark: _Toc57112972][bookmark: _Toc146300131]10.1.8	Manual CSG selection with display restrictions in E-UTRA with ACSG list and OCSG list on USIM
[bookmark: _Toc10739097][bookmark: _Toc20396949][bookmark: _Toc29398602][bookmark: _Toc29399724][bookmark: _Toc36649734][bookmark: _Toc36655576][bookmark: _Toc44961879][bookmark: _Toc50983542][bookmark: _Toc50985713][bookmark: _Toc57112973][bookmark: _Toc146300132]10.1.8.1	Definition and applicability
A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
A UE supporting CSG selection selects a CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs.
[bookmark: _Toc10739098][bookmark: _Toc20396950][bookmark: _Toc29398603][bookmark: _Toc29399725][bookmark: _Toc36649735][bookmark: _Toc36655577][bookmark: _Toc44961880][bookmark: _Toc50983543][bookmark: _Toc50985714][bookmark: _Toc57112974][bookmark: _Toc146300133]10.1.8.2	Conformance requirement
The ME shall read the allowed CSG IDs from EFACSGL and EFOCSGL in order to perform HNB selection procedures. The lists in EFACSGL and EFOCSGL shall take precedence over the list stored in the ME non-volatile memory.

If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the TRACKING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the TRACKING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSG ID to the Allowed CSG list EFACSGL.

By default, the UE shall display all available CSGs for any PLMN, unless the UE has been configured by the HPLMN,
for a specific PLMN, to display only CSGs in the Operator CSG List that are available.
-	TS 31.102 [4], clauses 4.2.18, 4.4.6.2, 4.4.6.5 and 5.8.1;
-	TS 24.301 [26], clause 5.5.3.2.4
-	TS 22.220 [34], clause 5.3.2 and 5.5.4

[bookmark: _Toc10739099][bookmark: _Toc20396951][bookmark: _Toc29398604][bookmark: _Toc29399726][bookmark: _Toc36649736][bookmark: _Toc36655578][bookmark: _Toc44961881][bookmark: _Toc50983544][bookmark: _Toc50985715][bookmark: _Toc57112975][bookmark: _Toc146300134]10.1.8.3	Test purpose
To verify that the ME adds the CSG ID to the Allowed CSG list in EFACSGL in case this CSG ID belongs to the cell where the ME has sent the TRACKING AREA UPDATE REQUEST message which was accepted by the E-USS.
During the manual CSG selection all available CSG ID shall be displayed with restrictions.
[bookmark: _Toc10739100][bookmark: _Toc20396952][bookmark: _Toc29398605][bookmark: _Toc29399727][bookmark: _Toc36649737][bookmark: _Toc36655579][bookmark: _Toc44961882][bookmark: _Toc50983545][bookmark: _Toc50985716][bookmark: _Toc57112976][bookmark: _Toc146300135]10.1.8.4	Method of test
[bookmark: _Toc10739101][bookmark: _Toc20396953][bookmark: _Toc29398606][bookmark: _Toc29399728][bookmark: _Toc36649738][bookmark: _Toc36655580][bookmark: _Toc44961883][bookmark: _Toc50983546][bookmark: _Toc50985717][bookmark: _Toc57112977][bookmark: _Toc146300136]10.1.8.4.1	Initial conditions
For this test an E-USS is required.
The E-USS transmits on two cells, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
-	csg-Indication:	FALSE
-	csg-Identity:	not present

-	TAI (MCC/MNC/TAC):	246/080/0002.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default ACSGL/OCSGL E-UTRAN/EPC UICC is used except the following change:
[bookmark: _Toc10739102][bookmark: _Toc20396954][bookmark: _Toc29398607][bookmark: _Toc29399729][bookmark: _Toc36649739][bookmark: _Toc36655581][bookmark: _Toc44961884][bookmark: _Toc50983547][bookmark: _Toc50985718][bookmark: _Toc57112978]EFAD (Administrative Data)
Logically:	Normal operation + specific facilities
	Ciphering indicator feature disabled
	MNC:	3 digit
For every PLMN not included in EF_OCSGL or any PLMN for which a CSG display indicator tag is not present, only the available CSGs found in the Operator CSG list shall be displayed (B3)

	Coding:
	B1
	B2
	B3
	B4

	Hex
	01
	00
	02
	03



The UICC is installed into the Terminal and the UE is set to automatic PLMN selection and manual CSG selection mode.
[bookmark: _Toc10739103][bookmark: _Toc20396955][bookmark: _Toc29398608][bookmark: _Toc29399730][bookmark: _Toc36649740][bookmark: _Toc36655582][bookmark: _Toc44961885][bookmark: _Toc50983548][bookmark: _Toc50985719][bookmark: _Toc57112979][bookmark: _Toc146300137]10.1.8.4.2	Procedure
a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
c)	During registration and after receipt of an AttachRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept with to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:	"24608100010266345678"
d)	After receipt of the AttachComplete during registration from the UE, the E-USS sends RRCConnectionRelease  to the UE.
e)	The MMI of the UE is used to perform manual CSG selection. The UE shall not indicate the availability of a cell with csg-Identity 04 for PLMN 246/080, this shall be verified for 2 minutes.
f)	The E-USS stops all RF output for the first cell with TAI 246/081/0001 on the BCCH. The BCCH is changed to contain:
- TAI (MCC/MNC/TAC):	246/081/0002
- csg-Indication: TRUE
	- csg-Identity:	04
	The E-USS then resumes RF output on the BCCH.
g)	The MMI of the UE is used to perform manual CSG selection. The UE shall indicate the availability of a cell with csg-Identity 04 for PLMN 246/081. The user shall select this cell by using the MMI.
h)	After receipt of an RRCConnectionRequest from the UE on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002, the E-USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the E-USS.
i)	During registration and after receipt of a TrackingAreaUpdateRequest from the UE, the E-USS initiates authentication, starts integrity by using the security procedure and sends TrackingAreaUpdateAccept with to the UE:
	TAI (MCC/MNC/TAC):	246/081/ 0002
	GUTI:	"24608100010266436599"
j)	After receipt of the TrackingAreaUpdatComplete during registration from the UE, the E-USS sends RRCConnectionRelease to the UE.
k)	The UE is soft powered down.
[bookmark: _Toc10739104][bookmark: _Toc20396956][bookmark: _Toc29398609][bookmark: _Toc29399731][bookmark: _Toc36649741][bookmark: _Toc36655583][bookmark: _Toc44961886][bookmark: _Toc50983549][bookmark: _Toc50985720][bookmark: _Toc57112980][bookmark: _Toc146300138]10.1.8.5	Acceptance criteria
1) After step b) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0001 to the E-USS.
2)	During step b) the terminal shall send AttachRequest to the E-USS.
3)	After step c) the terminal shall respond with AttachComplete during registration.
4)	During step e) the UE shall not provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/080 to the user.
5)	During step g) the UE shall provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/081 to the user.
6)	After step h) the UE shall send an RRCConnectionRequest on the E-UTRAN-cell related to the BCCH transmitting TAI 246/081/0002 to the E-USS.
7)	During step i) the terminal shall send TrackingAreaUpdateRequest to the E-USS.
8)	After step j) the terminal shall respond with TrackingAreaUpdatComplete during registration.
9)	After step k) the USIM shall contain the following values:
EFEPSLOCI (EPS Information)
Logically:	GUTI:	24608100010266436599
	Last visited registered TAI:	246/081/0002
	EPS update status:	updated


	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	0B
	F6
	42
	16
	80
	00
	01
	02
	66
	43
	65

	
	B12
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	

	
	99
	42
	16
	80
	00
	02
	00
	
	
	
	



EFACSGL (Allowed CSG Lists)

	Logically:	
1st CSG list	
	PLMN:	246 081 (MCC MNC)
	1st CSG list	1st CSG Type indication	02
	1st CSG list	1st CSG HNB Name indication	02
	1st CSG list	1st CSG CSG ID:	02 (27bit)
	1st CSG list	2nd CSG Type indication	03
	1st CSG list	2nd CSG HNB Name indication	03
	1st CSG list	2nd CSG CSG ID:	03 (27bit)
	1st CSG list	3rd CSG Type indication	'xx' (not checked)
	1st CSG list	3rd CSG HNB Name indication	'xx' (not checked)
	1st CSG list	3rd CSG CSG ID:	04 (27bit)

	Coding:
	A0
	1D
	80
	03
	42
	16
	80
	81
	06
	02

	
	02
	00
	00
	00
	5F
	81
	06
	03
	03
	00

	
	00
	00
	7F
	81
	06
	xx
	xx
	00
	00
	00

	
	9F
	
	
	
	
	
	
	
	
	



2nd CSG list	
	PLMN:	244 081 (MCC MNC)
	2nd CSG list	1st CSG Type indication	08
	2nd CSG list	1st CSG HNB Name indication	08
	2nd CSG list	1st CSG CSG ID:	08 (27bit)

	Coding:
	A0
	0D
	80
	03
	42
	14
	80
	81
	06
	08

	
	08
	00
	00
	01
	1F
	
	
	
	
	



Note: The 1st and 2nd CSG list may be stored together or separately in any record in arbitrary order.

EFOCSGL (Operator CSG Lists)
Unchanged values as defined in 4.6.3

[bookmark: _Toc10739105][bookmark: _Toc20396957][bookmark: _Toc29398610][bookmark: _Toc29399732][bookmark: _Toc36649742][bookmark: _Toc36655584][bookmark: _Toc44961887][bookmark: _Toc50983550][bookmark: _Toc50985721][bookmark: _Toc57112981][bookmark: _Toc146300139]10.2	CSG list handling for UTRA
[bookmark: _Toc10739106][bookmark: _Toc20396958][bookmark: _Toc29398611][bookmark: _Toc29399733][bookmark: _Toc36649743][bookmark: _Toc36655585][bookmark: _Toc44961888][bookmark: _Toc50983551][bookmark: _Toc50985722][bookmark: _Toc57112982][bookmark: _Toc146300140]10.2.1	Manual CSG selection without display restrictions in UTRA with ACSG list and OCSG list on USIM
[bookmark: _Toc10739107][bookmark: _Toc20396959][bookmark: _Toc29398612][bookmark: _Toc29399734][bookmark: _Toc36649744][bookmark: _Toc36655586][bookmark: _Toc44961889][bookmark: _Toc50983552][bookmark: _Toc50985723][bookmark: _Toc57112983][bookmark: _Toc146300141]10.2.1.1	Definition and applicability
A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
A UE supporting CSG selection selects a CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs.
Editor's note: it is still being investigated whether the testing of Automatic CSG selection should be performed using a separate test case or an enhanced version of the Manual CSG selection test case.
[bookmark: _Toc10739108][bookmark: _Toc20396960][bookmark: _Toc29398613][bookmark: _Toc29399735][bookmark: _Toc36649745][bookmark: _Toc36655587][bookmark: _Toc44961890][bookmark: _Toc50983553][bookmark: _Toc50985724][bookmark: _Toc57112984][bookmark: _Toc146300142]10.2.1.2	Conformance requirement
The ME shall read the allowed CSG IDs from EFACSGL and EFOCSGL in order to perform HNB selection procedures. The lists in EFACSGL and EFOCSGL shall take precedence over the list stored in the ME non-volatile memory.

If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the ROUTING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the ROUTING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSG ID to the Allowed CSG list EFACSGL.

By default, the UE shall display all available CSGs for any PLMN, unless the UE has been configured by the HPLMN,
for a specific PLMN, to display only CSGs in the Operator CSG List that are available.
-	TS 31.102 [4], clauses 4.2.18, 4.4.6.2, 4.4.6.5 and 5.8.1;
-	TS 23.122 [31], clause 3.1A.
-	TS 22.220 [34], clause 5.3.2 and 5.5.4
[bookmark: _Toc10739109][bookmark: _Toc20396961][bookmark: _Toc29398614][bookmark: _Toc29399736][bookmark: _Toc36649746][bookmark: _Toc36655588][bookmark: _Toc44961891][bookmark: _Toc50983554][bookmark: _Toc50985725][bookmark: _Toc57112985][bookmark: _Toc146300143]10.2.1.3	Test purpose
To verify that the ME adds the CSG ID to the Allowed CSG list in EFACSGL in case this CSG ID belongs to the cell where the ME has sent the ROUTING AREA UPDATE REQUEST message which was accepted by the USS.
During the manual CSG selection all available CSG ID shall be displayed without restrictions.
[bookmark: _Toc10739110][bookmark: _Toc20396962][bookmark: _Toc29398615][bookmark: _Toc29399737][bookmark: _Toc36649747][bookmark: _Toc36655589][bookmark: _Toc44961892][bookmark: _Toc50983555][bookmark: _Toc50985726][bookmark: _Toc57112986][bookmark: _Toc146300144]10.2.1.4	Method of test
[bookmark: _Toc10739111][bookmark: _Toc20396963][bookmark: _Toc29398616][bookmark: _Toc29399738][bookmark: _Toc36649748][bookmark: _Toc36655590][bookmark: _Toc44961893][bookmark: _Toc50983556][bookmark: _Toc50985727][bookmark: _Toc57112987][bookmark: _Toc146300145]10.2.1.4.1	Initial conditions
For this test an USS is required.
The USS transmits on two cells, with the following network parameters:
-	RAI (MCC/MNC/LAC/RAC):	246/081/0001/01.
-	Access control:	unrestricted.
-	csg-Indication:	FALSE
-	csg-Identity:	not present
-	RAI (MCC/MNC/LAC/RAC):	246/081/0002/02.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04
The default ACSGL/OCSGL E-UTRAN/EPC UICC is used.
The UICC is installed into the Terminal and the UE is set to automatic PLMN selection and manual CSG selection mode.
[bookmark: _Toc10739112][bookmark: _Toc20396964][bookmark: _Toc29398617][bookmark: _Toc29399739][bookmark: _Toc36649749][bookmark: _Toc36655591][bookmark: _Toc44961894][bookmark: _Toc50983557][bookmark: _Toc50985728][bookmark: _Toc57112988][bookmark: _Toc146300146]10.2.1.4.2	Procedure
a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0001/01, the USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the USS.
c)	During registration and after receipt of an AttachRequest from the UE, the USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept to the UE:
	RAI (MCC/MNC/LAC/RAC):	246/081/0001/01
	P-TMSI	"87512890"
[bookmark: _Toc10739113][bookmark: _Toc20396965][bookmark: _Toc29398618][bookmark: _Toc29399740][bookmark: _Toc36649750][bookmark: _Toc36655592][bookmark: _Toc44961895][bookmark: _Toc50983558][bookmark: _Toc50985729]d)	After receipt of the AttachComplete during registration from the UE, the USS sends RRCConnectionRelease to the UE.
e)	The MMI of the UE is used to perform manual CSG selection. The UE shall indicate the availability of a cell with csg-Identity 04 for PLMN 246/081. The user shall select this cell by using the MMI.
f)	After receipt of an RRCConnectionRequest from the UE on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0002/02, the USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the USS.
g)	During registration and after receipt of a RoutingAreaUpdateRequest from the UE, the USS initiates authentication, starts integrity by using the security procedure and sends RoutingAreaUpdateAccept to the UE:
	RAI (MCC/MNC/LAC/RAC):	246/081/0002/02
	P-TMSI	"34567890"
h)	After receipt of the RoutingAreaUpdateComplete during registration from the UE, the USS sends RRCConnectionRelease to the UE.
i)	The UE is soft powered down.
[bookmark: _Toc57112989][bookmark: _Toc146300147]10.2.1.5	Acceptance criteria
1) After step b) the UE shall send an RRCConnectionRequest on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0001/01 to the USS.
3)	During step c) the UE shall send AttachRequest to the USS.
4)	After step c) the UE shall respond with AttachComplete during registration.
5)	During step e) the UE shall provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/081 to the user.
6)	After step e) the UE shall send an RRCConnectionRequest on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0002/02 to the USS.
7)	During step g) the UE shall send RoutingAreaUpdateRequest to the USS.
8)	After step g) the UE shall respond with RoutingAreaUpdateComplete during registration.
9)	After step i) the USIM shall contain the following values:
EFPSLOCI (Location Information)
Logically:	RAI-MCC:	246
	RAI-MNC:	081
	RAI-LAC:   0002
	RAI-RAC:	02
	P-TMSI:	"34567890"

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	34
	56
	78
	90
	xx
	xx
	xx
	42
	16
	80
	00

	
	
	
	
	
	
	
	
	
	
	
	

	Coding:
	B12
	B13
	B14
	
	
	
	
	
	
	
	

	Hex
	02
	02
	00
	
	
	
	
	
	
	
	




EFACSGL (Allowed CSG Lists)

	Logically:	
1st CSG list	
	PLMN:	246 081 (MCC MNC)
	1st CSG list	1st CSG Type indication	02
	1st CSG list	1st CSG HNB Name indication	02
	1st CSG list	1st CSG CSG ID:	02 (27bit)
	1st CSG list	2nd CSG Type indication	03
	1st CSG list	2nd CSG HNB Name indication	03
	1st CSG list	2nd CSG CSG ID:	03 (27bit)
	1st CSG list	3rd CSG Type indication	'xx' (not checked)
	1st CSG list	3rd CSG HNB Name indication	'xx' (not checked)
	1st CSG list	3rd CSG CSG ID:	04 (27bit)

	Coding:
	A0
	1D
	80
	03
	42
	16
	80
	81
	06
	02

	
	02
	00
	00
	00
	5F
	81
	06
	03
	03
	00

	
	00
	00
	7F
	81
	06
	xx
	xx
	00
	00
	00

	
	9F
	
	
	
	
	
	
	
	
	



2nd CSG list	
	PLMN:	244 081 (MCC MNC)
	2nd CSG list	1st CSG Type indication	08
	2nd CSG list	1st CSG HNB Name indication	08
	2nd CSG list	1st CSG CSG ID:	08 (27bit)

	Coding:
	A0
	0D
	80
	03
	42
	14
	80
	81
	06
	08

	
	08
	00
	00
	01
	1F
	
	
	
	
	



Note: The 1st and 2nd CSG list may be stored together or separately in any record in arbitrary order.

EFOCSGL (Operator CSG Lists)
Unchanged values as defined in 4.6.3

[bookmark: _Toc10739114][bookmark: _Toc20396966][bookmark: _Toc29398619][bookmark: _Toc29399741][bookmark: _Toc36649751][bookmark: _Toc36655593][bookmark: _Toc44961896][bookmark: _Toc50983559][bookmark: _Toc50985730][bookmark: _Toc57112990][bookmark: _Toc146300148]10.2.2	Manual CSG selection with display restrictions in UTRA with ACSG list and OCSG list on USIM
[bookmark: _Toc10739115][bookmark: _Toc20396967][bookmark: _Toc29398620][bookmark: _Toc29399742][bookmark: _Toc36649752][bookmark: _Toc36655594][bookmark: _Toc44961897][bookmark: _Toc50983560][bookmark: _Toc50985731][bookmark: _Toc57112991][bookmark: _Toc146300149]10.2.2.1	Definition and applicability
A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
A UE supporting CSG selection selects a CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs.
[bookmark: _Toc10739116][bookmark: _Toc20396968][bookmark: _Toc29398621][bookmark: _Toc29399743][bookmark: _Toc36649753][bookmark: _Toc36655595][bookmark: _Toc44961898][bookmark: _Toc50983561][bookmark: _Toc50985732][bookmark: _Toc57112992][bookmark: _Toc146300150]10.2.2.2	Conformance requirement
The ME shall read the allowed CSG IDs from EFACSGL and EFOCSGL in order to perform HNB selection procedures. The lists in EFACSGL and EFOCSGL shall take precedence over the list stored in the ME non-volatile memory.

If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the ROUTING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the ROUTING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSG ID to the Allowed CSG list EFACSGL.

By default, the UE shall display all available CSGs for any PLMN, unless the UE has been configured by the HPLMN,
for a specific PLMN, to display only CSGs in the Operator CSG List that are available.
-	TS 31.102 [4], clauses 4.2.18, 4.4.6.2, 4.4.6.5 and 5.8.1;
-	TS 23.122 [31], clause 3.1A.
-	TS 22.220 [34], clause 5.3.2 and 5.5.4

[bookmark: _Toc10739117][bookmark: _Toc20396969][bookmark: _Toc29398622][bookmark: _Toc29399744][bookmark: _Toc36649754][bookmark: _Toc36655596][bookmark: _Toc44961899][bookmark: _Toc50983562][bookmark: _Toc50985733][bookmark: _Toc57112993][bookmark: _Toc146300151]10.2.2.3	Test purpose
To verify that the ME adds the CSG ID to the Allowed CSG list in EFACSGL in case this CSG ID belongs to the cell where the ME has sent the ROUTING AREA UPDATE REQUEST message which was accepted by the USS.
During the manual CSG selection all available CSG ID shall be displayed with restrictions.
[bookmark: _Toc10739118][bookmark: _Toc20396970][bookmark: _Toc29398623][bookmark: _Toc29399745][bookmark: _Toc36649755][bookmark: _Toc36655597][bookmark: _Toc44961900][bookmark: _Toc50983563][bookmark: _Toc50985734][bookmark: _Toc57112994][bookmark: _Toc146300152]10.2.2.4	Method of test
[bookmark: _Toc10739119][bookmark: _Toc20396971][bookmark: _Toc29398624][bookmark: _Toc29399746][bookmark: _Toc36649756][bookmark: _Toc36655598][bookmark: _Toc44961901][bookmark: _Toc50983564][bookmark: _Toc50985735][bookmark: _Toc57112995][bookmark: _Toc146300153]10.2.2.4.1	Initial conditions
For this test an USS is required.
The USS transmits on two cells, with the following network parameters:
-	RAI (MCC/MNC/LAC/RAC):	246/081/0001/01.
-	Access control:	unrestricted.
-	csg-Indication:	FALSE
-	csg-Identity:	not present

-	RAI (MCC/MNC/LAC/RAC):	246/080/0002/02.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default ACSGL/OCSGL E-UTRAN/EPC UICC is used except the following change:
[bookmark: _Toc10739120][bookmark: _Toc20396972]EFAD (Administrative Data)
Logically:	Normal operation + specific facilities
	Ciphering indicator feature disabled
	MNC:	3 digit
For every PLMN not included in EF_OCSGL or any PLMN for which a CSG display indicator tag is not present, only the available CSGs found in the Operator CSG list shall be displayed (B3)

	Coding:
	B1
	B2
	B3
	B4

	Hex
	01
	00
	02
	03


.
The UICC is installed into the Terminal and the UE is set to automatic PLMN selection and manual CSG selection mode.
[bookmark: _Toc10739121][bookmark: _Toc20396973][bookmark: _Toc29398625][bookmark: _Toc29399747][bookmark: _Toc36649757][bookmark: _Toc36655599][bookmark: _Toc44961902][bookmark: _Toc50983565][bookmark: _Toc50985736][bookmark: _Toc57112996][bookmark: _Toc146300154]10.2.2.4.2	Procedure
a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0001/01, the USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the USS.
c)	During registration and after receipt of an AttachRequest from the UE, the USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept with to the UE:
	RAI (MCC/MNC/LAC/RAC):	246/081/0001/01
	P-TMSI	"87512890"
d)	After receipt of the AttachComplete during registration from the UE, the USS sends RRCConnectionRelease  to the UE.
e)	The MMI of the UE is used to perform manual CSG selection. The UE shall not indicate the availability of a cell with csg-Identity 04 for PLMN 246/080, this shall be verified for 2 minutes.
f)	The USS stops all RF output for the first cell with RAI 246/081/0001/01 on the BCCH. The BCCH is changed to contain:
- RAI (MCC/MNC/LAC/RAC):	246/081/0002/02.
- csg-Indication: TRUE
	- csg-Identity:	04
	The USS then resumes RF output on the BCCH.
g)	The MMI of the UE is used to perform manual CSG selection. The UE shall indicate the availability of a cell with csg-Identity 04 for PLMN 246/081. The user shall select this cell by using the MMI.
h)	After receipt of an RRCConnectionRequest from the UE on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0002/02, the USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the USS.
i)	During registration and after receipt of a RoutingAreaUpdateRequest from the UE, the USS initiates authentication, starts integrity by using the security procedure and sends RoutingAreaUpdateAccept with to the UE:
	RAI (MCC/MNC/TAC):	246/081/0002/02
	P-TMSI	"34567890"
j)	After receipt of the RoutingAreaUpdatComplete during registration from the UE, the USS sends RRCConnectionRelease to the UE.
k)	The UE is soft powered down.
[bookmark: _Toc10739122][bookmark: _Toc20396974][bookmark: _Toc29398626][bookmark: _Toc29399748][bookmark: _Toc36649758][bookmark: _Toc36655600][bookmark: _Toc44961903][bookmark: _Toc50983566][bookmark: _Toc50985737][bookmark: _Toc57112997][bookmark: _Toc146300155]10.2.2.5	Acceptance criteria
1.) After step b) the UE shall send an RRCConnectionRequest on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0001/01 to the USS.
3)	During step c) the terminal shall send AttachRequest to the USS.
4)	After step c) the terminal shall respond with AttachComplete during registration.
5)	During step e) the UE shall not provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/080 to the user.
6)	During step g) the UE shall provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/081 to the user.
6a)	After step g) the UE shall send an RRCConnectionRequest on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0002/02 to the USS.
7)	During step i) the terminal shall send RoutingAreaUpdateRequest to the USS.
8)	After step i) the terminal shall respond with RoutingAreaUpdatComplete during registration.
9)	After step k) the USIM shall contain the following values:
EFPSLOCI (Location Information)
Logically:	RAI-MCC:	246
	RAI-MNC:	081
	RAI-LAC:   0002
	RAI-RAC:	02
	P-TMSI:	"34567890"

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	34
	56
	78
	90
	xx
	xx
	xx
	42
	16
	80
	00

	
	
	
	
	
	
	
	
	
	
	
	

	Coding:
	B12
	B13
	B14
	
	
	
	
	
	
	
	

	Hex
	02
	02
	00
	
	
	
	
	
	
	
	



EFACSGL (Allowed CSG Lists)

	Logically:	
1st CSG list	
	PLMN:	246 081 (MCC MNC)
	1st CSG list	1st CSG Type indication	02
	1st CSG list	1st CSG HNB Name indication	02
	1st CSG list	1st CSG CSG ID:	02 (27bit)
	1st CSG list	2nd CSG Type indication	03
	1st CSG list	2nd CSG HNB Name indication	03
	1st CSG list	2nd CSG CSG ID:	03 (27bit)
	1st CSG list	3rd CSG Type indication	'xx' (not checked)
	1st CSG list	3rd CSG HNB Name indication	'xx' (not checked)
	1st CSG list	3rd CSG CSG ID:	04 (27bit)

	Coding:
	A0
	1D
	80
	03
	42
	16
	80
	81
	06
	02

	
	02
	00
	00
	00
	5F
	81
	06
	03
	03
	00

	
	00
	00
	7F
	81
	06
	xx
	xx
	00
	00
	00

	
	9F
	
	
	
	
	
	
	
	
	



2nd CSG list	
	PLMN:	244 081 (MCC MNC)
	2nd CSG list	1st CSG Type indication	08
	2nd CSG list	1st CSG HNB Name indication	08
	2nd CSG list	1st CSG CSG ID:	08 (27bit)

	Coding:
	A0
	0D
	80
	03
	42
	14
	80
	81
	06
	08

	
	08
	00
	00
	01
	1F
	
	
	
	
	



Note: The 1st and 2nd CSG list may be stored together or separately in any record in arbitrary order.

EFOCSGL (Operator CSG Lists)
Unchanged values as defined in 4.6.3

[bookmark: _Toc10739123][bookmark: _Toc20396975][bookmark: _Toc29398627][bookmark: _Toc29399749][bookmark: _Toc36649759][bookmark: _Toc36655601][bookmark: _Toc44961904][bookmark: _Toc50983567][bookmark: _Toc50985738][bookmark: _Toc57112998][bookmark: _Toc146300156]10.2.3	Manual CSG selection in UTRA with CSG list on USIM, success
[bookmark: _Toc10739124][bookmark: _Toc20396976][bookmark: _Toc29398628][bookmark: _Toc29399750][bookmark: _Toc36649760][bookmark: _Toc36655602][bookmark: _Toc44961905][bookmark: _Toc50983568][bookmark: _Toc50985739][bookmark: _Toc57112999][bookmark: _Toc146300157]10.2.3.1	Definition and applicability
A Closed Subscriber Group identifies subscribers of an operator who are permitted to access one or more cells of the PLMN but which have restricted access (CSG cells). A CSG cell is part of the PLMN, broadcasting a CSG indication that is set to TRUE and a specific CSG identity. A CSG cell is accessible by the members of the closed subscriber group for that CSG identity. For a CSG cell, the UE shall check the broadcast CSG ID against the Allowed CSG list provided by NAS to check whether a CSG cell is suitable for the UE.
A UE supporting CSG selection selects CSG cell either automatically based on the list of allowed CSG identities or manually based on user selection of CSG on indication of list of available CSGs.
Editor's note: it is still being investigated whether the testing of both the unsuccessful Manual CSG selection and the Automatic CSG selection should be performed using a separate test case or an enhanced version of the Manual CSG selection test case.
[bookmark: _Toc10739125][bookmark: _Toc20396977][bookmark: _Toc29398629][bookmark: _Toc29399751][bookmark: _Toc36649761][bookmark: _Toc36655603][bookmark: _Toc44961906][bookmark: _Toc50983569][bookmark: _Toc50985740][bookmark: _Toc57113000][bookmark: _Toc146300158]10.2.3.2	Conformance requirement
The ME shall read the allowed CSG IDs from EFACSGL in order to perform HNB selection procedures. The lists in EFACSGL shall take precedence over the list stored in the ME non-volatile memory.
In manual CSG selection mode, the ME indicates to the user the list of available CSGs in the currently selected PLMN. The list of CSGs presented to the user is not restricted by the allowed CSG list.
If the MS supports CSG, it is provisioned with a list of allowed CSG identities and associated PLMN identities from the USIM if the list is available in the USIM.
If the UE supporting CSG selection has attempted manual CSG selection, the UE, when receiving the ROUTING AREA UPDATE ACCEPT message, shall check if the CSG ID of the cell where the UE has sent the ROUTING AREA UPDATE REQUEST message is contained in the Allowed CSG list. If not, the UE shall add that CSG ID to the Allowed CSG list.

-	TS 31.102 [4], clauses 4.4.6.2 and 5.8.1;
-	TS 23.122 [31], clause 3.1A.
-	TS 24.008 [16], clause 4.7.5.1.3

[bookmark: _Toc10739126][bookmark: _Toc20396978][bookmark: _Toc29398630][bookmark: _Toc29399752][bookmark: _Toc36649762][bookmark: _Toc36655604][bookmark: _Toc44961907][bookmark: _Toc50983570][bookmark: _Toc50985741][bookmark: _Toc57113001][bookmark: _Toc146300159]10.2.3.3	Test purpose
To verify that the ME adds the CSG ID to the Allowed CSG list in EFACSGL in case this CSG ID belongs to the cell where the ME has sent the ROUTING AREA UPDATE REQUEST message which was accepted by the USS.
[bookmark: _Toc10739127][bookmark: _Toc20396979][bookmark: _Toc29398631][bookmark: _Toc29399753][bookmark: _Toc36649763][bookmark: _Toc36655605][bookmark: _Toc44961908][bookmark: _Toc50983571][bookmark: _Toc50985742][bookmark: _Toc57113002][bookmark: _Toc146300160]10.2.3.4	Method of test
[bookmark: _Toc10739128][bookmark: _Toc20396980][bookmark: _Toc29398632][bookmark: _Toc29399754][bookmark: _Toc36649764][bookmark: _Toc36655606][bookmark: _Toc44961909][bookmark: _Toc50983572][bookmark: _Toc50985743][bookmark: _Toc57113003][bookmark: _Toc146300161]10.2.3.4.1	Initial conditions
For this test an USS is required.
The USS transmits on two cells, with the following network parameters:
-	RAI (MCC/MNC/LAC/RAC):	246/081/0001/01.
-	Access control:	unrestricted.
-	csg-Indication:	FALSE
-	csg-Identity:	not present

-	RAI (MCC/MNC/LAC/RAC):	246/081/0002/02.
-	Access control:	unrestricted.
-	csg-Indication:	TRUE
-	csg-Identity:	04

The default E-UTRAN UICC is used.
The UICC is installed into the Terminal and the UE is set to automatic PLMN selection mode.
[bookmark: _Toc10739129][bookmark: _Toc20396981][bookmark: _Toc29398633][bookmark: _Toc29399755][bookmark: _Toc36649765][bookmark: _Toc36655607][bookmark: _Toc44961910][bookmark: _Toc50983573][bookmark: _Toc50985744][bookmark: _Toc57113004][bookmark: _Toc146300162]10.2.3.4.2	Procedure
a)	The UE is powered on.
b)	After receipt of an RRCConnectionRequest from the UE on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0001/01, the USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the USS.
c)	During registration and after receipt of an AttachRequest from the UE, the USS initiates authentication, starts integrity by using the security procedure and sends AttachAccept with to the UE:
	RAI (MCC/MNC/LAC/RAC):	246/081/0001/01
	P-TMSI	"87512890"
d)	After receipt of the AttachComplete during registration from the UE, the USS sends RRCConnectionRelease  to the UE.
e)	The MMI of the UE is used to perform manual CSG selection. The UE shall indicate the availability of a cell with csg-Identity 04 for PLMN 246/081. The user shall select this cell by using the MMI.
f)	After receipt of an RRCConnectionRequest from the UE on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0002/02, the USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the USS.
g)	During registration and after receipt of a RoutingAreaUpdateRequest from the UE, the USS initiates authentication, starts integrity by using the security procedure and sends RoutingAreaUpdateAccept with to the UE:
	RAI (MCC/MNC/LAC/RAC):	246/081/0002/02
	P-TMSI	"34567890"
h)	After receipt of the RoutingAreaUpdatComplete during registration from the UE, the USS sends RRCConnectionRelease to the UE.
i)	The UE is soft powered down.
[bookmark: _Toc10739130][bookmark: _Toc20396982][bookmark: _Toc29398634][bookmark: _Toc29399756][bookmark: _Toc36649766][bookmark: _Toc36655608][bookmark: _Toc44961911][bookmark: _Toc50983574][bookmark: _Toc50985745][bookmark: _Toc57113005][bookmark: _Toc146300163]10.2.3.5	Acceptance criteria
1) After step a) the UE shall send an RRCConnectionRequest on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0001/01 to the USS.
3)	During step c) the terminal shall send AttachRequest to the USS.
4)	After step c) the terminal shall respond with AttachComplete during registration.
5)	During step e) the UE shall provide during the manual CSG selection the information for a cell with csg-Identity 04 for PLMN 246/081 to the user.
6)	After step e) the UE shall send an RRCConnectionRequest on the UTRAN-cell related to the BCCH transmitting RAI 246/081/0002/02 to the USS.
7)	During step g) the terminal shall send RoutingAreaUpdateRequest to the USS.
8)	After step g) the terminal shall respond with RoutingAreaUpdatComplete during registration.
9)	After step i) the USIM shall contain the following values:
EFPSLOCI (Location Information)
Logically:	RAI-MCC:	246
	RAI-MNC:	081
	RAI-LAC:   0002
	RAI-RAC:	02
	P-TMSI:	"34567890"

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	34
	56
	78
	90
	xx
	xx
	xx
	42
	16
	80
	00

	
	
	
	
	
	
	
	
	
	
	
	

	Coding:
	B12
	B13
	B14
	
	
	
	
	
	
	
	

	Hex
	02
	02
	00
	
	
	
	
	
	
	
	



EFACSGL (Allowed CSG Lists)

	Logically:	
1st CSG list	
	PLMN:	246 081 (MCC MNC)
	1st CSG list	1st CSG Type indication	02
	1st CSG list	1st CSG HNB Name indication	02
	1st CSG list	1st CSG CSG ID:	02 (27bit)
	1st CSG list	2nd CSG Type indication	03
	1st CSG list	2nd CSG HNB Name indication	03
	1st CSG list	2nd CSG CSG ID:	03 (27bit)
	1st CSG list	3rd CSG Type indication	'xx'
	1st CSG list	3rd CSG HNB Name indication	'xx'
	1st CSG list	3rd CSG CSG ID:	04 (27bit)

	Coding:
	A0
	1D
	80
	03
	42
	16
	80
	81
	06
	02

	
	02
	00
	00
	00
	5F
	81
	06
	03
	03
	00

	
	00
	00
	7F
	81
	06
	xx
	xx
	00
	00
	00

	
	9F
	
	
	
	
	
	
	
	
	



2nd CSG list	
	PLMN:	244 081 (MCC MNC)
	2nd CSG list	1st CSG Type indication	08
	2nd CSG list	1st CSG HNB Name indication	08
	2nd CSG list	1st CSG CSG ID:	08 (27bit)

	Coding:
	A0
	0D
	80
	03
	42
	14
	80
	81
	06
	08

	
	08
	00
	00
	01
	1F
	
	
	
	
	



Note: The 1st and 2nd CSG list may be stored together or separately in any record in arbitrary order.
[bookmark: _Toc10739131][bookmark: _Toc20396983][bookmark: _Toc29398635][bookmark: _Toc29399757][bookmark: _Toc36649767][bookmark: _Toc36655609][bookmark: _Toc44961912][bookmark: _Toc50983575][bookmark: _Toc50985746][bookmark: _Toc57113006][bookmark: _Toc146300164]11	NAS security context parameter handling
[bookmark: _Toc10739132][bookmark: _Toc20396984][bookmark: _Toc29398636][bookmark: _Toc29399758][bookmark: _Toc36649768][bookmark: _Toc36655610][bookmark: _Toc44961913][bookmark: _Toc50983576][bookmark: _Toc50985747][bookmark: _Toc57113007][bookmark: _Toc146300165]11.1	NAS security context parameter handling when service "EMM Information" is available
[bookmark: _Toc10739133][bookmark: _Toc20396985][bookmark: _Toc29398637][bookmark: _Toc29399759][bookmark: _Toc36649769][bookmark: _Toc36655611][bookmark: _Toc44961914][bookmark: _Toc50983577][bookmark: _Toc50985748][bookmark: _Toc57113008][bookmark: _Toc146300166]11.1.1	Definition and applicability
The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record and shall be updated only when the requirements defined in TS 33.401 [27] are met.
[bookmark: _Toc50983578][bookmark: _Toc44961915][bookmark: _Toc36655612][bookmark: _Toc36649770][bookmark: _Toc29399760][bookmark: _Toc29398638][bookmark: _Toc20396986][bookmark: _Toc10739134][bookmark: _Toc146300167][bookmark: _Toc10739164][bookmark: _Toc20397016][bookmark: _Toc29398668][bookmark: _Toc29399790][bookmark: _Toc36649800][bookmark: _Toc36655642][bookmark: _Toc44961945][bookmark: _Toc50983608][bookmark: _Toc50985779]11.1.2	Conformance requirement
EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.
Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE. The EPS security context parameters shall be stored on the USIM if the corresponding file is present, and shall be updated only when the requirements defined in TS 33.401 [27] are met. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
-	TS 24.301 [26], clause 4.4.2.1 and Annex C;
-	TS 31.102 [4], clause 4.2.92;
-	TS 33.401 [27], clause 6.1.1, 7.2.5.1 and 7.2.5.2.1.
[bookmark: _Toc50983579][bookmark: _Toc44961916][bookmark: _Toc36655613][bookmark: _Toc36649771][bookmark: _Toc29399761][bookmark: _Toc29398639][bookmark: _Toc20396987][bookmark: _Toc10739135][bookmark: _Toc146300168]11.1.3	Test purpose
To verify that the ME generates the EPS security context identified by a key set identifier for E-UTRAN (eKSI) and stores all inside EFEPSNSC if this EF is available and when the requirements defined in TS 33.401 [27] , clauses 7.2.5.1 and 7.2.5.2.1 are met.
[bookmark: _Toc50983580][bookmark: _Toc44961917][bookmark: _Toc36655614][bookmark: _Toc36649772][bookmark: _Toc29399762][bookmark: _Toc29398640][bookmark: _Toc20396988][bookmark: _Toc10739136][bookmark: _Toc146300169]11.1.4	Method of test
[bookmark: _Toc50983581][bookmark: _Toc44961918][bookmark: _Toc36655615][bookmark: _Toc36649773][bookmark: _Toc29399763][bookmark: _Toc29398641][bookmark: _Toc20396989][bookmark: _Toc10739137][bookmark: _Toc146300170]11.1.4.1	Initial conditions
For this test an E-USS or a NB-SS is required.
The E-USS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is used.
[bookmark: _Toc50983582][bookmark: _Toc44961919][bookmark: _Toc36655616][bookmark: _Toc36649774][bookmark: _Toc29399764][bookmark: _Toc29398642][bookmark: _Toc20396990][bookmark: _Toc10739138][bookmark: _Toc146300171]11.1.4.2	Procedure
a)	The UE is switched on.
b)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
c)	During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE, the E-USS/NB-SS initiates the EPS authentication and AKA procedure. The E-USS/NB-SS uses
	eKSI:	'00'
d)	Afterwards the E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):	246/081/ 0001
	GUTI:	"24608100010266345678"
e)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
[bookmark: _Toc50983583][bookmark: _Toc44961920][bookmark: _Toc36655617][bookmark: _Toc36649775][bookmark: _Toc29399765][bookmark: _Toc29398643][bookmark: _Toc20396991][bookmark: _Toc10739139]f)	The UE or the UE's radio interface is switched off to perform the DETACH procedure.
[bookmark: _Toc146300172]11.1.5	Acceptance criteria
1)	After step a) the UE shall read EFUST and EFEPSNSC.
2)	During step b) the UE shall indicate in the AttachRequest that no key is available.
3)	During step c) the UE shall send the AuthenticationResponse message.
4)	During step d) the UE shall send the (NAS) SecurityModeComplete message.
5)	EFEPSNSC shall not be updated during steps c) to e), unless for invalidating the content of EFEPSNSC.
Note: Invalidation of EFEPSNSC is described in TS 31.102 [4], clause 4.2.92.
6)	After step f) the UE shall send DETACH REQUEST to the E-USS/NB-SS.
7)	After step f) EFEPSNSC shall contain:
EFEPSNSC (EPS NAS Security Context)
Logically:	Key Set Identifier KSIASME:	'00'
	ASME Key (KSIASME):	32 byte key, value not checked
	Uplink NAS count:	any value
	Downlink NAS count:	any value
	Identifiers of selected NAS	any value
integrity and encryption
algorithm


	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	…
	…
	Bxx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	…
	…
	xx



[bookmark: _Toc50983584][bookmark: _Toc44961921][bookmark: _Toc36655618][bookmark: _Toc36649776][bookmark: _Toc29399766][bookmark: _Toc29398644][bookmark: _Toc20396992][bookmark: _Toc10739140][bookmark: _Toc146300173]11.2	NAS security context parameter handling when service "EMM Information" is not available, no IMSI change
[bookmark: _Toc50983585][bookmark: _Toc44961922][bookmark: _Toc36655619][bookmark: _Toc36649777][bookmark: _Toc29399767][bookmark: _Toc29398645][bookmark: _Toc20396993][bookmark: _Toc10739141][bookmark: _Toc146300174]11.2.1	Definition and applicability
The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record.
[bookmark: _Toc50983586][bookmark: _Toc44961923][bookmark: _Toc36655620][bookmark: _Toc36649778][bookmark: _Toc29399768][bookmark: _Toc29398646][bookmark: _Toc20396994][bookmark: _Toc10739142][bookmark: _Toc146300175]11.2.2	Conformance requirement
EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.
Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE. The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.

-	TS 24.301 [26], clause 4.4.2.1 and Annex C;
-	TS 31.102 [4], clause 4.2.92;
-	TS 33.401 [27], clause 6.1.1.
[bookmark: _Toc50983587][bookmark: _Toc44961924][bookmark: _Toc36655621][bookmark: _Toc36649779][bookmark: _Toc29399769][bookmark: _Toc29398647][bookmark: _Toc20396995][bookmark: _Toc10739143][bookmark: _Toc146300176]11.2.3	Test purpose
To verify that the ME generates the EPS security context identified by a key set identifier for E-UTRAN (eKSI) and stores all inside a non-volatile memory in the ME as EMM information is not available on the USIM. During the test the IMSI on the USIM remains unchanged.
[bookmark: _Toc50983588][bookmark: _Toc44961925][bookmark: _Toc36655622][bookmark: _Toc36649780][bookmark: _Toc29399770][bookmark: _Toc29398648][bookmark: _Toc20396996][bookmark: _Toc10739144][bookmark: _Toc146300177]11.2.4	Method of test
[bookmark: _Toc50983589][bookmark: _Toc44961926][bookmark: _Toc36655623][bookmark: _Toc36649781][bookmark: _Toc29399771][bookmark: _Toc29398649][bookmark: _Toc20396997][bookmark: _Toc10739145][bookmark: _Toc146300178]11.2.4.1	Initial conditions
For this test an E-USS or a NB-SS is required.
The E-USS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default UICC (without the service "EMM Information") is installed into the Terminal.
[bookmark: _Toc50983590][bookmark: _Toc44961927][bookmark: _Toc36655624][bookmark: _Toc36649782][bookmark: _Toc29399772][bookmark: _Toc29398650][bookmark: _Toc20396998][bookmark: _Toc10739146][bookmark: _Toc146300179]11.2.4.2	Procedure
a)	The UE is switched on.
b)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/ RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
c)	During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE, the E-USS/NB-SS initiates the EPS authentication and AKA procedure. The E-USS/NB-SS uses
	eKSI:	00
d) Afterwards the E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):	246/081/0001
	GUTI:	"24608100010266345678"
e)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/ RRCConnectionRelease-NB to the UE.
f)  The UE is switched off and performs the Detach procedure.
g)	The default UICC remains in use.
h)	The Terminal is switched on.
i)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
j)	During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE, E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security using the last known KASME, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):	246/081/0001
	GUTI:	"24608100010266345619"
k)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
[bookmark: _Toc50983591][bookmark: _Toc44961928][bookmark: _Toc36655625][bookmark: _Toc36649783][bookmark: _Toc29399773][bookmark: _Toc29398651][bookmark: _Toc20396999][bookmark: _Toc10739147][bookmark: _Toc146300180]11.2.5	Acceptance criteria
1)	After step a) the UE shall read EFUST.
2)	During step c) the UE shall send the AuthenticationResponse message.
3)	During step d) the UE shall send the (NAS) SecurityModeComplete message.
4)	During step j) the UE shall indicate in the AttachRequest eKSI as 00.
5)	During step j) the UE shall send the (NAS) SecurityModeComplete message.
[bookmark: _Toc50983592][bookmark: _Toc44961929][bookmark: _Toc36655626][bookmark: _Toc36649784][bookmark: _Toc29399774][bookmark: _Toc29398652][bookmark: _Toc20397000][bookmark: _Toc10739148]6)	During step k) the UE shall send the AttachComplete message.
[bookmark: _Toc146300181]11.3	NAS security context parameter handling when service "EMM Information" is not available, IMSI changed
[bookmark: _Toc50983593][bookmark: _Toc44961930][bookmark: _Toc36655627][bookmark: _Toc36649785][bookmark: _Toc29399775][bookmark: _Toc29398653][bookmark: _Toc20397001][bookmark: _Toc10739149][bookmark: _Toc146300182]11.3.1	Definition and applicability
The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record.
[bookmark: _Toc50983594][bookmark: _Toc44961931][bookmark: _Toc36655628][bookmark: _Toc36649786][bookmark: _Toc29399776][bookmark: _Toc29398654][bookmark: _Toc20397002][bookmark: _Toc10739150][bookmark: _Toc146300183]11.3.2	Conformance requirement
EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.
Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE. The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
These EMM parameters can only be used if the IMSI from the USIM matches the IMSI stored in the non-volatile memory; else the UE shall delete the EMM parameters.

-	TS 24.301 [26], clause 4.4.2.1 and Annex C;
-	TS 31.102 [4], clause 4.2.92;
-	TS 33.401 [27], clause 6.1.1.
[bookmark: _Toc50983595][bookmark: _Toc44961932][bookmark: _Toc36655629][bookmark: _Toc36649787][bookmark: _Toc29399777][bookmark: _Toc29398655][bookmark: _Toc20397003][bookmark: _Toc10739151][bookmark: _Toc146300184]11.3.3	Test purpose
1)	To verify that the ME generates the EPS security context identified by a key set identifier for E-UTRAN (eKSI) and stores all inside a non-volatile memory in the ME as EMM information is not available on the USIM.
2)	To verify that UE deletes existing EMM parameters from the ME's non-volatile memory in case a different IMSI is activated.
[bookmark: _Toc50983596][bookmark: _Toc44961933][bookmark: _Toc36655630][bookmark: _Toc36649788][bookmark: _Toc29399778][bookmark: _Toc29398656][bookmark: _Toc20397004][bookmark: _Toc10739152][bookmark: _Toc146300185]11.3.4	Method of test
[bookmark: _Toc50983597][bookmark: _Toc44961934][bookmark: _Toc36655631][bookmark: _Toc36649789][bookmark: _Toc29399779][bookmark: _Toc29398657][bookmark: _Toc20397005][bookmark: _Toc10739153][bookmark: _Toc146300186]11.3.4.1	Initial conditions
For this test an E-USS or NB-SS is required.
The E-USS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default UICC (without the service "EMM Information") is installed into the Terminal.
[bookmark: _Toc50983598][bookmark: _Toc44961935][bookmark: _Toc36655632][bookmark: _Toc36649790][bookmark: _Toc29399780][bookmark: _Toc29398658][bookmark: _Toc20397006][bookmark: _Toc10739154][bookmark: _Toc146300187]11.3.4.2	Procedure
a)	The UE is switched on.
b)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
c)	During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE, the E-USS/NB-SS initiates the EPS authentication and AKA procedure. The E-USS/NB-SS uses
	eKSI:	00
d)	Afterwards the E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):	246/081/0001
	GUTI:	"24608100010266345678"
e)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
f)	The UE is switched off and performs the Detach procedure.
g)	A new UICC with the following configuration is activated:
	The default UICC with the following exception: The IMSI is set to "246081222233333".
h)	The Terminal is switched on.
i)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
j)	During registration and after receipt of an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE, E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security using the last known KASME.
k)	The UE responds with (NAS) SecurityModeReject.
l)	The E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
[bookmark: _Toc50983599][bookmark: _Toc44961936][bookmark: _Toc36655633][bookmark: _Toc36649791][bookmark: _Toc29399781][bookmark: _Toc29398659][bookmark: _Toc20397007][bookmark: _Toc10739155][bookmark: _Toc146300188]11.3.5	Acceptance criteria
1)	After step a) the UE shall read EFUST.
2)	During step c) the UE shall send the AuthenticationResponse message.
3)	During step d) the UE shall send the (NAS) SecurityModeComplete message.
4)	During step j) the UE shall indicate in the AttachRequest that no key is available.
5)	After step j) the UE shall send the (NAS) SecurityModeReject message.
[bookmark: _Toc50983600][bookmark: _Toc44961937][bookmark: _Toc36655634][bookmark: _Toc36649792][bookmark: _Toc29399782][bookmark: _Toc29398660][bookmark: _Toc20397008][bookmark: _Toc10739156][bookmark: _Toc146300189]11.4	EPS NAS Security Context Storage
[bookmark: _Toc50983601][bookmark: _Toc44961938][bookmark: _Toc36655635][bookmark: _Toc36649793][bookmark: _Toc29399783][bookmark: _Toc29398661][bookmark: _Toc20397009][bookmark: _Toc10739157][bookmark: _Toc146300190]11.4.1	Definition and applicability
The security parameters for authentication, integrity protection and ciphering are tied together in an EPS security context and identified by a key set identifier for E-UTRAN (eKSI). The relationship between the security parameters is defined in 3GPP TS 33.401 [27].
The EPS security context parameters shall be stored on the USIM if the corresponding file is present. If the corresponding file is not present on the USIM, these EMM parameters except allowed CSG list are stored in a non-volatile memory in the ME together with the IMSI from the USIM.
The EFEPSNSC contains the EPS NAS Security context as defined in TS 33.401 [27]. This file shall contain only one record and shall be updated only when the requirements defined in TS 33.401 [27] are met.
[bookmark: _Toc50983602][bookmark: _Toc44961939][bookmark: _Toc36655636][bookmark: _Toc36649794][bookmark: _Toc29399784][bookmark: _Toc29398662][bookmark: _Toc20397010][bookmark: _Toc10739158][bookmark: _Toc146300191]11.4.2	Conformance requirement
EPS AKA is the authentication and key agreement procedure that shall be used over E-UTRAN.
Before security can be activated, the MME and the UE need to establish an EPS security context. Usually, the EPS security context is created as the result of an authentication procedure between MME and UE. The EPS security context parameters shall be stored on the USIM if the corresponding file is present, and shall be updated only when the requirements defined in TS 33.401 [27] are met.
-	TS 24.301 [26], clause 4.4.2.1 and Annex C;
-	TS 31.102 [4], clause 4.2.92 and 5.2.28;
-	TS 33.401 [27], clause 6.1.1, 7.2.5.2, 7.2.6.1 and 7.2.6.3.
[bookmark: _Toc50983603][bookmark: _Toc44961940][bookmark: _Toc36655637][bookmark: _Toc36649795][bookmark: _Toc29399785][bookmark: _Toc29398663][bookmark: _Toc20397011][bookmark: _Toc10739159][bookmark: _Toc146300192]11.4.3	Test purpose
The update of EPS NAS security context shall be according to the rules and procedures specified in TS 33.401 [27], clause 6.1.1, 7.2.5.2, 7.2.6.1 and 7.2.6.3.
[bookmark: _Toc50983604][bookmark: _Toc44961941][bookmark: _Toc36655638][bookmark: _Toc36649796][bookmark: _Toc29399786][bookmark: _Toc29398664][bookmark: _Toc20397012][bookmark: _Toc10739160][bookmark: _Toc146300193]11.4.4	Method of test
[bookmark: _Toc50983605][bookmark: _Toc44961942][bookmark: _Toc36655639][bookmark: _Toc36649797][bookmark: _Toc29399787][bookmark: _Toc29398665][bookmark: _Toc20397013][bookmark: _Toc10739161][bookmark: _Toc146300194]11.4.4.1	Initial conditions
For this test an E-USS or a NB-SS is required.
The E-USS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on one cell, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is used.
[bookmark: _Toc50983606][bookmark: _Toc44961943][bookmark: _Toc36655640][bookmark: _Toc36649798][bookmark: _Toc29399788][bookmark: _Toc29398666][bookmark: _Toc20397014][bookmark: _Toc10739162][bookmark: _Toc146300195]11.4.4.2	Procedure
a)	The UE is switched on.
b)	After receipt of an RRCConnectionRequest/RRCConnectionRequest-NB from the UE the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
c)	The E-USS/NB-SS receives an AttachRequest (included in the RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB) from the UE.
d)	The E-USS/NB-SS initiates the EPS authentication and AKA procedure. The E-USS/NB-SS uses	
eKSI:	'00'
e)	Afterwards the E-USS/NB-SS transmits a (NAS) SecurityModeCommand message to activate NAS security, and after receiving (NAS) SecurityModeComplete from the UE, the E-USS/NB-SS sends AttachAccept to the UE with:
	TAI (MCC/MNC/TAC):	246/081/0001
	GUTI:	"24608100010266345678"
f)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE.
g)	The E-USS/NB-SS sends Paging/Paging-NB to the UE using the S-TMSI.
-	for WB-S1: with CN domain indicator set to ''PS''.with CN domain indicator set to ''PS''.
h)	After receipt of a RRCConnectionRequest/RRCConnectionRequest-NB message from the UE, the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB message to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
i)	The UE sends:
[bookmark: _Hlk5762179]-	for WB-S1: EMM Service Request followed by the activation of AS security by the E-USS and the Dedicated EPS bearer.
-	for NB-IoT: Control Plane Service Request, the NB-SS sends a Service Accept.
j)	The following is checked:
-	for WB-S1: After keeping the Dedicated EPS Bearer active for 5 seconds, the E-USS sends RRCConnectionRelease to the UE.
-	for NB-IoT: After keeping the Default EPS Bearer active for 5 seconds, the NB-SS sends RRCConnectionRelease-NB to the UE.
[bookmark: _Toc50983607][bookmark: _Toc44961944][bookmark: _Toc36655641][bookmark: _Toc36649799][bookmark: _Toc29399789][bookmark: _Toc29398667][bookmark: _Toc20397015][bookmark: _Toc10739163][bookmark: _Toc146300196]11.4.5	Acceptance criteria
1)	After step a) the UE shall read EFUST and EFEPSNSC.
2)	After step a) and before step d) the UE shall either keep the content of EFEPSNSC as specified in the initial conditions or invalidate the content of EFEPSNSC as described in TS 31.102 [4], clause 4.2.92.
3)	During step d) the UE shall send the AuthenticationResponse message.
4)	During step e) the UE shall send the (NAS) SecurityModeComplete message.
5)	After step f) the UE shall have entered idle mode.
6)	After step i) the UE shall have
- for WB-S1: a Dedicated EPS bearer established.
- for NB-IoT: a Default bearer established.
7)	During steps d), e), f), g), h), i) and j) the UE shall not update EFEPSNSC.
[bookmark: _Toc57113009][bookmark: _Toc146300197]12	Non Access Stratum (NAS) Configuration parameter handling

[bookmark: _Toc10739165][bookmark: _Toc20397017][bookmark: _Toc29398669][bookmark: _Toc29399791][bookmark: _Toc36649801][bookmark: _Toc36655643][bookmark: _Toc44961946][bookmark: _Toc50983609][bookmark: _Toc50985780][bookmark: _Toc57113010][bookmark: _Toc146300198]12.1	EFNASCONFIG – NAS signaling priority handling
[bookmark: _Toc10739166][bookmark: _Toc20397018][bookmark: _Toc29398670][bookmark: _Toc29399792][bookmark: _Toc36649802][bookmark: _Toc36655644][bookmark: _Toc44961947][bookmark: _Toc50983610][bookmark: _Toc50985781][bookmark: _Toc57113011][bookmark: _Toc146300199]12.1.1	Definition and applicability
If the UE is configured for NAS signalling priority (see 3GPP TS 24.368 [36], 3GPP TS 31.102 [4]), the UE shall indicate this by including the Device properties IE in the appropriate NAS message and setting the low priority indicator to "MS is configured to NAS signalling low priority". This NAS signalling low priority indication can be used by the network for NAS level mobility management congestion control on a per core network node basis and APN based congestion control.
The test case is covered in TS 34.123-1 [38] clauses 9.4.3.7, 9.4.5.5, 11.1.1.3, 11.1.1.4, 11.1.3.4, 11.2.2.3, 12.4.1.1e and 12.4.3.2a. Refer to CR #0229 for details.
[bookmark: _Toc10739167][bookmark: _Toc20397019][bookmark: _Toc29398671][bookmark: _Toc29399793][bookmark: _Toc36649803][bookmark: _Toc36655645][bookmark: _Toc44961948][bookmark: _Toc50983611][bookmark: _Toc50985782][bookmark: _Toc57113012][bookmark: _Toc146300200]12.1.2	Void

[bookmark: _Toc10739168][bookmark: _Toc20397020][bookmark: _Toc29398672][bookmark: _Toc29399794][bookmark: _Toc36649804][bookmark: _Toc36655646][bookmark: _Toc44961949][bookmark: _Toc50983612][bookmark: _Toc50985783][bookmark: _Toc57113013][bookmark: _Toc146300201]12.1.3	Void
[bookmark: _Toc10739169][bookmark: _Toc20397021][bookmark: _Toc29398673][bookmark: _Toc29399795][bookmark: _Toc36649805][bookmark: _Toc36655647][bookmark: _Toc44961950][bookmark: _Toc50983613][bookmark: _Toc50985784][bookmark: _Toc57113014]
[bookmark: _Toc146300202]12.1.4	Void
[bookmark: _Toc10739170][bookmark: _Toc20397022][bookmark: _Toc29398674][bookmark: _Toc29399796][bookmark: _Toc36649806][bookmark: _Toc36655648][bookmark: _Toc44961951][bookmark: _Toc50983614][bookmark: _Toc50985785][bookmark: _Toc57113015][bookmark: _Toc146300203]12.1.5	Void

[bookmark: _Toc10739171][bookmark: _Toc20397023][bookmark: _Toc29398675][bookmark: _Toc29399797][bookmark: _Toc36649807][bookmark: _Toc36655649][bookmark: _Toc44961952][bookmark: _Toc50983615][bookmark: _Toc50985786][bookmark: _Toc57113016][bookmark: _Toc146300204][bookmark: _Toc10739172][bookmark: _Toc20397024][bookmark: _Toc29398676][bookmark: _Toc29399798][bookmark: _Toc36649808][bookmark: _Toc36655650][bookmark: _Toc44961953][bookmark: _Toc50983616][bookmark: _Toc50985787][bookmark: _Toc57113017]12.2	EFNASCONFIG – NMO I Network Mode of Operation I handling
[bookmark: _Toc146300205]12.2.1	Definition and applicability
The behaviour of the UE with respect to NMO I is determined by the combination of PS domain specific system information IE and the setting of the parameter "NMO_I_Behaviour" in the NAS configuration Management Object as specified in 3GPP TS 24.368 [36] or in USIM file NASCONFIG as specified in 3GPP TS 31.102 [4].
The test case is covered in TS 34.123-1 [38] clause 12.2.2.3a. Refer to CR #0230 for details.
[bookmark: _Toc10739173][bookmark: _Toc20397025][bookmark: _Toc29398677][bookmark: _Toc29399799][bookmark: _Toc36649809][bookmark: _Toc36655651][bookmark: _Toc44961954][bookmark: _Toc50983617][bookmark: _Toc50985788][bookmark: _Toc57113018][bookmark: _Toc146300206]12.2.2	Void
[bookmark: _Toc10739174][bookmark: _Toc20397026][bookmark: _Toc29398678][bookmark: _Toc29399800][bookmark: _Toc36649810][bookmark: _Toc36655652][bookmark: _Toc44961955][bookmark: _Toc50983618][bookmark: _Toc50985789][bookmark: _Toc57113019][bookmark: _Toc146300207]12.2.3	Void
[bookmark: _Toc10739175][bookmark: _Toc20397027][bookmark: _Toc29398679][bookmark: _Toc29399801][bookmark: _Toc36649811][bookmark: _Toc36655653][bookmark: _Toc44961956][bookmark: _Toc50983619][bookmark: _Toc50985790][bookmark: _Toc57113020][bookmark: _Toc146300208]12.2.4	Void

[bookmark: _Toc10739176][bookmark: _Toc20397028][bookmark: _Toc29398680][bookmark: _Toc29399802][bookmark: _Toc36649812][bookmark: _Toc36655654][bookmark: _Toc44961957][bookmark: _Toc50983620][bookmark: _Toc50985791][bookmark: _Toc57113021][bookmark: _Toc146300209]12.2.5	Void
[bookmark: _Toc10739177][bookmark: _Toc20397029][bookmark: _Toc29398681][bookmark: _Toc29399803][bookmark: _Toc36649813][bookmark: _Toc36655655][bookmark: _Toc44961958][bookmark: _Toc50983621][bookmark: _Toc50985792][bookmark: _Toc57113022][bookmark: _Toc146300210]12.3	EFNASCONFIG – Attach with IMSI handling
[bookmark: _Toc10739178][bookmark: _Toc20397030][bookmark: _Toc29398682][bookmark: _Toc29399804][bookmark: _Toc36649814][bookmark: _Toc36655656][bookmark: _Toc44961959][bookmark: _Toc50983622][bookmark: _Toc50985793][bookmark: _Toc57113023][bookmark: _Toc146300211]12.3.1	Definition and applicability
The AttachWithIMSI leaf indicates whether attach with IMSI is performed when moving to a non-equivalent PLMN as specified in 3GPP TS 24.008 [16] and 3GPP TS 24.301 [26].
The test case is covered in TS 34.123-1 [38] clause 12.2.1.1a. Refer to CR #0224 for details.
[bookmark: _Toc10739179][bookmark: _Toc20397031][bookmark: _Toc29398683][bookmark: _Toc29399805][bookmark: _Toc36649815][bookmark: _Toc36655657][bookmark: _Toc44961960][bookmark: _Toc50983623][bookmark: _Toc50985794][bookmark: _Toc57113024][bookmark: _Toc146300212]12.3.2	Void
[bookmark: _Toc10739180][bookmark: _Toc20397032][bookmark: _Toc29398684][bookmark: _Toc29399806][bookmark: _Toc36649816][bookmark: _Toc36655658][bookmark: _Toc44961961][bookmark: _Toc50983624][bookmark: _Toc50985795][bookmark: _Toc57113025][bookmark: _Toc146300213]12.3.3	Void
[bookmark: _Toc10739181][bookmark: _Toc20397033][bookmark: _Toc29398685][bookmark: _Toc29399807][bookmark: _Toc36649817][bookmark: _Toc36655659][bookmark: _Toc44961962][bookmark: _Toc50983625][bookmark: _Toc50985796][bookmark: _Toc57113026][bookmark: _Toc146300214]12.3.4	Void
[bookmark: _Toc10739182][bookmark: _Toc20397034][bookmark: _Toc29398686][bookmark: _Toc29399808][bookmark: _Toc36649818][bookmark: _Toc36655660][bookmark: _Toc44961963][bookmark: _Toc50983626][bookmark: _Toc50985797][bookmark: _Toc57113027][bookmark: _Toc146300215]12.3.5	Void
[bookmark: _Toc10739183][bookmark: _Toc20397035][bookmark: _Toc29398687][bookmark: _Toc29399809][bookmark: _Toc36649819][bookmark: _Toc36655661][bookmark: _Toc44961964][bookmark: _Toc50983627][bookmark: _Toc50985798][bookmark: _Toc57113028][bookmark: _Toc146300216]12.4	EFNASCONFIG – Verifying Minimum Periodic Search Timer
[bookmark: _Toc10739184][bookmark: _Toc20397036][bookmark: _Toc29398688][bookmark: _Toc29399810][bookmark: _Toc36649820][bookmark: _Toc36655662][bookmark: _Toc44961965][bookmark: _Toc50983628][bookmark: _Toc50985799][bookmark: _Toc57113029][bookmark: _Toc146300217]12.4.1	Definition and applicability
The MinimumPeriodicSearchTimer leaf gives a minimum value in minutes for the timer T controlling the periodic search for higher prioritized PLMNs as specified in 3GPP TS 23.122 [31].
If the MS is configured for Fast First Higher Priority PLMN search and the MinimumPeriodicSearchTimer is configured as specified in 3GPP TS 24.368 [36] or 3GPP TS 31.102 [4], the MS shall not use a value for T that is less than the MinimumPeriodicSearchTimer.
The test case is covered in TS 34.123-1 [38] clauses 9.4.5.4 and 9.4.5.4.7. Refer to CR #0228 for details.
[bookmark: _Toc10739185][bookmark: _Toc20397037][bookmark: _Toc29398689][bookmark: _Toc29399811][bookmark: _Toc36649821][bookmark: _Toc36655663][bookmark: _Toc44961966][bookmark: _Toc50983629][bookmark: _Toc50985800][bookmark: _Toc57113030][bookmark: _Toc146300218]12.4.2	Void
[bookmark: _Toc10739186][bookmark: _Toc20397038][bookmark: _Toc29398690][bookmark: _Toc29399812][bookmark: _Toc36649822][bookmark: _Toc36655664][bookmark: _Toc44961967][bookmark: _Toc50983630][bookmark: _Toc50985801][bookmark: _Toc57113031][bookmark: _Toc146300219]12.4.3	Void
[bookmark: _Toc10739187][bookmark: _Toc20397039][bookmark: _Toc29398691][bookmark: _Toc29399813][bookmark: _Toc36649823][bookmark: _Toc36655665][bookmark: _Toc44961968][bookmark: _Toc50983631][bookmark: _Toc50985802][bookmark: _Toc57113032][bookmark: _Toc146300220]12.4.4	Void
[bookmark: _Toc10739188][bookmark: _Toc20397040][bookmark: _Toc29398692][bookmark: _Toc29399814][bookmark: _Toc36649824][bookmark: _Toc36655666][bookmark: _Toc44961969][bookmark: _Toc50983632][bookmark: _Toc50985803][bookmark: _Toc57113033][bookmark: _Toc146300221]12.4.5	Void

[bookmark: _Toc10739189][bookmark: _Toc20397041][bookmark: _Toc29398693][bookmark: _Toc29399815][bookmark: _Toc36649825][bookmark: _Toc36655667][bookmark: _Toc44961970][bookmark: _Toc50983633][bookmark: _Toc50985804][bookmark: _Toc57113034][bookmark: _Toc146300222]12.5	EFNASCONFIG – Extended access barring handling
[bookmark: _Toc10739190][bookmark: _Toc20397042][bookmark: _Toc29398694][bookmark: _Toc29399816][bookmark: _Toc36649826][bookmark: _Toc36655668][bookmark: _Toc44961971][bookmark: _Toc50983634][bookmark: _Toc50985805][bookmark: _Toc57113035][bookmark: _Toc146300223]12.5.1	Definition and applicability
Extended Access Barring (EAB) is a mechanism to control Mobile Originating access attempts from UEs that are configures for EAB in order to prevent overload for the access network and/or the core network. In congestion situations, the operator can restrict access from UEs configured for EAB while permitting access from other UEs.
The ExtendedAccessBarring leaf indicates whether the extended access barring is applicable for the UE as specified in 3GPP TS 24.008 [16] and 3GPP TS 24.301 [26].
The test case is covered in TS 34.123-1 [38] clauses 8.1.1.20, 9.4.11, 12.2.1.16 and 12.4.1.9. Refer to CR #0226 for details.
[bookmark: _Toc10739191][bookmark: _Toc20397043][bookmark: _Toc29398695][bookmark: _Toc29399817][bookmark: _Toc36649827][bookmark: _Toc36655669][bookmark: _Toc44961972][bookmark: _Toc50983635][bookmark: _Toc50985806][bookmark: _Toc57113036][bookmark: _Toc146300224]12.5.2	Void
[bookmark: _Toc10739192][bookmark: _Toc20397044][bookmark: _Toc29398696][bookmark: _Toc29399818][bookmark: _Toc36649828][bookmark: _Toc36655670][bookmark: _Toc44961973][bookmark: _Toc50983636][bookmark: _Toc50985807][bookmark: _Toc57113037][bookmark: _Toc146300225]12.5.3	Void
[bookmark: _Toc10739193][bookmark: _Toc20397045][bookmark: _Toc29398697][bookmark: _Toc29399819][bookmark: _Toc36649829][bookmark: _Toc36655671][bookmark: _Toc44961974][bookmark: _Toc50983637][bookmark: _Toc50985808][bookmark: _Toc57113038][bookmark: _Toc146300226]12.5.4	Void
[bookmark: _Toc10739194][bookmark: _Toc20397046][bookmark: _Toc29398698][bookmark: _Toc29399820][bookmark: _Toc36649830][bookmark: _Toc36655672][bookmark: _Toc44961975][bookmark: _Toc50983638][bookmark: _Toc50985809][bookmark: _Toc57113039][bookmark: _Toc146300227]12.5.5	Void
[bookmark: _Toc10739195][bookmark: _Toc20397047][bookmark: _Toc29398699][bookmark: _Toc29399821][bookmark: _Toc36649831][bookmark: _Toc36655673][bookmark: _Toc44961976][bookmark: _Toc50983639][bookmark: _Toc50985810][bookmark: _Toc57113040][bookmark: _Toc146300228]12.6	EFNASCONFIG – Verifying Timer T3245 Behaviour
[bookmark: _Toc10739196][bookmark: _Toc20397048][bookmark: _Toc29398700][bookmark: _Toc29399822][bookmark: _Toc36649832][bookmark: _Toc36655674][bookmark: _Toc44961977][bookmark: _Toc50983640][bookmark: _Toc50985811][bookmark: _Toc57113041][bookmark: _Toc146300229]12.6.1	Definition and applicability
For an MS that is configured to use timer T3245 (see 3GPP TS 24.368 [36] or 3GPP TS 31.102 [4]) and when the MS adds a PLMN identity to the "forbidden PLMN list" or the "forbidden PLMNs for GPRS service" list or sets the SIM/USIM as invalid for non-GPRS services or GPRS services or both, and timer T3245 is not running, the MS shall start timer T3245 with a random value, uniformly drawn from the range between 12h and 24h.
[bookmark: _Toc10739197][bookmark: _Toc20397049][bookmark: _Toc29398701][bookmark: _Toc29399823][bookmark: _Toc36649833][bookmark: _Toc36655675][bookmark: _Toc44961978][bookmark: _Toc50983641][bookmark: _Toc50985812][bookmark: _Toc57113042]Upon expiry of the timer T3245, the MS shall erase the "forbidden PLMN list" and the "forbidden PLMNs for GPRS service" list and set the SIM/USIM to valid for non-GPRS services and GPRS services.
[bookmark: _Toc146300230]12.6.2	Conformance requirement
For NAS configuration parameter by USIM, the UE shall check and apply the setting present in EFNASCONFIG for "Timer T3245 Behaviour".
Reference:
-	TS 31.102 [4], clauses 4.2.94, 5.2.29
-	TS 24.368 [36], clause 5.7.
[bookmark: _Toc10739198][bookmark: _Toc20397050][bookmark: _Toc29398702][bookmark: _Toc29399824][bookmark: _Toc36649834][bookmark: _Toc36655676][bookmark: _Toc44961979][bookmark: _Toc50983642][bookmark: _Toc50985813][bookmark: _Toc57113043]-	TS 24.008 [16], clause 4.1.1.6
[bookmark: _Toc146300231]12.6.3	Test purpose
1)	To verify that the UE reads the NAS configuration stored on the USIM.
2)	To verify that the UE applies the USIM stored NAS configuration correctly to connect to the USS.
3)	To verify that the UE erase the "forbidden PLMN list" and the "forbidden PLMNs for GPRS service" list upon expiry of the timer T3245.
[bookmark: _Toc10739199][bookmark: _Toc20397051][bookmark: _Toc29398703][bookmark: _Toc29399825][bookmark: _Toc36649835][bookmark: _Toc36655677][bookmark: _Toc44961980][bookmark: _Toc50983643][bookmark: _Toc50985814][bookmark: _Toc57113044][bookmark: _Toc146300232]12.6.4	Method of test
[bookmark: _Toc10739200][bookmark: _Toc20397052][bookmark: _Toc29398704][bookmark: _Toc29399826][bookmark: _Toc36649836][bookmark: _Toc36655678][bookmark: _Toc44961981][bookmark: _Toc50983644][bookmark: _Toc50985815][bookmark: _Toc57113045][bookmark: _Toc146300233]12.6.4.1	Initial conditions
a)	The USS transmits on the BCCH, with the following network parameters:
-	Attach/detach:	disabled.
-	LAI (MCC/MNC/LAC):	234/005/0001.
-	RAI (MCC/MNC/LAC/RAC):	234/005/0001/05
-	Access control:	unrestricted.
b)	The default Non Access Stratum Configuration UICC is installed into the Terminal with the following exception:
	EFFPLMN (Forbidden PLMNs)
Logically:	PLMN1:	empty
	PLMN2:	empty
	PLMN3:	empty
	PLMN4:	empty
	PLMN5:	empty
	PLMN6:	empty

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	
	
	
	
	
	
	
	
	
	
	
	

	Coding:
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	
	
	

	Hex
	FF
	FF
	FF
	FF
	FF
	FF
	
	
	
	
	
	



EFNASCONFIG (Non Access Stratum Configuration):
Logically:	
NAS signalling priority value:	Reserved (NAS signalling low priority is not used)
NMO I Behaviour value:	"NMO I, Network Mode of Operation I" indication is not used
Attach with IMSI value:	attach with IMSI is performed when moving to a non-equivalent PLMN
Minimum Periodic Search Timer value:	00
Extended access barring value:	extended access barring is not applied for the UE
Timer T3245 Behaviour value:	T3245 is used

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	80
	01
	00
	81
	00
	00
	82
	01
	00
	83
	01

	
	
	
	
	
	
	
	
	
	
	
	

	Coding:
	B12
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	

	Hex
	00
	84
	01
	00
	85
	01
	01
	
	
	
	



[bookmark: _Toc10739201][bookmark: _Toc20397053][bookmark: _Toc29398705][bookmark: _Toc29399827][bookmark: _Toc36649837][bookmark: _Toc36655679][bookmark: _Toc44961982][bookmark: _Toc50983645][bookmark: _Toc50985816][bookmark: _Toc57113046][bookmark: _Toc146300234]12.6.4.2	Procedure
a)	The UE is powered on.
b)	Depending on which domain the UE is going to be registered on, the UE attempts to perform CS, PS or CS/PS registration to the USS.
c)	After receipt of a LOCATION UPDATING REJECT and/or ATTACH REJECT message during registration with the cause "PLMN not allowed" the Terminal shall update the EF FPLMN in the USIM. T3245 will start.
d)	After the expiry of timer T3245, the terminal shall establish the RRC connection again.
e)	Depending on which domain the UE is going to be registered on, the UE performs CS, PS or CS/PS registration to the USS.
f)	The UE is powered down.
[bookmark: _Toc10739202][bookmark: _Toc20397054][bookmark: _Toc29398706][bookmark: _Toc29399828][bookmark: _Toc36649838][bookmark: _Toc36655680][bookmark: _Toc44961983][bookmark: _Toc50983646][bookmark: _Toc50985817][bookmark: _Toc57113047][bookmark: _Toc146300235]12.6.5	Acceptance criteria
a)	After power on in step a) the UE shall reads EFNASCONFIG
b)	The UE shall update EFFPLMN in step c) as following:
EFFPLMN (Forbidden PLMNs)
Logically:	PLMN1:	234 005 (MCC MNC)
	PLMN2:	empty
	PLMN3:	empty
	PLMN4:	empty
	PLMN5:	empty
	PLMN6:	empty

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	32
	54
	00
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	
	
	
	
	
	
	
	
	
	
	
	

	Coding:
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	
	
	

	Hex
	FF
	FF
	FF
	FF
	FF
	FF
	
	
	
	
	
	



c)	The UE shall update EFFPLMN in step e) as following:
EFFPLMN (Forbidden PLMNs)
Logically:	PLMN1:	empty
	PLMN2:	empty
	PLMN3:	empty
	PLMN4:	empty
	PLMN5:	empty
	PLMN6:	empty

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF
	FF

	
	
	
	
	
	
	
	
	
	
	
	
	

	Coding:
	B13
	B14
	B15
	B16
	B17
	B18
	
	
	
	
	
	

	Hex
	FF
	FF
	FF
	FF
	FF
	FF
	
	
	
	
	
	



[bookmark: _Toc146300236]12.7	EFNASCONFIG – Override NAS signalling low priority
[bookmark: _Toc146300237]12.7.1	Definition and applicability
The "Override NAS signalling low priority" indicates whether the UE can override the NAS Signalling Priority configuration in the NAS message as specified in 3GPP TS 24.008 [16] and 3GPP TS 24.301 [26].
[bookmark: _Toc146300238]12.7.2	Conformance requirement
For NAS configuration parameter by USIM, the UE shall check and apply correctly the setting present in EFNASCONFIG for "Override NAS signalling low priority" to connect to the network.
References:
-	TS 31.102 [4], clauses 4.2.94, 5.2.29
-	TS 24.368 [36], clause 5.9.
-	TS 24.008 [16], clause 1.8, 6.1.3.1.3.2, 6.1.3.12, 4.7.13.5
-	TS 23.060 [25], clause 5.3.13.6.
[bookmark: _Toc146300239]12.7.3	Test purpose
1)	To verify that the UE reads the NAS configuration stored on the USIM.
2)	To verify that the UE applies the USIM stored NAS configuration correctly to connect to the USS.
[bookmark: _Toc146300240]12.7.4	Method of test
[bookmark: _Toc146300241]12.7.4.1	Initial conditions
a)	The USS transmits on the BCCH, with the following network parameters:
-	Attach/detach:	disabled.
-	LAI (MCC/MNC/LAC):	246/081/0001.
-	RAI (MCC/MNC/LAC/RAC):	246/081/0001/05.
-	Access control:	unrestricted.
b)	The default Non Access Stratum Configuration UICC is installed into the Terminal with the following exception:
EFNASCONFIG (Non Access Stratum Configuration)
Logically:	
NAS signalling priority value:	NAS signalling low priority
NMO I Behaviour value:	"NMO I, Network Mode of Operation I" indication is not used
Attach with IMSI value:	normal behaviour is applied
Minimum Periodic Search Timer value:	00
Extended access barring value:	extended access barring is applied for the UE
Timer T3245 Behaviour value:	T3245 not used
Override NAS signalling low priority:	Indicates that the UE can override the NAS signalling low priority indicator
Override Extended access barring:	Indicates that the UE can override extended access barring

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11

	Hex
	80
	01
	01
	81
	01
	00
	82
	01
	00
	83
	01

	Coding:
	B12
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22

	Hex
	00
	84
	01
	01
	85
	01
	00
	86
	01
	01
	87

	Coding:
	B23
	B24
	
	
	
	
	
	
	
	
	

	Hex
	01
	01
	
	
	
	
	
	
	
	
	



[bookmark: _Toc146300242]12.7.4.2	Procedure
a)	The UE is powered on where the UICC is configured as defined in b) in the initial conditions.
b)	The user requests activation of a PDP context. After receipt of ACTIVATE PDP CONTEXT REQUEST from the UE, the USS sends ACTIVATE PDP CONTEXT REJECT to the UE indicating:
-	SM cause value # 26:	insufficient resources;
-	Back-off timer T3396:	1 minute
c)	Before timer T3396 expires, the users request activation of a PDP context, the UE sends ACTIVATE PDP CONTEXT REQUEST, the USS sends ACTIVATE PDP CONTEXT ACCEPT to the UE.
d)	The UE is powered down.
[bookmark: _Toc146300243]12.7.5	Acceptance criteria
a)	After power on in step a) the UE shall read EFNASCONFIG
b)	In step b) the UE shall set in ACTIVATE PDP CONTEXT REQUEST message the low priority indicator to "MS is configured for NAS signalling low priority" in the device properties.
c)	In step c) the UE shall send ACTIVATE PDP CONTEXT REQUEST message where the low priority indicator is set to "MS is not configured for NAS signalling low priority" in the device properties.

[bookmark: _Toc146300244]12.8	EFNASCONFIG – Override Extended access barring
[bookmark: _Toc146300245]12.8.1	Definition and applicability
The "Override Extended Access Barring" indicates whether the UE can override "Extended Access Barring" configured to extended access barring.
The handling of extended access barring for the UE when the Override Extended Access Barring is used is specified in 3GPP TS 24.008 [16] and 3GPP TS 24.301 [26].
[bookmark: _Toc146300246]12.8.2	Conformance requirement
For NAS configuration parameter by USIM, the UE shall check and apply correctly the setting present in EFNASCONFIG for "Override Extended Access Barring" to connect to the network.
References:
-	TS 31.102 [4], clauses 4.2.94, 5.2.29
-	TS 24.368 [36], clause 5.10.
-	TS 23.060 [25], clause 5.3.13.6.
-	TS 23.401 [37], clause 4.3.17.2, 4.3.17.4
-	TS 22.011 [6], clause 4.3.4.1.
[bookmark: _Toc146300247]12.8.3	Test purpose
1)	To verify that the UE reads the NAS configuration stored on the USIM.
2)	To verify that the UE applies the USIM stored NAS configuration correctly to connect to the USS.
3)	To verify that the UE overrides "Extended Access Barring" when the Override Extended Access Barring is used
[bookmark: _Toc146300248]12.8.4	Method of test
[bookmark: _Toc146300249]12.8.4.1	Initial conditions
a)	The USS transmits on the BCCH, with the following network parameters:
-	Attach/detach:	disabled.
-	LAI (MCC/MNC/LAC):	246/081/0001.
-	RAI (MCC/MNC/LAC/RAC):	246/081/0001/05.
-	Access control:	unrestricted.
-	SYSTEM INFORMATION BLOCK TYPE 21:
EAB Authorization Mask:	0010000000 (Mobile stations configured for EAB and a member of Access Class 7 are barred)
EAB Subcategory (2 bit):	00 (The EAB Authorization mask is applicable to all mobile stations configured for EAB.)
b)	The default Non Access Stratum Configuration UICC is installed into the Terminal with the following exception:
EFNASCONFIG (Non Access Stratum Configuration)
Logically:	
NAS signalling priority value:	Reserved (NAS signalling low priority is not used)	
NMO I Behaviour value:	"NMO I, Network Mode of Operation I" indication is not used
Attach with IMSI value:	normal behaviour is applied
Minimum Periodic Search Timer value:	00
Extended access barring value:	extended access barring is applied for the UE
Timer T3245 Behaviour value:	T3245 not used
Override NAS signalling low priority:	Indicates that the UE can override the NAS signalling low priority indicator
Override Extended access barring:	Indicates that the UE can override extended access barring
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[bookmark: _Toc146300250]12.8.4.2	Procedure
a)	The UE shall be powered on where the UICC is configured as defined in b) in the initial conditions and the USS transmits of the BCCH as defined inside the initial conditions.
b)	User request activate a PDP context. The UE sends ACTIVATE PDP CONTEXT REQUEST, the USS sends ACTIVATE PDP CONTEXT ACCEPT to the UE.
c)	The UE is powered down
[bookmark: _Toc146300251]12.8.5	Acceptance criteria
a)	After power on in step a) the UE shall reads EFNASCONFIG
b)	In step b) the UE shall send ACTIVATE PDP CONTEXT REQUEST message to the USS.
[bookmark: _Toc146300252]12.9	EFNASCONFIG – Fast First Higher Priority PLMN Search
[bookmark: _Toc146300253]12.9.1	Definition and applicability
The "Fast First Higher Priority PLMN Search" indicates whether the UE performs the first search for a higher priority PLMN after at least 2 minutes and at most T minutes upon entering a VPLMN as specified in 3GPP TS 23.122 [31].
[bookmark: _Toc146300254]12.9.2	Conformance requirement
For NAS configuration parameter by USIM, the UE shall check and apply correctly the setting present in EFNASCONFIG for "Fast First Higher Priority PLMN Search" to connect to the network.
References:
-	TS 31.102 [4], clauses 4.2.94, 5.2.29
-	TS 24.368 [36], clause 5.10a.
-	TS 23.122 [31], clause 4.4.3.3.1
[bookmark: _Toc146300255]12.9.3	Test purpose
1)	To verify that the UE reads the NAS configuration stored on the USIM.
2)	To verify that the UE applies the USIM stored NAS configuration correctly to connect to the USS.
3)	To verify that the UE performs first search for higher priority PLMN according to "Fast First Higher Priority PLMN Search" configuration when this parameter is present and used.
[bookmark: _Toc146300256]12.9.4	Method of test
[bookmark: _Toc146300257]12.9.4.1	Initial conditions
a)	The USS transmits on BCCH, with the following network parameters:
-	Attach/detach:	disabled.
-	LAI (MCC/MNC/LAC):	244/009/0001.
-	RAI (MCC/MNC/LAC/RAC):	244/009/0001/05
-	Access control:	unrestricted.
b)	After the registration of UE the USS transmits on a second BCCH, with the following network parameters:
-	Attach/detach:	disabled.
-	LAI (MCC/MNC/LAC):	244/081/0001.
-	RAI (MCC/MNC/LAC/RAC):	244/081/0001/05
-	Access control:	unrestricted.
c)	The default Non Access Stratum Configuration UICC is installed into the Terminal with the following exception:
EFHPPLMN (Higher Priority PLMN Search period)
Logically:	set to 6 minutes
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EFNASCONFIG (Non Access Stratum Configuration)
Logically:	
NAS signalling priority value:	Reserved (NAS signalling low priority is not used)	
NMO I Behaviour value:	"NMO I, Network Mode of Operation I" indication is not used
Attach with IMSI value:	normal behaviour is applied
Minimum Periodic Search Timer value:	00
Extended access barring value:	extended access barring is not applied for the UE
Timer T3245 Behaviour value:	T3245 not used
Override NAS signalling low priority:	Indicates that the UE cannot override the NAS signalling low priority indicator
Override Extended access barring:	Indicates that the UE cannot override extended access barring
Fast First Higher Priority PLMN Search:	Indicates that the Fast First Higher Priority PLMN Search is enabled
EUTRA Disabling Allowed For EMM
	Cause15:	disabled
SM_RetryWaitTime:	E0
SM_RetryAtRATChange:	UE is allowed to retry the corresponding ESM procedure in S1 mode if an SM procedure was rejected in A/Gb or Iu mode, and to retry the corresponding SM procedure in A/Gb or Iu mode if an ESM procedure was rejected in S1 mode.
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[bookmark: _Toc146300258]12.9.4.2	Procedure
a)	The UE shall be powered on where the UICC is configured as defined in b) in the initial conditions and the USS starts to transmit on the first BCCH with the MMC/MNC 246/009.
b)	Depending on which domain the UE is going to be registered on, the UE performs CS, PS or CS/PS registration to the USS.
c)	The USS starts to send on the second BCCH with the MCC/MNC 244/081.
d)	Depending on which domain the UE is going to be registered on, the UE performs CS, PS or CS/PS registration to the USS on the cell related to the BCCH transmitting MCC/MNC 244/081.
e)	The UE is powered down.
[bookmark: _Toc146300259]12.9.5	Acceptance criteria
a)	After power on in step a) the UE shall read EFNASCONFIG
b)	The UE shall perform step d) after 2 - 6 minutes.
[bookmark: _Toc146300260]12.10	EFNASCONFIG – E-UTRA Disabling Allowed for EMM cause #15
[bookmark: _Toc146300261]12.10.1	Definition and applicability
The "EUTRA Disabling Allowed For EMM Cause #15" indicates whether the UE is allowed to disable the E-UTRA capability when it receives the Extended EMM cause IE with value "E-UTRAN not allowed" as described in 3GPP TS 24.301 [26].
[bookmark: _Toc146300262]12.10.2	Conformance requirement
For NAS configuration parameter by USIM, the UE shall check and apply the setting present in EFNASCONFIG for "EUTRA Disabling Allowed For EMM Cause #15" to connect to the network.
References:
-	TS 31.102 [4], clauses 4.2.94, 5.2.29
-	TS 24.368 [36], clause 5.10b.
-	TS 24.301 [26], clause 4.5, 5.5.1.2.5
[bookmark: _Toc146300263]12.10.3	Test purpose
1)	To verify that the UE reads the NAS configuration stored on the USIM.
2)	To verify that the UE applies the USIM stored NAS configuration correctly to connect to the USS
3)	To verify that the UE shall disable the E-UTRA capability and search for a suitable cell in GERAN or UTRAN radio access technology upon ATTACH REJECT reception that include both EMM cause #15 "no suitable cells in tracking area" and an Extended EMM cause IE with value "E-UTRAN not allowed" if  " EUTRA Disabling Allowed For EMM Cause #15" is present and enabled in the UE.
[bookmark: _Toc146300264]12.10.4	Method of test
[bookmark: _Toc146300265]12.10.4.1	Initial conditions
a)	For this test both a UTRAN USS and an E-UTRAN E-USS is needed.
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/003/0001.
-	Access control:	unrestricted.
At step c) the E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/003/0002.
-	Access control:	unrestricted.
At step c) the USS transmits on BCCH, with the following network parameters:
-	Attach/detach:	disabled.
-	LAI (MCC/MNC/LAC):	244/003/0003.
-	Access control:	unrestricted.
The UICC is installed into the Terminal and the UE is set to automatic PLMN selection mode.
b)	The default Non Access Stratum Configuration of E-UTRAN/EPC UICC is installed into the Terminal with the following exception:
EFNASCONFIG (Non Access Stratum Configuration)
Logically:	
NAS signalling priority value:	Reserved (NAS signalling low priority is not used)	
NMO I Behaviour value:	"NMO I, Network Mode of Operation I" indication is not used
Attach with IMSI value:	normal behaviour is applied
Minimum Periodic Search Timer value:	00
Extended access barring value:	extended access barring is not applied for the UE
Timer T3245 Behaviour value:	T3245 not used
Override NAS signalling low priority:	Indicates that the UE cannot override the NAS signalling low priority indicator
Override Extended access barring:	Indicates that the UE cannot override extended access barring
Fast First Higher Priority PLMN Search:	Indicates that the Fast First Higher Priority PLMN Search is enabled
EUTRA Disabling Allowed For EMM
	Cause15:	enabled
SM_RetryWaitTime:	E0
SM_RetryAtRATChange:	UE is allowed to retry the corresponding ESM procedure in S1 mode if an SM procedure was rejected in A/Gb or Iu mode, and to retry the corresponding SM procedure in A/Gb or Iu mode if an ESM procedure was rejected in S1 mode.
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[bookmark: _Toc146300266]12.10.4.2	Procedure
a)	The UE shall be powered on where the UICC is configured as defined in b) in the initial conditions and the E-USS starts to send only on the BCCH with the MCC/MNC 244/003.
b)	After receipt of AttachRequest from the UE, the E-USS sends Attach Reject message with:
-	EMM cause set to #15:	"No suitable cells in tracking area",
-	Extended EMM cause IE:	"E-UTRAN not allowed"
c)	The E-USS starts to send on the BCCH with MCC/MNC 244/003 and the USS starts to send on the BCCH with MCC/MNC 244/003.
d)	After receipt of an RRCConnectionRequest from the UE, the USS sends RRCConnectionSetup to the UE, followed by RRCConnectionSetupComplete sent by the UE to the USS.
e)	The UE is powered down.
[bookmark: _Toc146300267]12.10.5	Acceptance criteria
a)	After power on in step a) the UE shall read EFNASCONFIG
b)	In step d) the UE shall send a RRCConnectionRequest on the UTRAN-cell related to the BCCH transmitting MCC/MNC 244/003 to the USS.
[bookmark: _Toc146300268]12.11	EFNASCONFIG – SM_RetryWaitTime
[bookmark: _Toc146300269]12.11.1	Definition and applicability
The "SM_RetryWaitTime" indicates a configured UE retry wait time value applicable when in HPLMN or EHPLMN (see 3GPP TS 23.122 [31]) for controlling the UE session management retry behaviour when prior session management request was rejected by the network with cause value #8, #27, #32, #33 as specified in 3GPP TS 24.008 [16] and 3GPP TS 24.301 [26].
SM_RetryWaitTime shall be coded in the same format as the value part of GPRS Timer 3 IE as specified in Table 10.5.163a/3GPP TS 24.008 [16] converted into a decimal value.
[bookmark: _Toc146300270]12.11.2	Conformance requirement
For NAS configuration parameter by USIM, the UE shall check and apply the setting present in EFNASCONFIG for "SM_RetryWaitTime" to connect to the network.
Reference:
-	TS 31.102 [4], clauses 4.2.94, 5.2.29
-	TS 24.368 [36], clause 5.10c.
-	TS 24.008 [16], clauses 6.1.3.1.3.3, 10.5.7.4a.
[bookmark: _Toc146300271]12.11.3	Test purpose
1)	To verify that the UE reads the NAS configuration stored on the USIM.
2)	To verify that the UE applies the USIM stored NAS configuration correctly to connect to the USS.
3)	To verify that the UE behaves as described in TS 24.008 [16] clause 6.1.3.1.3.3, using the default value of 12 minutes for the back-off timer when the SM Retry Timer value is not configured.
4)	To verify that the UE behaves as described in TS 24.008 [16] clause 6.1.3.1.3.3, using the configured SM Retry Timer value as back-off timer value.
[bookmark: _Toc146300272]12.11.4	Method of test
[bookmark: _Toc146300273]12.11.4.1	Initial conditions
a)	The USS transmits on BCCH, with the following network parameters:
-	Attach/detach:	disabled.
-	LAI (MCC/MNC/LAC):	246/081/0001.
-	RAI (MCC/MNC/LAC/RAC):	246/081/0001/05.
-	Access control:	unrestricted.
b)	The default Non Access Stratum Configuration UICC is installed into the Terminal with the following exception:
EFNASCONFIG (Non Access Stratum Configuration)
Logically:	
NAS signalling priority value:	Reserved (NAS signalling low priority is not used)	
NMO I Behaviour value:	"NMO I, Network Mode of Operation I" indication is not used
Attach with IMSI value:	normal behaviour is applied
Minimum Periodic Search Timer value:	00
Extended access barring value:	extended access barring is not applied for the UE
Timer T3245 Behaviour value:	T3245 not used
Override NAS signalling low priority:	Indicates that the UE cannot override the NAS signalling low priority indicator
Override Extended access barring:	Indicates that the UE cannot override extended access barring
Fast First Higher Priority PLMN Search:	Indicates that the Fast First Higher Priority PLMN Search is not enabled
EUTRA Disabling Allowed For EMM
	Cause15:	disabled
SM_RetryWaitTime:	60 seconds
SM_RetryAtRATChange:	UE is allowed to retry the corresponding ESM procedure in S1 mode if an SM procedure was rejected in A/Gb or Iu mode, and to retry the corresponding SM procedure in A/Gb or Iu mode if an ESM procedure was rejected in S1 mode.
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[bookmark: _Toc146300274]12.11.4.2	Procedure
a)	The UE is powered on where the UICC is configured as defined in b) in the initial conditions.
b)	User request activate a PDP context. After receipt of ACTIVATE PDP CONTEXT REQUEST from the UE, the USS sends ACTIVATE PDP CONTEXT REJECT to the UE indicating:
-	SM cause value #8:	operator determined barring;
c)	User request activate a PDP context and the UE sends ACTIVATE PDP CONTEXT REQUEST, the USS sends ACTIVATE PDP CONTEXT ACCEPT to the UE.
d)	The UE is powered down.
[bookmark: _Toc146300275]12.11.5	Acceptance criteria
a)	After power on in step a) the UE shall read EFNASCONFIG
b)	In step c) the UE shall send ACTIVATE PDP CONTEXT REQUEST message after the SM_RetryWaitTime of 1 minute has expired.
[bookmark: _Toc146300276]12.12	EFNASCONFIG – SM_RetryAtRATChange
[bookmark: _Toc146300277]12.12.1	Definition and applicability
The "SM_RetryAtRATChange" indicates the UE's retry behaviour when in HPLMN or EHPLMN (see 3GPP TS 23.122 [31]) after inter-system change between S1 mode and A/Gb or Iu mode as specified in 3GPP TS 24.008 [16] and 3GPP TS 24.301 [26].
[bookmark: _Toc146300278]12.12.2	Conformance requirement
Editor's note: this clause is for future study.
[bookmark: _Toc146300279]12.12.3	Test purpose
Editor's note: this clause is for future study.
[bookmark: _Toc146300280]12.12.4	Method of test
Editor's note: this clause is for future study.
[bookmark: _Toc146300281]12.12.5	Acceptance criteria
Editor's note: this clause is for future study.
[bookmark: _Toc10739203][bookmark: _Toc20397055][bookmark: _Toc29398707][bookmark: _Toc29399829][bookmark: _Toc36649839][bookmark: _Toc36655681][bookmark: _Toc44961984][bookmark: _Toc50983647][bookmark: _Toc50985818][bookmark: _Toc57113048][bookmark: _Toc146300282][bookmark: _Toc10739204][bookmark: _Toc20397056][bookmark: _Toc29398708][bookmark: _Toc29399830][bookmark: _Toc36649840][bookmark: _Toc36655682][bookmark: _Toc44961985][bookmark: _Toc50983648][bookmark: _Toc50985819][bookmark: _Toc57113049]13	UICC interface during PSM
[bookmark: _Toc146300283]13.1	UICC interface in PSM handling for E-UTRAN – No UICC deactivation in PSM
[bookmark: _Toc10739205][bookmark: _Toc20397057][bookmark: _Toc29398709][bookmark: _Toc29399831][bookmark: _Toc36649841][bookmark: _Toc36655683][bookmark: _Toc44961986][bookmark: _Toc50983649][bookmark: _Toc50985820][bookmark: _Toc57113050][bookmark: _Toc146300284]13.1.1	Definition and applicability
[bookmark: _Toc10739206][bookmark: _Toc20397058][bookmark: _Toc29398710][bookmark: _Toc29399832][bookmark: _Toc36649842][bookmark: _Toc36655684][bookmark: _Toc44961987][bookmark: _Toc50983650][bookmark: _Toc50985821][bookmark: _Toc57113051]PSM is intended for UEs that are expecting only infrequent mobile originating and terminating services and that can accept a corresponding latency in the mobile terminating communication. In order to reduce power consumption while in PSM, and only in case the PIN of the USIM is disabled, the ME may optionally deactivate the UICC after entering the PSM.
[bookmark: _Toc146300285]13.1.2	Conformance requirement
In order to reduce power consumption while the ME is in PSM, and only in case the PIN of the USIM is disabled, the ME may optionally deactivate the UICC (as specified in clause 6A.1 of 3GPP TS 31.101 [39]) after entering the PSM.
Reference:
-	TS 31.102 [4], clause 5.1.10;
-	TS 24.301 [26], clauses 5.3.5 and 5.3.11.
-	TS 31.101 [39], clause 6A.1.
[bookmark: _Toc10739207][bookmark: _Toc20397059][bookmark: _Toc29398711][bookmark: _Toc29399833][bookmark: _Toc36649843][bookmark: _Toc36655685][bookmark: _Toc44961988][bookmark: _Toc50983651][bookmark: _Toc50985822][bookmark: _Toc57113052][bookmark: _Toc146300286]13.1.3	Test purpose
[bookmark: _Toc10739208][bookmark: _Toc20397060][bookmark: _Toc29398712][bookmark: _Toc29399834][bookmark: _Toc36649844][bookmark: _Toc36655686][bookmark: _Toc44961989][bookmark: _Toc50983652][bookmark: _Toc50985823][bookmark: _Toc57113053]1)	To verify that UE does not deactivate the UICC in case the PIN for the USIM is enabled and verified.
[bookmark: _Toc146300287]13.1.4	Method of test
[bookmark: _Toc10739209][bookmark: _Toc20397061][bookmark: _Toc29398713][bookmark: _Toc29399835][bookmark: _Toc36649845][bookmark: _Toc36655687][bookmark: _Toc44961990][bookmark: _Toc50983653][bookmark: _Toc50985824][bookmark: _Toc57113054][bookmark: _Toc146300288]13.1.4.1	Initial conditions
The UE is configured to use Power Saving Mode.
The UE is configured to use the timer T3324 set to T3324_V.
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is used with the following exceptions:
EFUMPC	(UICC Maximum Power Consumption)
Logically:	
UICC maximum power consumption:	60 mA
Operator defined time out (T_OP):	5 seconds
Additional information:	UICC does not require increased idle current
	UICC does not support the UICC suspension procedure
Byte 4 and byte 5:	RFU
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The PIN of the USIM is enabled and verified
[bookmark: _Toc10739210][bookmark: _Toc20397062][bookmark: _Toc29398714][bookmark: _Toc29399836][bookmark: _Toc36649846][bookmark: _Toc36655688][bookmark: _Toc44961991][bookmark: _Toc50983654][bookmark: _Toc50985825][bookmark: _Toc57113055][bookmark: _Toc146300289]13.1.4.2	Procedure
a)	The UE is switched on.
b)   The UE requests RRC Connection and transmits an ATTACH REQUEST message to the E-USS/NB-SS including T3324 set to T3324_V.
c)  The E-USS/NB-SS sends the ATTACH ACCEPT message contains T3324 set to T3324_V and T3412 set to T3412_V.. It shall not contain the eDRX parameters
d) After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE.
e) After the T3412 timer expires the UE sends TRACKING AREA UPDATE REQUEST
f) The E-USS/NB-SS sends TRACKING AREA UPDATE ACCEPT.
g) The UE is switched off.
[bookmark: _Toc10739211][bookmark: _Toc20397063][bookmark: _Toc29398715][bookmark: _Toc29399837][bookmark: _Toc36649847][bookmark: _Toc36655689][bookmark: _Toc44961992][bookmark: _Toc50983655][bookmark: _Toc50985826][bookmark: _Toc57113056][bookmark: _Toc146300290]13.1.5	Acceptance criteria
1)	After step c) the UE shall not deactivate the UICC or send SUSPEND UICC command.
[bookmark: _Toc10739212][bookmark: _Toc20397064][bookmark: _Toc29398716][bookmark: _Toc29399838][bookmark: _Toc36649848][bookmark: _Toc36655690][bookmark: _Toc44961993][bookmark: _Toc50983656][bookmark: _Toc50985827][bookmark: _Toc57113057][bookmark: _Toc146300291][bookmark: _Toc10739213][bookmark: _Toc20397065][bookmark: _Toc29398717][bookmark: _Toc29399839][bookmark: _Toc36649849][bookmark: _Toc36655691][bookmark: _Toc44961994][bookmark: _Toc50983657][bookmark: _Toc50985828][bookmark: _Toc57113058]13.2	UICC interface in PSM handling for E-UTRAN – PSM not accepted by E-USS/NB-SS
[bookmark: _Toc146300292]13.2.1	Definition and applicability
[bookmark: _Toc10739214][bookmark: _Toc20397066][bookmark: _Toc29398718][bookmark: _Toc29399840][bookmark: _Toc36649850][bookmark: _Toc36655692][bookmark: _Toc44961995][bookmark: _Toc50983658][bookmark: _Toc50985829][bookmark: _Toc57113059]PSM is intended for UEs that are expecting only infrequent mobile originating and terminating services and that can accept a corresponding latency in the mobile terminating communication. In order to reduce power consumption while in PSM, and only in case the PIN of the USIM is disabled, the ME may optionally deactivate the UICC after entering the PSM.
[bookmark: _Toc146300293]13.2.2	Conformance requirement
In order to reduce power consumption while the ME is in PSM, and only in case the PIN of the USIM is disabled, the ME may optionally deactivate the UICC (as specified in clause 6A.1 of 3GPP TS 31.101 [39]) after entering the PSM.
Reference:
-	TS 31.102 [4], clause 5.1.10;
-	TS 24.301 [26], clauses 5.3.5 and 5.3.11.
-	TS 31.101 [39] in clause 6A.1.
[bookmark: _Toc10739215][bookmark: _Toc20397067][bookmark: _Toc29398719][bookmark: _Toc29399841][bookmark: _Toc36649851][bookmark: _Toc36655693][bookmark: _Toc44961996][bookmark: _Toc50983659][bookmark: _Toc50985830][bookmark: _Toc57113060][bookmark: _Toc146300294]13.2.3	Test purpose
[bookmark: _Toc10739216][bookmark: _Toc20397068][bookmark: _Toc29398720][bookmark: _Toc29399842][bookmark: _Toc36649852][bookmark: _Toc36655694][bookmark: _Toc44961997][bookmark: _Toc50983660][bookmark: _Toc50985831][bookmark: _Toc57113061]1)	To verify that UE does not deactivate the UICC in case the network is not supporting/accepting PSM.
[bookmark: _Toc146300295]13.2.4	Method of test
[bookmark: _Toc10739217][bookmark: _Toc20397069][bookmark: _Toc29398721][bookmark: _Toc29399843][bookmark: _Toc36649853][bookmark: _Toc36655695][bookmark: _Toc44961998][bookmark: _Toc50983661][bookmark: _Toc50985832][bookmark: _Toc57113062][bookmark: _Toc146300296]13.2.4.1	Initial conditions
The UE is configured to use Power Saving Mode.
The UE is configured to use the timer T3324 set to T3324_V.
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is installed into the Terminal.
The PIN of the USIM is disabled.
[bookmark: _Toc10739218][bookmark: _Toc20397070][bookmark: _Toc29398722][bookmark: _Toc29399844][bookmark: _Toc36649854][bookmark: _Toc36655696][bookmark: _Toc44961999][bookmark: _Toc50983662][bookmark: _Toc50985833][bookmark: _Toc57113063][bookmark: _Toc146300297]13.2.4.2	Procedure
a)	The UE is switched on.
b)   The UE requests RRC Connection and transmits an ATTACH REQUEST message to the E-USS/NB-SS including T3324 set to T3324_V.
c)  The E-USS/NB-SS sends the ATTACH ACCEPT message contains a T3324 set to "deactivated". It shall not contain the eDRX parameters.
d) After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE
e) After the time period T3324_V has passed, the E-USS/NB-SS transmits Paging/Paging-NB to the UE using the S-TMSI.
f) After receipt of RRCConnectionRequest/RRCConnectionRequest-NB message from the UE, the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB message to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
 g) The terminal sends Service Request, the E-USS/NB-SS sends SERVICE ACCEPT followed by RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
h) The UE is switched off.
[bookmark: _Toc10739219][bookmark: _Toc20397071][bookmark: _Toc29398723][bookmark: _Toc29399845][bookmark: _Toc36649855][bookmark: _Toc36655697][bookmark: _Toc44962000][bookmark: _Toc50983663][bookmark: _Toc50985834][bookmark: _Toc57113064][bookmark: _Toc146300298]13.2.5	Acceptance criteria
1)	After step c) the UE shall not deactivate the UICC.
[bookmark: _Toc10739220][bookmark: _Toc20397072][bookmark: _Toc29398724][bookmark: _Toc29399846][bookmark: _Toc36649856][bookmark: _Toc36655698][bookmark: _Toc44962001][bookmark: _Toc50983664][bookmark: _Toc50985835][bookmark: _Toc57113065][bookmark: _Toc146300299]13.3	UICC interface in PSM handling for E-UTRAN – UICC deactivation in PSM
[bookmark: _Toc10739221][bookmark: _Toc20397073][bookmark: _Toc29398725][bookmark: _Toc29399847][bookmark: _Toc36649857][bookmark: _Toc36655699][bookmark: _Toc44962002][bookmark: _Toc50983665][bookmark: _Toc50985836][bookmark: _Toc57113066][bookmark: _Toc146300300]13.3.1	Definition and applicability
[bookmark: _Toc10739222][bookmark: _Toc20397074][bookmark: _Toc29398726][bookmark: _Toc29399848][bookmark: _Toc36649858][bookmark: _Toc36655700][bookmark: _Toc44962003][bookmark: _Toc50983666][bookmark: _Toc50985837][bookmark: _Toc57113067]PSM is intended for UEs that are expecting only infrequent mobile originating and terminating services and that can accept a corresponding latency in the mobile terminating communication. In order to reduce power consumption while in PSM, and only in case the PIN of the USIM is disabled, the ME may optionally deactivate the UICC after entering the PSM.
[bookmark: _Toc146300301]13.3.2	Conformance requirement
In order to reduce power consumption while the ME is in PSM, and only in case the PIN of the USIM is disabled, the ME may optionally deactivate the UICC (as specified in clause 6A.1 of 3GPP TS 31.101 [39]) after entering the PSM.
In this case, the ME shall perform these steps before it can leave the PSM:
- re-activate the UICC (as specified in clause 6A.1 of 3GPP TS 31.101 [39]),
- re-initialize the USIM (as specified in clause 5.1.1 [4]), with the exception of re-reading EFs that are not required for the verification of the USIM,
- take appropriate steps to verify that the same USIM is used.
Verification shall include at least the check of the content of the following EFs: EFICCID, EFIMSI and EFLOCI, and/or EFPSLOCI and/or EFEPSLOCI (depending on which of these specific EFs containing LOCI the ME used prior to entering PSM)
Reference:
-	TS 31.102 [4], clause 5.1.10;
-	TS 24.301 [26], clauses 5.3.5 and 5.3.11.
-	TS 31.101 [39] in clause 6A.1.
[bookmark: _Toc10739223][bookmark: _Toc20397075][bookmark: _Toc29398727][bookmark: _Toc29399849][bookmark: _Toc36649859][bookmark: _Toc36655701][bookmark: _Toc44962004][bookmark: _Toc50983667][bookmark: _Toc50985838][bookmark: _Toc57113068][bookmark: _Toc146300302]13.3.3	Test purpose
1)	To verify that when the UE enters PSM it deactivates the UICC in case the PIN for the USIM is disabled.
2)	To verify that UE when it leaves the PSM performs the following steps:
- re-activates the UICC;
- re-initializes the USIM;
- verifies the following EFs: EFICCID, EFIMSI, and EFEPSLOCI.
[bookmark: _Toc10739224][bookmark: _Toc20397076][bookmark: _Toc29398728][bookmark: _Toc29399850][bookmark: _Toc36649860][bookmark: _Toc36655702][bookmark: _Toc44962005][bookmark: _Toc50983668][bookmark: _Toc50985839][bookmark: _Toc57113069][bookmark: _Toc146300303]13.3.4	Method of test
[bookmark: _Toc10739225][bookmark: _Toc20397077][bookmark: _Toc29398729][bookmark: _Toc29399851][bookmark: _Toc36649861][bookmark: _Toc36655703][bookmark: _Toc44962006][bookmark: _Toc50983669][bookmark: _Toc50985840][bookmark: _Toc57113070][bookmark: _Toc146300304]13.3.4.1	Initial conditions
The UE is configured to use Power Saving Mode.
The UE is configured to use the timer T3324 set to T3324_V.
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is installed into the Terminal.
The PIN of the USIM is disabled.
[bookmark: _Toc10739226][bookmark: _Toc20397078][bookmark: _Toc29398730][bookmark: _Toc29399852][bookmark: _Toc36649862][bookmark: _Toc36655704][bookmark: _Toc44962007][bookmark: _Toc50983670][bookmark: _Toc50985841][bookmark: _Toc57113071][bookmark: _Toc146300305]13.3.4.2	Procedure
a)	The UE is switched on.
b)   The UE requests RRC Connection and transmits an ATTACH REQUEST message to the E-USS/NB-SS including T3324 set to T3324_V.
c) The E-USS/NB-SS sends the ATTACH ACCEPT message contains T3324 set to T3324_V and T3412 set to T3412_V. It shall not contain the eDRX parameters.
d) After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE.
e) After the T3412 timer expires the UE sends TRACKING AREA UPDATE REQUEST.
f) The E-USS/NB-SS sends TRACKING AREA UPDATE ACCEPT.
g) The UE is switched off.
[bookmark: _Toc10739227][bookmark: _Toc20397079][bookmark: _Toc29398731][bookmark: _Toc29399853][bookmark: _Toc36649863][bookmark: _Toc36655705][bookmark: _Toc44962008][bookmark: _Toc50983671][bookmark: _Toc50985842][bookmark: _Toc57113072][bookmark: _Toc146300306]13.3.5	Acceptance criteria
1)	After step d) and the expiration of T3324 timer, the UE deactivates the UICC.
[bookmark: _Toc10739228][bookmark: _Toc20397080][bookmark: _Toc29398732][bookmark: _Toc29399854][bookmark: _Toc36649864][bookmark: _Toc36655706][bookmark: _Toc44962009][bookmark: _Toc50983672][bookmark: _Toc50985843][bookmark: _Toc57113073]2)	After step e) the UE leaves the PSM and re-activates the UICC, re-initializes the USIM and verifies the following EFs: EFICCID, EFIMSI and EFEPSLOCI.
[bookmark: _Toc146300307]13.4	UICC interface in PSM for E-UTRAN – SUSPEND UICC
[bookmark: _Toc10739229][bookmark: _Toc20397081][bookmark: _Toc29398733][bookmark: _Toc29399855][bookmark: _Toc36649865][bookmark: _Toc36655707][bookmark: _Toc44962010][bookmark: _Toc50983673][bookmark: _Toc50985844][bookmark: _Toc57113074][bookmark: _Toc146300308]13.4.1	Definition and applicability
PSM is intended for UEs that are expecting only infrequent mobile originating and terminating services and that can accept a corresponding latency in the mobile terminating communication. If the UICC supports the UICC suspension mechanism (SUSPEND UICC command), the ME may suspend the UICC after entering the PSM. In this case, the ME shall successfully resume the UICC before it can leave the PSM.
[bookmark: _Toc10739230][bookmark: _Toc20397082][bookmark: _Toc29398734][bookmark: _Toc29399856][bookmark: _Toc36649866][bookmark: _Toc36655708][bookmark: _Toc44962011][bookmark: _Toc50983674][bookmark: _Toc50985845][bookmark: _Toc57113075][bookmark: _Toc146300309]13.4.2	Conformance requirement
If the UICC supports the UICC suspension mechanism (SUSPEND UICC command), the ME may suspend the UICC after entering the PSM. In this case, the ME shall successfully resume the UICC before it can leave the PSM.
Reference:
-	TS 31.102 [4], clause 5.1.10;
-	TS 24.301 [26], clauses 5.3.5, 5.3.11 and 5.5.1.2.2.
-	TS 31.101 [39] in clause 11.1.22.
[bookmark: _Toc10739231][bookmark: _Toc20397083][bookmark: _Toc29398735][bookmark: _Toc29399857][bookmark: _Toc36649867][bookmark: _Toc36655709][bookmark: _Toc44962012][bookmark: _Toc50983675][bookmark: _Toc50985846][bookmark: _Toc57113076][bookmark: _Toc10739232][bookmark: _Toc20397084][bookmark: _Toc29398736][bookmark: _Toc29399858][bookmark: _Toc36649868][bookmark: _Toc36655710][bookmark: _Toc44962013][bookmark: _Toc50983676][bookmark: _Toc50985847][bookmark: _Toc57113077]13.4.3	Test purpose
1)	To verify that after reading EFUMPC and entering the PSM the ME sends a SUSPEND UICC command to the UICC in case the UICC indicates the support of the SUSPEND UICC command.
2)	To verify that the ME resumes the UICC before it can leave the PSM.
[bookmark: _Toc146300310]13.4.4	Method of test
[bookmark: _Toc10739233][bookmark: _Toc20397085][bookmark: _Toc29398737][bookmark: _Toc29399859][bookmark: _Toc36649869][bookmark: _Toc36655711][bookmark: _Toc44962014][bookmark: _Toc50983677][bookmark: _Toc50985848][bookmark: _Toc57113078][bookmark: _Toc146300311]13.4.4.1	Initial conditions
The ME is configured to use Power Saving Mode.
The ME is configured to use the timer T3324 set to T3324_V.
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is used with the following exceptions:
[bookmark: _Toc10739234][bookmark: _Toc20397086][bookmark: _Toc29398738][bookmark: _Toc29399860][bookmark: _Toc36649870][bookmark: _Toc36655712][bookmark: _Toc44962015][bookmark: _Toc50983678][bookmark: _Toc50985849][bookmark: _Toc57113079]EFUMPC
Logically:	
		UICC maximum power consumption:	60 mA
		Operator defined time out (T_OP):	5 seconds
		Additional information:
			UICC does not require increased idle current
			UICC supports the UICC suspension procedure
			Byte 4 and byte 5:	RFU

	Coding 
	B1 
	B2 
	B3 
	B4
	B5

	Hex
	3C 
	05 
	02 
	00
	00



The PIN of the USIM is enabled and verified.
[bookmark: _Toc146300312]13.4.4.2	Procedure
[bookmark: _Toc10739235][bookmark: _Toc20397087][bookmark: _Toc29398739][bookmark: _Toc29399861][bookmark: _Toc36649871][bookmark: _Toc36655713][bookmark: _Toc44962016][bookmark: _Toc50983679][bookmark: _Toc50985850][bookmark: _Toc57113080]a)	The UE is switched on.
b)	The UE requests RRC Connection and transmits an ATTACH REQUEST message to the E-USS/NB-SS including T3324 set to T3324_V.
c)	The E-USS/NB-SS sends the ATTACH ACCEPT message contains T3324 set to T3324_V and T3412 set to T3412_V. It shall not contain the eDRX parameters.
d)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE.
e)	The ME sends SUSPEND UICC command to the UICC indicating "Minimum duration of the suspension proposed by the terminal" and the "Maximum duration of the suspension proposed by the terminal".
f)	The UICC returns a maximum suspension duration in the range proposed by the ME, Resume token and SW 9000.
g)	After the T3412 timer expires the UE sends TRACKING AREA UPDATE REQUEST
h)	The E-USS/NB-SS sends TRACKING AREA UPDATE ACCEPT.
i)	The UE is switched off.
NOTE:	For testing purposes, and to not extend the test execution time the maximum suspension duration returned by the UICC shall be equal to the minimum duration of the suspension proposed by the terminal.
[bookmark: _Toc146300313]13.4.5	Acceptance criteria
[bookmark: _Toc10739236][bookmark: _Toc20397088][bookmark: _Toc29398740][bookmark: _Toc29399862][bookmark: _Toc36649872][bookmark: _Toc36655714][bookmark: _Toc44962017][bookmark: _Toc50983680][bookmark: _Toc50985851][bookmark: _Toc57113081]1)	After step a) the ME reads EFUMPC to verify that the SUSPEND UICC command is supported.
2)	After step e) the ME deactivates the UICC as specified in 3GPP TS 31.101 [39].
3) After step g) the ME leaves the PSM and resumes the UICC.
[bookmark: _Toc146300314][bookmark: _Toc10739237][bookmark: _Toc20397089][bookmark: _Toc29398741][bookmark: _Toc29399863][bookmark: _Toc36649873][bookmark: _Toc36655715][bookmark: _Toc44962018][bookmark: _Toc50983681][bookmark: _Toc50985852][bookmark: _Toc57113082]14	UICC interface during eDRX
[bookmark: _Toc146300315]14.1	UICC interface during eDRX for E-UTRAN – eDRX is not supported by the UICC
[bookmark: _Toc10739238][bookmark: _Toc20397090][bookmark: _Toc29398742][bookmark: _Toc29399864][bookmark: _Toc36649874][bookmark: _Toc36655716][bookmark: _Toc44962019][bookmark: _Toc50983682][bookmark: _Toc50985853][bookmark: _Toc57113083][bookmark: _Toc146300316]14.1.1	Definition and applicability
[bookmark: _Toc10739239][bookmark: _Toc20397091][bookmark: _Toc29398743][bookmark: _Toc29399865][bookmark: _Toc36649875][bookmark: _Toc36655717][bookmark: _Toc44962020][bookmark: _Toc50983683][bookmark: _Toc50985854][bookmark: _Toc57113084]In order to reduce power consumption when the UE uses extended idle mode DRX cycle, the UE may optionally deactivate the UICC  during the extended idle mode DRX cycle.
[bookmark: _Toc146300317]14.1.2	Conformance requirement
In case the UICC does not support the UICC suspension mechanism, the PIN of the USIM is disabled and deactivation of UICC is authorized in EFAD, the UE may optionally deactivate the UICC (as specified in clause 6A.1 of 3GPP TS 31.101 [39]) during the extended idle mode DRX cycle.
Reference:
-	TS 31.102 [4], clause 5.1.11;
-	TS 24.301 [26], clauses 5.3.12.
-	TS 23.401 [37], clause 5.13a.
-	TS 31.101 [39] in clause 6A.1.
[bookmark: _Toc10739240][bookmark: _Toc20397092][bookmark: _Toc29398744][bookmark: _Toc29399866][bookmark: _Toc36649876][bookmark: _Toc36655718][bookmark: _Toc44962021][bookmark: _Toc50983684][bookmark: _Toc50985855][bookmark: _Toc57113085][bookmark: _Toc146300318]14.1.3	Test purpose
1)	To verify that UE does not deactivate the UICC in case the ME is not authorized to modify the polling interval and/or disable the UICC interface during extended DRX cycle in EFAD in USIM.
[bookmark: _Toc10739241][bookmark: _Toc20397093][bookmark: _Toc29398745][bookmark: _Toc29399867][bookmark: _Toc36649877][bookmark: _Toc36655719][bookmark: _Toc44962022][bookmark: _Toc50983685][bookmark: _Toc50985856][bookmark: _Toc57113086][bookmark: _Toc146300319]14.1.4	Method of test
[bookmark: _Toc10739242][bookmark: _Toc20397094][bookmark: _Toc29398746][bookmark: _Toc29399868][bookmark: _Toc36649878][bookmark: _Toc36655720][bookmark: _Toc44962023][bookmark: _Toc50983686][bookmark: _Toc50985857][bookmark: _Toc57113087][bookmark: _Toc146300320]14.1.4.1	Initial conditions
The UE is configured to request the use of eDRX (in the ATTACH REQUEST and TRACKING AREA UPDATE messages).
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is used with the following exceptions:
EFUMPC	(UICC Maximum Power Consumption)
Logically:	
UICC maximum power consumption:	60 mA
Operator defined time out (T_OP):	5 seconds
Additional information:	UICC does not require increased idle current
	UICC does not support the UICC suspension procedure
Byte 4 and byte 5:	RFU

	Byte: 
	B1 
	B2 
	B3 
	B4
	B5

	Coding:
	3C 
	05 
	00 
	00
	00



The PIN of the USIM is enabled and verified.
[bookmark: _Toc10739243][bookmark: _Toc20397095][bookmark: _Toc29398747][bookmark: _Toc29399869][bookmark: _Toc36649879][bookmark: _Toc36655721][bookmark: _Toc44962024][bookmark: _Toc50983687][bookmark: _Toc50985858][bookmark: _Toc57113088][bookmark: _Toc146300321]14.1.4.2	Procedure
a)	The UE is switched on.
b)   The UE requests RRC Connection and transmits an ATTACH REQUEST message to the E-USS/NB-SS including eDRX parameters.
c)  The E-USS/NB-SS sends the ATTACH ACCEPT message containing eDRX set to eDRX_V and PTW set to PTW_V. If ATTACH REQUEST in step b) above also contains T3324, the ATTACH ACCEPT message shall contain T3324 set to "deactivated". If ATTACH REQUEST in step b) does not contain T3324, the ATTACH ACCEPT message shall not contain T3324.
d) After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE.
e) The E-USS/NB-SS transmits Paging/Paging-NB to the UE using the S-TMSI in a valid paging occasion within the PTW of the paging Hyperframes as per Idle eDRX.
f) After receipt of RRCConnectionRequest/RRCConnectionRequest-NB message from the UE, the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB message to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
 g) The terminal sends Service Request, the E-USS/NB-SS sends SERVICE ACCEPT followed by RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
h) The UE is switched off.
[bookmark: _Toc10739244][bookmark: _Toc20397096][bookmark: _Toc29398748][bookmark: _Toc29399870][bookmark: _Toc36649880][bookmark: _Toc36655722][bookmark: _Toc44962025][bookmark: _Toc50983688][bookmark: _Toc50985859][bookmark: _Toc57113089][bookmark: _Toc146300322]14.1.5	Acceptance criteria
1)	After step d) the UE shall not deactivate the UICC or send SUSPEND UICC command.
[bookmark: _Toc10739245][bookmark: _Toc20397097][bookmark: _Toc29398749][bookmark: _Toc29399871][bookmark: _Toc36649881][bookmark: _Toc36655723][bookmark: _Toc44962026][bookmark: _Toc50983689][bookmark: _Toc50985860][bookmark: _Toc57113090][bookmark: _Toc146300323][bookmark: _Toc10739246][bookmark: _Toc20397098][bookmark: _Toc29398750][bookmark: _Toc29399872][bookmark: _Toc36649882][bookmark: _Toc36655724][bookmark: _Toc44962027][bookmark: _Toc50983690][bookmark: _Toc50985861][bookmark: _Toc57113091]14.2	UICC interface during eDRX for E-UTRAN – eDRX is not accepted by E-USS/NB-SS
[bookmark: _Toc146300324]14.2.1	Definition and applicability
[bookmark: _Toc10739247][bookmark: _Toc20397099][bookmark: _Toc29398751][bookmark: _Toc29399873][bookmark: _Toc36649883][bookmark: _Toc36655725][bookmark: _Toc44962028][bookmark: _Toc50983691][bookmark: _Toc50985862][bookmark: _Toc57113092]In order to reduce power consumption when the UE uses extended idle mode DRX cycle, the UE may optionally deactivate the UICC  during the extended idle mode DRX cycle.
[bookmark: _Toc146300325]14.2.2	Conformance requirement
In case the UICC does not support the UICC suspension mechanism, the PIN of the USIM is disabled and deactivation of UICC is authorized in EFAD, the UE may optionally deactivate the UICC (as specified in clause 6A.1 of 3GPP TS 31.101 [39]) during the extended idle mode DRX cycle.
Reference:
-	3GPP TS 31.102 [4], clause 5.1.11;
-	TS 24.301 [26], clauses 5.3.12.
-	TS 23.401 [37], clause 5.13a
-	3GPP TS 31.101 [39] in clause 6A.1.
[bookmark: _Toc10739248][bookmark: _Toc20397100][bookmark: _Toc29398752][bookmark: _Toc29399874][bookmark: _Toc36649884][bookmark: _Toc36655726][bookmark: _Toc44962029][bookmark: _Toc50983692][bookmark: _Toc50985863][bookmark: _Toc57113093][bookmark: _Toc146300326]14.2.3	Test purpose
1)	To verify that UE does not deactivate the UICC in case extended DRX cycle is not supported by the network.
[bookmark: _Toc10739249][bookmark: _Toc20397101][bookmark: _Toc29398753][bookmark: _Toc29399875][bookmark: _Toc36649885][bookmark: _Toc36655727][bookmark: _Toc44962030][bookmark: _Toc50983693][bookmark: _Toc50985864][bookmark: _Toc57113094][bookmark: _Toc146300327]14.2.4	Method of test
[bookmark: _Toc10739250][bookmark: _Toc20397102][bookmark: _Toc29398754][bookmark: _Toc29399876][bookmark: _Toc36649886][bookmark: _Toc36655728][bookmark: _Toc44962031][bookmark: _Toc50983694][bookmark: _Toc50985865][bookmark: _Toc57113095][bookmark: _Toc146300328]14.2.4.1	Initial conditions
The UE is configured to request the use of eDRX (in the ATTACH REQUEST and TRACKING AREA UPDATE messages).
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is installed into the Terminal with following exception:
EFAD	(Administrative Data)
Logically:	Normal operation + specific facilities;
	Ciphering indicator feature disabled;
CSG Display Control: for every PLMN not included in EF_OCSGL, or for which a CSG display indicator tag is not present, all available CSGs can be displayed without any restriction;
ProSe services for Public Safety: the ME is not authorized for ProSe services for Public Safety usage without contacting the ProSe Function;
Extended DRX cycle: the ME is authorized to modify the polling interval and/or disable the UICC interface during extended DRX cycle;
Length of MNC in the IMSI: 3.

	Coding:
	B1
	B2
	B3
	B4

	Hex
	01
	00
	08
	03


The PIN of the USIM is disabled.
14.2.4.2	Procedure
a)	The UE is switched on.
b)   The UE requests RRC Connection and transmits an ATTACH REQUEST message to the E-USS/NB-SS including eDRX parameters:
c)  The E-USS/NB-SS sends the ATTACH ACCEPT message where the eDRX parameters are not present. If ATTACH REQUEST in step b) above also contains T3324, the ATTACH ACCEPT message shall contain T3324 set to "deactivated". If ATTACH REQUEST in step b) does not contain T3324, the ATTACH ACCEPT message shall not contain T3324.
d) After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE.
e) E-USS/NB-SS transmits Paging/Paging-NB to the UE in a valid paging occasion as per normal DRX
f) After receipt of RRCConnectionRequest/RRCConnectionRequest-NB message from the UE, the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB message to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
 g) The terminal sends Service Request, the E-USS/NB-SS sends SERVICE ACCEPT followed by RRCConnectionRelease/RRCConnectionRelease-NB to the UE
h) The UE is switched off.
[bookmark: _Toc10739251][bookmark: _Toc20397103][bookmark: _Toc29398755][bookmark: _Toc29399877][bookmark: _Toc36649887][bookmark: _Toc36655729][bookmark: _Toc44962032][bookmark: _Toc50983695][bookmark: _Toc50985866][bookmark: _Toc57113096][bookmark: _Toc146300329]14.2.5	Acceptance criteria
1)	After step d) the UE shall not deactivate the UICC.
[bookmark: _Toc10739252][bookmark: _Toc20397104][bookmark: _Toc29398756][bookmark: _Toc29399878][bookmark: _Toc36649888][bookmark: _Toc36655730][bookmark: _Toc44962033][bookmark: _Toc50983696][bookmark: _Toc50985867][bookmark: _Toc57113097][bookmark: _Toc146300330]14.3	UICC interface during eDRX for E-UTRAN – UICC deactivation during eDRX
[bookmark: _Toc10739253][bookmark: _Toc20397105][bookmark: _Toc29398757][bookmark: _Toc29399879][bookmark: _Toc36649889][bookmark: _Toc36655731][bookmark: _Toc44962034][bookmark: _Toc50983697][bookmark: _Toc50985868][bookmark: _Toc57113098][bookmark: _Toc146300331]14.3.1	Definition and applicability
In order to reduce power consumption when the UE uses extended idle mode DRX cycle, the UE may optionally deactivate the UICC  during the extended idle mode DRX cycle.
In this case, the UE shall re-activate the UICC, re-initialize the USIM and take appropriate steps to verify that the same USIM is used, before the end of the extended idle mode DRX cycle or before any other transmission to the network
[bookmark: _Toc10739254][bookmark: _Toc20397106][bookmark: _Toc29398758][bookmark: _Toc29399880][bookmark: _Toc36649890][bookmark: _Toc36655732][bookmark: _Toc44962035][bookmark: _Toc50983698][bookmark: _Toc50985869][bookmark: _Toc57113099][bookmark: _Toc146300332]14.3.2	Conformance requirement
In case the UICC does not support the UICC suspension mechanism, the PIN of the USIM is disabled and deactivation of UICC is authorized in EFAD, the UE may optionally deactivate the UICC (as specified in clause 6A.1 of 3GPP TS 31.101 [39]) during the extended idle mode DRX cycle.
 In this case, the UE shall re-activate the UICC (as specified in clause 6A.1 of 3GPP TS 31.101 [39]), re-initialize the USIM (as specified in clause 5.1.1 from [4]) and take appropriate steps to verify that the same USIM is used, before the end of the extended idle mode DRX cycle or before any other transmission to the network.
Verification shall include at least the check of the content of the following EFs: EFICCID, EFIMSI and EFLOCI, and/or EFPSLOCI and/or EFEPSLOCI (depending on which of these specific EFs containing LOCI the ME used prior to entering PSM).
Reference:
-	3GPP TS 31.102 [4], clause 5.1.11;
-	TS 24.301 [26], clauses 5.3.12.
-	TS 23.401 [37], clause 5.13a
-	3GPP TS 31.101 [39] in clause 6A.1.
[bookmark: _Toc10739255][bookmark: _Toc20397107][bookmark: _Toc29398759][bookmark: _Toc29399881][bookmark: _Toc36649891][bookmark: _Toc36655733][bookmark: _Toc44962036][bookmark: _Toc50983699][bookmark: _Toc50985870][bookmark: _Toc57113100][bookmark: _Toc146300333]14.3.3	Test purpose
1)	To verify that UE does not deactivate the UICC in case the ME is not authorized to modify the polling interval and/or disable the UICC interface during extended DRX cycle in EFAD in USIM.
2)	To verifies that UE when it leaves the PSM performs the following steps:
- re-activates the UICC.
- re-initializes the USIM
- verifies the following EFs: EFICCID, EFIMSI and EFEPSLOCI.
[bookmark: _Toc10739256][bookmark: _Toc20397108][bookmark: _Toc29398760][bookmark: _Toc29399882][bookmark: _Toc36649892][bookmark: _Toc36655734][bookmark: _Toc44962037][bookmark: _Toc50983700][bookmark: _Toc50985871][bookmark: _Toc57113101][bookmark: _Toc146300334]14.3.4	Method of test
[bookmark: _Toc10739257][bookmark: _Toc20397109][bookmark: _Toc29398761][bookmark: _Toc29399883][bookmark: _Toc36649893][bookmark: _Toc36655735][bookmark: _Toc44962038][bookmark: _Toc50983701][bookmark: _Toc50985872][bookmark: _Toc57113102][bookmark: _Toc146300335]14.3.4.1	Initial conditions
The UE is configured to request the use of eDRX (in the ATTACH REQUEST and TRACKING AREA UPDATE messages).
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is installed into the Terminal with following exception:
EFAD	(Administrative Data)
Logically:	Normal operation + specific facilities;
	Ciphering indicator feature disabled;
CSG Display Control: for every PLMN not included in EF_OCSGL, or for which a CSG display indicator tag is not present, all available CSGs can be displayed without any restriction;
ProSe services for Public Safety: the ME is not authorized for ProSe services for Public Safety usage without contacting the ProSe Function;
Extended DRX cycle: the ME is authorized to modify the polling interval and/or disable the UICC interface during extended DRX cycle;
Length of MNC in the IMSI: 3.

	Coding:
	B1
	B2
	B3
	B4

	Hex
	01
	00
	08
	03


The PIN of the USIM is disabled.
[bookmark: _Toc10739258][bookmark: _Toc20397110][bookmark: _Toc29398762][bookmark: _Toc29399884][bookmark: _Toc36649894][bookmark: _Toc36655736][bookmark: _Toc44962039][bookmark: _Toc50983702][bookmark: _Toc50985873][bookmark: _Toc57113103][bookmark: _Toc146300336]14.3.4.2	Procedure
a)	The UE is switched on.
b)   The UE requests RRC Connection and transmits an ATTACH REQUEST message to the E-USS/NB-SS including eDRX parameters:
c)  The E-USS/NB-SS sends the ATTACH ACCEPT message containing eDRX set to eDRX_V and PTW set to PTW_V. If ATTACH REQUEST in step b) above also contains T3324, the ATTACH ACCEPT message shall contain T3324 set to "deactivated". If ATTACH REQUEST in step b) does not contain T3324, the ATTACH ACCEPT message shall not contain T3324.
d) After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE.
e) The E-USS/NB-SS transmits Paging/Paging-NB to the UE using the S-TMSI in a valid paging occasion within the PTW of the paging Hyperframes as per Idle eDRX.
f) After receipt of a RRCConnectionRequest/RRCConnectionRequest-NB message from the UE, the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB message to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
 g) The terminal sends Service Request, the E-USS/NB-SS sends SERVICE ACCEPT followed by RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
h) The UE is switched off.
[bookmark: _Toc10739259][bookmark: _Toc20397111][bookmark: _Toc29398763][bookmark: _Toc29399885][bookmark: _Toc36649895][bookmark: _Toc36655737][bookmark: _Toc44962040][bookmark: _Toc50983703][bookmark: _Toc50985874][bookmark: _Toc57113104][bookmark: _Toc146300337]14.3.5	Acceptance criteria
1)	After step d) the UE the UE deactivates the UICC.
[bookmark: _Toc10739260][bookmark: _Toc20397112][bookmark: _Toc29398764][bookmark: _Toc29399886][bookmark: _Toc36649896][bookmark: _Toc36655738][bookmark: _Toc44962041][bookmark: _Toc50983704][bookmark: _Toc50985875][bookmark: _Toc57113105]2) After step e) the UE shall re-activate the UICC, re-initialize the USIM and verify the following EFs: EFICCID, EFIMSI and EFEPSLOCI
[bookmark: _Toc146300338][bookmark: _Toc10739261][bookmark: _Toc20397113][bookmark: _Toc29398765][bookmark: _Toc29399887][bookmark: _Toc36649897][bookmark: _Toc36655739][bookmark: _Toc44962042][bookmark: _Toc50983705][bookmark: _Toc50985876][bookmark: _Toc57113106]14.4	UICC interface during eDRX for E-UTRAN– SUSPEND UICC
[bookmark: _Toc146300339]14.4.1	Definition and applicability
In order to reduce power consumption when the UE uses extended idle mode DRX cycle, as defined in 3GPP TS 24.301 [26], in case the UICC supports the UICC suspension mechanism (SUSPEND UICC command), the ME may suspend the UICC during the extended idle mode DRX cycle. In this case, the ME shall resume the UICC successfully before the end of the extended idle mode DRX cycle or before any other transmission to the network.
[bookmark: _Toc10739262][bookmark: _Toc20397114][bookmark: _Toc29398766][bookmark: _Toc29399888][bookmark: _Toc36649898][bookmark: _Toc36655740][bookmark: _Toc44962043][bookmark: _Toc50983706][bookmark: _Toc50985877][bookmark: _Toc57113107][bookmark: _Toc146300340]14.4.2	Conformance requirement
In case the UICC supports the UICC suspension mechanism (SUSPEND UICC command), the ME may suspend the UICC during the extended idle mode DRX cycle. In this case, the ME shall resume the UICC successfully before the end of the extended idle mode DRX cycle or before any other transmission to the network.
Reference:
-	3GPP TS 31.102 [4], clause 5.1.11;
-	TS 24.301 [26], clauses 5.3.12.
-	TS 23.401 [37], clause 5.13a.
-	3GPP TS 31.101 [39] in clauses 6A.1 and 11.1.22.
[bookmark: _Toc10739263][bookmark: _Toc20397115][bookmark: _Toc29398767][bookmark: _Toc29399889][bookmark: _Toc36649899][bookmark: _Toc36655741][bookmark: _Toc44962044][bookmark: _Toc50983707][bookmark: _Toc50985878][bookmark: _Toc57113108][bookmark: _Toc146300341]14.4.3	Test purpose
1)	To verify that UE does not send SUSPEND UICC command to the UICC in case the UICC does not indicates the support of SUSPEND UICC command in EFUMPC during the extended idle mode DRX cycle
2)	To verify that UE sends SUSPEND UICC command to the UICC in case the UICC indicates the support of SUSPEND UICC command in EFUMPC during the extended idle mode DRX cycle.
3)	To verify that UE resumes the UICC before the end of the extended idle mode DRX cycle or before any other transmission to the network.
[bookmark: _Toc10739264][bookmark: _Toc20397116][bookmark: _Toc29398768][bookmark: _Toc29399890][bookmark: _Toc36649900][bookmark: _Toc36655742][bookmark: _Toc44962045][bookmark: _Toc50983708][bookmark: _Toc50985879][bookmark: _Toc57113109][bookmark: _Toc146300342]14.4.4	Method of test
[bookmark: _Toc10739265][bookmark: _Toc20397117][bookmark: _Toc29398769][bookmark: _Toc29399891][bookmark: _Toc36649901][bookmark: _Toc36655743][bookmark: _Toc44962046][bookmark: _Toc50983709][bookmark: _Toc50985880][bookmark: _Toc57113110][bookmark: _Toc146300343]14.4.4.1	Initial conditions
The UE is configured to request the use of eDRX (in the ATTACH REQUEST and TRACKING AREA UPDATE messages).
The E-USS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The NB-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	246/081/0001.
-	Access control:	unrestricted.
The default E-UTRAN UICC is used with the following exceptions:
EFUMPC	(UICC Maximum Power Consumption)
Logically:	
UICC maximum power consumption:	60 mA
Operator defined time out (T_OP):	5 seconds
Additional information:	UICC does not require increased idle current
	UICC supports the UICC suspension procedure
Byte 4 and byte 5:	RFU

	Byte: 
	B1 
	B2 
	B3 
	B4
	B5

	Coding:
	3C 
	05 
	02 
	00
	00



EFAD	(Administrative Data)
Logically:	Normal operation + specific facilities;
	Ciphering indicator feature disabled;
CSG Display Control: for every PLMN not included in EF_OCSGL, or for which a CSG display indicator tag is not present, all available CSGs can be displayed without any restriction;
ProSe services for Public Safety: the ME is not authorized for ProSe services for Public Safety usage without contacting the ProSe Function;
Extended DRX cycle: the ME is authorized to modify the polling interval and/or disable the UICC interface during extended DRX cycle;
Length of MNC in the IMSI: 3.

	Coding:
	B1
	B2
	B3
	B4

	Hex
	01
	00
	08
	03



The PIN of the USIM is enabled and verified.
[bookmark: _Toc10739266][bookmark: _Toc20397118][bookmark: _Toc29398770][bookmark: _Toc29399892][bookmark: _Toc36649902][bookmark: _Toc36655744][bookmark: _Toc44962047][bookmark: _Toc50983710][bookmark: _Toc50985881][bookmark: _Toc57113111][bookmark: _Toc146300344]14.4.4.2	Procedure
a)	The UE is switched on.
b)	The UE requests RRC Connection and transmits an ATTACH REQUEST message to the E-USS/NB-SS including eDRX parameters:
c)	The E-USS/NB-SS sends the ATTACH ACCEPT message containing eDRX set to eDRX_V and PTW set to PTW_V. If ATTACH REQUEST in step b) above also contains T3324, the ATTACH ACCEPT message shall contain T3324 set to "deactivated". If ATTACH REQUEST in step b) does not contain T3324, the ATTACH ACCEPT message shall not contain T3324.
d)	After receipt of the AttachComplete during registration from the UE, the E-USS/NB-SS sends RRCConnectionRelease/RRCConnectionRelease-NB, to the UE.
e)	The UE sends SUSPEND UICC command to the UICC indicating "Minimum duration of the suspension proposed by the terminal" and the "Maximum duration of the suspension proposed by the terminal".
f)	The UICC returns Maximum duration of the "suspension negotiated by the UICC" = "Minimum duration of the suspension proposed by the terminal", Resume token and SW 9000.
g)	The E-USS/NB-SS transmits Paging/Paging-NB to the UE using the S-TMSI in a valid paging occasion within the PTW of the paging Hyperframes as per Idle eDRX.
h)	After receipt of RRCConnectionRequest/RRCConnectionRequest-NB message from the UE, the E-USS/NB-SS sends RRCConnectionSetup/RRCConnectionSetup-NB message to the UE, followed by RRCConnectionSetupComplete/RRCConnectionSetupComplete-NB sent by the UE to the E-USS/NB-SS.
i)	The terminal sends Service Request, the E-USS/NB-SS sends SERVICE ACCEPT followed by RRCConnectionRelease/RRCConnectionRelease-NB to the UE.
j)	The UE is switched off.
[bookmark: _Toc10739267][bookmark: _Toc20397119][bookmark: _Toc29398771][bookmark: _Toc29399893][bookmark: _Toc36649903][bookmark: _Toc36655745][bookmark: _Toc44962048][bookmark: _Toc50983711][bookmark: _Toc50985882][bookmark: _Toc57113112][bookmark: _Toc146300345]14.4.5	Acceptance criteria
1)	After step f) the UE deactivates the UICC as specified in 3GPP TS 31.101 [39].
2)	After step g) the UE resumes the UICC.
[bookmark: _Toc50983712][bookmark: _Toc50985883][bookmark: _Toc57113113][bookmark: _Toc146300346]15	Authentication procedure and NAS security context handling for 5G
[bookmark: _Toc36655746][bookmark: _Toc44962049][bookmark: _Toc50983713][bookmark: _Toc50985884][bookmark: _Toc57113114][bookmark: _Toc146300347]15.1	Authentication procedure for EAP-AKA'
[bookmark: _Toc44962050][bookmark: _Toc50983714][bookmark: _Toc50985885][bookmark: _Toc57113115][bookmark: _Toc146300348][bookmark: _Toc36655747][bookmark: _Toc36655751][bookmark: _Toc517476896][bookmark: _Toc502364631][bookmark: _Toc44962051][bookmark: _Toc50983715][bookmark: _Toc50985886][bookmark: _Toc57113116][bookmark: _Hlk722478]15.1.1	Authentication procedure for EAP-AKA' - Authentication is successful
[bookmark: _Toc146300349]15.1.1.1	Definition and applicability
[bookmark: _Hlk9856563][bookmark: _Hlk805790]The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message.
[bookmark: _Hlk7020179][bookmark: _Hlk9856617]The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41].
[bookmark: _Toc517476897][bookmark: _Toc502364632][bookmark: _Toc44962052][bookmark: _Toc50983716][bookmark: _Toc50985887][bookmark: _Toc57113117][bookmark: _Toc146300350]15.1.1.2	Conformance requirement
1)	The UE shall support the EAP based primary authentication and key agreement procedure.
[bookmark: _Hlk9856895][bookmark: _Hlk10542551]2)	The ME shall forward the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge within the AUTHENTICATION REQUEST message to the USIM.
[bookmark: _Hlk9873740]3)	The ME shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
[bookmark: _Hlk9856715]4)	As a result of successful authentication procedure and upon receipt of the EAP Success message, the 5G NAS security context parameters shall be stored on the USIM if the corresponding file is present on the USIM when entering state 5GMM-DEREGISTERED.
[bookmark: _Hlk9856738][bookmark: _Hlk805401][bookmark: _Hlk789612]5)	If service n°122 is "available", the ME shall store KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values in EF5GS3GPPNSC on the USIM.
[bookmark: _Hlk789565]6)	If service n°123 is "available", the ME shall store the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clause 5.4.1.2 and Annex C.
[bookmark: _Toc517476898][bookmark: _Toc502364633][bookmark: _Toc44962053][bookmark: _Toc50983717][bookmark: _Toc50985888][bookmark: _Toc57113118][bookmark: _Toc146300351]15.1.1.3	Test purpose
[bookmark: _Hlk9846160]1)	To verify that the ME forwards the RAND and AUTN received in EAP-request/AKA'-challenge within EAP message IE to the USIM.
2)	To verify that the ME returns the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message indicating the response calculated in the USIM (RES).
3)	To verify that the ME stores 5G NAS security context parameters, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	To verify that the ME stores the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM if service n°123 is "available".
[bookmark: _Toc517476899][bookmark: _Toc502364634][bookmark: _Toc44962054][bookmark: _Toc50983718][bookmark: _Toc50985889][bookmark: _Toc57113119][bookmark: _Toc146300352]15.1.1.4	Method of test
[bookmark: _Toc517476900][bookmark: _Toc502364635][bookmark: _Toc44962055][bookmark: _Toc50983719][bookmark: _Toc50985890][bookmark: _Toc57113120][bookmark: _Toc146300353]15.1.1.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
[bookmark: _Toc517476901][bookmark: _Toc502364636][bookmark: _Toc44962056][bookmark: _Toc50983720][bookmark: _Toc50985891][bookmark: _Toc57113121]The default 5G-NR UICC is used and the UICC is installed into the ME and the UE is powered on.
[bookmark: _Toc146300354]15.1.1.4.2	Procedure
[bookmark: _Hlk10472212]a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message and it uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
d)	Using the EAP-request/AKA'-challenge data received in AUTHENTICATION REQUEST message the ME passes the RAND and AUTN to the USIM.
e)	The UE shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
[bookmark: _Hlk10556136][bookmark: _Hlk10196922][bookmark: _Hlk789851]f)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends EAP-success in  SECURITY MODE COMMAND message, the UE sends a SECURITY MODE COMPLETE message.
g)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
h)	The UE sends a REGISTRATION COMPLETE message.
i)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
[bookmark: _Toc517476902][bookmark: _Toc502364637][bookmark: _Toc44962057][bookmark: _Toc50983721][bookmark: _Toc50985892][bookmark: _Toc57113122][bookmark: _Toc146300355][bookmark: _Toc36655748][bookmark: _Toc44962058][bookmark: _Toc50983722][bookmark: _Toc50985893][bookmark: _Toc57113123]15.1.1.5	Acceptance criteria
[bookmark: _Hlk9868860][bookmark: _Hlk872043][bookmark: _Hlk7021113]1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
[bookmark: _Hlk10197059]2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
[bookmark: _Hlk9868955]3)	In step d) the ME forwards the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge message to the USIM.
4)	In step e) the ME shall send AUTHENTICATION RESPONSE message with EAP message IE with EAP-response/AKA'-challenge containing the response calculated in the USIM (RES):
-	Authentication response message identity:	'0101 0111’
[bookmark: _Hlk9869331]-	Authentication response parameter:	4 – 16 octets RES value calculated according to 3GPP TS 24.501 [42]
5)	In step f) the UE shall send SECURITY MODE COMPLETE message.
6)	After step f) the ME updates EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	32 bytes, value not checked
KSEAF:	32 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	Bxx

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx



7)	After step i) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF:	32 bytes, value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	XX
	80
	01
	00
	81
	xx
	xx
	…
	xx



[bookmark: _Toc146300356]15.1A.1	Authentication procedure for EAP-AKA' - Authentication is Successful
[bookmark: _Toc146300357]15.1A.1.1	Definition and applicability
The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF shall send an EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41]. If service n°133 is "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [41] and 3GPP TS 31.102 [4].
[bookmark: _Toc146300358]15.1A.1.2	Conformance requirement
1)	The UE shall support the EAP based primary authentication and key agreement procedure.
2)	The ME shall forward the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge within the AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
4)	As a result of successful authentication procedure and upon receipt of the EAP Success message, the 5G NAS security context parameters shall be stored on the USIM if the corresponding file is present on the USIM when entering state 5GMM-DEREGISTERED.
5)	If service n°122 is "available", the ME shall store KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values in EF5GS3GPPNSC on the USIM.
6)	If service n°123 is "available" and service n°133 is "available" the ME shall store the KAUSF, KSEAF, SOR counter and UE parameter update counter in the EF5GAUTHKEYS on the USIM.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clause 5.4.1.2 and Annex C.
[bookmark: _Toc146300359]15.1A.1.3	Test purpose
1)	To verify that the ME forwards the RAND and AUTN received in EAP-request/AKA'-challenge within EAP message IE to the USIM.
2)	To verify that the ME returns the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message indicating the response calculated in the USIM (RES).
3)	To verify that the ME stores 5G NAS security context parameters, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	To verify that the ME stores the KAUSF, KSEAF, SOR counter and UE parameter update in the EF5GAUTHKEYS on the USIM if service n°123 is "available" and service n°133 is "available".
[bookmark: _Toc146300360]15.1A.1.4	Method of test
[bookmark: _Toc146300361]15.1A.1.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The 5G-NR UICC - support of Rel-16 features is used and the UICC is installed into the ME and the UE is powered on.
[bookmark: _Toc146300362]15.1A.1.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message and it uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
d)	Using the EAP-request/AKA'-challenge data received in AUTHENTICATION REQUEST message the ME passes the RAND and AUTN to the USIM.
e)	The UE shall return the EAP message IE with EAP-response/AKA'-challenge in AUTHENTICATION RESPONSE message.
f)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends EAP-success in SECURITY MODE COMMAND message, the UE sends a SECURITY MODE COMPLETE message.
g)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
h)	The UE sends a REGISTRATION COMPLETE message.
i)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
[bookmark: _Toc146300363]15.1A.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in EAP message IE with EAP-request/AKA'-challenge message to the USIM.
4)	In step e) the ME shall send AUTHENTICATION RESPONSE message with EAP message IE with EAP-response/AKA'-challenge containing the response calculated in the USIM (RES):
-	Authentication response message identity:	'0101 0111’
-	Authentication response parameter:	4 – 16 octets RES value calculated according to 3GPP TS 24.501 [42]
5)	In step f) the UE shall send SECURITY MODE COMPLETE message.
6)	After step f) if service n°133 is "available", the ME updates EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	32 bytes, value not checked
KSEAF for 3GPP access:	32 bytes, value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx


7)	After step i) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF:	32 bytes, value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	XX
	80
	01
	00
	81
	xx
	xx
	…
	xx



[bookmark: _Toc146300364]15.1.2	Authentication procedure for EAP-AKA' – Authentication is successful - GSM UICC
[bookmark: _Toc44962059][bookmark: _Toc50983723][bookmark: _Toc50985894][bookmark: _Toc57113124][bookmark: _Toc146300365]15.1.2.1	Definition and applicability
[bookmark: _Hlk10455611]The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
[bookmark: _Hlk9961341]During the authentication procedure if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in 3GPP TS 33.102 [45], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME.
[bookmark: _Toc44962060][bookmark: _Toc50983724][bookmark: _Toc50985895][bookmark: _Toc57113125][bookmark: _Toc146300366]15.1.2.2	Conformance requirement
[bookmark: _Hlk805814][bookmark: _Hlk724264]1)	The ME shall ignore the GPRS Kc and not store the GPRS Kc on USIM or in ME if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [45].
2)	If Service n°122 and Service n°123 are not available on the USIM, the 5GS 3GPP access NAS security context parameters and the 5G authentication keys shall be stored in the non-volatile memory of the ME.
[bookmark: _Hlk9528002]Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clause 5.4.1.2 and Annex C.
[bookmark: _Toc44962061][bookmark: _Toc50983725][bookmark: _Toc50985896][bookmark: _Toc57113126][bookmark: _Toc146300367]15.1.2.3	Test purpose
[bookmark: _Hlk9961297]1)	To verify that the ME will ignore the GPRS Kc and will not store the GPRS Kc on USIM or in ME when the USIM computes a Kc (i.e. GPRS Kc) from CK and IK.
2)	To verify that the ME stores the 5GS 3GPP access NAS security context parameters and the 5G authentication keys inside the ME non-volatile memory when Service n°122 and Service n°123 are not available on the USIM.
[bookmark: _Toc44962062][bookmark: _Toc50983726][bookmark: _Toc50985897][bookmark: _Toc57113127][bookmark: _Toc146300368]15.1.2.4	Method of test
[bookmark: _Toc44962063][bookmark: _Toc50983727][bookmark: _Toc50985898][bookmark: _Toc57113128][bookmark: _Toc146300369]15.1.2.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
[bookmark: _Toc44962064][bookmark: _Toc50983728][bookmark: _Toc50985899][bookmark: _Toc57113129][bookmark: _Hlk9528123]The default UICC is used and installed into the ME.
[bookmark: _Toc146300370]15.1.2.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b) The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c) The UE is switched on.
d)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
e)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
[bookmark: _Toc44962065][bookmark: _Toc50983729][bookmark: _Toc50985900][bookmark: _Toc57113130]f)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME passes the RAND and AUTN to the USIM, the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK using conversion function c3.
g)	After the reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
h)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
i)	The UE sends a REGISTRATION COMPLETE message.
j)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends the RRCRelease message.
k)	The UE is switched on.
l)	The UE sends REGISTRATION REQUEST message in protected mode using the last calculated KAMF, indicates the 5GS mobile identity information element type "5G-GUTI"
m)The NG-SS sends REGISTRATION ACCEPT to the UE.
n)	The UE sends a REGISTRATION COMPLETE message.
o)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
[bookmark: _Toc74224880][bookmark: _Toc146300371][bookmark: _Toc36655749][bookmark: _Toc44962066][bookmark: _Toc50983730][bookmark: _Toc50985901][bookmark: _Toc57113131][bookmark: _Hlk10019744]15.1.2.5	Acceptance criteria
1)	After step c) the ME shall read EFUST
2)	During step e) the UE shall indicate in the REGISTRATION REQUEST that no key is available for the NAS key set identifier.
3)	In step f) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	In step g) the ME shall send AUTHENTICATION RESPONSE message contains:
-	Authentication response message identity:	'0101 0111’
-	Authentication response parameter:	16 octets RES value calculated according to 3GPP TS 24.501 [42]
5)	During steps g) to i) the ME does not store GPRS Kc on the USIM.
6)	In step l) the UE shall indicate in the protected mode REGISTRATION REQUEST that NAS key set identifier is set to '000' and TSC is set to '0' and uses the 5GS mobile identity information element type "5G-GUTI" with value:
5G-GUTI:	24408300010266436587.
[bookmark: _Toc146300372]15.1.3	Authentication procedure for EAP-AKA' – AUTN fails on the USIM
[bookmark: _Toc44962067][bookmark: _Toc50983731][bookmark: _Toc50985902][bookmark: _Toc57113132][bookmark: _Toc146300373]15.1.3.1	Definition and applicability
The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the AV' by checking whether AUTN can be accepted as described in 3GPP TS 33.102 [45]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. The ME shall derive CK' and IK'. If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in clause 6.1.3.3 in 3GPP TS 33.501 [41].
[bookmark: _Toc44962068][bookmark: _Toc50983732][bookmark: _Toc50985903][bookmark: _Toc57113133][bookmark: _Toc146300374]15.1.3.2	Conformance requirement
1)	The ME shall forward the RAND and AUTN received in the EAP message IE with EAP-request/AKA'-challenge in the AUTHENTICATION REQUEST message to the USIM.
2)	If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in clause 6.1.3.3 in 3GPP TS 33.501 [41].
3)	The ME shall return the EAP-Response/AKA-Synchronization-Failure, when the sequence number in the AUTN parameter is incorrect as described in clause 9.6 of RFC 4187 [47].
Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.1 and 6.1.3.3;
-	3GPP TS 24.501 [42], clauses 5.4.1.2.2.1.
-	RFC 4187 [47], clause 9.6.
[bookmark: _Toc44962069][bookmark: _Toc50983733][bookmark: _Toc50985904][bookmark: _Toc57113134][bookmark: _Toc146300375]15.1.3.3	Test purpose
1)	To verify that the ME forwards the RAND and AUTN received in EAP-request/AKA'-challenge message to the USIM.
2)	To verify that the ME returns the EAP-Response/AKA-Synchronization-Failure if the verification of AUTN failed on the USIM due to a synchronisation failure.
[bookmark: _Toc44962070][bookmark: _Toc50983734][bookmark: _Toc50985905][bookmark: _Toc57113135][bookmark: _Toc146300376]15.1.3.4	Method of test
[bookmark: _Toc44962071][bookmark: _Toc50983735][bookmark: _Toc50985906][bookmark: _Toc57113136][bookmark: _Toc146300377]15.1.3.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is used and installed into the ME and the UE is powered on.
[bookmark: _Toc44962072][bookmark: _Toc50983736][bookmark: _Toc50985907][bookmark: _Toc57113137][bookmark: _Toc146300378]15.1.3.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
[bookmark: _Hlk10476067][bookmark: _Hlk10555883]c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message contains:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
d)	Using the EAP-request/AKA'-challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM and starts the timer T3520.
[bookmark: _Hlk10542994]e)	The UICC returns AUTS parameter to the ME indicating that the verification of AUTN failed due to a synchronisation failure.
f)	The UE transmits the AUTHENTICATION RESPONSE message including the EAP-response/AKA'-synchronization-failure message and stops the timer T3520, the NG-SS sends an AUTHENTICATION REQUEST message.
[bookmark: _Hlk10558203]g)	After the reception of AUTHENTICATION REQUEST message from the NG-SS, the ME forwards the received RAND, AUTN to the UICC.
h)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, the UE sends a SECURITY MODE COMPLETE message
i)	Upon reception of REGISTRATION ACCEPT message with a new 5G-GUTI, the UE sends a REGISTRATION COMPLETE message.
[bookmark: _Toc44962073][bookmark: _Toc50983737][bookmark: _Toc50985908][bookmark: _Toc57113138][bookmark: _Toc146300379]15.1.3.5	Acceptance criteria
[bookmark: _Hlk10553060]1.	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
[bookmark: _Hlk10473649]2.	In step f) the UE sends AUTHENTICATION RESPONSE message, including the AT AUTS attribute.
[bookmark: _Toc36655750]3.	After step h) ME shall send AUTHENTICATION RESPONSE message contains the response calculated in the USIM (RES).
[bookmark: _Toc44962074][bookmark: _Toc50983738][bookmark: _Toc50985909][bookmark: _Toc57113139][bookmark: _Toc146300380]15.1.4	Authentication procedure for EAP-AKA' - after SUPI is changed
[bookmark: _Toc44962075][bookmark: _Toc50983739][bookmark: _Toc50985910][bookmark: _Toc57113140][bookmark: _Toc146300381]15.1.4.1	Definition and applicability
The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
[bookmark: _Toc44962076][bookmark: _Toc50983740][bookmark: _Toc50985911][bookmark: _Toc57113141][bookmark: _Toc146300382]15.1.4.2	Conformance requirement
1)	The UE shall support the EAP based primary authentication and key agreement procedure.
2)	The 5G NAS security context parameters shall be stored on the USIM or in a non-volatile memory in the ME together with the SUPI from the USIM.
3)	The UE shall delete the 5GMM parameters if the SUPI from the USIM does not match the SUPI stored in the non-volatile memory.
Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clauses 5.4.1.2 and Annex C.
[bookmark: _Toc44962077][bookmark: _Toc50983741][bookmark: _Toc50985912][bookmark: _Toc57113142][bookmark: _Toc146300383]15.1.4.3	Test purpose
[bookmark: _Toc44962078][bookmark: _Toc50983742][bookmark: _Toc50985913][bookmark: _Toc57113143]1)	To verify that the UE generates the 5G NAS security context parameters and stores them inside the non-volatile memory in the ME together with the SUPI from the USIM.
2)	To verify that the UE rejects the SECURITY MODE COMMAND with the existing 5G NAS security context parameters if the SUPI is changed.
[bookmark: _Toc146300384]15.1.4.4	Method of test
15.1.4.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
[bookmark: _Toc44962079]The default 5G-NR UICC is used with the following exception and installed into the ME.
EFUST (USIM Service Table)
Logically:	
5GS Mobility Management Information not available
5G Security Parameters not available

	Byte:
	B1
	…
	B16

	Binary:
	…
	
	xxx0 100x



[bookmark: _Toc50983743][bookmark: _Toc50985914][bookmark: _Toc57113144][bookmark: _Toc146300385]15.1.4.4.2	Procedure
a)	Bring up Cell A and the UE is switched on with default IMSI.
b)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)	The UE is switched on, with IMSI set as 246081685533963.
d)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
e)	The UE is switched on with default IMSI.
f)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
g)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the EAP-AKA' authentication procedure and sends EAP message IE with EAP-request/AKA'-challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
EAP message:	EAP-request/AKA'-challenge
h)	After receipt of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, then the UE sends a SECURITY MODE COMPLETE message.
i)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
j)	The UE sends a REGISTRATION COMPLETE message.
k)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
l)	Change the UICC configuration (by setting the IMSI to 246081685533963), then switch the UE on.
m)	After the receipt of REGISTRATION REQUEST message from the UE during registration, the NG-SS performs AUTHENTICATION procedure and transmits a SECURITY MODE COMMAND message using the last calculated KAMF (at step 'g’) indicated by the ngKSI to activate NAS security.
n)	The UE is switched off.
15.1.4.5	Acceptance criteria
1)	In step h) the UE sends a SECURITY MODE COMPLETE message.
2)	In step m) the UE shall not use the 5G-GUTI or the Last visited registered TAI parameters in the REGISTRATION REQUEST message, instead it shall use SUCI as 5GS mobile identity IE.
3)	During step m) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
4)	After step m) and before step n) the UE sends SECURITY MODE REJECT message.
[bookmark: _Toc44962080][bookmark: _Toc50983744][bookmark: _Toc50985915][bookmark: _Toc57113145][bookmark: _Toc146300386]15.2	Authentication procedure for 5G AKA
[bookmark: _Hlk10217141]15.2.1	Authentication procedure for 5G AKA - Authentication is successful
15.2.1.1	Definition and applicability
[bookmark: _Hlk9934263][bookmark: _Hlk10196229]The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
[bookmark: _Hlk9872449]The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in TS 33.501[41]
15.2.1.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
[bookmark: _Hlk9873620][bookmark: _Hlk9872608]3)	The ME shall compute RES* from RES according to Annex A.4 TS 33.501[41] and return it in AUTHENTICATION RESPONSE message.
4)	As a result of successful authentication procedure if service n°122 is "available", the 5G NAS security context parameters shall be stored on the USIM.
5)	If service n°123 is "available", the ME shall store the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM.
Reference:
-	TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.2;
-	3GPP TS 24.501 [42], clause 5.4.1.3 and Annex C.
15.2.1.3	Test purpose
[bookmark: _Hlk10556598][bookmark: _Hlk9872730]1)	To verify that the ME forwards the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message to the USIM.
2)	To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
3)	To verify that the ME stores 5G NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	To verify that the ME stores the KAUSF and KSEAF in EF5GAUTHKEYS on the USIM if service n°123 is "available".
[bookmark: _Toc146300387]15.2.1.4	Method of test
[bookmark: _Toc146300388]15.2.1.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is and the UICC is installed into the ME.
[bookmark: _Hlk9934413]15.2.1.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
[bookmark: _Hlk9867787][bookmark: _Hlk10196680]b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
[bookmark: _Hlk9867760]Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
[bookmark: _Hlk9872520]e)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
g)	The UE sends a REGISTRATION COMPLETE message.
h)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
[bookmark: _Toc50983745][bookmark: _Toc50985916][bookmark: _Toc57113146]15.2.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e) the ME updates EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF:	value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	Bxx

	Hex
	80
	L1
	xx
	..
	81
	L2
	xx
	..
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



15.2A.1	Authentication procedure for 5G AKA - Authentication is successful
15.2A.1.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS  31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain one record.
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41]. If service n°133 is "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [41] and 3GPP TS 31.102 [4].
15.2A.1.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall compute RES* from RES according to Annex A.4 3GPP TS 33.501 [41] and return it in AUTHENTICATION RESPONSE message.
4)	As a result of successful authentication procedure if service n°122 is "available", the 5G NAS security context parameters shall be stored on the USIM.
5)	If service n°123 is "available" and service n°133 is "available", the ME shall store the KAUSF, KSEAF, SOR counter and UE parameter update counter in the EF5GAUTHKEYS on the USIM.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.3, 4.4.11.4 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.2;
-	3GPP TS 24.501 [42], clause 5.4.1.3 and Annex C.
15.2A.1.3	Test purpose
1)	To verify that the ME forwards the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message to the USIM.
2)	To verify that the ME sends AUTHENTICATION RESPONSE message contains the calculated RES* in response to AUTHENTICATION REQUEST message.
3)	To verify that the ME stores 5G NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in EF5GS3GPPNSC on the USIM if service n°122 is "available".
4)	To verify that the ME stores the KAUSF, KSEAF, SOR counter and UE parameter update in EF5GAUTHKEYS on the USIM if service n°123 is "available" and service n°133 is "available".
[bookmark: _Toc146300389]15.2A.1.4	Method of test
[bookmark: _Toc146300390]15.2A.1.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The 5G-NR UICC - support of Rel-16 features is used and the UICC is installed into the ME.
15.2A.1.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
g)	The UE sends a REGISTRATION COMPLETE message.
h)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
15.2.1.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF:	value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context:
ngKSI:	00
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



[bookmark: _Toc146300391]15.2A.2	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC
[bookmark: _Toc146300392]15.2A.2.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
During the authentication procedure if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in 3GPP TS  33.102 [45], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME.
[bookmark: _Toc146300393]15.2A.2.2	Conformance requirement
1)	The ME shall ignore the GPRS Kc and not store the GPRS Kc on USIM or in ME if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in 3GPP TS 33.102 [45].
2)	If Service n°122 and Service n°123 are not available on the USIM, the 5GS 3GPP access NAS security context parameters and the 5G authentication keys shall be stored in the non-volatile memory of the ME.
Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clause 5.4.1.2 and Annex C.
[bookmark: _Toc146300394]15.2A.2.3	Test purpose
1)	To verify that the ME will ignore the GPRS Kc and will not store the GPRS Kc on USIM or in ME when the USIM computes a Kc (i.e. GPRS Kc) from CK and IK.
2)	To verify that the ME stores the 5GS 3GPP access NAS security context parameters, the 5G authentication keys, SOR counter and UE parameter update inside the ME non-volatile memory when Service n°122 and Service n°123 and Serivce n°133 are not available on the USIM.
[bookmark: _Toc146300395]15.2A.2.4	Method of test
[bookmark: _Toc146300396]15.2A.2.4.1	Initial conditions
The NR-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default UICC is used and installed into the ME.
[bookmark: _Toc146300397]15.2A.2.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)	The UE is switched on.
d)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
e)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the 5G AKA authentication procedure and sends 5G-AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
f)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM, the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK using conversion function c3.
g)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
h)	The NG-SS sends a REGISTRATION ACCEPT message contains:
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
i)	The UE sends a REGISTRATION COMPLETE message.
j)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends the RRCRelease message.
k)	The UE is switched on.
l)	The UE sends REGISTRATION REQUEST message in protected mode using the last calculated KAMF, indicates the 5GS mobile identity information element type "5G-GUTI"
m)	The NG-SS sends REGISTRATION ACCEPT to the UE with:
5G-GUTI:	24408300010266436555
TAI:	42 34 80 00 00 01
n)	The UE sends a REGISTRATION COMPLETE message.
o)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
[bookmark: _Toc146300398]15.2A.2.5	Acceptance criteria
1)	After step c) the ME shall read EFUST.
2)	During step e) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step f) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step g) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42].
5)	During steps g) to i) the ME does not store GPRS Kc, SOR counter, or UE parameter update counter on the USIM.
6)	In step l) the UE shall indicate in protected mode the REGISTRATION REQUEST that NAS key set identifier is set to '000' and TSC is set to '0' and uses the 5GS mobile identity information element type "5G-GUTI" with value:
5G-GUTI:	24408300010266436587.
[bookmark: _Toc146300399][bookmark: _Toc50983746][bookmark: _Toc50985917][bookmark: _Toc57113147]15.2.2	Authentication procedure for 5G AKA – Authentication is successful - GSM UICC
[bookmark: _Toc146300400]15.2.2.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM.
During the authentication procedure if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [45], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME.
[bookmark: _Toc50983747][bookmark: _Toc50985918][bookmark: _Toc57113148][bookmark: _Toc146300401]15.2.2.2	Conformance requirement
1)	The ME shall ignore the GPRS Kc and not store the GPRS Kc on USIM or in ME if the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [45].
[bookmark: _Hlk9961159]2)	If Service n°122 and Service n°123 are not available on the USIM, the 5GS 3GPP access NAS security context parameters and the 5G authentication keys shall be stored in the non-volatile memory of the ME.
Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.1;
-	3GPP TS 24.501 [42], clause 5.4.1.2 and Annex C.
[bookmark: _Toc50983748][bookmark: _Toc50985919][bookmark: _Toc57113149][bookmark: _Toc146300402]15.2.2.3	Test purpose
1)	To verify that the ME will ignore the GPRS Kc and will not store the GPRS Kc on USIM or in ME when the USIM computes a Kc (i.e. GPRS Kc) from CK and IK.
2)	To verify that the ME stores the 5GS 3GPP access NAS security context parameters and the 5G authentication keys inside the ME non-volatile memory when Service n°122 and Service n°123 are not available on the USIM.
[bookmark: _Toc50983749][bookmark: _Toc50985920][bookmark: _Toc57113150][bookmark: _Toc146300403]15.2.2.4	Method of test
[bookmark: _Toc50983750][bookmark: _Toc50985921][bookmark: _Toc57113151][bookmark: _Toc146300404]15.2.2.4.1	Initial conditions
The NR-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
[bookmark: _Toc50983751][bookmark: _Toc50985922][bookmark: _Toc57113152]The default UICC is used and installed into the ME.
[bookmark: _Toc146300405]15.2.2.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)	The UE is switched on.
d)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
e)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the 5G AKA authentication procedure and sends 5G-AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
[bookmark: _Hlk10553173]ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
f)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM, the USIM calculates the response parameter KC (i.e. GPRS Kc) from CK and IK using conversion function c3.
g)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
h)	The NG-SS sends a REGISTRATION ACCEPT message contains:
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
i)	The UE sends a REGISTRATION COMPLETE message.
[bookmark: _Hlk48051557]j)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends the RRCRelease message.
k)	he UE is switched on.
[bookmark: _Toc50983752][bookmark: _Toc50985923][bookmark: _Toc57113153]l)	The UE sends REGISTRATION REQUEST message in protected mode using the last calculated KAMF, indicates the 5GS mobile identity information element type "5G-GUTI"
m)	The NG-SS sends REGISTRATION ACCEPT to the UE with:
5G-GUTI:	24408300010266436555
[bookmark: _Hlk10212560]TAI:	42 34 80 00 00 01
n)	The UE sends a REGISTRATION COMPLETE message.
o)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure.
[bookmark: _Toc146300406]15.2.2.5	Acceptance criteria
1)	After step c) the ME shall read EFUST.
2)	During step e) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
[bookmark: _Hlk9940797]3)	In step f) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step g) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42].
[bookmark: _Toc50983753][bookmark: _Toc50985924][bookmark: _Toc57113154]5)	During steps g) to i) the ME does not store GPRS Kc on the USIM.
6)	In step l) the UE shall indicate in protected mode the REGISTRATION REQUEST that NAS key set identifier is set to '000' and TSC is set to '0' and uses the 5GS mobile identity information element type "5G-GUTI" with value:
5G-GUTI:	24408300010266436587.
[bookmark: _Toc146300407]15.2.3	Authentication procedure 5G AKA – AUTN fails on the USIM
[bookmark: _Toc50983754][bookmark: _Toc50985925][bookmark: _Toc57113155][bookmark: _Toc146300408]15.2.3.1	Definition and applicability
The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the UE and the network and to provide keying material that can be used between the UE and network in subsequent security procedures. The UE and the AMF shall support the EAP based primary authentication and key agreement procedure.
At receipt of the RAND and AUTN, the USIM shall verify the freshness of the AV' by checking whether AUTN can be accepted as described in TS 33.102 [45]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME.  If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in clause 6.1.3. 3 in 3GPP TS 33.501 [41].
[bookmark: _Toc50983755][bookmark: _Toc50985926][bookmark: _Toc57113156][bookmark: _Toc146300409]15.2.3.2	Conformance requirement
1)	The ME shall forward the RAND and AUTN received in 5G authentication challenge data within AUTHENTICATION REQUEST message.
2)	If the verification of the AUTN fails on the USIM, then the USIM and ME shall proceed as described in clause 6.1.3. 3 in 3GPP TS 33.501 [41].
3)	The ME shall return Synchronization-Failure of AUTH in the AUTHENTICATION FAILURE message.
Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.2 and 6.1.3.3;
-	3GPP TS 24.501 [42], clause 5.4.1.3.7
[bookmark: _Toc50983756][bookmark: _Toc50985927][bookmark: _Toc57113157][bookmark: _Toc146300410]15.2.3.3	Test purpose
1)	To verify that the ME forwards the RAND and AUTN received in the 5G authentication challenge message to the USIM.
2)	To verify that the ME returns the Synchronization-Failure in the AUTHENTICATION FAILURE message if the verification of AUTN failed on the USIM due to a synchronisation failure.
[bookmark: _Toc50983757][bookmark: _Toc50985928][bookmark: _Toc57113158][bookmark: _Toc146300411]15.2.3.4	Method of test
[bookmark: _Toc50983758][bookmark: _Toc50985929][bookmark: _Toc57113159][bookmark: _Toc146300412]15.2.3.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is used and installed into the ME.
[bookmark: _Toc50983759][bookmark: _Toc50985930][bookmark: _Toc57113160][bookmark: _Toc146300413]15.2.3.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After reception of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the 5G AK' authentication procedure and sends 5G AKA challenge data in the AUTHENTICATION REQUEST message contains:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G Authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge):	128 bits value
d)	Using the data received in AUTHENTICATION REQUEST message the ME passes the RAND and AUTN to the USIM.
e)	The UICC returns AUTS parameter to the ME indicating that the verification of AUTN failed due to a synchronisation failure.
[bookmark: _Hlk10558067]f)	The UE transmits the AUTHENTICATION FAILURE message and starts the timer T3520, the NG-SS sends an AUTHENTICATION REQUEST message.
g)	After the reception of AUTHENTICATION REQUEST message from the NG-SS, the ME forwards the received RAND, AUTN to the UICC and stops the timer T3520.
h)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, the UE sends a SECURITY MODE COMPLETE message
i)	Upon reception of REGISTRATION ACCEPT message with a new 5G-GUTI, the UE sends a REGISTRATION COMPLETE message.
[bookmark: _Toc44962081][bookmark: _Toc50983760][bookmark: _Toc50985931][bookmark: _Toc57113161][bookmark: _Toc146300414]15.2.3.5	Acceptance criteria
1)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
2)	In step f) the UE sends AUTHENTICATION FAILURE message indicating:
5GMM cause:	#21 "Synch failure"
Authentication Failure parameter:	AUTS (see 3GPP TS 33.102 [45]
3)	In step g) after the reception of AUTHENTICATION REQUEST message the UE shall stop the timer T3520.
4)	In step h) ME shall send AUTHENTICATION RESPONSE message containing the response calculated in the USIM (RES).
[bookmark: _Toc50983761][bookmark: _Toc50985932][bookmark: _Toc57113162][bookmark: _Toc146300415]15.2.4	Authentication procedure for 5G AKA - after SUPI is changed
[bookmark: _Toc50983762][bookmark: _Toc50985933][bookmark: _Toc57113163][bookmark: _Toc146300416]15.2.4.1	Definition and applicability
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
[bookmark: _Hlk10196314]The 5G NAS security context parameters from a full native 5G NAS security context shall be stored on the USIM if the corresponding file is present on the USIM as specified in 3GPP TS 31.102 [4]. If the corresponding file is not present on the USIM, this 5GMM parameters is stored in a non-volatile memory in the ME together with the SUPI from the USIM. These 5GMM parameters can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory; else the UE shall delete the 5GMM parameters.
[bookmark: _Toc50983763][bookmark: _Toc50985934][bookmark: _Toc57113164][bookmark: _Toc146300417]15.2.4.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The 5G NAS security context parameters shall be stored on the USIM if the corresponding file is present on the USIM, else the 5GMM parameters shall be stored in the non-volatile memory in the ME together with the SUPI from the USIM.
3)	The UE shall delete the 5GMM parameters if the SUPI from the USIM does not match the SUPI stored in the non-volatile memory.
Reference:
-	3GPP TS 33.501 [41], clause 6.1.3.2;
-	3GPP TS 24.501 [42], clauses 5.4.1.3, Annex C.
[bookmark: _Toc50983764][bookmark: _Toc50985935][bookmark: _Toc57113165][bookmark: _Toc146300418]15.2.4.3	Test purpose
[bookmark: _Toc50983765][bookmark: _Toc50985936][bookmark: _Toc57113166]1)	To verify that the UE generates the 5G NAS security context parameters and stores them inside the non-volatile memory in the ME together with the SUPI from the USIM.
2)	To verify that the UE rejects the SECURITY MODE COMMAND with the existing 5G NAS security context parameters if the SUPI is changed.
[bookmark: _Toc146300419]15.2.4.4	Method of test
[bookmark: _Toc50983766][bookmark: _Toc50985937][bookmark: _Toc57113167][bookmark: _Toc146300420]15.2.4.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	Access control:	unrestricted.
The default 5G-NR UICC is used with the following exceptions and installed into the ME.
EFUST (USIM Service Table)
Logically:	
5GS Mobility Management Information not available
5G Security Parameters not available

	Byte:
	B1
	…
	B16

	Binary:
	…
	
	xxx0 100x



[bookmark: _Toc50983767][bookmark: _Toc50985938][bookmark: _Toc57113168][bookmark: _Toc146300421]15.2.4.4.2	Procedure
a)	Bring up Cell A and the UE is switched on with default IMSI.
b)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds with REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
c)	The UE is switched on, with IMSI set as 246081685533963.
d)	The UE sends REGISTRATION REQUEST to NG-SS. Further NG-SS responds REGISTRATION REJECT (cause: Roaming not allowed in this tracking area), and then UE is switched off.
e)	The UE is switched on with default IMSI.
f)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
g)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G Authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
h)	After reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message, then the UE sends a SECURITY MODE COMPLETE message.
i)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
j)	The UE sends a REGISTRATION COMPLETE message.
k)	The UE is switched off or the UE's radio interface is switched off to perform the DEREGISTRATION procedure, then the NG-SS sends RRCRelease message.
[bookmark: _Toc50983768][bookmark: _Toc50985939][bookmark: _Toc57113169]l)	Change the UICC configuration (by setting the IMSI to 246081685533963), then switch the ME on.
[bookmark: _Hlk10565678]m)	After the receipt of REGISTRATION REQUEST message from the UE during registration, the NG-SS performs AUTHENTICATION procedure and transmits a SECURITY MODE COMMAND message using the last calculated KAMF (at step 'g’) indicated by the ngKSI to activate NAS security.
n)	The UE is switched off.
[bookmark: _Toc146300422]15.2.4.5	Acceptance criteria
[bookmark: historyclause]1)	In step h) the UE sends a SECURITY MODE COMPLETE message.
2)	In step m) the UE shall not use the 5G-GUTI or the Last visited registered TAI parameters in the REGISTRATION REQUEST message, instead it shall use SUCI as 5GS mobile identity IE.
3)	During step m) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
4)	After step m) and before step n) the UE sends SECURITY MODE REJECT message.
[bookmark: _Toc130991033]15.2.5	Authentication procedure for multiple registrations 3GPP access 5G AKA - Authentication is successful in different PLMNs
15.2.5.1	Definition and applicability
The UE can be multiple registered in different PLMN's serving networks or in the same PLMN's serving networks. The UE will establish two NAS connections with the network in both cases and the UE uses the same subscription credential(s) for multiple registrations in the same or different serving networks.
The UE shall independently maintain and use two different 5G NAS security contexts, one per PLMN's serving network. Each security context shall be established separately via a successful primary authentication procedure with the Home PLMN. The ME shall store the two different 5G NAS security contexts on the USIM if the USIM supports for multiple records of NAS security context storage for multiple registration as specified in 3GPP TS 31.102 [4].
The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual authentication between the UE and the network and to agree on the keys KAUSF, KSEAF and KAMF. The UE and the AMF shall support the 5G AKA based primary authentication and key agreement procedure.
The EF5GS3GPPNSC contains the 5GS 3GPP access NAS security context as defined in 3GPP TS 24.501 [42], consisting of KAMF with the associated key set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values. This file shall contain two records if service n°136 is "available".
The EF5GAUTHKEYS contains KAUSF and KSEAF that are generated on the ME using CK and IK as part of AKA procedures as described in 3GPP TS 33.501 [41]. If service n°133 is "available" in EFUST, the EF5GAUTHKEYS also contains SOR counter and UE parameter update counter associated with the key KAUSF as described in 3GPP TS 33.501 [41] and 3GPP TS 31.102 [4].
[bookmark: _Toc146300423]15.2.5.2	Conformance requirement
1)	The UE shall support the 5G AKA based primary authentication and key agreement procedure.
2)	The USIM shall support multiple records of NAS security context storage for multiple registration (i.e. service n°136 is "available").
2)	The ME shall forward the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
3)	The ME shall compute RES* from RES according to Annex A.4 3GPP TS 33.501 [41] and return it in AUTHENTICATION RESPONSE message.
4)	As a result of first successful authentication procedure in a PLMN (PLMN 1 over 3GPP access) if service n°122 is "available", the 5G 3GPP access NAS security context parameters shall be stored on the USIM in the first record of the EF5GS3GPPNSC.
6)	As a result of second successful authentication procedure in another PLMN (PLMN 2 over 3GPP access) if service n°122 and service n°136 is "available", the 5G 3GPP access NAS security context parameters of the PLMN 2 shall be stored on the USIM in the first record of the EF5GS3GPPNSC. The second record of the EF5GS3GPPNSC contains the 5G 3GPP access NAS security context parameters of the PLMN 1.
Reference:
-	3GPP TS 31.102 [4], clauses 4.4.11.2, 4.4.11.3, 4.4.11.4, 4.4.11.5 and 4.4.11.6;
-	3GPP TS 33.501 [41], clause 6.1.3.2 and 6.3.2;
-	3GPP TS 24.501 [42], clause 4.4.2.1, 4.4.2.5, 5.4.1.3 and Annex C.
15.2.5.3	Test purpose
1)	To verify that the ME stores 5G 3GPP access NAS security context parameters when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the first record of thr EF5GS3GPPNSC on the USIM if service n°122 is "available".
2)	To verify that the ME takes into use the information from the stored 5G 3GPP access NAS security context to protect the registration request over 3GPP access in a different PLMN.
3)	To verify that the ME stores 5G 3GPP access NAS security context parameters of a different PLMN when entering state 5GMM-DEREGISTERED, consisting of KAMF with the associated key set identifier in the second record of the EF5GS3GPPNSC on the USIM if service n°122 and service n°136 is "available".
[bookmark: _Toc146300424]15.2.5.4	Method of test
[bookmark: _Toc146300425]15.2.5.4.1	Initial conditions
The NG-SS transmits on the BCCH, with the following network parameters:
Cell A –TAI (MCC/MNC/TAC):	244/083/000001.
-	CellIdentity:	"000000001"
Access control:		unrestricted.
Cell B -TAI (MCC/MNC/TAC):	244/084/000001.
-	CellIdentity:	"000000001"
Access control:		unrestricted.
The 5G-NR UICC - support of Rel-16 features is used and the UICC is installed into the ME.
[bookmark: _Toc146300426]15.2.5.4.2	Procedure
a)	Bring up Cell A and the UE is switched on.
b)	Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
c)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'000'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
d)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
e)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
f)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408300010266436587
TAI:	42 34 80 00 00 01
g)	The UE sends a REGISTRATION COMPLETE message.
h)	The UE is switched off or the UE's radio interface is switched off to perform the deregistration procedure.
i)	Bring down Cell A and bring up Cell B.
j)	The UE is switched on or the UE’s radio interface is switched on to perform the registration procedure. The UE reads the first record of the 5G 3GPP NAS security context from the USIM to construct a REGISTRATION REQUEST message.Upon reception of an RRCSetupRequest message from the UE, NG-SS transmits an RRCSetup message to the UE followed by reception of an RRCSetupComplete message from the UE.
k)	After receipt of a REGISTRATION REQUEST message from the UE during registration, the UE, NG-SS initiates the 5G AKA authentication procedure and sends 5G AKA-Challenge message in the AUTHENTICATION REQUEST message, uses:
ngKSI:
NAS key set identifier:	'001'
TSC:	'0'
Authentication parameter RAND (5G authentication challenge):	128 bits value
Authentication parameter AUTN (5G Authentication challenge).	128 bits value
l)	Using the 5G authentication challenge data received in AUTHENTICATION REQUEST message the ME pass the RAND and AUTN to the USIM.
m)	Upon reception of AUTHENTICATION RESPONSE message from the UE, the NG-SS sends a SECURITY MODE COMMAND message. The UE sends a SECURITY MODE COMPLETE message.
n)	The NG-SS sends a REGISTRATION ACCEPT message.
5G-GUTI:	24408400010266436587
TAI:	42 34 80 00 00 01
o)	The UE sends a REGISTRATION COMPLETE message.
p)	The UE is switched off or the UE's radio interface is switched off to perform the deregistration procedure.
[bookmark: _Toc146300427]15.2.5.5	Acceptance criteria
1)	After step a) the ME shall read EFUST, EF5GS3GPPNSC and EF5GAUTHKEYS.
2)	During step c) the UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier that no key is available.
3)	In step d) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
4)	During step e) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
5)	In step e) the UE shall send SECURITY MODE COMPLETE message.
6)	After step e) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF:	value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx



7)	After step h) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record:
ngKSI:	000
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:	007	(no key available)
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	07
	00
	81
	xx
	xx
	…
	xx



8)	During step j) the ME shall read EFUST, EFLOCI, EF5GS3GPPNSC and EF5GAUTHKEYS. The UE shall indicate within the REGISTRATION REQUEST for the NAS key set identifier the value '000'.
9)	In step k) the ME forwards the RAND and AUTN received in AUTHENTICATION REQUEST message to the USIM.
10)	During step m) the UE sends an AUTHENTICATION RESPONSE message contains:
Authentication response parameter:	16 octets RES* value calculated according to 3GPP TS 24.501 [42]
11)	In step m) the UE shall send SECURITY MODE COMPLETE message.
12)	After step m) if service n°133 is "available", the ME updates the EF5GAUTHKEYS as shown below.
EF5GAUTHKEYS (5G authentication keys)
Logically:
KAUSF:	value not checked
KSEAF:	value not checked
SOR counter:	2 bytes, value not checked
UE parameter update counter:	2 bytes, value not checked

	Coding:
	B1
	B2
	B3
	Bx
	Bx+1
	Bx+2
	Bx+3
	..
	By

	Hex
	80
	L1
	Xx
	..
	81
	L2
	xx
	..
	xx

	Coding:
	By+1
	By+2
	By+3
	Bz
	Bz+1
	Bz+2
	Bz+3
	..
	Bxx

	Hex
	83
	L3
	Xx
	..
	84
	L4
	xx
	..
	xx



13)	After step p) the ME updates EF5GS3GPPNSC as shown below.
EF5GS3GPPNSC (5GS 3GPP Access NAS Security Context)
Logically:
5GS NAS Security Context first record
ngKSI:	001
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	Bx

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	xx



5GS NAS Security Context second record:
ngKSI:	000
KAMF:	value not checked
Uplink NAS count:	any value
Downlink NAS count:	any value
Identifiers of selected NAS integrity
and encryption algorithms:	any value
Identifiers of selected EPS NAS
integrity and encryption algorithms
for use after mobility to EPS:	any value
PLMN:	244/083

	Coding:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	…
	B58

	Hex
	A0
	xx
	80
	01
	00
	81
	xx
	xx
	…
	86

	
	B59
	B60
	B61

	
	42
	34
	80



[bookmark: _Toc57113170][bookmark: _Toc146300428]16	UE Route Selection Policy (URSP) procedure
[bookmark: _Toc57113171][bookmark: _Toc146300429]16.1	Pre-configured URSP rules
[bookmark: _Toc57113172][bookmark: _Toc146300430]16.1.1	Support for URSP by USIM
[bookmark: _Toc57113173][bookmark: _Toc146300431]16.1.1.1	Definition and applicability
[bookmark: _Toc57113174]As specified in 3GPP TS 24.526 [50], if the UE has no signalled URSP, and the UE has pre-configured URSPs configured in both the USIM and the ME, then the UE shall use the pre-configured URSP in the USIM.
As specified in 3GPP TS 31.102 [4], the EFURSP in the USIM contains UE Route Selection Policies per PLMN and shall be taken into account by the ME if EFUST service ° 132 "Support for URSP by USIM" is available.
[bookmark: _Toc146300432]16.1.1.2	Conformance requirement
1)	The UE shall support the URSP procedure.
2)	The URSP rules shall be read from USIM if service n°132 is "available".
3)	The ME shall use the URSP rules from USIM instead of any pre-configured USRP rules in ME if service n°132 is "available".
Reference:
-	3GPP TS 31.102 [4], clauses 5.2.34 and 4.4.11.12;
-	3GPP TS 24.526 [50], clause 4.2.2.2 and 5.2;
-	3GPP TS 23.501 [51], clauses 5.15.5.2 and 5.15.5.3,
-	3GPP TS 23.503 [52], clause 6.6.2.	
-	3GPP TS 23.003 [14], clause 9A,
[bookmark: _Toc57113175][bookmark: _Toc146300433]16.1.1.3	Test purpose
1)	To verify that the ME reads the URSP rules from USIM if service n°132 is "available".
2)	To verify that the ME uses the matching URSP rule from USIM to set the PDU session establishment parameters if service n°132 is "available".
[bookmark: _Toc57113176][bookmark: _Toc146300434]16.1.1.4	Method of test
[bookmark: _Toc57113177][bookmark: _Toc146300435]16.1.1.4.1	Initial conditions
The NG-SS parameters of the system simulator are:
-	Mobile Country Code (MCC) = 246;
-	Mobile Network Code (MNC) = 081;
-	Tracking Area Code (TAC) = 000001;
-	NG-SS Cell Id = 0001 (36 bits).
The Allowed S-NSSAI list is configured in NG-SS as '01 01 01 01', '01 01 01 02' and '01 01 01 03'.
The ME is pre-configured with the following URSP rules:
USRP rules for one PLMN only
-	PLMN: 246 081
Rule Precedence =1
Traffic descriptor:
-	DNN=TestGp.rs
Route Selection Descriptor:
-	Precedence=1
-	Network Slice Selection, S-NSSAI: 01 01 01 02 (ST: MBB, SD: 010102)
-	SSC Mode Selection: SSC Mode 1
-	Access Type preference: 3GPP access
Rule Precedence = <lowest priority>
Traffic Descriptor: *
Route Selection Descriptor:
-	Precedence = 1
-	Network Slice Selection, S-NSSAI: 01 01 01 01 (ST: MBB, SD: 010101)
-	SSC Mode Selection: SSC Mode 1
-	DNN Selection: internet
The default 5G-NR UICC is used (with the following additions) and the UICC is installed into the ME.
EFUST (USIM Service Table)
Logically:	
-	User controlled PLMN selector available
-	Fixed dialling numbers available	
-	The GSM Access available
-	The Group Identifier level 1 and level 2 not available
-	Service n 33 (Packed Switched Domain) shall be set to '1'
-	Enabled Services Table available
-	EPS Mobility Management Information available
-	Allowed CSG Lists and corresponding indications available
-	5GS Mobility Management Information available
-	5G Security Parameters available
-	Subscription identifier privacy support available
-	SUCI calculation by USIM not available
-	Support for URSP by USIM


	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xxxx xx1x
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	
	B16
	B17
	
	

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	.....
	xxx0 111x
	xxxx 1xxx
	
	



[bookmark: _Toc57113179]EFURSP (URSP)
Logically:
URSP rules for one PLMN only
-	PLMN: 246 081
Rule Precedence = 0
Traffic descriptor:
-	DNN = TestGp.rs
Route Selection Descriptor:
-	Precedence = 0
-	Network Slice Selection, S-NSSAI: '01 01 01 03' (ST: MBB, SD: 010103)
	Coding:
	80
	22
	42
	16
	80
	1E
	00
	1C

	
	00
	00
	0C
	88
	0A
	06
	54
	65

	
	73
	74
	47
	70
	02
	72
	73
	00

	
	0B
	00
	09
	00
	00
	06
	02
	04

	
	01
	01
	01
	03
	
	
	
	



[bookmark: _Toc146300436]16.1.1.4.2	Procedure
a)	The UE is switched on.
b)	The UE is successfull authenticated to PLMN 246 081 and the NG-SS indicates Allowed S-NSSAI list as '01 01 01 01', '01 01 01 02' and '01 01 01 03'.
c)	No URSP rules are provisioned by the PCF.
d)	The UE tries to connect to DNN=TestGp.rs
e)	After reception of the PDU SESSION ESTABLISHMENT REQUEST, the NG-SS sends PDU SESSION ESTABLISHMENT ACCEPT message.
[bookmark: _Toc146300437]16.1.1.5	Acceptance criteria
1)	After step a) the UE shall read EFUST and EFURSP.
2)	After step d) the UE sends PDU SESSION ESTABLISHMENT REQUEST to the network via UL NAS TRANSPORT with:
DNN:			TestGp.rs
S-NSSAI:		'01 01 01 03'
[bookmark: _Toc146300438]16.1.2	Support for URSP by ME
[bookmark: _Toc68608817][bookmark: _Toc146300439]16.1.2.1	Definition and applicability
If the UE has no signalled URSP and the UE has only pre-configured URSPs configured in the ME, then the UE shall use the pre-configured URSP in the ME.
The pre-configured URSP can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME.
[bookmark: _Toc68608818][bookmark: _Toc146300440]16.1.2.2	Conformance requirement
1)	The UE shall support the URSP procedure.
2)	The ME shall use the pre-configured URSP rules in the ME if there is no signalled URSP and UE has only pre-configured URSP in the ME.
3)	The URSP can only be used if the SUPI from the USIM matches the SUPI stored in the non-volatile memory of the ME.
Reference:
-	3GPP TS 24.526 [50], clause 4.2.2.2 and 5.2;
-	3GPP TS 23.503 [52], clause 6.6.2.	
[bookmark: _Toc68608819][bookmark: _Toc146300441]16.1.2.3	Test purpose
1)	To verify that the ME uses the matching URSP rule from ME to set the PDU session establishment parameters if there is no signalled URSP and there is no pre-configured URSP in the USIM.
[bookmark: _Toc68608820][bookmark: _Toc146300442]16.1.2.4	Method of test
[bookmark: _Toc68608821][bookmark: _Toc146300443]16.1.2.4.1	Initial conditions
The NG-SS parameters of the system simulator are:
-	Mobile Country Code (MCC) = 244;
-	Mobile Network Code (MNC) = 083;
-	Tracking Area Code (TAC) = 000001;
-	NG-SS Cell Id = 0001 (36 bits).
The Allowed S-NSSAI list is configured in NG-SS to include S-NSSAIs ('01 01 01 01’, '01 01 01 01’), and ('01 01 01 02’, '01 01 01 02’).
The ME is pre-configured with the following URSP rules:
USRP rules for one PLMN only
-	PLMN: 244 083
Rule Precedence = 1
Traffic descriptor:
-	DNN = TestGp.rs
Route Selection Descriptor:
-	Precedence = 1
-	Network Slice Selection, S-NSSAI: 01 01 01 02 (ST: MBB, SD: 010102)
-	SSC Mode Selection: SSC Mode 1
-	Access Type preference: 3GPP access
Rule Precedence = <lowest priority>
Traffic Descriptor: *
Route Selection Descriptor:
-	Precedence =1
-	Network Slice Selection, S-NSSAI: 01 01 01 01 (ST: MBB, SD: 010101)
-	SSC Mode Selection: SSC Mode 1
-	DNN Selection: internet
[bookmark: _Toc68608822]The default 5G-NR UICC is used and the UICC is installed into the ME.
[bookmark: _Toc146300444]16.1.2.4.2	Procedure
[bookmark: _Toc68608823]a)	The UE is switched on.
b)	The UE successfully registers to PLMN 244 083 and the NG-SS indicates Allowed S-NSSAI list as '01 01 01 01' and '01 01 01 02'.
c)	No URSP rules are provisioned by the PCF.
d)	The UE tries to connect to DNN: TestGp.rs.
e)	After reception of the PDU SESSION ESTABLISHMENT REQUEST, the NG-SS sends PDU SESSION ESTABLISHMENT ACCEPT.
[bookmark: _Toc146300445]16.1.2.5	Acceptance criteria
1)	After step a) the UE shall read EFUST.
2)	After step d) the UE sends PDU SESSION ESTABLISHMENT REQUEST to the network via UL NAS TRANSPORT with
DNN:		TestGp.rs
S-NSSAI:	'01 01 01 02'

[bookmark: _Toc146300446]16.1.3	Support of Signalled URSP
[bookmark: _Toc146300447]16.1.3.1	Definition and applicability
The HPLMN pre-configured URSP in the ME and the HPLMN signalled URSP shall be stored in a non-volatile memory in the ME together with the SUPI from the USIM.
If the UE has both pre-configured URSP(s) and signalled URSP, the UE shall only use the signalled URSP. For a UE not operating in SNPN access mode, if the UE has no signalled URSP, and the UE has pre-configured URSPs configured in both the USIM and the ME, then the UE shall use the pre-configured URSP in the USIM. The HPLMN pre-configured URSP in the ME shall be stored until a new URSP is configured by HPLMN or the USIM is removed.
[bookmark: _Toc146300448]16.1.3.2	Conformance requirement
1)	The UE shall support the URSP procedure.
2)	If the UE has both pre-configured URSP(s) and signalled URSP, the UE shall only use the signalled URSP.
Reference:
-	3GPP TS 24.526 [50], clause 4.2.2.2 and 5.2;
-	3GPP TS 23.503 [52], clause 6.6.2.	
[bookmark: _Toc146300449]16.1.3.3	Test purpose
1)	To verify that the ME uses signalled URSP when provided rather than pre-configured URSP in the USIM or the ME.
[bookmark: _Toc146300450]16.1.3.4	Method of test
[bookmark: _Toc146300451]16.1.3.4.1	Initial conditions
The NG-SS is configured with the following parameters:
-	Mobile Country Code (MCC) = 246;
-	Mobile Network Code (MNC) = 081;
-	Tracking Area Code (TAC) = 000001;
-	NG-SS Cell Id = 0001 (36 bits).
The Allowed S-NSSAI list is configured in NG-SS as '01 01 01 01', '01 01 01 02' and '01 01 01 03'.
The ME is pre-configured with the following URSP rules:
USRP rules for one PLMN only
-	PLMN: 246 081
Rule Precedence =1
	Traffic descriptor:
-	DNN=TestGp.rs
Route Selection Descriptor:
-	Precedence=1
-	Network Slice Selection, S-NSSAI: 01 01 01 01 (ST:MBB, SD: 010101)
-	SSC Mode Selection: SSC Mode 1
-	Access Type preference: 3GPP access

The default 5G-NR UICC is used with the following exceptions:
EFUST (USIM Service Table)
Logically:
-	User controlled PLMN selector available
-	Fixed dialling numbers available
-	The GSM Access available
-	The Group Identifier level 1 and level 2 not available
-	Service n 33 (Packed Switched Domain) shall be set to '1'
-	Enabled Services Table available
-	EPS Mobility Management Information available
-	Allowed CSG Lists and corresponding indications available
-	5GS Mobility Management Information available
-	5G Security Parameters available
-	Subscription identifier privacy support available
-	SUCI calculation by USIM not available
-	Support for URSP by USIM available
Coding:

	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8

	Binary:
	xxxx xx1x
	xxxx xxxx
	xxxx 1x00
	xxxx x1xx
	xxxx xx11
	xxxx xxxx
	xxxx xxxx
	xxxx xxxx

	
	B9
	B10
	B11
	
	B16
	B17

	
	xxxx xxxx
	xxxx xxxx
	xx11 xxxx
	.....
	xxx0 111x
	xxxx 1xxx



EFURSP (URSP)
Logically:
URSP rules for one PLMN only
-	PLMN:	246 081
Rule Precedence = 0
Traffic descriptor:
-	DNN=TestGp.rs
Route Selection Descriptor:
-	Precedence=0
-	Network Slice Selection, S-NSSAI: '01 01 01 02' (ST: MBB, SD: 010102)
Coding:
	Byte:
	B1
	B2
	B3
	B4
	B5
	B6
	B7
	B8
	B9
	B10
	B11
	B12

	Hex:
	80
	22
	42
	16
	80
	1E
	00
	1C
	00
	00
	0C
	88

	
	B13
	B14
	B15
	B16
	B17
	B18
	B19
	B20
	B21
	B22
	B23
	B24

	
	0A
	06
	54
	65
	73
	74
	47
	70
	02
	72
	73
	00

	
	B25
	B26
	B27
	B28
	B29
	B30
	B31
	B32
	B33
	B34
	B35
	B36

	
	0B
	00
	09
	00
	00
	06
	02
	04
	01
	01
	01
	02



[bookmark: _Toc146300452]16.1.3.4.2	Procedure
a)	The UE is switched on;
b)	The UE successfully registers to PLMN 246 081 and the NG-SS indicates Allowed S-NSSAI list as '01 01 01 01', '01 01 01 02' and '01 01 01 03';
c)	No URSP rules are provisioned by the PCF;
d)	The UE tries to connect to DNN=TestGp.rs:
e)	After reception of the PDU SESSION ESTABLISHMENT REQUEST, the NG-SS sends PDU SESSION ESTABLISHMENT ACCEPT.
f)	The NG-SS releases the PDU Session;
g)	The NG-SS sends MANAGE UE POLICY COMMAND to the UE to update the URSP rule for DNN: "TestGp.rs"
Traffic Descriptor: DNN: 'TestGp.rs'
Route Selection Descriptor: S-NSSAI:  '01 01 01 03'
h)	The UE tries to connect to DNN: TestGp.rs
i)	After reception of the PDU SESSION ESTABLISHMENT REQUEST, the NG-SS sends PDU SESSION ESTABLISHMENT ACCEPT.
[bookmark: _Toc146300453]16.1.3.5	Acceptance criteria
1)	After step a) the UE shall read EFUST and EFURSP.
2)	After step d) the UE sends PDU SESSION ESTABLISHMENT REQUEST to the network via UL NAS TRANSPORT with
DNN: TestGp.rs
S-NSSAI: '01 01 01 02'
3)	After step g) the UE sends MANAGE UE POLICY COMPLETE to the NG-SS
4)	After step h) the UE sends PDU SESSION ESTABLISHMENT REQUEST to the network via UL NAS TRANSPORT with
	DNN: TestGp.rs
S-NSSAI: '01 01 01 03'
[bookmark: _Toc146300454]17	CAG list handling
[bookmark: _Toc132275122][bookmark: _Toc146300455]17.1	CAG list handling for 5G
[bookmark: _Toc132275765][bookmark: _Toc146300456]17.1.1	Automatic CAG selection with preconfigured CAG list on USIM 
[bookmark: _Toc132275123][bookmark: _Toc146300457]17.1.1.1	Definition and applicability
If MS supports CAG and is pre-configured with a non-empty "CAG information list" stored in the USIM, the MS in automatic PLMN selection mode shall consider a PLMN indicated by an NG-RAN cell only if 
A) the cell is a CAG cell and broadcasts a CAG-ID for the PLMN such that there exists an entry with the PLMN ID of the PLMN in the "CAG information list" and the CAG-ID is included in the "Allowed CAG list" of the entry; or
B) the cell is not a CAG cell and:
a. there is no entry with the PLMN ID of the PLMN in the "CAG information list"; or
b. there exists an entry with the PLMN ID of the PLMN in the "CAG information list" but the "indication that the MS is only allowed to access 5GS via CAG cells" is not included in the entry.
[bookmark: _Toc132275124][bookmark: _Toc146300458]17.1.1.2	Conformance requirement
1) If service n°137 is "available" in EFUST and preconfigured "CAG information list" is available on USIM, then an ME that supports CAG shall read EFCAG and consider the PLMN indicated by the NG-RAN to perform automatic PLMN selection procedure.
2) If the available CAG cell broadcasts a CAG-ID for the PLMN such that there exists an entry with the PLMN ID of the PLMN in the "CAG information list" and the CAG-ID is included in the "Allowed CAG list" of the entry, then UE shall select the CAG cell.
Reference:
-	TS 31.102 [4], clauses 4.4.11.14.
-	TS 23.122 [31], clauses 3.8, 4.4.3.1.1
[bookmark: _Toc132275125]-	TS 24.501 [42], clauses 9.11.3.18A
[bookmark: _Toc146300459]17.1.1.3	Test purpose
To verify that ME only selects the CAG cell if the PLMN ID and CAG ID of the cell is found in the EFCAG (Pre-configured CAG information list) available on USIM.
[bookmark: _Toc132275126][bookmark: _Toc146300460]17.1.1.4	Method of tests
[bookmark: _Toc132275127][bookmark: _Toc146300461]17.1.1.4.1	Initial conditions
The NG-SS is configured with the following network parameters, and both cells are switched off:
CAG Cell A
-	TAI (MCC/MNC/TAC):	244/083/000001.
-	cag-Identity:	00 00 00 02
CAG Cell B
-	TAI (MCC/MNC/TAC):	244/083/000002.
-	cag-Identity:	00 00 00 09
The default CAG 5G-NR UICC is used and the UICC is installed into the Terminal.
[bookmark: _Toc132275128][bookmark: _Toc146300462]17.1.1.4.2	Procedure
a)	Bring up CAG cell B, and the UE is switched on.
b)	After 5 mins, bring up CAG cell A.
c) The UE sends REGISTRATION REQUEST to the available CAG cell A, indicates the registration type IE as "initial registration".
d)	The NG-SS sends REGISTRATION ACCEPT with a 5G-GUTI.
e)	The UE sends REGISTRATION COMPLETE to NG-SS.
f)	UE is switched off, and then Cell A is powered down.
g)	CAG Cell B is powered up again with SIB1 modified to indicate new cag-identity 00 00 00 07.
h)	The UE is now switched on.
i)	The UE sends REGISTRATION REQUEST to CAG Cell B, indicates the registration type IE as "initial registration".
j)	UE is switched off, and then NG-SS is powered down.
[bookmark: _Toc132275129][bookmark: _Toc146300463]17.1.1.4.3	Acceptance criteria
1) After step a) ME shall not attempt registration to CAG Cell B.
2) At step c) ME shall send REGISTRATION REQUEST to CAG cell A.
3) After step i) ME shall send REGISTRATION REQUEST to CAG cell B.
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