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The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
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[27]	3GPP TS 29.214: "Policy and Charging Control over Rx reference point".
[28]	3GPP TS 22.011: "Service accessibility".
[29]	3GPP TS 23.271: "Functional stage 2 description of Location Services (LCS)". 
[30]	3GPP TS 25.305: "Stage 2 functional specification of User Equipment (UE) positioning in UTRAN".
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[32]	IETF RFC 2865 (June 2000): "Remote Authentication Dial In User Service (RADIUS)".
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* * * * Second change * * * *
10.18.3	Recording procedures 
10.18.3.1	General
The MC recording procedures utilize Session Recording Protocol SIPREC [RFC7425] [RFC7866] [RFC7865] [RFC6341]. The Session Recording Client (SRC) [RFC7245] is located in the MC service server. Recording server represents the Session Recording Server (SRS) in the SIPREC architecture [RFC7245]. The MC recording utilizes only the SRC initiated recording as described in [RFC7245], i.e.the recording server is never the initiator of a recording session.
Editor's note:	It is FFS if an SRC is also needed in the group management server, location management server and/or configuration management server.
MC recording can be split into two main categories – recording of communication sessions and recording of non-communication related activities (see [3], Table A.2-1).
Recording of communication sessions involves delivering real-time media and metadata of an MC service user or MC service group from an MC service server to the recording server.
Recording of non-communication related activities involves delivering a copy of the non-communication related signalling (e.g. MC service emergency alert and emergency alert cancel, MC service group affiliation and de-affiliation, group membership update, group deletion etc) from an MC service server to the recording server.
Editor's note:	(Related to the previous Editor’s note) it is FFS all non-communication related activities can be tracked by an MC service server or if the group management server, location management server and/or configuration management server also need to be involved in the recording sessions of non-communication related activities.
Furthermore, in each category the procedures for recording an MC service user vs MC service group are slightly different. This is described in the following subclauses.
10.18.3.2	Procedure for recording communication sessions of an MC service user
Figure 10.18.3.2-1 below illustrates the recording procedure for communication sessions of an MC service user (MC service ID). 
Pre-conditions:
- 	The user (MC service ID) has been configured as a target for recording in the MC service user profile (see [12] clause A.3, [13] clause A.3 or [16] clause A.3) and the user profile has been uploaded to the MC service server.
-	The recording server address for the target MC service user has been uploaded to the MC service server.
-	The target MC service user has performed MCX user authentication and service authorization (see [25], clause 5.1.1 and 5.1.2) and has fetched its user profile(s) from the configuration management server.
-	A session recording client (SRC) [RFC7866] for the target MC service user has been activated in the MC service server.


Figure 10.18.3.2-1: Recording procedure for a target MC service user
1. An MCX communication session (MCPTT/MCVideo group or private call, MCData session) is initiated.
2. A Session Recording Client (SRC) in the MC service server starts a recording session [RFC7866] with the recording server.
3. The MCX communication session ends.
4. The recording session ends.
5. The recording server stores the recording session into a mass storage and it is available for download and/or replay.
NOTE:	Steps 1-5 are repeated as long as the none of the conditions of step 6 is true.
6. [bookmark: _Hlk182788769]When the user (MC service ID) is removed from the recording targets or the user logs off from the MC service or the UE is switched off, an ongoing recording session (if exists) is terminated.
Editor's note:	It is FFS what happens if the user migrates to another MC system.
7. The SRC for the user (MC service ID) is deactivated.

10.18.3.3	Procedure for recording communication sessions of an MC service group
Figure 10.18.3.3-1 below illustrates recording procedure for a target MC service group (MC service group ID). 
Pre-conditions:
- 	The target group (MC service group ID) has been configured as a target for recording in the common group configuration data (A.4) and the group configuration data has been uploaded to the MC service server.
-	The recording server address for the MC service group has been uploaded to the MC service server.
-	An SRC [RFC7866] for the target group has been activated in the MC service server.

 
Figure 10.18.3.3-1: Procedure for recording communication sessions of an MC service group 
1. Initiation of a group communication session (Group call request / Group data request).
2. A Session Recording Client (SRC) in the MC service server starts a recording session [RFC7866] with the recording server.
3. Group communication session ends.
4. The SRC of the target MC service group ends the recording session.
5. The recording server stores the recording session into a mass storage and it is available for download and/or replay.
NOTE:	Steps 1-5 are repeated as long as the none of the conditions of step 6 is true.
6. When the group is removed from the recording targets (see 10.18.2.1) or the group is deleted (see 10.2.8), an ongoing recording session (if exists) is terminated.
7. The SRC for the MC service group ID is deactivated.
10.18.3.4	Procedure for recording non-communication related activities of an MC service user
Since SIPREC has only one type of recording sessions, the procedure for recording non-communication related activities of an MC service user is similar to the procedure for recording communication sessions (10.18.3.2), with the following differences:
- pre-condition 3 (user authentication and service authorization) is not applicable as a pre-condition. The service authorizations shall also be recorded as non-communication related activity.
Editor's note:	it is FFS if user authentication (with IdMS) also needs to be recorded. If yes, then a SRC is needed also in the IdMS.

- step 1 in Figure 10.18.3.2-1 is the first signalling message for the non-communication related activity
- step 3 in Figure 10.18.3.2-1 is the last signalling message for the non-communication related activity
Editor's note:	it is FFS all non-communication related activities related to an MC service user can be tracked by an MC service server or if the group management server, location management server and/or configuration management server also need to be involved in the recording sessions.
10.18.3.5	Procedure for recording non-communication related activities of an MC service group
Editor's note:	This clause is FFS. As most of the non-communication related group management activites are performed between a group mgmt. client and group management server, the GMS needs to act as a SRC towards the recording server – if these activities need to be recorded.
* * * * End of changes * * * *
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