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· The procedure for the API invoker to obtain authorization to access to a service API includes the list of resources and service operations the API invoker requires access authorization.
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Table 8.3.2.1-1 describes the information flow service API publish request from the API publishing function to the CAPIF core function.
Table 8.3.2.1-1: Service API publish request
	Information element
	Status
	Description

	API publisher information
	M
	The information of the API publisher may include identity, authentication and authorization information

	Service API information
	M
	The service API information includes the service API name, API provider name (optional), List of public IP ranges of UEs (optional), service API category (e.g. V2X, IoT), service API status (e.g. active, inactive), communication type, description, Serving Area Information (optional), AEF location (optional), interface details (e.g. IP address, port number, URI), protocols, version numbers, data format, Service KPIs (optional), Service API context (optional), and Network Slice Info (optional).

	Shareable information
	O (see NOTE)
	Indicates whether the service API information or the service API category can be published to other CCFs. And if sharing, a list of CAPIF provider domain information where the service API information or the service API category can be published is contained.

	NOTE:	If the shareable information is not present, the service API information is not allowed to be shared.



The Service KPIs is defined as below:
Table 8.3.2.1-2: Service KPIs
	Information element
	Status
	Description

	Maximum Request rate
	O
	Maximum request rate from the API Invoker supported by the server. 

	Maximum Response time
	O
	The maximum response time advertised for the API Invoker's service requests.

	Availability
	O
	Advertised percentage of time the server is available for the API Invoker's use.

	Available Compute
	O
	The maximum compute resource available for the API Invoker.

	Available Graphical Compute
	O
	The maximum graphical compute resource available for the API Invoker.

	Available Memory
	O
	The maximum memory resource available for the API Invoker.

	Available Storage
	O
	The maximum storage resource available for the API Invoker.

	Connection Bandwidth
	O
	The connection bandwidth in Kbit/s advertised for the API Invoker's use.



The Service API context is defined as below:
Table 8.3.2.1-3: Service API context
	Information element
	Status
	Description

	Service operations
	M
	The list of supported service operations. 

	Resources
	O
	The list of supported resources, i.e., the object or component of the API on which the operations are acted upon.
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Table 8.7.2.1-1 describes the information flow service API discover request from the API invoker to the CAPIF core function.
Table 8.7.2.1-1: Service API discover request
	Information element
	Status
	Description

	API invoker identity information
	M
	Identity information of the API invoker discovering service APIs 

	Query information
	M
	Criteria for discovering matching service APIs (e.g. service API category, Serving Area Information (optional), preferred AEF location (optional), required API provider name (optional), UE IP address (optional), interfaces, protocols, Service KPIs (optional), requested Service API context (optional), and Network Slice Info (optional)).
(see NOTE)

	NOTE:	It should be possible to discover all the service APIs.
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8.7.2.2	Service API discover response
Table 8.7.2.2-1 describes the information flow service API discover response from the CAPIF core function to the API invoker.
Table 8.7.2.2-1: Service API discover response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the discovery of the service API information

	Service API information
(see NOTE 2)
	O 
(see NOTE 1)
	List of service APIs corresponding to the request, including service API information such as service API name, API provider name (optional), service API category, communication type, description, Serving Area Information (optional), interface details (e.g. IP address, port number, URI), protocols, version, data format, Service KPIs (optional), Service API context (optional), and Network Slice Info (optional).

	CAPIF core function identity information
	O
(see NOTE 1)
	Indicates the CAPIF core function serving the service API category provided in the query criteria

	NOTE 1:	The service API information or the CAPIF core function identity information or both shall be present if the Result information element indicates that the service API discover operation is successful. Otherwise both shall not be present. 
NOTE 2:	If topology hiding is enabled for the service API, the interface details shall be the interface details of AEF acting as service communication entry point for the service API.
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Figure 8.11.3-1 illustrates the procedure for obtaining authorization to access the service API.
Pre-condition:
1.	The API invoker is onboarded and has received an API invoker identity.


Figure 8.11.3-1: Procedure for the API invoker obtaining authorization for service API access
1.	The API invoker sends an obtain service API authorization request to the CAPIF core function for obtaining permission to access the service API by including the API invoker identity information, optionally Service API context information, and any information required for authentication of the API invoker. The request may include desired Network Slice Info of the service API.
2.	The CAPIF core function validates the authentication of the API invoker (using authentication information) and checks whether the API invoker is permitted to access the requested service API considering the optional Service API context, if available. The CAPIF core function may additionally verify the Network Slice Info, e.g., check that the desired Network Slice Info by the API invoker is included in the supported Network Slice Info for the indicated service API.
Editor's Note:		Authorization related to network slice are to be detailed by SA3.
NOTE 1:	The authorization of Network Slice Info is performed by the CAPIF core function within the PLMN trust domain.
NOTE 2:	The authentication process is specified in subclause 6.5.2 of 3GPP TS 33.122 [12]. 
3.	Based on the API invoker's subscription information the authorization information to access the service APIs, optionally including access authorization per service operation and, optionally, resource, is sent to the API invoker in the obtain service API authorization response.
Editor's Note:		Access authorization per service operation and, optionally, reesource information is to be detailed by SA3.
NOTE 3:	The mechanism for distribution of the authorization information for the API invoker to the API exposing function over CAPIF-3 reference point is specified in subclause 6.5.2 of 3GPP TS 33.122 [12].
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