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[bookmark: _Toc42003890][bookmark: _Toc50584203][bookmark: _Toc50584547][bookmark: _Toc57673390][bookmark: _Toc105714739][bookmark: _Toc122439293][bookmark: _Toc122439301]	* * * First Change * * * *	
[bookmark: _Toc175572225][bookmark: _Toc128694811][bookmark: _Toc155356749][bookmark: _Toc57673698][bookmark: _Toc131200944]8.25.3.x1	API invoker obtaining authorization for service API access in CAPIF interconnection 
Pre-condition:
1.	The API invoker has discovered service APIs provided by an AEF via procedure defined in step 1 and 2 of clause 8.25.3.2.
2.	The API invoker and the CCF-B are in the same trusted domain. 
3.	The AEF and the CCF-A are in the same trusted domain.
4.	The CCF-A and the CCF-B are connected to each other, and they have business agreement for service API authorization. 
5.	The CCF-A is the authorization function for service API access on the AEF.


Figure 8.25.3.x1-1: Procedure for the API invoker obtaining authorization for service API access
1.	The API invoker sends an obtain service API authorization request to the CCF-B for obtaining permission to access the service API by including the API invoker identity information and any information required for authentication of the API invoker.
2.	After successful authentication validation of the API invoker, if the CCF-B determines that the service API access authorization cannot be done by itself alone, then the CCF-B sends an interconnection obtain API authorization from the CCF-A.
Editor's note: The information exchanged between CCF-B and CCF-A in the interconnection obtain API authorization procedure will be addressed by SA3.
3.	Based on the API invoker's subscription information, the authorization information to access the service APIs is sent to the API invoker in the obtain service API authorization response.
[bookmark: _Toc138238574][bookmark: _Toc175572226]8.25.3.x2	Procedure for CAPIF revoking API invoker authorization in CAPIF interconnection
Pre-conditions:
1.	The CCF-A is triggered to revoke API invoker authorization for service API access.


Figure 8.25.3.x2-1: Procedure for revoking API invoker authorization in CAPIF interconnection
1.	If the CCF-B performed service API authorization, the CCF-A sends an interconnection revoke API invoker authorization request to the CCF-B with the details of the API invoker, the AEF and the service API.
2.	Upon receiving the information to revoke the API invoker's authorization for service API invocation, the CCF-B invalidates the API invoker authorization corresponding to the service API.
3.	The CCF-B sends an interconnection revoke API invoker authorization response to the CCF-A. 
4.	Instead of step 1 to 3, if the CCF-A performed service API authorization, the CCF-A sends an interconnection revoke API invoker authorization notify to the CCF-B. 
5.	The CCF-A invalidates the API invoker authorization corresponding to the service API. 
6.	The CCF-B sends a revoke API invoker authorization notify to the API invoker whose authorization to access the service API has been revoked.
[bookmark: _Toc175572227]8.25.3.x3	Procedure for obtaining access control policy in CAPIF interconnection
Pre-condition:
1.	The AEF is hosting the service API but the policy to perform access control is not available with AEF. 
2.	The CCF-B has available access control policies corresponding to one or more service APIs. 
3.	The AEF and the CCF-A are in the same trusted domain.


Figure 8.25.3.x3-1: Procedure for obtaining access control policy in CAPIF interconnection
1.	The AEF sends an obtain access control policy request to the CCF-A for obtaining the policy to perform the access control on service API invocations by including the details of the hosted service API.
2.	After successful authentication validation of the AEF, if the CCF-A determines that the service API access control policy authorization cannot be done by itself alone, then the CCF-A sends an interconnection obtain access control policy request to the CCF-B.
NOTE 1:	If the CCF-A has enough access control policy available, it executes the procedure defined in clause 8.12.3 without interaction with the CCF-B.
3-4.	The CCF-B determines appropriate access control policy for service APIs upon the request sent by the CCF-A. The access control policy information is sent to the AEF (via the CCF-A) in the (interconnection) obtain access control policy response.
NOTE 2:	To maintain synchronization between the AEF and the CCF for the policy cached at AEF, the AEF can subscribe to the policy update event at the CCF-A according to the procedure in clause 8.8.3 and receive notifications about any updated policy at the CCF-A according to the procedure in clause 8.8.4. Correspondingly, the CCF-A can subscribe to policy update event at the CCF-B if service API authorization is performed by the CCF-B.
[bookmark: _Toc175572228]8.25.3.x4	Procedure for obtaining security information in CAPIF interconnection
Pre-condition:
1.	The AEF has no security information available for authentication and/or authorization.
2.	The CCF-B has security information available for authentication and/or authorization corresponding to one or more service APIs. 
3.	The AEF and the CCF-A are in the same trusted domain.


Figure 8.25.3.x4-1: Procedure for obtaining security information in CAPIF interconnection
1.	The AEF obtains the API invoker information required for authentication and/or authorization by the AEF from the CCF-A by including the details of the API invoker and hosted service API. After successful authentication validation of AEF, if the CCF-A determines that it has no security information, then the CCF-A obtains security information request from the CCF-B. Then the security information required for service API invocations is sent to the AEF.
Editor's note: The security information obtained in CAPIF interconnection procedures will be addressed by SA3.
NOTE 1:	If the CCF-A has security information available, it executes the procedure defined in clause 8.14.3, clause 8.15.3 or clause 8.16.3 without interaction with the CCF-B.
NOTE 2:	The CCF-A can subscribe to API invoker onboarding event at the CCF-B according to the procedure in clause 8.8.3 and receive notifications about any onboarded API invoker and its security related onboarding information at the CCF-B according to the procedure in clause 8.8.4.
[bookmark: _Toc171610196]	* * * Next Change * * * *	
8.25.2.x1	Interconnection revoke API invoker authorization request
Table 8.25.2.x1-1 describes the information flow interconnection revoke API invoker authorization request from one CCF to another CCF.
Table 8.25.2.x1-1: Interconnection revoke API invoker authorization request
	Information element
	Status
	Description

	CCF information
	M
	The information of the requesting CAPIF core function, may include identity, authentication and authorization information.

	Service API identification
	M
	The identification information of the service API for which the authorization is revoked.

	Cause
	M
	The cause for revoking the API invoker authorization



Editor's note:	It is FFS whether additional IEs need to be included based on SA3 progress on CCF interconnection.

[bookmark: _Toc171610197]8.25.2.x2	Interconnection revoke API invoker authorization response
Table 8.25.2.x2-1 describes the information flow interconnection revoke API invoker authorization response from one CCF to another CCF.
Table 8.25.2.x2-1: Interconnection revoke API invoker authorization response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of interconnection revoke API invoker authorization.



[bookmark: _Toc171610198]8.25.2.x3	Interconnection revoke API invoker authorization notify
Table 8.25.2.x3-1 describes the information flow interconnection revoke API invoker authorization notify from one CCF to another CCF.
Table 8.25.2.x3-1: Interconnection revoke API invoker authorization notify
	Information element
	Status
	Description

	CCF information
	M
	The information of the notifying CAPIF core function, may include identity, authentication and authorization information.

	Service API identification
	M
	The identification information of the service API for which the authorization is revoked.

	Cause
	M
	The cause for revoking the API invoker authorization



Editor's note:	It is FFS whether additional IEs need to be included based on SA3 progress on CCF interconnection.

[bookmark: _Toc171610132]8.25.2.x4	Interconnection obtain access control policy request
Table 8.25.2.x4-1 describes the information flow interconnection obtain access control policy request from one CCF to another CCF.
Table 8.25.2.x4-1: Interconnection obtain access control policy request
	Information element
	Status
	Description

	Identity information
	M
	Identity information of the entity requesting the access control policy

	Service API identification
	M
	The identification information of the service API for which the access control policy is being requested.



[bookmark: _Toc171610133]8.25.2.x5	Interconnection obtain access control policy response
Table 8.25.2.x5-1 describes the information flow interconnection obtain access control policy response from one CCF to another CCF.
Table 8.25.2.x5-1: Interconnection obtain access control policy response
	Information element
	Status
	Description

	Result
	M
	Indicates the success or failure of the obtain access control policy operation

	Access control policy information
	O (see NOTE)
	The access control policy information corresponding to the requested service API. (See Table E-1)

	NOTE:	Shall be present if the Result information element indicates that the obtain access control policy operation is successful. Otherwise access control policy information shall not be present.



	* * * END of Change * * * *	
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