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1. Introduction
[bookmark: OLE_LINK1][bookmark: OLE_LINK3]This pCR analyzes whether the solution of RNAA could be used to solve KI#X (Permission control of digital asset operations). Since the result of the analysis is cannot be reused, a more suitable solution is under study.
2. Reason for Change
[bookmark: OLE_LINK6]There is a open issue in KI#X as following：
-	Whether and how service enablement layer support for controling the permission of digital assets operations.
In TS 23.222 identified that RNAA(Resource owner-aware Northbound API Access) is supported by CAPIF. The functional entity for the RNAA is resource owner function which is discribe in clause 6.3.8 in 3GPP TS 23.222. 
[image: ]
Figure 2-1 discription on resource owner function in clause 6.3.8 in 3GPP TS 23.222
The procedure for API invoker obtaining authorization from resource owner can be found in clause 8.31.3 in 3GPP TS 23.222.  
[image: ]
Figure 2-2: Procedure for API invoker obtaining authorization in clause 6.3.8 in 3GPP TS 23.222
From the above material of an API invocation scenario, the API invoker needs an authorization from the resource owner. Therefore, analysis is needed to confirm whether the solution can be reused to solve the permission control of digital asset . Based on the analysis result, a more suitable solution is studied.
3. Proposal
It is proposed to agree the following changes to TR 23.700-21 v0.3.0.


* * * First Change * * * *
7.x	Solution #x: Support for permission control of digital asset operations
7.x.1	Solution description
This solution maps to KI#X.  In the metaverse, there is a requirement for permission control of digital asset operation in the case of digital assets sharing. Firstly, it analyzes whether CAPIF RNAA can be used to solve the permission control of digital asset operations. According to the analysis results of existing method, develop more suitable solutions.
7.x.2	Analysis on addressing by CAPIF RNAA
CAPIF provides Resource owner-aware Northbound API Access(RNAA) to control access to the owner’s resource. This clause mainly analyzes whether CAPIF RNAA can addressing the permission control of digital asset operations. It includes the functional entity analysis and procedures analysis. 
Functional entity analysis
The functional entity for the RNAA is resource owner function. The function is discribe in clause 6.3.8 in 3GPP TS 23.222. 
The entity can provide authorization, manage and revoke authorization for resource access. However, it only provides access service and does not have permission control to other operations(e.g. download, modification, deletion ets). 
Defination of digital asset in 3GPP TS 22.156[2] gives the examples of digital assets ‘Examples of digital assets include digital representation (avatar), software licenses, gift certificates, tokens and files (e.g. music files) that have been purchased’. The form of the digital asset is diverse. Thus digital assets have multiple operational requirements besides being accessed.
Procedure analysis
The procedure for API invoker obtaining authorization from resource owner can be found in clause 8.31.3 in 3GPP TS 23.222.  
In the procedure, CAPIF authorizes the API invoker to invoke the service API based on the authorization information from the resource owner given before the API invocation. This is only one case which is obtaining resource owner authorization before the API invocation. There is no procedure for obtaining owner permission after the API invocation. 
In metaverse, user discovers digital assets and uses them when they enjoy services provided by metaverse application. The use of digital assets is the trigger for obtaining owner authorization. From the excisting method, there is no proper procedure to addressing this case.
7.x.3	A new solution
Enabler layer controls the operation to the digital asset base on the user’s permission. The architectural impacts and procedures are described in this clause.
Editor note: The detail of the solution is FFS.
7.x.4	Solution evaluation
The solution on CAPIF surpporting the RNAA scenario is provide in TS 23.222. However, according to the analysis above, the solution for RNAA can not match the requirement of permission control of the digital asset operations (i.e. KI#X). 
* * * End of Change * * * *
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6.3.8  Resource owner function

‘The resource owner function s responsible for interactions with the resource owner in a similar wayto the resource.
‘owner's user agent shown in clause 4.1 of IETF RFC 674 [14]. The resource owner fimction enables the following.

- Authorization for resource access; and.
- Managing and revoking authorization for resource access

NOTE:  The procedures corresponding to these capabilities of the resource owner function are FFS and out of
scope of the current release of the specification.
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