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[bookmark: _Hlk520730635]1. Introduction
This pCR proposes a new solution for KI#4 and KI#6 of FS_CAPIF_Ph3 (3GPP TR 23.700-22 v0.2.0).
2. Reason for Change
In the CAPIF interconnection, the authorization procedure by the RNAA is not specified. Specifically, when an API invoker in a trust domain A uses an API in a trust domain B in RNAA, the API invoker needs to obtain the authorization of the resource owner in the trust domain B in addition to a potential authorization by the trust domain A.
This solution provides a procedure for an API invoker to use a service API in a different trust domain under RNAA.
3. Proposal
It is proposed to agree the solution for 3GPP TR 23.700-22 V0.2.0.


* * * First Change * * * *
[bookmark: _Toc164763624]6.X	Solution #X: RNAA for CAPIF interconnection
[bookmark: _Toc160440304][bookmark: _Toc164763625]6.X.1	Solution description
[bookmark: _Toc164763626]6.X.1.1	General
This solution enables an API invoker to obtain the resource owner's authorization for a service API access in the CAPIF interconnection scenario from CCF in a different CAPIF provider domain. In RNAA context., when an API invoker in a trust domain A accesses an API in a trust domain B, the API invoker needs to obtain the authorization of the resource owner in the trust domain B in addition to a potential authorization by the trust domain A.
This solution provides a procedure for an API invoker to use a service API in a different trust domain under RNAA.
[bookmark: _Toc164763627]6.X.1.2	Procedures to support CAPIF interconnection
[bookmark: _Toc164763628]6.X.1.2.1	API invoker obtaining authorization for service API access in CAPIF interconnection 
Pre-condition:
1.	The API invoker has discovered the service API of CAPIF provider B. 
2.	The API invoker and the CCF-A are in the same trusted domain A. The CCF-B, the resource owner and the API exposing function are in the same trusted domain B.
3	The CCF-A and the CCF-B connect to each other, and they have business agreement for service API authorization. 
4.	The service API access requires obtaining authorization from the resource owner.




Figure 6.X.1.2.1-1: Procedure for the API invoker obtaining authorization from resource owner in CAPIF interconnection
1.	The API invoker requests to obtain authorization of the resource owner to invoke the service API provided by CAPIF provider B. The authorization function in the CCF-A provides the authorization, potentially by involving the end-user that operates the API invoker.
2.	CCF-A requests authorization information of the resource owner from CCF-B. CCF-B obtains authorization of the resource owner and sends the authorization information to the API invoker via CCF-A.
NOTE:	The detailed procedure to obtain the resource owner's authorization is the scope of SA3.
3.	The API invoker sends the service API invocation request to the API exposing function with the resource owner authorization information received in step 2.
4.	The API invoker receives the service API invocation response resulting from the service API invocation once the API exposing function has checked whether the API invoker is authorized to invoke that service API based on the authorization information.
[bookmark: _Toc160440305][bookmark: _Toc164763632]6.X.2	Architecture Impacts
[bookmark: _Toc160440306]This solution utilizes the existing CAPIF architecture of 3GPP TS 23.222 [2].
[bookmark: _Toc164763633]6.X.3	Corresponding APIs
Editor's note:	This clause provides the corresponding APIs for supporting the solution.
[bookmark: _Toc160440307][bookmark: _Toc164763634]6.X.4	Solution evaluation
Editor's note:	This clause provides an evaluation of the solution. The evaluation should include the descriptions of the impacts to existing architectures.


* * * End of Changes * * * *
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