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1	Decision/action requested
In this box give a very clear / short /concise statement of what is wanted.
2	References
[1] 3GPP TR 28.879, " Study on OAM for service management and exposure to external consumers".
3	Rationale
The pCR proposes to clean-up the logging use case by adding the role of the API exposing function (AEF) functionality of the MSED in logging the management service API invocations to the CAPIF core function (CCF).
4	Detailed proposal
It is proposed that the following changes be made to clause 5.1.5 of TR 28.879 [1].

	First Change



[bookmark: _Toc180404717]5.1.5	Use case #5: Logging the management service API invocations to the CCF
[bookmark: _Toc180404718]5.1.5.1	Description
When a service API is invoked exposing management services for consumption by the external MnS consumers over the CAPIF-2e interface, it is crucial to monitor information related to the service API invocation. This information include, for example, details on what management service API was invoked (i.e. the service API name,  the MOIs, attributes which service API resource, and the operations), who invoked the API (i.e. the ID of the external MnS consumer), the result of the invocation (e.g. success, or failure) and at what time it was invoked.
Accordingly, the MnS producer (which acts as the CAPIF AEF) AEF of the API provider domain  should be able to create the management service API (now service API) invocation log(s) (see clause 8.7 of 3GPP TS 29.222 [13]) with the desired information. Subsequently, the AEFMnS producer should be able to send the invocation log(s) to the CCF via the CAPIF-3 interface. The stored logs of the service API invocations can be consumed by authorized consumers (e.g. theCAPIF API AMF of the API provider domain for auditing purposes and the charging functions). However, currently, the MnS producers do not support these functionalities.

[bookmark: _Toc180404719]5.1.5.2	Potential requirements
PREQ-FS_MExpo-Log-01: The 3GPP management system should support the capability to create logs based on the management service API invocations by external MnS consumers.
PREQ-FS_MExpo-Log-02: The 3GPP management system should support the capability to log the management service API invocations to the CCF.
[bookmark: _Toc180404720]5.1.5.3	Potential solutions
[bookmark: _Toc180404721]5.1.5.3.1	Potential solution #1: Creation and logging of the management service API invocations
5.1.5.3.1.1	Introduction
The potential solution assumes that the MSED has an AEF functionality MnS producer is the AEF thatand interacts with the CCF via the CAPIF-3 interface. Accordingly, this potential solution describes how the AEF functionality of the MSEDMnS producer can create the management service API invocation log. Secondly, the solution describes how the AEF functionality of the MSEDMnS producer can send these logging data to the CCF for authorized consumers to consume (e.g. AMF and charging functions).
5.1.5.3.1.2	Description
To log the management service API invocations to the CCF, the AEF functionality of the MSEDMnS producer should create an invocation log (see clause 8.7 in 3GPP TS 29.222 [13]). Table 5.1.5.3.1.2-1 maps the CAPIF InvocationLog data type and the MnSInfo IOC (see clause 4.3.42 of 3GPP TS 28.622 [3]) attributes.
Table 5.1.5.3.1.2-1 lists the attributes of typecontained in the InvocationLog data type (see clause 8.7.4.2.2 of TS 29.222 [13]) and how theclarifies how they are related to MnS  management service producer information can be mapped. See table 8.7.4.2.2-1 of TS 29.222 [13] for the data type, presence indicator, cardinality, description and applicability information for the attributes of type InvocationLog.

Table 5.1.5.3.1.2-1: Mapping betweenRelationship of CAPIF InvocationLog data type and the MnSInfo IOC attributeswith management service information.
	Attribute name
	Attribute additional information
	Mapping to MnSInfo IOC attributes/Comments

	aefId
	The data type of this attribute is defined as "string" and presence qualifier is defined as "M" (see table 8.7.4.2.2-1 of TS 29.222 [13]).
	Corresponds to the AEF identifier provided by the CCF upon MSED registration (see clause 5.1.1). 
See “aefId” attribute in Table 5.1.2.3.1.2-2.
MnS producer obtains this information from the CCF after MnS producer registration

	apiInvokerId
	The data type of this attribute is defined as "string" and presence qualifier is defined as "M" (see table 8.7.4.2.2-1 of TS 29.222 [13]).
	Provided by the external MnS consumer to the AEF functionality of the MSED when invoking the management service API

	logs
	The data type of this attribute is defined as "array(Log)" and presence qualifier is defined as "M" (see table 8.7.4.2.2-1 of TS 29.222 [13]).
	See Table 5.1.5.3.1.2-2

	supportedFeatures
	The data type of this attribute is defined as "SupportedFeatures" and presence qualifier is defined as "O" (see table 8.7.4.2.2-1 of TS 29.222 [13]).
	




Table 5.1.5.3.1.2-2 lists the attributes of type Log (see clause 8.7.4.2.3 of TS 29.222 [13]) and how the MnSmanagement service producer information can be mapped. See table 8.7.4.2.3-1 of TS 29.222 [13] for the data type, presence indicator, cardinality, description and applicability information for the attributes of type Log.
Table 5.1.5.3.1.2-2: Mapping of between CAPIF Log data type into management service informationand the MnSInfo IOC attributes
	Attribute name
	Attribute additional information
	Mapping to MnSInfo IOC attributes/Comments

	apiId
	The data type of this attribute is defined as "string" and presence qualifier is defined as "M" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	The APF functionality of the MSEDMnS producer receives this attribute from the CCF after publishing the  MnS information (see clause 5.1.2).
This attribute is known by the AEF functionality of the MSED. 

	apiName
	The data type of this attribute is defined as "string" and presence qualifier is defined as "M" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	Name of the service API that was invoked.
This attribute corresponds to the following MnSInfo IOC attribute: Same as mnsTypeLabel.

	apiVersion
	The data type of this attribute is defined as "string" and presence qualifier is defined as "M" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	Version of the service API that was invoked by the API invoker. This attribute corresponds to the following MnSInfo IOC attribute: Same as mnsVersion.

	resourceName
	The data type of this attribute is defined as "String" and presence qualifier is defined as "M" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	The name of the resource that was invoked by the service API invocation request. This resource is an MOI. In the URI structure of the MnS API (see clause 5.1.2.3.2), this attribute
corresponds to the {className} parameter.No possible mapping to MnSInfo attributes (could be the IOC name of the MOI).

	uri
	The data type of this attribute is defined as "Uri" and presence qualifier is defined as "O" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	The URI of the invoked resource by the service API invocation request
This attribute corresponds to the following URI component in the URI structure of the MnS API: {URI-LDN-first-part}/{className} = {id}.  
Can be the DN that uniquely identifies the MOI. The DN‑to‑URI mapping mechanism is defined in clause 4.2.3, 3GPP TS 32.158 [30].

	protocol
	The data type of this attribute is defined as "Protocol" and presence qualifier is defined as "M" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	Only "HTTP_1_1" and "HTTP_1_2" are applicable in the context of 3GPP management services.HTTPS??

	operation
	The data type of this attribute is defined as "Operation" and presence qualifier is defined as "C" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	The HTTP method that was invoked on the resource by the service API invocation requestE.g. PUT, POST, GET, DELETE, PATCH, etc.
Corresponds to one of the HTTP methods listed in the “operations” attribute in Table 5.1.2.3.1.2-4. 


	result
	The data type of this attribute is defined as "string" and presence qualifier is defined as "M" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	HTTP status codes.

	invocationTime
	The data type of this attribute is defined as "DateTime" and presence qualifier is defined as "O" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	Is this time when the MnS producer receives the service API invocation request from the external MnS consumer? Needs further clarification.Date and time at which the service API invocation request is received at the AEF functionality of the MSED.

	invocationLatency
	The data type of this attribute is defined as "DurationMs" and presence qualifier is defined as "O" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	Is this the duration of the service API invocation (i.e. from the time the external MnS consumer sends the invocation request to the MnS producer to the time when the MnS producer sends the response back to the external MnS consumer)? Needs further clarification.The time interval between the reception of the service API invocation request and the sending of the service API invocation response at the AEF functionality of the MSED.


	inputParameters
	The data type of this attribute is defined as "ANY TYPE" and presence qualifier is defined as "O" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	

	OutputParameters
	The data type of this attribute is defined as "ANY TYPE" and presence qualifier is defined as "O" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	

	srcInterface
	The data type of this attribute is defined as "InterfaceDescription" and presence qualifier is defined as "O" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	

	destInterface
	The data type of this attribute is defined as "InterfaceDescription" and presence qualifier is defined as "O" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	

	fwdInterface
	The data type of this attribute is defined as "string" and presence qualifier is defined as "O" (see table 8.7.4.2.3-1 of TS 29.222 [13]).
	




After creating the invocation log, the AEF functionality of the MSED MnS producer can log these data to the CCF via the CAPIF-3 interface.
[bookmark: _Toc180404722]5.1.5.4	Evaluation of potential solutions
The proposed solution satisfies the requirement PREQ-FS_MExpo-Log-01. To fulfil the use case requirement PREQ-FS_MExpo-Log-02, the proposed solution requires that the MSED the 3GPP management entity providing the AEF role functionality supportsimplements the CAPIF-3 interface, and the interface operations associated functionalitiesto the logging capability.


	Second Change



[bookmark: _Toc180404723]5.1.x	Use case #<X>: <Use case title>
[bookmark: _Toc180404724]5.1.X.1	Description
Editor's note: This clause provides a description of the use case, that includes problem statement(s) and/or gap(s) in the existing solution(s).
[bookmark: _Toc180404725]5.1.X.2	Potential requirements
Editor's note: This clause captures potential requirements.
[bookmark: _Toc180404726]5.1.X.3	Potential solutions
[bookmark: _Toc180404727]5.1.X.3.i	Potential solution #<i>: <Potential Solution i Title> 
5.1.X.3.i.1	Introduction
Editor's Note:	This clause describes briefly the potential solution at a high-level.
5.1.X.3.i.2	Description
Editor's Note:	This clause further details the potential solution and any assumptions made.
[bookmark: _Toc180404728]5.1.X.4	Evaluation of potential solutions
Editor's Note:	This clause provides the evaluation of potential solutions.


	End of Changes



