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Rationale

New solution for communication message protection.
4
Detailed proposal
*** BEGIN CHANGES ***
6.Y
Solution #Y: General AIoT Device operation message security processing procedure
6.Y.1
Introduction

This solution addresses Key issue #4: Protection of information during AIoT service communication.
This solution focuses on what security related parameters may be required in the operation messages of AIoT devices.
This solution is based on following assumptions:

-
The security capabilities supported by AIoT Devices may vary.
-
The required security level for the system may vary.
-
The cryptographic algorithm supported by AIoT Devices may vary.
-
The AIoT Devices are stateless.

-
The AIoT Device response messages for different AIoT device operation request messages can be returned in a mixed order.

6.Y.2
Solution details

The general AIoT Device operation message security processing procedure is shown in the following figure.
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  Figure 6.Y.2-1: General AIoT Device operation message security processing procedure
1.
The AF sends an AIoT Device operation request to the Ambient IoT Function (AIoTF). The request includes:

-
Device ID Info.: It can be an AIoT Device ID or AIoT Device group ID.
-
Device ID Mask: It describes which part of the Device ID Info. needs to be encrypted.
-
Payload.
2.
The AIoTF performs the following security operations on the AIoT device operation message:

-
Retrieve the security policy, security algorithms, and key  using Device ID Info..
-
Generate a Network nonce.

-
If there is a Device ID Mask, encrypt the masked AIoT Device Info.
-
Secure the Payload based on the security policy, i.e. confidentiality and/or integrity protection.
-
Generate a message ID number for this operation message, and then store the security calculations related information for future use. Once all operations (responses) related to this operation message are completed, this information can be deleted.
3.
The AIoTF sends the AIoT Device operation request message to the AIoT Device. The request includes:
-
Message ID: It is bound to set security parameters used to protect this message in the AIoTF. The AIoT Device need to return it in its response message so that the AIoTF know which security parameters should be used to handle the response message, e.g. the Network nonce.
-
Secured Device ID Info.: Protected Device ID Info.
-
Device ID mask: Describe which part of the Protected Device ID Info. is encrypted.
-
Security policy: Describe how the payload is protected.

-
Security algorithm ID: For example, AES
-
Network nonce
-
Secured payload
-
MAC
4.
The AIoT Device performs the following security operations:

-
Check if the Secured Device ID Info. matches its locally stored information.
-
If there is a Device ID Mask in the message, decrypt the masked Secured AIoT Device Info. and then recheck if the device ID matches.
-
Decrypt and verify the secured payload based on the security policy and security algorithm ID in the message.
-
Perform the operation based on the request.
-
Generate Device nonce.
-
Generate a secured response message based on the locally stored security policy.

5.
The AIoT Device sends AIoT Device operation response message to the AIoTF. The response includes:
-
Message ID: It is obtained in the request message.
-
Secured Device ID Info.: Whether it is encrypted depends on preconfigured policy.
-
Security policy
-
Security algorithm ID
-
Device nonce
-
Secured payload
-
MAC
6.
The AIoTF performs the following security operations:

-
Retrieve the security parameters based on the Message ID in the response message.
-
Verify the Secured Device ID Info.

-
Decrypt and verify the Secured payload based on the security policy and security algorithm ID in the message.
6.
The AIoTF returns the operation result to the AF.

Editor’s Note: It is FFS whether the encryption In Step 2 requires decryption to be performed for every message 3 and will be the base of the resource exhaustion DOS attack.
Editor’s Note: It depends on the RAN1 paging message whether all information elements can be carried in the Inventory Request message.
Editor’s Note: It is FFS whether it is feasible for IoT devices to support multiple security methods.
6.30.3
Evaluation

This solution addresses the Key Issue #4.
This solution is based on some assumptions about AIoT devices and introduces some potential security parameters in AIoT device operation requests and response messages in order to flexibly protect these messages.
Editor’s Note: Further evaluation is FFS.
*** END OF CHANGES ***
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