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1
Decision/action requested

This contribution proposes to Solving the problem of generating and forwarding the salt to the BSF in TR 33.749
2
References
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3GPP TS 23.502: "Procedures for the 5G System (5GS)"
3
Rationale

This contribution aims to clarify that the SMF can send the salt to the BSF along with SM policy Association Establishment or SM policy Association Modification procedure in clauses 4.16.4 or 4.16.5 of TS 23.502 [1]. Note that this procedure includes Nbsf_Management_Register or Nbsf_Management_Update service, which is used to create or update the binding information (i.e., SUPI and IP address). Therefore, at least one salt will be sent to the BSF.

The open ended EN in the evaluation clause is also removed because no additional evaluation is needed in our view.
4
Detailed proposal

*************** Start of the 1st change ****************

6.2
Solution #2: Authorizing AF to retrieve UE ID 

6.2.1
Solution overview

This solution is for KI#2.1 on the secure retrieval of 5G system UE IDs. Since the AF may request for the UE ID without UE authorization, the solution proposes to use fresh hash value with count, which is a changeable value shared between the UE and the 5GC, to authorize the AF to retrieve the UE ID. It can also prevent replay attacks from the malicious entity (e.g., malicious UE or AF).

6.2.2
Solution details

This solution supports the 5GC to verify whether the AF is authorized by the UE to retrieve the UE ID based on the IP address, and verify whether the parameters used for verification is replayed by the adversary. Specifically, when the UE receives the UE ID request, it generates a hash value based on the count, salt, SUPI and IP address, and then sends the generated hash value and count to the AF, which uses the IP address to request for the UE ID from the NEF. The NEF then requests BSF to provide information of the UE (i.e., SUPI). Before providing the SUPI of UE, the BSF shall also generate a hash' based on the shared count, salt, SUPI and IP address, and then compare the hash' value with the received hash value. If the hash value is equal to the hash' value, the BSF can provide the SUPI to the NEF. Otherwise, the BSF will provide a failure indication to the NEF. 
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Figure 6.2.2-1: Authorization of AF and verification of AF provided IP address

Step 0.
During the PDU session establishment procedure, SMF generates the salt, which is a random value, and then sends the salt to both UE and BSF. SMF can send the salt to the BSF along with SM policy Association Establishment or SM policy Association Modification message in clauses 4.16.4 or 4.16.5 of TS 23.502 [8]. If the SM policy Association Establishment and SM policy Association Modification procedures are not performed, SMF will not send the salt to the UE. 
Step 1.
UE receives the UE ID request.

Step 2.
The UE generates a hash value based on the SUPI, IP address, salt, and count, and other values that is only known to both the EEC and BSF (e.g., DNN of the PDU Session, and S-NSSAI of the PDU Session). After that, the UE increases the count by 1, which is used for the next hash value generation procedure. Note that the count can be configured to start from 0 in each PDU session. 


Note1: In order to mitigate the rainbow table attack, the following solutions should be adopted:


(1) using strong hash algorithms, e.g., SHA-256.


(2) increasing the length of the hash algorithm's input. 

· The length of the salt can be set as 128bits to make the rainbow table attack infeasible [15]. 

· The input space of the SUPI is large enough to mitigate the rainbow table attack, considering that the length of IMSI is 15-16 digits, and NAI is 1-759 bits, as specified in TS 23.003 [16]. 

· Other inputs, including DNN of the PDU Session, and S-NSSAI of the PDU Session, can also help defend against the rainbow table attack.


(3) key stretching. The inputs can be run through the hash function multiple times to increase the time to build a precomputed rainbow table.


Note2: The UE can send the hash value and the count together to avoid the out-of-synchronization between the UE and BSF.

Step 3.
The UE sends the generated hash value and count to the AF.

Step 4.
The AF invokes the Nnef_UEId_Get request with the parameter of hash value, count, and IP address to get the UE ID.
NOTE 1: If private IP address is sent in step 3, then the same private IP address will be sent in step 4.
Steps 5-8.
This solution reuses Steps 3-6 in Clause 4.15.10, TS 23.502 [8].
NOTE 2: Steps 5-8 are workable only if NAT is in the UPF.
Step 9.
When the NEF invokes the Nbsf_Management_Discovery service operation, the NEF provides the hash value and IP address to the BSF.

Step 10.
The BSF determines the SUPI, salt and count based on the IP address. The BSF then generates the hash' value, and then compares the hash' value with the received hash value. 

Step 11.
If the hash' value is equal to the received hash value, the BSF will respond to the NEF with a SUPI. Otherwise, the BSF will respond to the NEF with an indication that request is denied with the reason that the IP address is not associated with the UE.

Steps 12-14.
This solution reuse Steps 9-11 in Clause 4.15.10, TS 23.502 [8].

6.2.3
Evaluation


The solution addresses the requirement of KI#2.1 related to the authorization of AF to retrieve UE ID. The solution proposes to use the hash value to authorize the AF to retrieve the UE ID based on the SUPI, IP address, count, salt and other values that is known to both the EEC and BSF.
If private IP address is conveyed in step 3, there is a privacy issue as the AF can abuse this information to compromise the privacy of the user.
NOTE: Optional flows (5-8) in Figure 6.2.2-1 are not needed in case UE is allocated with a public IP address.
The solution has the following impacts on the entities/NFs: 

1. UE needs to generate hash value based on the SUPI, IP address, count, salt and other values that is known to both the EEC and BSF. UE also needs to update the count.

2. The SMF needs to generate the salt, and forward the salt to the BSF along with SM policy Association Establishment or SM policy Association Modofication message.
3. BSF needs to determine the SUPI, count and salt associated with IP address. BSF also needs to validate the hash value by generating hash' based on the SUPI, count, salt and IP address.

4. The UE and operating system running on the need to support the delivery of the parameters to the EEC.
*************** End of the 1st change ****************
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