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[bookmark: _Toc19634679][bookmark: _Toc26875739][bookmark: _Toc35528490][bookmark: _Toc35533251][bookmark: _Toc45028594][bookmark: _Toc45274259][bookmark: _Toc45274846][bookmark: _Toc51168103][bookmark: _Toc170465530][bookmark: _Toc170466103]*** Start of The First Change ***
[bookmark: _Toc178268633]6.8	Notification about AKMA service disabling
6.8.1	Notification about AKMA service disabling without NEF
This procedure is used when the AKMA sessions have already been started (before roaming was detected), and as soon as PLMN change is detected at the AAnF, the AAnF may execute this procedure based on the roaming policy.


Figure 6.8.1.1-1: AAnF notification to AF about AKMA service disable
1.	 UE registers with a (H)PLMN. 
2.	 UE is accessing the AF and key material is provided to AF as described in 6.2.1. While accessing the AAnF, AF may also provide the Notification URI.
3. UE is getting registered in a VPLMN and AAnF detects the PLMN change via the Nudm_EventExposure_Notification received from UDM.
4. AAnF determines if AF(s) have subscribed to receive notifications for AKMA service disabling and roaming policy is configured and restrict the AKMA access in the VPLMN; if yes, steps 5 and 6 are executed. Otherwise, steps 5 and 6 are skipped.
[bookmark: _Hlk181195225]5. If AF(s) are determined at step 5, the AAnF shall send notifications to the subscribed AF(s) about AKMA roaming via Naanf_AKMA_ServiceDisableNotification. The A-KID is the transmitted A-KID for the corresponding AF, which is kept track of in step 8 in clause 6.2.1..
6. The AF shall send the response and based on the notification and internal policy, the AF may stop the UE service, may stop the encryption.
NOTE: By stopping the encryption (e.g., TLS 1.2 NULL cypher negotiation), LI interception could work in the VPLMN.
*** End of The First Change ***
*** Start of The Second Change ***
6.8.X	Notification about AKMA service disabling via NEF
[bookmark: _Toc106364539][bookmark: _Toc145419504][image: ]
Figure 6.8.X-1: AAnF notification to AF about AKMA service disable via NEF
This procedure is used when AAnF notifies AF about AKMA service disabling via NEF.
1.	UE registers with a (H)PLMN. 
2.	UE is accessing the AF and key material is provided to AF via NEF as described in 6.3. While accessing the AAnF, AF may also provide the Notification URI.
3.  For details about step 3, see step 3 in Figure 6.8-1.
4.  AAnF determines if AF(s) have subscribed to receive notifications for AKMA service disabling and roaming policy is configured and restrict the AKMA access in the VPLMN; if yes, steps 5-8 are executed. Otherwise, steps 5-8 are skipped.
5.  If AF(s) are determined at step 5, the AAnF sends notifications to the subscribed AF(s) via NEF about AKMA roaming. The AAnF sends Naanf_AKMA_ServiceDisableNotification to NEF. The notification includes the A-KID and the AF_ID. The A-KID is the transmitted A-KID for the corresponding AF.
6. Once receiving the notification from AAnF, NEF shall send Nnef_AKMA_ServiceDisableNotification to AF.
7. The AF sends Nnef_AKMA_ServiceDisableNotification response to NEF and based on the notification and internal policy, the AF may stop the UE service, may stop the encryption.
8. Once receiving the response from AF, the NEF sends Naanf_AKMA_ServiceDisableNotification response to AAnF.
NOTE: By stopping the encryption (e.g., TLS 1.2 NULL cypher negotiation), LI interception could work in the VPLMN.
*** End of The Second Change ***

*** Start of The Third Change ***
[bookmark: _Toc42177198][bookmark: _Toc42179550][bookmark: _Toc42246823][bookmark: _Toc51245758][bookmark: _Toc178268644]7.3.1	General
The NEF exposes AKMA Application Key derivation service to the requester NF.
The following table shows the NEF Services and NEF Service Operations related to AKMA service.
Table 7.3.1-1: List of NEF Services
	Service Name
	Service Operations
	Operation
Semantics
	Example Consumer(s)

	Nnef_AKMA
	ApplicationKey_Get
	Request/Response
	AF

	
	ServiceDisableNotification
	Request/Response
	AF



*** End of The Third Change ***
*** Start of The Fourth Change ***
7.3.2	Nnef_AKMA_ApplicationKey_Get service operation 
Service operation name: Nnef_AKMA_ApplicationKey_Get.
Description: The NF consumer requests the NEF to provide AF related key material.
Input, Required: A-KID, AF_ID 
Input, Optional: UEID not needed indication, Service Disable URI. 
Output, Required: KAF, KAF expiration time.
Output, Optional: GPSI (external ID).
*** End of The Fourth Change ***
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