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1
Decision/action requested

Approve the proposed changes for TR 33.743[1].
2
References

[1] 3GPP TS 33.743
‘Study on Security Aspects of Enhancement for Proximity-based Services (ProSe) in 5GS Phase 3’.
3
Rationale
This contribution proposes the add a wew solution about Multi-hop U2U Model A discovery in non-IP scenario.
Was S3-244892.

Detailed proposal

It is proposed to approve the following changes in TR 33.743 [1].


* * * * Start of Changes  * * * *
6.Y
Solution #Y: Multi-hop UE-to-UE Model A discovery security in non-IP scenario
6.Y.1
Introduction

This solution proposes to follow the existing seucirty principle of single-hop UE-to-UE Relay in TS 33.503 [5], i.e. the Direct Discovery Set is End-to-End protected between End UEs, while other parameters in the discovery message are hop-by-hop protected between UE-to-UE Relay and End UE.
6.Y.2
Solution details

For Model A discovery in non-IP Multi-hop UE-to-UE Relay scenario, the UE-to-UE Relay has discovered End UEs in proximity and obtains the Direct Discovery Set(s) from End UE(s) in proximity per RSC as specified in TS 23.304 [4] (e.g. via a previous 5G ProSe UE-to-UE Relay Discovery or via secure PC5 connection between 5G ProSe U2U Relay and 5G ProSe End UE). As per TS 23.304 [4], for each received Direct Discovery Set, the UE-to-UE Relay also gets paths information, hop count and optionally maximum number of hops.
Similar to the security principle of single-hop UE-to-UE Relay, the Direct Discovery Set is End-to-End protected between End UEs, while other parameters in the discovery message are hop-by-hop protected between UE-to-UE Relay and End UE:

1a.
To provide End-to-End protection of the Direct Discovery Set, the existing discovery security material provisioning procedure as specified in clause 6.1.3.2.2.1 of TS 33.503 [5] is reused to provision the discovery security materials to the End UEs. The security materials are associated with 5G ProSe Direct Discovery service for Restricted 5G ProSe Direct Discovery. 
1b.
To offer hop-by-hop protection of discovery messages, the existing discovery security material provisioning procedure as specified in clause 6.1.3.2.2.1 of TS 33.503 [5] is reused to provision the discovery security materials to the End UEs and the UE-to-UE Relays. The security materials are associated RSC for the multi-hop UE-to-UE Relay Discovery. The monitoring End UE plays the role of Remote UE while the UE-to-UE plays the role of UE-to-Network Relay.
2.
The announcing End UE protects the Direct Discovery Set, using the security materials as specified in clause 6.1.3.2.3 in TS 33.503 [5]. The protects the Direct Discovery Set is sent to UE-to-UE Relay using either by a previous UE-to-UE Relay Discovery procedure or via secure PC5 connection between to the UE-to-UE Relay.
3.
Before announcing the Announcement message, the UE-to-UE Relay prepare the message including the protected Direct Discovery Set(s), and other discovery paremeters as specified in TS 23.304 [4], and protects the Announcement message using the discovery security materials in step 1b as specified in clause 6.1.3.2.3 of TS 33.503 [5]. The UE-to-UE relay needs to check the validity timer(s) associated with the protected Direct Discovery Set(s) as specified in clause 6.1.3.3.3 of TS 33.503 [5], only valid protected Direct Discovery Set(s) are included in the Announcement message.
4.
On receiving the Announcement message from the UE-to-UE Relay, the monitoring End UE uses the discovery security material received in step 1b to process the message as specified in clause 6.1.3.2.3 of TS 33.503 [5]. If the verification is successful, the monitoring End UE processs the Direct Discovery Set(s) in the message using the discovery security materials in step 1a as specified in clause 6.1.3.2.3 of TS 33.503 [5].
6.Y.3
Evaluation

This solution addresses the provision of discovery security material and discovery message protection of KI#2. This solution based on the procedure specified in TS 23.304 [4], reuses existing security material provisioning and discovery message protection mechansims in of TS 33.503 [5].
The solution addresses the multi-hop UE-to-UE relay Model A discovery security for the scenarios of Ethernet and Unstructured PDU types.
The validity timer wrap around scenario is not addressed by this solution.


* * * * End of Change * * * *
