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1
Decision/action requested

In this box give a very clear / short /concise statement of what is wanted.
2
References

[1]
3GPP 33.700-22
3
Rationale

Key issue #5 of TR 23.700-22 enhances support for API Invoker on-boarding/off-boarding. While from architecture perspective this key issue is mainly for optimization, additional security concerns have been identified and a key issue is proposed.

4
Detailed proposal

**********   START OF CHANGES

5.X KI#X: Onboarding security issues

5.X.1 Key issue details

Key issue #5 of TR 23.700-22 enhances support for API Invoker on-boarding/off-boarding. Additional security concerns need to be checked.
In RNAA scenarios, API invoker residing in UE is introduced in CAPIF system. The CCF needs to be enabled to support the secure onboarding/offboarding of the API invoker residing in UE. 


Whether the CCF can trust in the APIinvoker provided information details by the trust relationship established by mutual authentication will be studied in this key issue.
Editor’s Note: It is FFS whether there is any UE related information sent to the CCF during onboarding.

5.X.2 Threats

Malicious API invoker may impersonate victim API invoker to do the onboarding/offboarding.

5.X.3 Potential requirements
The CCF shall be able to support onboarding/offboarding of the API invoker residing in the UE.

The CCF shall be able to authenticate the API invoker residing in the UE. 
Editor’s Note: It is FFS if the following requirement is to be added: The CCF shall be able to validate that the apiInvokerInformation details provided in any onboarding or modification request is the one associated to the UE on which the APIinvoker is running. 
**********   END OF CHANGES

