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1
Decision/action requested

This contribution proposes to add conclusion on KI#2 in TR 33.700-22 
2
References

NA
3
Rationale

This pCR proposes to conclude KI#2 in TR 33.700-22 .

4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

7
Conclusions

7.X
Conclusion for KI #2: CAPIF interconnection security
It is proposed to conclude on normative work with aspects of solutions from #12-24. 
Normative work has to be provided for

⦁ Mutual authentication between API invoker (onboarded to CCF-A) and AEF (registered to CCF-B)

⦁ Security method retrieval is needed from CCF where the AEF registered its services

⦁ Negotiation for each method 

⦁ Protection of CAPIF-6/6e reference point

⦁ Authorization and revocation of API Invoker in CAPIF interconnect has to be detailed















For the protection of CAPIF-6 reference point, the following principles are recommended for normative work:

-

TLS shall be used to provide integrity protection, replay protection and confidentiality protection. The support of TLS is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [6], Annex E.

-
Certificate based mutual authentication shall be performed between the CAPIF entities using TLS. Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [6], subclauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document.

For the protection of CAPIF-6e reference point, the following principles are recommended for normative work:
-
3GPP TS 33.210 [7] shall be applied to secure messages on the reference points specified otherwise; and

-
3GPP TS 33.310 [6] may be applied regarding the use of certificates with the security mechanisms of 3GPP TS 33.210 [7] unless otherwise specified in the present document. 
For the mutual authentication between CCFs over the CAPIF-6/6e, the mechanism defined in clause 6.6 and clause 6.10 of TS 33.122 [x] can be reused, respectively.
Editor’s note: Further conclusions are FFS.
*************** End of the change ****************

