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1
Decision/action requested

It is proposed to approve this pCR to update solution#24 for CAPIF interconnection.
2
References

NA
3
Rationale

It is proposed to approve this pCR update solution#24 for CAPIF interconnection.
Editor's Note: The details about authentication and TLS session establishment between AEF and API invoker is FFS.
The following procedure shall be performed prior to establishment of TLS session:

· The API invoker sends Authentication Initiation Request to the AEF, including API invoker ID.

· The AEF requests for security information from the CCF-B to perform authentication and secure interface establishment with the API invoker. The CCF-B provides the security information related to the chosen security method (TLS with OAuth token) to the AEF over CAPIF-3 reference point (provided CCF-B is provisioned by CCF-A the required security materials). 

· The CCF-B returns API invoker's root CA certificate for the AEF to validate the API invoker's certificate. After fetching the relevant security information for the authentication, the AEF sends Authentication Initiation Response message to API invoker to initiate the TLS session establishment procedure.
Editor's Note: How the RFC 8693 works for CAPIF interconnection is FFS.

Instead of following RFC 8693, the same principle as in IETF RFC 6749 on OAuth 2.0 Authorization Framework applied for inter-domain service authorization. The API invoker must present a valid access token issued from the CCF-B in domain B for authorization to services provided by AEF in domain B. In order for the API invoker to obtain the domain B authorization access token, the token exchange procedure with the CCF-A domain A is used to obtain a security token that identifies the API invoker to the AEF in domain B.  This security token is specific to the AEF providing services in domain B and signed by the CCF-A in domain A as per IETF RFC 7515. The domain A certificate(s) used to validate the security token at domain B are provisioned into the CCF-B using an out of band mechanism beyond the scope of this document. Upon validation of the security token, the API invoker is provided with authorization to the service(s) by AEF in domain B. Hence, the EN is deleted.
Editor's Note: Whether it's aligned with TR 23.700-22 is FFS.
The solution aligns with the concluded solution#4 in TR 23.700-22. Hence, the EN is deleted.
4
Detailed proposal

*** Start Change ***
2
References
[xx]
IETF RFC 7515: “JSON Web Signature (JWS)”

*** Second Change ***
6.24
Solution #24: Security procedure for CAPIF interconnection

6.24.1
Introduction

This solution addresses the security requirement of key issue#2. 

6.24.2
Solution details

6.24.2.1 
Security method negotiation in CAPIF interconnection
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Figure 6.24.2.1-1: Selection of security method to be used in CAPIF-2/2e reference point

Detailed procedure is as follows:

Step 1: Mutual authentication based on client and server certificates shall be established using TLS between the API invoker and the CAPIF core function. 

Step 2: The API invoker re-uses the service API invoker discovery procedure to get the list of service API information for which the API invoker has the required authorization. If the service APIs required are provided by the different domain than the onboarded CCF then the API invoker sends CAPIF-2e security capability information to the CAPIF core function in the Security Method Request message, indicating the API invoker ID, list of security methods that the API invoker supports over CAPIF-2/2e reference point, the service APIs it wants to access with the AEF identity information and the CCF information. The CCF information is provided by the onboarded CCF during onboarding. 
Step 3: The CCF-A determines that the service APIs requested by the API invoker is provided by the AEF in CCF-B (another trust domain-B) based on the AEF details and CCF information. 

Step 4: The CCF-A sends a security method request as interconnection API request to CCF-B with the AEF details i.e.API invoker ID, list of security methods that the API invoker supports over CAPIF-2/2e reference point and the service APIs it wants to access with the AEF identity information. 

Step 5: The CCF-B selects a security method to be used over CAPIF-2e reference point for each requested AEF, taking into account the information from the API invoker and CCF-A and the AEF capabilities.
Step 6: The CCF-B provides a security method response, which is an interconnection API response to the CCF-A including AEF details, the selected security method and security information.

Step 7: The CCF-A sends the security method response message to the API invoker, including the AEF details, the selected security method and any security information related to the security method for each AEF in the domain B as per the request. 

The API invoker uses the selected security method towards the AEF in the subsequent communication establishment with the API exposing function over CAPIF-2e reference point.

6.24.2.2
Authentication and authorization

6.24.2.2.1
Authentication and authorization with security method TLS-PSK or PKI

The following describes the authentication and authorization procedure during CAPIF Interconnect when security method 1 or 2 is selected.
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 Figure 6.24.2.2.1-1: Authentication and authorization procedure during CAPIF Interconnect – Method 1 and 2

Detailed procedure is as follows:

Step 1: CAPIF-1e authentication and secure session is established. The CAPIF core function-A provides the validity timer value for the key AEFPSK.

Step 2: After successful establishment of TLS on CAPIF-1e, the API invoker and the CAPIF core function-A derives the key AEFPSK. 

The Key AEFPSK is bound to an AEF. The API invoker and the CAPIF core function starts the validity timer for the key AEFPSK.

Step 3: The API invoker re-uses the service API invoker discovery procedure to get the list of service API information for which the API invoker has the required authorization. If the service APIs required are provided by the different domain than the onboarded CCF then the API Invoker sends an Authentication Initiation Request to the AEF, including the CAPIF core function assigned API invoker ID and CCF identity information (source CCF) associated with the API invoker. The CCF information is provided by the onboarded CCF during onboarding. 
Step 4: The AEF checks if it has a valid key material. Otherwise, the AEF requests for security information from the CAPIF Core Function-B to perform authentication and secure interface establishment with the API invoker, if the AEF does not have a valid key. 

As the API invoker is registered to different trust domain (domain A), the AEF includes the API invoker Identity, CCF identity information, service APIs (shareable service APIs), AEF identity information in the request message to CCF-B.

Step 5: (Optional) The CAPIF Core Function-B, as the API invoker is from different trust domain does not have the required security materials. The CCF-B checks for the stored information on the shareable APIs based on the CCF identity information and received API invoker Identity. 

Step 6: The CCF-B requests for security information from the CAPIF Core Function-A to perform authentication and secure interface establishment between the API invoker and API Exposure Function (AEF). The AEF includes the security method selected by it in the request message to the CCF-B.

Step 7: The CCF-A authorizes the CCF-B and AEF requesting the security material based on the received CCF information and AEF details (as it has service level agreement).

Step 8: Based on the received API invoker Identity and AEF selected security method the CCF-A retrieves the AEFPSK or the root certificate of the CA to validate the API invoker.

Step 9: The CCF-A provides the security information related to the chosen security method (TLS-PSK: AEFPSK or the root certificate of the CA to validate the API invoker) to the AEF over CAPIF-3 reference point. 

Step 10-11: After fetching the relevant security information for the authentication, the AEF sends Authentication Initiation Response message to API invoker to initiate the TLS session establishment. 

The API Invoker and the AEF performs mutual authentication using the key AEFPSK and establish TLS session over the CAPIF-2e. 

After successful establishment of TLS on CAPIF-2e reference point, the API exposing function authorizes the API invoker's service API invocation request based on authorization information obtained from CAPIF core function.

6.24.2.2.2
Authentication and authorization with security method TLS with OAuth token 

The following describes the authentication and authorization procedure during CAPIF Interconnect when security method 3 is selected.
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Figure 6.24.2.2-1: Authentication and authorization procedure during CAPIF Interconnect – Method 3

Detailed procedure is as follows:

Step 1: CAPIF-1e authentication and secure session establishment is performed.

Step 2: After successful establishment of TLS session over CAPIF-1e the API invoker sends a CAPIF interconnect token request message to the CAPIF core function-A. 

Step 3: The CAPIF core function verify the Access Token Request message per OAuth 2.

Step 4: If the CAPIF core function successfully verifies the request message, the CAPIF core function generates a security token specific to the API invoker and return it in an Access Token Response message. 

Step 5: On CAPIF-2e, the API invoker authenticates to the AEF by establishing a TLS session with the API exposing function based on the authentication and authorization method (i.e. Server (AEF) side certificate authentication or certificate-based mutual authentication) as indicated by CCF-A/CCF-B as described in clause 6.24.2.1. The following procedure shall be performed prior to establishment of TLS session. 

The API invoker sends Authentication Initiation Request to the AEF, including API invoker ID.

The AEF requests for security information from the CCF-B to perform authentication and secure interface establishment with the API invoker. The CCF-B provides the security information related to the chosen security method (TLS with OAuth token) to the AEF over CAPIF-3 reference point (provided CCF-B is provisioned by CCF-A the required security materials). 

The CCF-B returns API invoker's root CA certificate for the AEF to validate the API invoker's certificate. After fetching the relevant security information for the authentication, the AEF sends Authentication Initiation Response message to API invoker to initiate the TLS session establishment procedure.

Step 6: With successful authentication to the AEF on CAPIF-2e, the API invoker initiates invocation of a 3GPP northbound API with the AEF. The security token received from the CAPIF core is sent along with the northbound API invocation request as per OAuth 2.0.

Step 7: As the request is from API invoker in different trust domain, the AEF requests the CCF-B to verify the security token. The CCF-B is in possession of the required security material to verify the security token which was assigned/provided to the API invoker by the CCF-A. Otherwise, AEF retrieves the required security material from the CCF-B to verify the security token. The same principle as in IETF RFC 6749 on OAuth 2.0 Authorization Framework applied for inter-domain service authorization. In order for the API invoker to obtain the domain B authorization access token, procedure as specified in clause 6.5.2.3 in TS 33.122 [4] is used where CCF-A provides API invoker a security token that identifies the API invoker to the AEF in domain B.  This security token is specific to the AEF providing services in domain B and signed by the CCF-A in domain A as per IETF RFC 7515[xx]. The domain A certificate(s) used to validate the security token at domain B are provisioned into the CCF-B using an out of band mechanism beyond the scope of this document. Upon validation of the security token, the API invoker is provided with authorization to the service(s) by AEF in domain B.
If validation of the security token is successful, the AEF verifies the API invoker's Northbound API invocation request against the authorization claims in the security token, ensuring that the API Invoker has access permission for the requested service API.

Step 8: After successful verification of the security token and authorization claims of the API invoker, the requested northbound API is invoked.


6.Y.3
Evaluation

 This solution partially addresses the security requirements for key issue#2. 

Impacts to entities:

· CCFs in both trust domains (for inter domain communication)

· AEF (to contact CCF of the API Invoker)

· API Invoker (to send additional information in request message)
Editor’s Note: Further evaluation is FFS.
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