3GPP TSG-SA WG3 Meeting #119
draft_S3-245237-r1
Orlando, US; 11st – 15rd Novermber 2024  
Source:
ZTE
Title:
Evaluation for the Solution# 23
Document for:
Approval

Agenda Item:
5.19
1
Decision/action requested

This contribution proposes to add Evaluation for the Solution# 23 
2
References

3
Rationale

The contribution proposes to add evaluation for the solution# 23.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

6.23
Solution #23: Security protection mechanism for CAPIF-6 and CAPIF-6e reference points 

6.23.1
Introduction 

This solution proposes to use TLS to protect CAPIF-6 and CAPIF-6e reference points.

6.23.2
Solution details

Similar to CAPIF-3/4/5 reference points, for CAPIF-6 reference point,

-
TLS shall be used to provide integrity protection, replay protection and confidentiality protection. The support of TLS is mandatory. Security profiles for TLS implementation and usage shall follow the provisions given in TS 33.310 [6], Annex E.

-
Certificate based mutual authentication shall be performed between the CAPIF entities using TLS. Certificate based authentication shall follow the profiles given in 3GPP TS 33.310 [6], subclauses 6.1.3a and 6.1.4a. The structure of the PKI used for the certificate is out of scope of the present document.

Similar to CAPIF-3e/4e/5e reference points, for CAPIF-6e reference point,

-
3GPP TS 33.210 [7] shall be applied to secure messages on the reference points specified otherwise; and

-
3GPP TS 33.310 [6] may be applied regarding the use of certificates with the security mechanisms of 3GPP TS 33.210 [7] unless otherwise specified in the present document. 

6.23.3
Evaluation

This solution proposes to use TLS to protect CAPIF-6 (similar to CAPIF-3/4/5 reference points) and CAPIF-6e (similar to CAPIF-3e/4e/5e reference points) reference points. No new security protection mechanism is needed to be defined.
*************** End of the change ****************

