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1	Decision/action requested
Approve the pCR proposal for TR 33.700-22
2	References
[1]	3GPP TR 33.700-22 
3	Rationale
This contribution provides evaluation to the solution #10. 
4	Detailed proposal
[bookmark: _Toc175814824]pCR
***  START OF CHANGES  ***
[bookmark: _Toc180166147][bookmark: _Toc180166947][bookmark: _Toc180169865][bookmark: _Toc180170052][bookmark: _Toc180170240][bookmark: _Toc180319015][bookmark: _Toc180319401][bookmark: _Toc180166123][bookmark: _Toc180166923][bookmark: _Toc180169841][bookmark: _Toc180170028][bookmark: _Toc180170216][bookmark: _Toc180318991][bookmark: _Toc180319377]6.10	Solution #10: resource-level and/or apiAPI-level authorization and revocation 
[bookmark: _Toc180166148][bookmark: _Toc180166948][bookmark: _Toc180169866][bookmark: _Toc180170053][bookmark: _Toc180170241][bookmark: _Toc180319016][bookmark: _Toc180319402]6.10.1	Introduction
This solution addresses "Key Issue #1.3: Finer granular authorization". 
In this solution, authorization and/or revocation with finer granularity is proposed to support finer granularity of access control for service API, e.g., service operation level access and/or resource level access. 
NOTE: the supported granularity at the service operation level or the resource level will be specified in TS 23.222 [3]. 
[bookmark: _Toc180166149][bookmark: _Toc180166949][bookmark: _Toc180169867][bookmark: _Toc180170054][bookmark: _Toc180170242][bookmark: _Toc180319017][bookmark: _Toc180319403]6.10.2	Solution details
[bookmark: _Toc180166150][bookmark: _Toc180166950][bookmark: _Toc180169868][bookmark: _Toc180170055][bookmark: _Toc180170243][bookmark: _Toc180319018][bookmark: _Toc180319404]6.10.2.1	Service operation/resource level authorization
The procedure for authorizing an API invoker by the CCF/AZF is described as follows:  
1.  The API invoker sends an authorization request to the CCF/AZF. In addition to the API invoker ID, the authoriztaionauthorization request includes the indication of the requested service operation/resource. For RNAA, the request also includes the GPSI of the UE. 
2.	The CCF/AZF verifies the API invoker ID and the requested service operation/resource, if available, match information, e.g., subscription information, stored at CCF/AZF. 
3.	The authorization result is sent to the API invoker if verification is successful. If a token is issued, the token claims include the granted service operation/resource, and GPSI for RNAA.
[bookmark: _Toc180166151][bookmark: _Toc180166951][bookmark: _Toc180169869][bookmark: _Toc180170056][bookmark: _Toc180170244][bookmark: _Toc180319019][bookmark: _Toc180319405]6.10.2.2	Service operation/resource level revocation
The procedure for revoking authorization to an API invoker by the CCF/AZF is described as follows:  
1.  The API invoker/ROF/UE sends a revocation request to the CCF/AZF. In addition to the API invoker ID, the revocation request includes the indication of the requested service operation/resource. For RNAA, the request also includes the GPSI of the UE. 
2.	The CCF/AZF verifies the API invoker ID and, if successful, revokes the service operation/resource. The CCF/AZF updates its stored authorization information, e.g., updated service operation levels or resource levels..  
3.	The CCF/AZF responses to the API invoker/ROF/UE. The response includes indication whether revocation is successful, and the updated authorization informatoininformation, e.g., updated service operation levels or resource levels. If a token is issued, the token claims include the updated service operation/resource levels, and GPSI for RNAA.
[bookmark: _Toc180166152][bookmark: _Toc180166952][bookmark: _Toc180169870][bookmark: _Toc180170057][bookmark: _Toc180170245][bookmark: _Toc180319020][bookmark: _Toc180319406]6.10.3	Evaluation
TBD
This solution addresses the requirements of the Key Issue #1.3.
This solution provides an authorization procedure and a revocation procedure with finer granularity. Both procedures are reusing the mechanisms specified in TS 23.222 [3]. The additions are IEs corresponding to the granularity levels included in the authorization/revocation request/response messages. The granularity levels of authorization and/or revocation will be aligned to TS 23.222 [3].
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