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1
Decision/action requested

SA3 is kindly asked to approve this contribution.
2
References

[1]
3GPP TR 23.700-29 "Study on integration of satellite components in the 5G architecture; Phase 3"

3
Rationale

According to conclusion from TR 23.700-29 [1] for a split MME architecture, Attach Reject message includes a new information indicating the UE that the UE can re-attempt the attach or TAU in this PLMN in a next satellite pass. If a UE receives false information on a next satellite pass or wait timer, the UE, which cannot verify whether the reject mssage is from a legitimate network or not, may not be able to attach to the legitimate network for a long time, and it leads to DoS attack on the UE.
This issue also needs to be addressed in KI#1.
4
Detailed proposal

*************** Start of 1st Change ****************
5.1
Key Issue #1: Security protection in Store and Forward Satellite Operation
5.1.1
Key issue details

In clause 4 of TR 23.700-29 [2], there is following description about the Store and Forward Satellite Operation:
"The following architecture assumptions are applied to the study:

…

-
Store and Forward Satellite Operation assumes that UE-satellite-ground network connectivity can be intermittent as defined in clause 3.1.

-
Store and Forward Satellite Operation shall work without ISL.

…"

From a security perspective, whether a UE can use Store and Forward Satellite service should be assured by the 3GPP network.
In S&F satellite operations, architectural assumption is that the UE-satellite-ground network connectivity is intermittent. 3GPP Network Functions and/or Network Elements which are located on a satellite may communicate with the ground infrastructure of 3GPP network over an intermittently available feeder link connection between the satellite and the ground network. S&F satellite operational mode is relevant for delay tolerant and non-real time communications via LEO/MEO space segment. 

During the feeder link’s intermittent unavailability, the following risks arise. 

1.
The EPS/5G AKA procedure may not get fully completed or is partially completed. It results into incomplete procedure for mutual authentication between the network and the UE. 

2.
The Security Mode Command (SMC) procedure for Non-Access Stratum (NAS) may not fully complete because the NAS connection between UE and MME/AMF may have been interrupted. In turn it results into incomplete security capabilities negotiation between the UE and the EPS/5GC network.

This key issue is to study the authentication, authorization and data security in Store and Forward Satellite Operation.

5.1.2
Security threats
Due to the nature of the S&F mode during the feeder link’s intermittent unavailability, the following threats can manifest themselves:

-
When the UE and 3GPP network cannot mutually authenticate, this condition may cause issues such as Man-in-the-Middle (MITM) or impersonation attacks.
-
Without authentication, confidentiality, integrity, and anti-replay protection there will be no security protection of the communication between UE, 3GPP system on board satellite, and ground-based 3GPP systems.
For the uplink control plane data (e.g. NAS message) and user plane data (e.g. if integrity protection is not activated), the 3GPP systems on board the satellite are not able to verify its integrity. It is hard to detect whether the data is sent from a genuine UE or an attacker. All the uplink data needs to be stored during the feeder or ISL links’ period of unavailability. Hence, the storage capacity can be easily exhausted by spoofed data with the attack over the air. This issue is amplified by the inability to upgrade hardware (e.g., radios, memory) on board of satellite. As an example, in case of the incomplete AKA procedure, user-plane data or control-plane data from unauthorized UE, the storage resource of onboard satellite 3GPP system may be exhausted, resulting in the denial of service (DoS) attack on the satellite.
For the downlink data (e.g., NAS message before authentication), similarly, the UE is not able to verify its integrity. It is hard to detect whether the data is sent from a legitimate network or an external attacker. As an example, the external attacker can send fake information (e.g., satellite ID(s), wait timer) in Attach Reject message thus resulting in DoS attack on the UE.
NOTE: The risk of resource depletion of the 3GPP system and DoS attack on the UE is dependent on the agreed architecture solution direction of S&F KI in TR 23.700-29 [2].

5.1.3
Potential security requirements

The 3GPP system shall support mutual authentication between the UE and the 3GPP network in the Store and Forward Satellite Operation.

The 3GPP system shall support means to provide confidentiality, integrity, and anti-replay protection for user-plane and control-plane messages between UE and the 3GPP network in the Store and Forward Satellite Operation.
The 3GPP system shall support means to mitigate the potential denial of service attack in the Store and Forward Satellite Operation.
NOTE:
The security requirements apply to the potential store & forward architecture options i.e., Split MME and HSS on satellite.
*************** End of 1st Change ****************
