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1
Decision/action requested

This contribution proposes to add conclusion to KI#2.
2
References

3
Rationale

The contribution proposes to add conclusion to KI#2.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

8.2
Conclusion for KI#2: Dedicated NFs interacting with PLMN through SBA interface

1. It is proposed to use one or more proxy entities at the border between PLMN and PNI-NPN operational domains. These proxy entities and the security capabilities of these proxy entities listed below can serve as a foundation for normative work.

a).   Transport layer protection solution (as defined in TS 33.501 clause 13.3) is supported for mutual authentication between the proxy entities and between each proxy entity and the NFs they serve.

b). SBA authorization framework (as defined in TS 33.501 clause 13.4) is reused for authorization between NFs in the PLMN and PNI-NPN operational domains.

c).   Topology hiding to IP level (e.g., IP address or FQDN) and application level (e.g., target NFs in the discovery response, Callback URI in the payload of the messages) is supported. 

d). Message inspection and filtering, malformed message handling are supported.
NOTE: Specific method for above security capabilities c) and d) can be left to implementation.
· Besides the security capabilities listed above, the part of the routing functionalities listed below also needs to be supported:
e). Indirect Communication (see TS 23.501 clause 7.1.1 for details).

f). Delegated Discovery (see TS 23.501 clauses 7.1.1 and 6.3.1 for details).

g). Message forwarding and routing to destination NF/NF service.

h). Message forwarding and routing to a next hop. (Required for bi-directional protection)

SCP already supports the above routing capabilities and security capabilities a) and b), it can be enhanced to support the security capabilities: c) and d). Alternatively, based on the operator's operational or deployment needs, a new proxy entity can achieve the above security capabilities and routing capabilities by deployment specific means. The new proxy entity may utilize the interfaces standardized for the SCP. Standardization of the new proxy entity is not in scope of the normative work.
2. It is proposed to use solution#18 as baseline to enforce security checks and to ensure the required level of security between the PLMN operational domain and the PNI-NPN operational domain. 

a).    The existing service access authorization procedure for NF service consumers in the PNI-NPN operational domain is enhanced to include the access policy in the access token sent in the NF Service request message. The access policy enforces security checks and ensures the required level of security between the PLMN operational domain and the PNI-NPN operational domain.

b). If no access policy is included in the access token, the SCP or the NF service producer needs to enforce security checks based on locally configured access policy before serving the service access request to the NF service consumer.
c).  Relationship between UE and NF's PNI-NPN identity shall be used to restrict NFs in NPN to request service/resource related to a UE not belonging to the NPN.



*************** End of the change ****************

