3GPP TSG-SA3 Meeting #119
draft_S3-245196-r2
Orlando, US, 11 -15 November 2024
Source:
Ericsson, Huawei?, HiSilicon?, Nokia?, Nokia?, Nokia Shanghai Bell?
Title:
Conclusion for KI#3: Security and privacy aspects of IMS DC capability exposure
Document for:
Approval

Agenda Item:
5.2
1
Decision/action requested

It is proposed to agree to the proposed pCR in TR 33.790.
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3
Rationale

The SA2 study on Next Generation Real-Time Communication Services, Phase2, has concluded on Key Issue #1: "Extensible IMS mechanism supporting IMS events in the context of DC communication " and KI#2: "Impact on IMS architecture, interfaces and procedures to support IMS capability exposure in the context of IMS data channel session " in  TR 23.700-77 [1] which corresponds to the Key Issue #3: "Security and privacy aspects of IMS DC capability exposure " in TR 33.790 [2]. The conclusions in TR 23.700-77 [1] include architecture and procedure guidelines for the normative work. 

Moreover the TS 23.228 [3], CR1409r8 and TS 23.502 [5], CR4872r7 specify in sufficient detail the IMS Subscribe/Notify Framework Architecture.
As IMS may exposure different capabilities (e.g. DC session control or event), different category of events (e.g. subscriber or Non-subscriber specific event), different event type (e.g. BDC establish/release, ADC establish/release), to AF/DC AS with different privileges,  granular authorization policies/rules on DC session and event type levels should be supported to allow fine-grained access control and prevent information leakage or DoS.
The solutions in TR 33.790 [2] propose re-using the existing security mechanism for the NEF-AF interface with potential extensions. As a result, the normative work for KI#3 in the TR 33.790 [2] is proposed to be a new clause in TS 33.501 [4] or TS 33.203 [6] or TS 33.328 [ZZ], which will provide a summary of the new feature, a reference to the related clauses in TS 23.228 [3] and a list of security requirements, as well as a statement that existing security specification in TS 33.501 [11], clause 12 for the NEF-AF interface are applicable with potential enhancement.
4
Detailed proposal

*** 1st CHANGE ***

7
Conclusions


7.3
Conclusions for Key issue #3: Security and privacy aspects of IMS DC capability exposure
For KI#3 the normative work principles from the conclusions in TR 23.700-77 [2], clause 8.1 and 8.2 (Conclusions for KI#1 and KI#2 respectively) are followed. Moreover, there are a few agreed CRs for the TS 23.228 [7] and the TS 23.502 [XX], which specify in sufficient detail the IMS Subscribe/Notify Framework Architecture as well as the DC session control handling.
The solutions in this technical report propose re-using the existing security mechanism for the NEF-AF interface with potential extension. As a result, the normative work for KI#3 is proposed to be a new clause in TS 33.501 [11] or TS 33.203 [YY] or TS 33.328 [ZZ], which will provide a summary of the new feature,a reference to the related clauses in TS 23.228 [7] and a list of security requirements, as well as a statement that existing security specification in TS 33.501 [11], clause 12 for the NEF-AF interface are applicable with potential enhancement.

 Editor’s Note: Additional conclusions is FFS.
*** 2nd CHANGE ***
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