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1
Decision/action requested

It is proposed to approve the proposed changes to TR 33.794 clause 8.2 conclusions for KI 2 
2
References

[8] 
NIST Special Publication 800-207: "Zero Trust Architecture".
3
Rationale

This submission provides additions to conclusion 2 including some general recommendations.
4
Detailed proposal

*****Start Changes*****
8.2
Key Issue #2: Security mechanisms for policy enforcement at the 5G SBA

No normative work is needed for KI#2.


The following 
aspects on security policy enforcement (i.e., NF profile updates, allow/deny during scenarios ‘a to d’) for improved access control decisions considering security evaluation and monitoring results are recommended: 
1)
The deployment of an NRF is a prerequisite. 

2) 
When NF Service Consumers discover NF Service Producers at the NRF, they subscribe to profile updates of these NF Service Producers. 

3)
If it is decided to isolate an NF, access tokens issued to this NF continue to remain valid until they expire. A short access token lifetime is proposed.  

NOTE 1:
A shorter access token lifetime reduces the time until the decision to not issue access token to an NF takes effect. The trade-off between security and overhead due to frequent access token requests needs to be considered. 
4) 
The OSF/SOC is the Policy Decision Point (PDP). 

5) 
The NRF and NFs which are not under attack, and potentially also the SCP, are the Policy Enforcement Points (PEP). 

6)
If it is decided to isolate an NF, the decision can be enforced at the 5G SBA layer via:  
-
Update of the local authorization policy of the NRF so that no new access tokens are issued to the NF to be isolated,  
-
Deregistration at the NRF of the NF to be isolated,  
-
Potentially also update of the local authorization policy of the SCP.  
NOTE 2:
If recommendation #2 is followed, other NFs that have subscribed to profile updates of the NF to be updated, will be notified about the deregistration. 
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*****End Changes*****

�This was missed from the baseline


�Removes proposal for describing these aspects in an informative Annex


�Text from 723 remains the same





