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1
Decision/action requested

This contribution proposes a new solution for TR 33.713.
2
References

[1]
TR 33.713 v0.4.0
3
Rationale

This contribution proposes for Key Issue #5 of TR 33.713 a new solution relying on existing authentication frameworks. 
4
Detailed proposal

It is proposed that SA3 review and approve the following pseudo-CR to 3GPP TR 33.713 [1].

*** START of 1st CHANGE ***

6.0
Mapping of solutions to key issues

Table 6.1-1: Mapping of solutions to key issues
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*** ENDof 1st CHANGE ***

6.X
Solution #X: reuse of existing authentication frameworks
6.X.1
Introduction

This solution addresses Key Issue #5. 
This solution applies to topology 1 and topology 2. The solution takes into account the presence of RAN reader and AIoTF. 
6.X.2
Solution details

The following authentication frameworks specified in TS 33.501 [xx] can be used to perform authentication between an AIoT device and AUSF/UDM (or AAA-S): 5G AKA, EAP-AKA’, EAP-TLS or any other key-generating EAP-method.
The choice of the authentication framework depends on the deployment scenario and is compliant with TS 33.501.
RAN reader and AIoTF do not perform any cryptographic computation of the authentication procedure. 
The key hierarchy resulting from the authentication procedure is adapted to AIoT service, e.g. there is no key derived for handover and mobility.  
Editor’s Note: It is FFS whether the key hierarchy resulting from the authentication could be further reduced depending on the conclusions of other key issues, e.g. key issue #4 "Protection of information during AIoT service communication".
6.X.3
Evaluation

This solution addresses Key Issue #5 by reusing existing authentication frameworks. 
Editor’s Note: It is FFS whether the solution applies to all types of AIoT devices.

Editor’s Note: It is FFS whether the number of device interactions are feasible for AIoT.
Editor’s Note: Since all AIoT devices require a subscription, the impact to the UDM is FSS.
Editor’s Note: Impact to the RAN paging message is FFS.
Editor’s Note: It is FFS how the existing mechanisms referred to in this solution fit within RAN2 procedures.

*** END of 2nd CHANGE ***

