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1
Decision/action requested

SA3 is kindly asked to approve this contribution.
2
References

NA
3
Rationale

It is proposed to address key issue #3: Privacy by protecting AIoT device identifiers and key issue #5: Authentication in Ambient IoT service.
4
Detailed proposal

*************** Start of 1st Change ****************
6.X
Solution #X: Authentication and privacy of AIoT device
6.X.1
Introduction

This solution addresses key issue #3: Privacy by protecting AIoT device identifiers and key issue #5: Authentication in Ambient IoT service.
It is assumed that an AIoT device has power or computational resource limitation.
In this solution, encryption is used to protect AIoT device identifier (AIoT ID) and one-way authentication (i.e., network authenticating AIoT device) is performed.
Editor’s Note: Whether one-way authentication is sufficient is FFS.
It is assumed that AIoT device and AF are provisioned with AIoT ID and a key (K).

Editor’s Note: Alignment with conclusion from TR 23.700-13 [4] is FFS.
6.X.2
Solution details
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Figure 6.X.2-1 Security procedure for AIoT
0. AIoT ID and a key (K) are provisioned to the AIoT device and AF. AF generates KAIoT from K and RANDAF.

1. AF sends AIoT service request message to AIoTF (AIoT Function). This message may be sent via NEF. AIoT service request message includes command, AIoT ID, RANDAF, and KAIoT.

2. AIoTF generates RANDAIoTF. AIoTF derives encryption key (Kenc) and integrity key (Kint), and then encrypts AIoT ID using RANDAIoTF and Kenc.
3. AIoTF sends AIoT Service Request including RANDAIoTF, RANDAF, encrypted AIoT ID, and command.
NOTE: If necessary, command may be encrypted using Kenc.
Editor’s Note: Possibility of replay and spoofing attack at step 3 is FFS.
Editor’s Note: How AIoTF knows which AIoT device to send the request is FFS.
4. The AIoT device derives KAIoT from K and RANDAF. The AIoT device derives Kenc and Kint from KAIoT, before decrypting the encrypted AIoT ID. If the decrypted ID is same as the AIoT ID, the AIoT device processes the command.
5. AIoT device responds with AIoT service response. The message includes encrypted AIoT ID, command response, and MAC. MAC is generated from Kint, RANDAIoTF, encrypted ID, and command response.
NOTE: If necessary, command response may be encrypted using Kenc.
Editor’s Note: Possibility of replay and spoofing attack at step 5 is FFS.
6. After AIoTF finds Kenc and Kint from the encrypted AIoT ID, AIoTF checks the authenticity of the message by verifying the MAC. If the verification is successful, AIoTF decrypts the encrypted IE(s) and proceeds to step 7. If the verification fails, AIoTF does not allow the AIoT device to use the network provided by the operator.
7. AIoTF sends AIoT service response to AF. This message includes AIoT ID and command response.
For A-IoT device paging functionality, it is understood that the legacy paging message, legacy paging occasion and legacy DRX from NR are not supported (See TS 38.300 [R2-3] for references for any legacy NR functionality). From RAN2 perspective, it is assumed that the A-IoT device can receive as long as there is enough energy
Editor’s Note: Impact of protected ID on paging occasion is FFS.
Editor's Note: It is FFS how to prevent power and resource exhaustion in the AIoT devices when all of devices in the paging area always have to decrypt the Device ID.

6.X.3
Evaluation

TBD



*************** End of 1st Change ****************
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