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1
Decision/action requested

This document proposes a solution to address KI#5.
2
References

N/A
3
Rationale

It is proposed to add a mutual Authentication solution using AEAD for Inventory and Command case for KI#5 of TR 33.713.
4
Detailed proposal

Start of Change 1
6.Y
Solution #Y:  Mutual Authentication Using AEAD for Inventory and Command case
6.Y.1
Introduction

The solution addresses KI#5. It proposes a mutual authentication using AEAD between AIoT devices and the network. According to the conclusions in TR 23.700-13, the solution makes the following assumptions:

· An AIoT device shares a permanent identity (i.e., AIoT Device ID) and root key (i.e., K) with the network side or third party (e.g., UDM or Credential Holder's AAA server).
6.Y.2
Solution details

The message flow of this solution is described below:
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Figure 6.Y.2-1 Mutual authentication for security credentials stored in the UDM
1-2. Third-party AF sends inventory request to the AIoT function through NEF. The request can include an AIoT Device ID to page the device.  
3-4. AIoT function generates a fresh nonce and sends the nonce to the AIoT devices through a Reader. 

5 AIoT device calculate KAF and authentication parameters. 
5.1 AIoT device computes KAF using key derived function. The input parameters include the K, the Device ID and the nonce. 
5.2 The device uses f2 or AES algorithm to compute RES. The input parameters include the K, the identity and the nonce. 
5.3 Alternatively, the devices can use AEAD algorithm to compute a message authentication code to protect the authenticity of uplink data (i.e. Device ID). The input parameters include the KAF and uplink data (i.e. Device ID). 
6 The device sends inventory response (authentication request) including the identity, RES or message authentication code to the Reader.
7 The Reader forwards the response to the AIoT function, including authentication request.
8 The AIoT function sends the authentication request to the UDM, including nonce. 
9 The UDM computes KAF and verifies the RES or message authentication code. 
9.1 computes KAF using key derived function. The input parameters include the K, the Device ID and the nonce. 
9.2 retrieves the SQN and the K according to the ID. 
9.3 computes the anonymity key (AK) using f5 or AES algorithm. The input parameters include the K and the fresh nonce. 
9.4 computes MAC using f1 or AES function. The input parameters include the K, the SQN fresh nonce and the command message. 
10 The UDM sends KAF, AK⊕SQN and MAC to the AIoT function and increases the SQN by one.

11  The AIoT function stores the KAF corresponding to the identity and sends the Command request to the Reader, the message includes AK⊕SQN and MAC. 

12 The Reader forwards the Command request to the AIoT device.
13 The AIoT device computes the AK in the same way as the UDM and decrypts the concealed SQN. If the SQN is valid, then it verifies MAC.
14-17  Optionally AIoT device sends command response message.
Editor’s Note: How SQN is validated is FFS.
Editor’s Note: Use of Device ID in Inventory (i.e., paging) and whether it applies to a single or a group of AIoT devices is FFS.
Editor’s Note: Impact of using UDM on the network for credential storage and key generation is FFS.
Editor’s Note: How AES AEAD mode is used in the AKA procedure is FFS.
6.Y.3
Evaluation
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