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1
Decision/action requested

It is proposed to approve this pCR to be included in the NR mobility skeleton doc.
2
References

3
Rationale

It is proposed a new solution to address case that UE security context is mismatch after LTM switch.
4
Detailed proposal
Start of Change

3.Y
Solution #Y: Mismatch of UE Security Context

3.Y.1
Introduction

This solution address key issue #1. Specially for case that UE security context is mismatch after LTM switch.

After LTM switch, the target gNB will trigger a path switch for establishing the N3 path. 

According to clause 6.7.3.1, the target gNB shall send received UE 5G security capabilities from source gNB to the AMF, and AMF shall verify that the UE 5G security capabilities received from the target gNB are the same as the one that the AMF has locally stored. If there is a mismatch, the AMF shall send its locally stored UE 5G security capabilities to the target gNB in the Path-Switch Acknowledge message. The AMF shall log the event.

According to clause 6.6.1, the target gNB shall send received UP security policy from source gNB to the SMF, and SMF shall verify that the UP security policy received from the target gNB are the same as the one that the SMF has locally stored. If there is a mismatch, the SMF shall send its locally stored UP security policy to the target gNB in the Path-Switch Acknowledge message. The SMF shall log the event.

In both cases above, it is proposed that the target gNB shall halt the LTM procedure.
3.Y.2
Solution details

In case that target gNB receives mismatched security context (i.e. UE security capabilities and/or UP security policy) in Path-Switch Acknowledge message after LTM switch, the target gNB shall halt LTM procedure, e.g. sending UE context release to the candidate cells. Besides that, the target gNB shall trigger intra-cell handover to update the security algorithm (as depicted in clause 6.7.3.1) and/or UP activation indication (as depicted in clause 6.6.1) to the UE.
3.Y.3
Evaluation

The solution address key issue #1. Specially for case that UE security context is mismatch.

The solution can mitigate the threat caused by compromised source gNB.

The solution has impact on target gNB, the target gNB may reuse the existing Xn signalling to halt the LTM procedure.
End of Change
