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Decision/action requested

SA3 is kindly asked to approve the proposed further update to solution #8 for Inter-CU LTM security.
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Rationale

As analyzed in S3-243950 [1], for inter-CU LTM handover, it is possible during the LTM completion phase that, the target gNB is informed in path switch procedure of the mismatch between the UE's 5G security capabilities received from the source gNB and the UE's 5G security capabilities locally stored in the AMF, leading to the change of selected AS security algorithms. In this case, an intra-cell handover procedure can be initiated by the target gNB according to clause 6.7.3.1 of TS 33.501 [2], which includes RRC Reconfiguration procedure indicating the change of selected algorithms to the UE.

In addition, once the target gNB (one of the candidate gNBs) receives UE’s 5G security capabilities from the AMF in the Path-Switch Acknowledge message, it will update the local AS security context of the UE with the UE’s 5G security capabilities from the AMF. However, the AS security contexts in other candidate gNBs still store the UE’s 5G security capabilities from the source/initial gNB received during LTM preparation phase. If the locally stored UE’s 5G security capabilities in other candidate gNBs are not updated timely, the next target gNB will always have to initiate intra-cell handover procedure after path switch procedure due to the mismatch. Hence, it is proposed that, once the target gNB updates its locally stored UE’s 5G security capabilities with the UE’s 5G security capabilities from the AMF, it will initiate a LTM preparation procedure to update the UE’s 5G security capabilities from the AMF to all other candidate gNBs. Then the mismatch of UE security capabilities in subsequent inter-CU LTM handovers will not occur.
Moverover, according to clause 6.6.1 of TS 33.501 [2], it is possible during the LTM completion phase that, the target gNB is informed in path switch procedure of the mismatch between the UE's UP security policy received from the source gNB and the UE's UP security policy locally stored in the SMF, leading to the change of UP security activation status. In this case, an intra-cell handover procedure can be initiated by the target gNB according to clause 6.6.1 of TS 33.501 [2], which includes RRC Connection Reconfiguration procedure to activate or de-activate the UP security as per the UP security policy received from the SMF. However, the AS security contexts in other candidate gNBs still store the UE’s UP security policy from the source/initial gNB received during LTM preparation phase. If the locally stored UE’s UP security policy in other candidate gNBs is not updated timely, the next target gNB will always have to initiate intra-cell handover procedure after path switch procedure due to the mismatch. Hence, it is proposed that, once the target gNB updates its locally stored UE’s UP security policy with the UE’s UP security policy from the SMF, it will initiate a LTM preparation procedure to update the UE’s UP security policy from the SMF to all other candidate gNBs. Then the mismatch of UE’s UP security policy in subsequent inter-CU LTM handovers will not occur.
Accordingly, the pCR proposes to update solution #8 in S3-244324 [3].
4
Detailed proposal

*************** Start of the Change ****************
3.8
Solution #8: Rekeying synchronization at handover completion
3.8.1
Introduction

Among the multiple options discussed for rekeying synchronization for inter-CU LTM feature, option 4 uses RRC signalling to deliver the NCC value to the UE after each inter-CU LTM cell switch execution, which ensures the NCC value is protected. The NCC value received in handover completion phase is used for key derivation at the next LTM cell switch execution. This solution details the rekeying synchronization for this option.

According to the enhancement of inter-gNB LTM, RRC configuration of the candidate gNBs can be preconfigured on the UE by the initial gNB in LTM preparation phase. This solution proposes that the initial gNB configures a NCC value on the UE via RRC reconfiguration signaling in LTM preparation phase. The configured NCC value is used for the next inter-CU LTM handover from the initial gNB to the target gNB (i.e. one of the candidate gNBs). In each handover completion phase, after the target gNB receives the new pair of {NH, NCC} from the AMF, it sends the new NCC value to the UE via RRC reconfiguration signalling. 
In this way, to the end of each inter-CU LTM handover, both the UE and the gNB (e.g. gNB1 handed over from gNB0) can obtain the updated NCC value for rekeying synchronization for the next handover (e.g. from gNB1 to gNB2).
As part of AS security context, AS security algorithms are also negotiated between the UE and each of the candidate gNBs in LTM preparation phase. The UP security policy associated with the active PDU session is also sent by the source gNB to the candidate gNBs in LTM preparation phase, while the UP security activation status based on the received UP security policy is included by the candidate gNBs in the LTM candidate configuration.
3.8.2
Solution details

The procedure below comprises LTM preparation phase, LTM execution phase, LTM completion phase, subsequent LTM execution phase, subsequent LTM completion phase.
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Figure 3.8.2.1: NCC Delivery via RRC Signalling

1.
A connected UE sends RRC measurement report to the serving/source gNB0. 

2.
The serving/source gNB0 decides to do LTM preparation for candidate gNBs.

3.
The serving/source gNB0 sends Handover Request to each of the candidate gNBs, which includes the UE security capabilities and the UP security policy associated with the active PDU session (e.g. session 1) of the UE.

4.
Each of the candidate gNBs selects the AS security algorithms to be used for AS security with the UE, and then stores the selected AS security algorithms in the LTM configuration to be sent to the UE. 

Each of the candidate gNBs also sets UP security activation status for the UE based on the received UP security policy associated with the active PDU session (e.g. session 1) and stores the UP security activation status in the LTM configuration to be sent to the UE.

5.
Each of the candidate gNBs returns the LTM configuration to the serving/source UE via Handover Request Acknowledge.

6.
The serving/source gNB0 sends the LTM configuration of the candidate gNBs to the UE. The serving/source gNB0 also includes NCC1 and keySetChangeIndicator in the RRC reconfiguration message. If gNB0 is the initial gNB that the UE camps on, the configured NCC value NCC1=0. If the UE was handed over to gNB0 from another gNB previously, the NCC value should already be synchronized between the UE and gNB0.

7.
While the UE is moving, the UE sends L1 measurement report to the serving/source gNB0.

8.
Once selecting the target gNB (candidate gNB1), the serving/source gNB0 determines whether LTM procedure needs to be triggered. If the serving/source gNB0 does not have any unused NH, it performs horizonal key derivation by deriving KNG-RAN* from KgNB0. If the serving/source gNB0 has an unused NH1 (associated with NCC1), it performs vertical key derivation by deriving KNG-RAN* from NH1. 

9.
The serving/source gNB0 sends the derived KNG-RAN* and the NCC1 used for KNG-RAN* derivation to gNB1. The gNB1 takes KNG-RAN* as KgNB1 and returns the NCC1 to the serving/source gNB0.
10.
The serving/source gNB0 sends the MAC CE command to the UE.

11.
Upon receiving the MAC CE from the serving/source gNB0, 

11a.
The UE first checks the keySetChangeIndicator to determine weather a new KgNB needs to be derived.

11b.
If no new KgNB needs to be derived, the UE compares the NCC1 received from gNB0 at step #6 with the NCC associated with the current KgNB. If the former is identical to the latter, the UE performs horizonal key derivation. If the former is greater than the latter, the UE performs vertical key derivation by deriving NH1 corresponding to NCC1 and then KNG-RAN*.

11c.
The UE detaches from the serving/source gNB0 and applies the configuration of the target gNB (gNB1), taking KNG-RAN* as KgNB1 to be used with the gNB1.

12~14.
LTM handover is completed after Path Switch procedure with the AMF and SMF. A new pair of NH and NCC (NH2, NCC2) is generated by the AMF and delivered to gNB1, of which the new NCC value (NCC2) and corresponding ketSetChangeIndicator are sent to the UE via RRC Reconfiguration. The UE stores the NCC2 and the ketSetChangeIndicator to be used in the subsequent LTM handover.
In the Path-Switch message, gNB1 sends the UE's 5G security capabilities received in step #3 to the AMF. If UE's 5G security capabilities locally stored in the AMF is different from the 5G security capabilities received from gNB1, the AMF sends its locally stored UE’s 5G security capabilities to gNB1 in the Path-Switch Acknowledge message, and then gNB1 reselects the AS security algorithms based on the 5G security capabilities received from the AMF. If the reselected algorithms are different from the algorithms selected and stored in gNB1’s LTM configuration in step #4, gNB1 initiates an intra-cell handover procedure which includes RRC Connection Reconfiguration procedure indicating the change of selected algorithms to the UE. Once gNB1 receives UE’s 5G security capabilities from the AMF in the Path-Switch Acknowledge message, it decides to update the UE’s 5G security capabilities to all candidate gNBs.
In the Path-Switch message, gNB1 sends the UP security policy and associated PDU session ID received in step #3 to the SMF. If UE's UP security policy locally stored in the SMF is different from the UP security policy received from gNB1, the SMF sends its locally stored UP security policy to gNB1 in the Path-Switch Acknowledge message. If UE's UP security activation status stored in gNB1’s LTM configuration in step #4 does not match the UP security policy received from the SMF, gNB1 initiates an intra-cell handover procedure which includes RRC Connection Reconfiguration procedure to activate or de-activate the UP security as per the UP security policy received from the SMF. Once gNB1 receives UE’s UP security policy from the SMF in the Path-Switch Acknowledge message, it decides to update the UE’s UP security policy for PDU session 1 to all candidate gNBs.
15.
The user data of PDU session 1 is switched from gNB0 to gNB1, which applies the UP security policy received from gNB0 in LTM preparation phase.

16.
While connecting to the gNB1, the UE e.g. releases PDU session 1 and establishes a new PDU session (e.g. session 2) via gNB1, which receives the new UP security policy associated with PDU session 2 from the core network.

17.
Upon new UP security activation, the gNB1 may decide to perform LTM candidate preparation as steps #3~#6 to update the UE’s UP security policy for PDU session 2 to all candidate gNBs.

18.
The gNB1 sends the UP security policy associated with the active PDU session 2 via Handover Request to the candidate gNB (gNB2). The gNB2 stores the received UP security policy and returns its updated LTM configuration to gNB1 via Handover Request Acknowledge.

19.
The gNB1 forwards the updated LTM configuration of the candidate gNB2 to the UE.

20~24.
LTM handover is executed with synchronized rekeying based on NCC2 and corresponding ketSetChangeIndicator for the UE to be handed over to gNB2.

25~27.
LTM handover is completed after Path Switch procedure with the AMF. A new pair of NH and NCC (NH3, NCC3) is generated by the AMF and delivered to gNB2, of which the new NCC value (NCC3) and corresponding ketSetChangeIndicator are sent to the UE via RRC Reconfiguration. The UE stores the NCC3 and the ketSetChangeIndicator to be used in the subsequent LTM handover.
28.
The user data of PDU session 2 are switched from gNB1 to gNB2, which applies the UP security policy received from gNB1 in step #18.

3.8.3
Evaluation

This solution addresses the security requirements of key issue#1. 

The solution is applicable for subsequent LTM handover procedure and supports both vertical and horizontal key derivation for LTM cell switch procedure.

This solution ensures that the full AS security context can be synchornized during LTM handover procedure, including the AS security keys, selected AS security algorithms and UP security policy associated with the active PDU session of the UE in handover. 

The synchronization of AS security context does not induce additional RRC signalling in LTM execution phase, hence does not delay LTM handover. The solution does not introduce additional signalling in LTM preparation phase, in which all necessary information for AS security context is embedded in LTM preparation configurations. The solution requires additional RRC signalling in LTM completion phase.

This solution does not have any impact on the AMF. The UE and gNB are mainly impacted in LTM completion phase. 

In this solution, as the parameters for rekeying synchronization (e.g. updated NCC value) are obtained by the UE before inter-CU LTM handover other than during LTM handover, there is still the possibility that the NCC value used by the UE for LTM handover is not identical to the NCC value used by the serving gNB for LTM handover. Hence the handover failure probability may increase.
*************** End of the Change ****************
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