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1
Decision/action requested

SA3 is kindly asked to approve the proposed requirement in key issue #1 for Inter-CU LTM security.
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Rationale

In S3-241773[1] the LS on security handling for inter-CU LTM in non-DC cases, RAN2 requested SA3 to support the change of security algorithm for inter-CU LTM. However, in current version of the living document on NR mobility enhancement (S3-244324 [2]), there is only a requirement on key handling (i.e. rekey synchronization) for inter-CU LTM based cell switch scenario, but no requirement on the change of selected security algorithm during inter-CU LTM handover. 
In AS security context, apart from the parameters (NCC, NH) for key handling, there are other parameters such as UE security capabilities, selected AS security algorithms, UP security policy. For inter-CU LTM handover, synchronization of the following AS security context parameters also needs to be considered:

-
If the candidate gNBs support different security algorithms than the serving gNB or are configured with different algorithm priority than the serving gNB, the AS security algorithms selected by the candidate gNBs will be different from the algorithms selected by the serving gNB. In addition, as analyzed in S3-243950 [3], it is possible that the target gNB may be informed of the mismatch between the UE's 5G security capabilities received from the source gNB and the UE's 5G security capabilities locally stored in the AMF during the LTM completion phase, leading to the change of AS security algorithms selected by the target gNB. It means that the synchornization of selected AS security algorithms needs to be addressed for inter-CU LTM handover.
-
When the UE security policy indicates “Preferred”, it is possible that each of the serving and candidate gNBs may or may not overrule the UP security policy, leading to potentially different activation status of UE’s UP security among the gNBs. It means that the synchornization of UE security activation status needs to be addressed for inter-CU LTM handover.
Therefore, it is proposed to add a requirement for AS security context synchronization in key issue #1 of S3-244324 [2] to cover the above cases.
4
Detailed proposal

*************** Start of the Change ****************
2.1
Key Issue #1: Security aspects of inter-CU LTM Handover

2.1.1
Key issue details

Layer1/Layer 2 Triggered Mobility (LTM) is a procedure in which a gNB receives L1 measurement report(s) from a UE, and on their basis the gNB changes UE serving cell by a cell switch command signalled via a MAC CE. The cell switch command indicates an LTM candidate configuration that the gNB previously prepared and provided to the UE through RRC signalling. Then the UE switches to the target configuration according to the cell switch command.

Currently in Rel-18, LTM operation is only supported for mobility between cells within a gNB i.e., both intra-gNB-DU and intra-gNB-CU inter-gNB-DU (same CU) mobility [1]. In release-19, it is planned to enable it for between cells of different gNBs (inter-CU).
2.1.2
Security threats

Not Applicable 
2.1.3
Potential security requirements

The 5GS shall support key handling for inter-CU LTM based cell switch scenario.

The 5GS shall support the synchronization of selected security algorithm for inter-CU LTM based cell switch scenario.

The 5GS shall support the synchronization of UE UP security activation status for inter-CU LTM based cell switch scenario.

The 5GS shall support security mechanism for the scenarios/features decided and specified by the RAN WGs for inter-CU LTM based cell switch scenario.

NOTE: There should be no impact to existing Layer 3 mobility.
*************** End of the Change ****************
