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* * * * Start of changes * * * *

* * * * First change * * * *
[bookmark: _Toc3886102][bookmark: _Toc26797468][bookmark: _Toc35353313][bookmark: _Toc44939286][bookmark: _Toc161752002]5.1.2.1	Identity management functional model
The mission critical Identity Management functional model is shown in figure 5.1.2.1-1 and consists of the identity management server located in the MCX common services core and the identity management client located in the MCX UE. The IdM server and the IdM client in the MCX UE establish the foundation for MCX user authentication and user authorization.
Note that use of the term "IdM client" in this document is generically used to represent any identity management service endpoint within an MC UE that communicates with the IdM Server (authorization endpoint or token endpoint) over the CSC-1 reference point for MC identity management services. It does not imply any specific client implementation of the client-side identity management service.
The CSC-1 reference point, between the IdM client in the UE and the Identity Management server, provides the interface for user authentication. CSC-1 is a direct HTTP interface between the IdM client in the UE and the IdM server and shall support OpenID Connect 1.0 ([19], [20] and [21]).
The OpenID Connect profile for MCX shall be implemented as defined in annex B. MCX user authentication, MCX user service authorization, OpenID Connect 1.0, and the OpenID Connect profile for MCX shall form the basis of the identity management architecture.
In alignment with the OpenID Connect 1.0 [21] and OAuth 2.0 standards [19] and [20], CSC-1 shall consist of two identity management interfaces; the authorization endpoint and the token endpoint.  These endpoints are separate and independent from each other, requiring separate and independent IP addressing.  The authorization endpoint server and the token endpoint server may be collectively referred to as the IdM server in this document.
The HTTP connection between the Identity Management client and the Identity management server shall be protected using HTTPS.



Figure 5.1.2.1-1: Functional Model for MC Identity Management
To support MCX user authentication, the IdM server (IdMS) shall be provisioned with the user's MC ID and MC service IDs (the MC service ID may be the same as the MC ID). A mapping between the MC ID and MC service ID(s) shall be created and maintained in the IdMS. When an MCX user wishes to authenticate with the MCX system, the MC ID and credentials are provided via the UE IdM client to the IdMS (note that the primary authentication method used to obtain the MC ID and credentials is out of scope of the present document). The IdMS receives and verifies the MC ID and credentials, and if valid returns an ID token, refresh token, and access token to the UE IdM client specific to the credentials. The MCX client learns the user's MC service ID(s) from the ID token. Table 5.1.2.1-1 shows the MCX tokens and their usage.
Table 5.1.2.1-1: MC tokens
	Token Type
	Consumer of the Token
	Description (See Annex B for details)

	ID token
	UE client(s)
	Contains the MC service ID for at least one authorised service (MCPTT ID, MCVideo ID, MCData ID, MCRec ID).  Also may contain other info related to the user that is useful to the client.

	Access token
	KMS, MCPTT server, etc. (Resource Server)
	Short-lived token (definable in the IdMS) that conveys the user's identity. This token contains the MC service ID for at least one authorised service (MCPTT ID, MCVideo ID, MCData ID, MCRec ID).

	Refresh token
	IdM server (Authorization Server)
	Allows UE to obtain a new access token without forcing user to log in again.

	Security token
	Partner IdM server (Authorisation server)
	Short-lived token (definable in the IdMS) that conveys the user's identity to an Identity management server in a partner MC domain.  User access to services within the partner domain are based on the validation of this token.



[bookmark: _Toc3886108][bookmark: _Toc26797474][bookmark: _Toc35353319][bookmark: _Toc44939292][bookmark: _Toc161752008]* * * * Second change * * * *
[bookmark: _Toc3886343][bookmark: _Toc26797710][bookmark: _Toc35353556][bookmark: _Toc44939529][bookmark: _Toc161752255]B.2.1.3	MCX claims
The MCX Connect profile extends the OpenID Connect standard claims with the additional claims shown in table B.2.1.3-1.  
Table B.2.1.3-1: ID token MCX claims
	Parameter
	Description

	mcptt_id
	REQUIRED for MCPTT. The MCPTT ID of the current MCPTT user of the MCPTT client.

	mcvideo_id
	REQUIRED for MCVideo. The MCVideo ID of the current MCVideo user of the MCVideo client.

	mcdata_id
	REQUIRED for MCData. The MCData ID of the current MCData user of the MCData client.

	mcrec_id
	REQUIRED for MC recording admin and replay. The MCRec ID of the current recording admin and/or replay service user of the recording admin client and/or replay client.



* * * * Third change * * * *

[bookmark: _Toc3886347][bookmark: _Toc26797714][bookmark: _Toc35353560][bookmark: _Toc44939533][bookmark: _Toc161752259]B.2.2.3	MCX claims
The MCX Connect profile extends the standard claims defined in IETF RFC 7662 [33] with the additional claims shown in table B.2.2.3-1.
Table B.2.2.3-1: Access token MCX claims
	Parameter
	Description

	mcptt_id
	REQUIRED for MCPTT. The MCPTT ID of the current MCPTT user of the MCPTT client.

	mcvideo_id
	REQUIRED for MCVideo. The MCVideo ID of the current MCVideo user of the MCVideo client.

	mcdata_id
	REQUIRED for MCData. The MCData ID of the current MCData user of the MCData client.

	mcrec_id
	REQUIRED for MC recording admin and replay. The MCRec  ID of the current recording admin and/or replay service user of the recording admin client and/or replay client.




* * * * End of changes * * * *
image1.emf
Identity Management

 Client

MC UE

Identity Management 

Server

Common Services Core

CSC-1


Microsoft_Visio_Drawing.vsdx
Identity Management
 Client
MC UE
Identity Management 
Server
Common Services Core
CSC-1



