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1
Decision/action requested

It is proposed to approve this pCR.
2
References

[1]
3GPP TR 33.766 Study on security aspects of energy savings in 5G
3
Rationale

It is proposed to approve the new solution for Key Issue 1 of TR 33.766 [1] related to security aspects on user consent for energy information collection and its analysis.
4
Detailed proposal

*** Start of Change ***

6.Y
Solution #Y: User consent check for energy information collection for energy saving  
6.Y.1
Introduction

The solution addresses Key Issue #1 (i.e., to confirm user consent for energy information collection). Generic security requirements and mechanisms to support user consent enforcement are provided in Annex V of TS 33.501.

6.Y.2
Solution details
6.Y.2.1 General
This solution is based on the following conclusion outlined in clause 8.2 for key issue #2 in TR 23.700-66: 

“The following information is stored as part of the subscription data in the UDM/UDR:

-
Energy saving subscription information per UE to assist the network to perform energy saving strategies for the UE.

-
The PCF may receive UE subscription data and notification related to the energy related information to trigger making policy decisions (reusing the existing parameters) based on operator policy.”

Policy updates can be triggered based on collected energy information, which can further impact service performance for the user. Hence, user consent check is required before applying any energy-saving strategies to the network.
Note:
This solution applies when the regional regulations require a legal basis to process.

Editor’s note: Clarifications on the new impact/aspects of this solution with respect to the framework of Annex V in TS 33.501 [3] are FFS.
6.Y.2.2 User consent check procedure for policy update based on energy information















Figure 6.Y.2-1: User consent check procedure for policy update based on energy information
A subscription for an energy saving service (comprised of energy-related information collection and corresponding policy update) and authorization procedure for an AF is the same for energy saving service as provided for Event_Exposure_Service in the existing Solution #3 in [1]. It is based on token-based authorization, in which the token claim contains all relevant parameters, such as the application identifier, NSSAI, UE identifier, and service identifier. However, the highlight of this solution is to confirm user consent for energy information collection based on this energy information upon receiving an AF request.

1.
 The AF sends “Energy saving subscription request” to the NEF, containing a token with token claim parameters (as detailed in Solution #3 [1]). This subscription is for collecting energy information, including UE level energy information. Further policy updates can also be triggered by the EIF based on collected and analysed energy information.  

2.
 The NEF authorizes the AF for Energy saving service subscriptions. It forwards “Energy saving subscription request” to the EIF upon successful authorization for this subscription.  

3.
 Before sending “Energy saving subscription response” to the NEF, the EIF sends this request to the UDM for user consent check.

4.
 The EIF receives user consent parameters from the UDM on the provisioning of energy information collection and corresponding policy updates. 

5.
Upon receiving user consent confirmation, the EIF responds to the NEF.

6.
The NEF sends “Energy saving subscription response” to the AF.

7.
The EIF collects energy information from other network functions and service context information from the AF too. It analyzes this information. and sends policy update trigger to the PCF (if needed based on service requirements) which are consented by the user.
8.
The PCF updates the policies upon receiving trigger from the EIF. It sends policy update information to the SMF, the SMF shares this information with other functions so the session can be modified accordingly for the UE based on policy updates. 

NOTE: Policy updates can be periodic based on service level agreements with user consent.
6.Y.3
Evaluation
The solution relies on the UDM storing user consent parameters related to energy information while considering the existing security requirements and procedures to support user consent enforcement based on Annex V of TS 33.501[3]. 
Note: Requirements and procedure related to user consent for energy information in this solution are applicable only when it is required by regional regulations or operator’s local policy, not otherwise.
*** End of Change ***
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