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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to the overall summary for Inter-CU LTM security.
2
References

[1]
S3-244324


Living document on NR mobility enhancement
3
Rationale

In the living document on NR mobility enhancement (S3-244324 [1]), there are two options for key distribution. One option (denoted as option-p) requires the source gNB to distribute the {KNG-RAN*, NCC} pair to all candidate gNBs in LTM preparation phase, which is proposed in solutions #2 and #4 to #6. The othe option (denoted as option-e) requires the source gNB to send {KNG-RAN*, NCC} pair only to the target gNB in LTM execution phase, which is proposed in solutions #3, #7 and #8. Comparing the two options, option-p requires that the LTM preparation phase has to be performed before each subsequent LTM execution for key updating in all candidate gNBs, as the {KNG-RAN*, NCC} pair is changing per each subsequent LTM handover. This may induce additional delay before initiating a LTM procedure. Furthermore, as only one of the candidate gNBs will be selected as the target gNB in the subsequent LTM handover, the {KNG-RAN*, NCC} pairs in all other candidate gNBs distributed according to option A will become useless, leading to unnecessary Xn signalling. By comparison, option-e does not induce such delay and signalling.
This pCR proposes to update the overall summary with the above observation in S3-244324 [1].
4
Detailed proposal

*************** Start of the Change ****************
X
Overall summary


In total, there are 9 solutions addressing key issue #1. This clause gives an overall mapping between the solutions and technical directions.

Solution #1 utilizes an N2 handover-like procedure to prepare a new NH for each candidate Target gNBs during the LTM configuration phase.

Solutions #2 and #5 to #8 describe the Option 4 as described in [3]. RRC message (e.g., RRC reconfiguration message) is required to configure the next NCC value to UE side.

Solutions #3, #4 and #6 describe the Option 1 as described in [3], where the NCC value is included in the cell switch command MAC CE.
Solution #9 proposes to perform inter-gNB LTM with no change of RRC/PDCP anchor.

For key distribution from the source gNB to the target gNB, there are four options. Option A requires the source gNB to distribute the {KNG-RAN*, NCC} pair to all candidate gNBs only in LTM initial preparation phase, which is proposed in solution #1. Option B requires the source gNB to distribute the {KNG-RAN*, NCC} pair to all candidate gNBs in LTM initial preparation phase and LTM preparation phase before each subsequent LTM execution, which is proposed in solutions #2 and #4 to #6. Option C requires the source gNB to send {KNG-RAN*, NCC} pair only to the target gNB in each LTM execution phase, which is proposed in solutions #3, #7 and #8. Option D requires no key distribution from the source gNB to the target gNB, which is proposed in solution #9. 
*************** End of the Change ****************
