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1
Decision/action requested

SA3 is kindly asked to approve the proposed partial conclusion on key issue #1 for Inter-CU LTM security.
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3
Rationale

Based on S3-244981 [1], the pCR proposes partial conclusion on the change of security algorithms and UP security policy for key issue #1 in S3-244324 [2].
4
Detailed proposal

*************** Start of the Change ****************
4
Conclusions



4.X
Conclusion for key issue #1

For the case where CU is acting as MN and DC is not configured, it is agreed that the normative work is based on the following principles:

-
For the parameters in AS security context, which are not changing per inter-CU LTM handover (including UE’s 5G security capabilities, selected AS security algorithms, UE’s UP security policy, UE’s UP security activation status):



-
If the gNB receives mismatched UE security context (e.g. UE’s 5G security capabilities and/or UE’s UP security policy) in the Path-Switch Acknowledge message after LTM switch, 
-
it initiates an intra-cell handover procedure which includes RRC Connection Reconfiguration procedure indicating the change of selected algorithms (as defined in clause 6.7.3.1) and/or UE’s UP activation status (as defined in clause 6.6.1) to the UE.

-
it initiates an LTM candidate preparation procedure to update the UE’s 5G security capabilities and/or UE’s UP security policy for the active PDU session to all candidate gNBs.




Editor’s Note: The conclusion for the parameters in AS security context, which are changing per each inter-CU LTM handover (including NCC value, keySetChangeIndicator) is FFS.
*************** End of the Change ****************
