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1
Decision/action requested

Approve the changes in clause 4 for inclusion in TR 33.713 [1].
2
References

[1]
3GPP TS 33.713: " Study on Security Aspect of Ambient IoT Services in 5G"
3
Rationale

This contribution proposes few conclusion statements that are not tied to any particular key issue in TR 33.713 [1]. The motivation is that since this is a new system which includes both new devices as well as network entities, there is a need to capture high level security requirements for the deployment as well as implementations. The proposed requirements below address three topics that have been discussed but can be considered orthogonals to the discussions on the standard technical realization. 
One of the topics is on the storage and processing of the authentication credentials and for which an EN was added under KI#5. In this regard, it is understood that the current solution (UICC) is far from being possible for such devices. The proposal here is to assume that AIoT deployment are isolated ones. This would form the premise under which it can be left to implementation. Another topic is the optionality of the security features. In this regard, costs, charging as well as ownership of the devices would be decisive for whether security is needed or not. For this reason, it is left to operators'decision and hence optional. A last topic is on the security architecture. In this regard the proposal is to consider the AIoTF as the security anchor, i.e., both authenticator and termination point for communication security with the AIoT devices.
4
Detailed proposal

Approve the changes below in TR 33.713 [1].
**** Start of Changes****

7.x
General

It is agreed to consider two options:

· Option 1: security is provided at the application layer in which case the AF is the termination point for the protection of the AIoT data
· Option 2: security is provided at the service layer in which case the AIoTF is the termination point for the protection of AIoT data

· 
· 
· 
**** End of Changes****

