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Abstract of document:

This document contains the key issues, solutions, and conclusions for the study on Automatic Certificate Management Environment (ACME) for the Service Based Architecture (SBA).
5G SBA is secured using X.509 certificates across a large number of SBA components and corresponding Network Functions (NFs). Virtualization and increased modularity of NFs has resulted in multi-vendor environments becoming more prevalent. It is now common for NFs to come from different vendors and for the cloud native environment in which they run to come from yet another vendor and for all of these to be independent of the Certificate Authority that is authoritative for the certificates used to secure communications. In such deployments, it is impractical to manage certificates manually.

ACME was defined specifically for automated certificate management for web use cases and is particularly well suited for some scenarios. Another important benefit of ACME is automated validation of authority to represent an identifier (i.e., to be authoritative for the resource for which the certificate is issued). 
A study was necessary to determine the feasibility of the use of ACME in 5G SBA. This study shows ACME may be used in 5G SBA.
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