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1
Decision/action requested

It is requested to add the new solution for FS_5G_ProSe_Ph3_SEC in TR 33.743.
2
References

[1]
3GPP TR 33.743: "Study on Security Aspects of Enhancement for Proximity-based Services (ProSe) in 5GS Phase 3"
3
Rationale

This pCR introduces a new solution for FS_5G_ProSe_Ph3_SEC in TR 33.743 [1], which provides a method by which the Remote UE can securely communicate with the U2N relay via one or multiple intermediate relays.
4
Detailed proposal

*************** Start of the 1st Change ****************

6.Y
Solution #Y: multi-hop UE-to-network Relay security establishment procedure
6.Y.1
Introduction


This solution is proposed to address Key Issue #1, which provides a method by which the Remote UE can securely establish the communication with the UE-to-network Relay via one or multiple Intermediate Relay(s).

In this solution, it is assumed that the security of each hop (i.e. the link between the Remote UE and Intermediate Relay1, the link between the Intermediate Relay1 and Intermediate Relay2, the link between the Intermediate Relay2 and UE-to-network Relay) has been established during the multi-hop UE-to-network Relay discovery procedure.
For establishing the security for multi-hop UE-to-network Relay communication, the DCR message is sent by the Remote UE and is transmitted over the secure link. Once receiving the DCR message, the UE-to-network Relay can perform the Remote UE report procedure as defined in TS 33.503 [5].
6.Y.2
Solution details
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Figure 6.Y.2-1: Security establishment procedure for multi-hop UE-to-network Relay communication
0.   The Remote UE can securely discover the UE-to-network Relay by performing the multi-hop UE-to-network Relay discovery procedure. 
It is assumed the final path selected by the Remote UE is Remote UE – Intermediate Relay1 – Intermediate Relay2 – UE-to-network Relay, and the security of each hop (i.e. the link between the Remote UE and Intermediate Relay1, the link between the Intermediate Relay1 and Intermediate Relay2, the link between the Intermediate Relay2 and UE-to-network Relay) has been established by reusing the existing procedure defined in TS 33.503 [5].
1.  The Remote UE sends the DCR message, which may include RSC, user info ID of Remote UE, etc. The DCR message is transmitted over the secure link between the Remote UE and Intermediate Relay1.
2. The Intermediate Relay1 forwards the DCR message, which may include RSC, user info ID of Remote UE, etc. The DCR message is transmitted over the secure link between the Intermediate Relay1 and Intermediate Relay2.
3. The Intermediate Relay2 forwards the DCR message, which may include RSC, user info ID of Remote UE, etc. The DCR message is transmitted over the secure link between the Intermediate Relay2 and UE-to-Network Relay.
4. The UE-to-network Relay may establish the End-to-End security by reusing the UE-to-network Relay communication procedure defined in TS 33.503 [5]. The UE-to-network Relay returns the DCA message to the Remote UE via the Intermediate Relay(s).
Editor’s Note: Whether the E2E security is needed is FFS.
Editor’s Note: How to authorize the Remote UE, Intermediate Relay and UE-to-Network relay in the multi-hop UE-to-network relay scenario is FFS.
5. The UE-to-network Relay sends the Remote UE report to the SMF of Relay UE.
6.Y.3
Evaluation

Editor’s Note: Each solution should motivate how the potential security requirements of the key issues being addressed are fulfilled.

*************** End of the Change ****************
