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1	Overall description









n non-emergency UE attach procedure, when the network includes null integrity and/or null ciphering algorithm in the security context (both EPS and 5GS) between the UE and the MME/AMF, it opens up an opportunity for adversaries to exploit this scenario. For example, an adversary with false base stations can compromise the UE to fall into insecure NAS signalling communication. Additionally, this scenario will impact the AS layer (user plane) as well.
ecent reports provide evidence of the usage of null security algorithms in commercial networks as well (without the presence of a false base station). Regardless of whether this is intentional or an oversight, this type of network configuration unnecessarily exposes civilian personal communications to trivial interception in plain text over the air.
End users should have the ability to reject a connection (security mode) automatically if the selected security algorithms put their privacy at risk. This would be, for example, in the case of a null cipher or some other feature that might eventually become weak or discovered to be intentionally backdoored in the future. This shall not apply in the context of an emergency call, which can and should be allowed over a null ciphered connection, if necessary. Since current specifications do not consider this scenario and a practical solution may be feasible via lower layers, SA3 would kindly request CT1 and RAN2 to look into this case.


2	Actions
To TSG CT1 and RAN2
ACTION: 	SA3 kindly requests CT1 and RAN2 to study the problem outlined above and take the appropriate actions
3	Dates of next TSG SA WG3 meetings
SA3#117		19 - 23 August 2024	Maastricht (Netherlands)
SA3#118		14 - 18 October 2024	India
