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5.1
1
Decision requested

Remove Editor’s Notes within clauses 5.1.5.2 and 5.1.5.3
2
References

3
Rationale

This contribution was submitted to satisfy the Editor’s Notes within clauses 5.1.5.2 and 5.1.5.3.
4
Detailed proposal

(**** Start of Changes ****)
5.1.5
Use case #5: Abnormal SBI Call Flow

5.1.5.1
Description

There are four distinct communication models that are defined in 3GPP TS 23.501 Annex E[x] that NFs and NF services can use to interact which each other. Once the SBI communications have been configured to follow a defined communication model(s) as specified in 3GPP TS 23.501 Annex E[18], the SBI call flows specified between the NF and NF services should be considered the normal communication path. Any deviation from the normal communications model could be an indicator of either a misconfiguration, an attack on the NF or NF services in the 5GC that may be in progress, or an artifact of a successfully exploited NF.

NOTE: It is up to the operator to properly configure the monitoring system with the correct communication model in use. 

NOTE: If more than one communication model is in use it is up to the operator to properly configure the monitoring system with the correct communication models in use and which NFs belong to each communication model.

5.1.5.2
Relevant data

When   monitoring is enabled, the serving NF logging the source IP address of SBI requests can expose each of the following examples of abnormal SBI call flows:

· For communication model A, a deviation from the normal call flow could mean communication flows that would not normally occur between two NFs. (e.g., PCF attempting to connect to the AUSF.)

· For communication model B, a deviation from the normal call flow could mean communication that bypasses the NRF and its functionality. (e.g., Consumer NF never connects to NRF before attempting to connect to a Serving NF.)

· For communication model C and communication model D, deviation from the normal indirect communication call flow modes could mean bypassing the SCP and its functionality. (e.g., Consumer NF never connect to SCP and instead attempts to connect to Serving NF

The relevant data points to be collected to enable identification of abnormal SBI call flows may include:
· Data point(s) out of scope of SBA:
· Network related information of 5GC traffic (e.g., source/target IP address and time stamps).
· Data point(s) in scope of SBA:
· NRF transaction record (e.g., API invocation logs).

· SCP transaction record (e.g., API invocation logs).

Editor’s Note: It is FFS whether a NF can determine that something abnormal is happening using only its own collected information.
5.1.5.3
Evaluation of the identified data
When 5GC SBI call flows begin to deviate from the predetermined communication model(s) then the Operator Security Function (OSF) should be notified. These abnormal SBI call flows could be indictive of a misconfiguration, an on-going attack, or an indicator of a successfully exploited NF. Examples of data points that may prove useful are IP addresses, network time stamps, and NRF and SCP transaction records.

NOTE:
Some of the data identified above may be out of scope of the SBA and require alternate means of capture (e.g. O&M system).



(**** End of Changes ****)

