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1
Decision/action requested

It is proposed to approve this solution for addressing key issue#2 in TR 33.700-29.
2
References

[1]
3GPP TR 33.700-29 Study on Security Aspects of 5G Satellite Accessing the 5G architecture
3
Rationale

This pCR proposes a solution to protect the partial registration/attach accept message in S&F. 
4
Detailed proposal

*** Start of Change ***
6.Y
Solution #Y: Protection of partial registration or attach accept message in S&F operation
6.Y.1
Introduction

This solution addresses key issue #2. 

6.Y.2
Solution details

This solution proposes the protection of partial registration/attach accept message using certificate based cryptography while the UE is in possession of certificates. 
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Figure 6.Y.2-1: Protection of partial registration/attach accept message 
1. The UE is in possession of private key and certificate. 
Editor’s Note: Whether the private key and certificate should be stored in ME or USIM is FFS.
2.  When the service link is available (feeder link is not available), if the UE identifies that current serving cell support S&F mode and the UE is allowed to use S&F operation then UE sends Registration or Attach Request message to the AMF or MME-onboard (in satellite-1). The UE includes IMSI or SUCI in the request message. The UE additionally includes the UE’s Public key in the Certificate in the registration or Attach Request message. This Public key in the Certificate will be used to encrypt the partial registration or attach accept message.

3. The gNB or eNB and AMF or MME (onboard) are in possession (pre-configured) of the credentials to verify the UE certificate.When the gNB or eNB and AMF or MME (onboard) receives the registration or Attach Request message, it verifies the UE certificate and assigns and/or generates a Temporary Identifier for the UE. 

4. As the feeder link is not available, the gNB or eNB and AMF or MME-onboard sends a NAS message as Partial registration/attach accept message to the UE. The Partial attach registration/accept message includes the generated Temporary Identifier encrypted using UE’s public key in the certificate considering the received UE’s security capability. Further, the parameters/details of the used security mechanism are included in the Partial registration/attach accept message. 
Editor’s Note: How the UE verifies whether message 4 comes from a trusted party is FFS.
Editor’s Note: Potential threats (e.g., tracking) associated with using the same certificate are FFS.
5. The UE decrypts the received encrypted Partial registration/attach accept message using the private key and stores the Temporary Identifier and the received security parameters/details if any in the Partial registration/attach accept message. The UE should not trigger the registration/attach request again until paging message is received or appropriate timer value elapses.

6. When the onboard satellite-1 is connected to ground station but cannot connect to the UE i.e., the service link connectivity is unavailable and feeder link connectivity is available the AMF or MME-onboard fetches the authentication vectors, subscription details from the UDM or HSS on ground station and indicates that it is pre-fetching the subscription data without authenticating the UE. 

7. The gNB or eNB and/or AMF or MME (onboard) stores the received authentication vectors, subscription details received until the service link is available. 

8. When the service link is available and feeder link connectivity is not available, the on-board AMF or MME enters UE serving area and starts paging the UE with the assigned temporary identifier in the partial registration or attach accept message. 

9. In response to receiving the paging message, the UE re-sends the Registration or Attach request message including the IMSI/SUCI.

10. The UE and gNB/eNB or AMF/MME-onboard performs the authentication and security procedure with the UE, once primary authentication procedure is successful, remaining steps are performed to complete the Registration or Attach procedure with the UE. 

11. After successful authentication the UE and gNB/eNB and AMF/MME establishes the Access Stratum (AS), User Plane (UP) and Non-Access Stratum (NAS) security context.

12. Further message exchanges are protected using AS, UP and NAS security context appropriately

6.Y.3
Evaluation

TBD
*** End of Change ***
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