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Decision/action requested

Approval of proposed conclusion for KI#1of TR 33.776
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Rationale

This solution provides a light-weight mTLS-based solution for ACME account creation. 
Initial trust is established before/at the newAccount message stage, thus providing a method to limit account creation to legitimate NFs/ACME clients, and ensuring only authorized entities can cause creation of resources on the CA server. 

.
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Detailed proposal

**** Start of Change – All New Text ****

6.Y
Solution #Y: mTLS  initial trust establishment
6.Y.1
Introduction

This solution addresses Key Issue 1. It demonstrates a method for establishing initial trust via OAM issued certificates which bootstraps certificate issuances using ACME. 
6.Y.2
Solution details
This solution assumes that:

· The Operator CA trust store includes the OAM CA root

· The ACME client is hosted on the NF– this is for simplicity of explanation and can be relaxed if needed

· The ACME client is created with an OAM issued X.509 TLS client certificate and corresponding private key, and the Operator CA root certificate.
· An ACME Identifier Type for NFInstanceId has been registered with IANA as a side-effect of standardizing this or another solution.

The OAM issued certificate must contain the NFInstanceId in the SAN for the NF. It must have the correct NF Type extension per [4] and the correct EKU for client-authentication (and no unnecessary EKUs).

The ACME client creates its ACME account on the ACME server using mTLS to protect the newAccount message, authenticating itself by the OAM issued client certificate. To differentiate newAccount messages from subsequent messages which do not need mTLS the CA can use multiple ports – using a TLS proxy if necessary. The ACME server can indicate port usage through the returned ACME account URL in the response to the newAccount message.
The operator may continue to use mTLS on all messages, this limits access to the server, has the benefit of preventing an attacker probing the ACME server to disclose information about resources on the server unless they are in possession of a valid certificate and its private key (see section 10.5 in [2] for more discussion of security considerations in ACME deployments).
The ACME server should limit the number of accounts associated with each NFInstanceId to no more than one.
Note: NF Instance Id and NF Type are essential to include to establish the NFs identity and role which in turn determines the certificate types the NF may obtain. The OAM cert could include more identifiers as SANs. Whether they are essential will depend on the adopted solution(s) for other KIs and will be determined at the normative stage. 





· 
· 
· 


6.Y.3
Evaluation

This solution establishes initial trust prior to creating accounts and resources on the ACME server, negating possible unauthorized resource allocation, and satisfying KI#1. All steps in the process are self contained and do not rely on any OAM to CA communications other than one-time exchange of root certificates.


The use of TLS client authentication is not part of [2] and would need implementing on top of ACME. This could be done through using TLS proxies on the CA side, for example.
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