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Decision/action requested

Approval of proposed conclusion for KI#1of TR 33.776
2
References

[1]
3GPP TR 33.776 (V0.5.0), "Study of Automated Certificate Management Environment (ACME) for the Service Based Architecture (SBA)".

[2]
IETF RFC 8555: "Automatic Certificate Management Environment (ACME)".

[3]
3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF) ".

3
Rationale

This solution addresses the as yet unstudied ACME account creation problem in relation to initial trust (KI#1). 

4
Detailed proposal

**** Start of Change – All New Text ****
6.Y
Solution #Y: ACME account key initial trust establishment
6.Y.1
Introduction

This solution addressees Key Issue 1.

It provides a mechanism for establishing initial trust (KI#1) via communications between the OAM and CA at NF creation time through the ACME account key. This is broadly comparable with the IAK mechanism of 10.2 in [3]. Initial trust is then established from the first ACME message from the NF – the newAccount message – which will be signed by the account key. This mechanism removes some security vulnerabilities that are not covered in solutions 6.1 through 6.8.


6.Y.2
Solution details
This solution assumes

· The OAM and Operator CA server have an established trusted relationship, and communications channel
· The NF will be provided with the Operator CA root certificate at instantiation, and the CA has its own TLS leaf certificate chaining to it for the ACME server
· The ACME client is requesting certificates for one NF instance, which hosts the client – this assumption is merely for ease of explanation and could be dropped.
· An ACME Identifier Type for NFInstanceId has been registered with IANA as a side-effect of standardizing this or another solution.
When the OAM creates the  NF  one of the following  happens:

1. The OAM injects a unique public/private ACME account key pair into the NF; or

2. The NF creates its own ACME account key pair, and the OAM retrieves the public key.

The OAM communicates the following information to the Operator CA:

1. NFInstanceId of the new NF;

2. ACME account public key; and

3.  NF Type.
On receipt of these data the Operator CA creates a new account for the ACME client. There is one account per NF Instance.
Note: NF Instance Id and NF Type are essential to include to establish the NFs identity and role which in turn determines the certificate types the NF may obtain. Other data could be supplied in addition to the three named items. Whether they are essential will depend on the adopted solution(s) for other KIs and will be determined at the normative stage. 



The first action of any ACMR client is to issue a newAccount message to the server to obtain the account URL. In this solution the message field onlyReturnExisting is set to true. The Operator CA rejects newAccount messages where it is missing or set to false. The ACME client may proceed to certificate issuance.



1. 
2. 
6.Y.3
Evaluation

Failure to limit either the number of accounts or restrict authorization resource creation to trusted NFs presents a resource exhaustion attack surface.
The first step in this solution provides a security benefit in limiting the account creation step to only the trusted OAM and ensuring that only NFs whose identity has been validated can create authorization resources on the server. Regardless of the subsequent decision to use, or omit, challenge validation, such restrictions need to be enforced somehow, and this technique could be used in combination with any other solution for certificate enrolment and renewal. This satisfies KI#1.
In this solution we require the OAM and CA not only to have a trusted relationship but an interface to exchange information about each NF that the OAM instantiates which may not be desirable in all deployment scenarios.
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