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1
Decision/action requested

This contribution proposes to add conclusion to KI#3.
2
References

3
Rationale

The contribution proposes to add conclusion to KI#3.
4
Detailed proposal

It is suggested to approve the following change.

*************** Start of the change ****************

8.x
Conclusion for KI#3: SUPI privacy issue in PLMN hosting NPN scenario
Most of the solutions on KI#3 always relies on passing on the SUPI to the serving node at the hosted NPN on demand which doesn’t serve the purpose or objective of this key issue. Few other relies on the relocating SEAF from to the home network thus effecting the trust model that was introduced in the 5G specification TS 33.501. 

Concerns about SUPI misuse are based on the assumption that NFs at customer premises are susceptible to unauthorized access or suspicious activity. While the solution attempts to hides the SUPI from the customer premises, it does not hide the keys used to protect the user traffic considering that if the UPF is prone to unauthorized access and from this perspective it does not completely "shield" the user privacy who is in the end the intended beneficiary of such privacy mechanisms which is the motivation of the KI#3.

Thus, securing access to NFs is the customer's responsibility, and any abuse due to weak security controls is not the operator's liability. If operators have concerns about passing the SUPI, it is operator’s choice to limit the architecture scope to having the UPF only at the customer premises and not having the AMF in the hosted NPN 
As the proven usage of LI needs can’t be pre-determined and is not predictable the assumptions of ruling out the requirements of LI are not applicable. 
If the SUPI exposure can’t be restricted then  then it is recommended to close this KI#3 with no normative work required considering all the proposed solutions doesn’t address the objective of this key issue.
*************** End of the change ****************

